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"Evolution of Intrusion Detection Systems" 

(Innella), 686
"Experiences Benchmarking Intrusion Detection 

Systems" (Ranum), 750–751
Explicit Congestion Notification (ECN) option, 

562
Explicit signature techniques vs. anomaly detection, 

762
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in compromise, 16–17
in encryption, 624–628
intruder detection in, 19

Exploits, 8
Extended Service Set Identifiers (ESSIDs), 92
External intruders from wireless zones, 50
External segments, session data from, 488–490

F
-f switch, P0f, 208
-F switch, Tethereal, 143
Failures, inevitability of, 13
False alarms, 730
Familiar netblocks, attacks from, 600
FCS (frame check sequence), 664
Feedback in assessment, 383–384
file command for raw trace files, 197
File Transfer Protocol (FTP)

in session data, 487
for tools retrieval, 629–630, 633
with Truncated Tcp Options alerts, 493–497

Files downloaded by intruders, 337–338
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ARP, 77–79, 356–358
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with Fragroute, 540–547
paper on, 695
with Tcpdump, 135–140

in Ethereal, 166–167
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Find Packet command, 167
Fingerprinting, 708–709
Firewalls, 47

application-layer, 353
for inline devices, 76
Pf, 22
for scans, 638

First field in NetFlow, 217
Fl field in Flow-cat, 231
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714–715
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Flow-print utility, 229–232
flow_sequence field in NetFlow, 216
Flow-tools, 224–225

Flow-capture, 225–229
Flow-cat and Flow-print, 229–232

flowctl command, 223
Flowreplay utility, 182
Flows, definition, 215

Follow TCP Stream option, 493
Forensics, 41
Foundation papers, 686

"Computer Security Threat Monitoring and 
Surveillance", 686–687

"Network Security Model", 690–692
"Requirements and Model for IDES---A Real-

Time Intrusion-Detection Expert System", 
688

"TAMU Security Package: An Ongoing Response 
to Internet Intruders in an Academic 
Environment", 692–694

Fprobe utility, 215, 220–221
frag test, 534
frag-new test, 534
frag-old test, 534
frag-timeout test, 534
frag2 preprocessor, 545
Fragmented packets, 22

with Fragroute, 540–547
in ICMP, 363–369

Fragroute tool, 82–83, 534–547
Fragrouter tool, 547
Fragtest tool, 534–535
Fraleigh, Chuck, "Design and Deployment of a 

Passive Monitoring Infrastructure", 
697–698

Frame check sequence (FCS), 664
FreeBSD: An Open-Source Operating System for Your 

Personal Computer (Anderson), 417
FreeBSD monitoring

for channel binding, 66–68
for device polling, 98
for full content data, 120
for inline devices, 76
for sensors, 96–97
for session data, 474
for SPAN ports, 57–58
for taps, 64, 180
for TCP sequence numbers, 673–682
Tcpslice on, 175, 178
for wireless monitoring, 91
XMAS scan against, 635–636

Freedom to maneuver in defensible networks, 
21–22

FreshPorts site, 221
Fryxar, Tunnelshell by, 460
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ftp.$BROID file, 293
FTP SITE overflow attempt alerts, 339–340
Full content data, 119–121
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Ethereal for, 162–171
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options, 171–172
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in Sguil, 324
Snort for, 149–153
Tcpdump for, 122–123, 125–132

basic usage, 124
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for detail, 134–135
timestamps in, 132–134
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for detail, 146–149
reading, 144–146
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Editcap and Mergecap, 173–174
Etherape, 191–192
IPsumdump, 189–190
Netdude, 193–204
Ngrep, 185–189
P0f, 205–209
Tcpflow, 182–185
Tcpreplay, 179–182
Tcpslice for, 174–178

Full disclosure, necessity of, 725
Full-duplex links for taps, 75
Fullmer, Mark

Flow-tools by, 224
"OSU Flow-tools Package and Cisco NetFlow 

Logs", 711–712
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anomaly detection, 654–656
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653–654
paper on, 728
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652–653
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Fyodor
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Fingerprinting", 708–709
tools poll by, 410
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Garcia, Roberto, 753
Gelber, Dan, on Rome Labs attack, 588
Ghetta, Riccardo, Etherape by, 191
GIAC (Global Incidents Analysis Center), 607
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GIGO principle, 40
Global Incidents Analysis Center (GIAC), 607
global load balancing systems, 457, 614
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Gnucleus peer-to-peer client, 502–504
Gnutella protocol, 499–504
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415
Government testing, 359
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Ethereal, 162–171
Netdude, 193–204
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"GrIDS: A Graph-Based Intrusion Detection System 
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Grindlay, Bill, SQL Server Security, 413
Gspoof tool, 534
GUI (graphical user interface), 164–165
Gula, Ron

on analyst attacks, 648
on limiting access, 22
on observed traffic, 355
"Passive Vulnerability Detection", 743–745
"Passive Vulnerability Scanning Introduction to 

NeVO", 752

H
Hack back strategy, 589
Hack backs for stepping-stone detection, 

586–588
Hacker's Challenge: Test Your Incident Response 

Skills Using 20 Scenarios (Schiffman), 414
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results in, 390–393
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Introduction to NeVO", 752
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home page for, 753
"Network Security Model", 690–692
Network Security Monitor by, 753
on Rome Labs attack, 586–587
"Tactical Operations and Strategic Intelligence: 

Sensor Purpose and Placement", 
700–701

"Towards Detecting Intrusions in a Networked 
Environment", 716–717
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Hogan, Christine, Practice of System and Network 
Administration, 417

Holistic intrusion detection, 39
Home pages of researchers, 752–753
Home users, 658
Honeypots: Tracking Hackers (Spitzner), 413
host_#.ps graphs, 266
Host-based audits, 400
Host-based detection, 657
host command for TCP traffic, 444–445
Host names in Sguil, 321
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hot_login function, 294
Howard, Michael, Writing Secure Code, 420
Hping program

for filtering, 358
reference for, 411

HTTP proxies, 352
HTTPS sessions, 623, 626, 628
HTTPTunnel tool, 352
Hubs, 52–56

advantages and disadvantages of, 84
and taps, 72

Human targets, devious attacks against, 648

I
-i switch

Argus, 236
Ngrep, 186
Tcpdump, 124–125

-I switch, Ngrep, 186
I&W (indications and warning), 25–28, 374
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ICMP protocol and packets, 362

for chained covert channels, 506–511, 514
in Flow-cat, 230
fragmented traffic in, 363–369
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header for, 670–671
with LFT, 551, 554, 556
with Nmap, 606
normal traffic in, 361–363
Tcpdump representation of, 127–128spoofing, 

593
with Traceroute, 550
in Xprobe2, 561, 563

icmp.type filter, 166
ICMPv4 header options in Packit, 522–523
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Identification phase in detection, 360–371
Identifier field in ICMP Echo, 671
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"IDES: The Enhanced Prototype: A Real-Time 

Intrusion-Detection Expert System" (Lunt), 
715–716

Idle hosts, 604
Idle scans, 605
IDMEF (Intrusion Detection Message Exchange 

Format), 298
IDS Balancer device, 71
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for alerts, 285
deployment failures in, 30–31, 39–40
signature refinement in, 383
testing criteria for, 359

IEEE 802.3 headers, 665
ifconfig command

for filtering bridges, 80
for NIC speed, 54
for silent network interfaces, 51
for virtual interface bonding, 67

Ifstat utility, 257–258
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IGMP (Internet Group Management Protocol) 
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IGRP (Interior Gateway Routing Protocol) 

statistics, 250
IMAP (Internet Message Access Protocol), 618
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Incident Response and Computer Forensics (Prosise, 

Mandia, and Pepe), 414
Incident responses, 41

in Argus, 236
in case study, 389–390

Incidents, 5
attacks as, 361
for events, 371–374

Index page in MRTG, 276–277
Indications, 25–28
Indications and warning (I&W) concepts, 374
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"Inferring Internet Denial-of-Service Activity" 

(Moore, Voelker, and Savage), 749
info.$BROID file, 293
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Forum (IATF), 359
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Ingress filters, 21, 594–595
Initial response numbers (IRNs), 674
Inline devices, 76–77
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filtering bridges

building, 79–81
detecting, 77–79
testing, 82–83

Pf with bridging, 81–82
InMon Agent, 233–234
Innella, Paul, "Evolution of Intrusion Detection 

Systems", 686
input field in NetFlow, 217
Input queues, 567
ins1der, RPC exploitation by, 575
"Insertion, Evasion, and Denial of Service: Eluding 

Network Intrusion Detection" (Ptacek and 
Newsham), 723–726

Insiders
on intranets, 50
vs. outsiders, 31–34

Installing
Bro and BRA, 287–292
PIWI, 299, 309–311
Prelude, 299–307
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Integrity of databases, 6
Intel hardware for sensors, 94
Intellectual history of NSM, 685–686

alert-centric intrusion detection papers, 715–739
complimentary technologies papers, 739–752
flow-based monitoring papers, 711–715
foundation papers, 686–694
packet analysis papers, 701–711
researcher home pages, 752–753
sensor architecture papers, 694–701
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Ifstat, 257–258
Ipcad, 255–257
Trafshow, 260–264

Interior Gateway Routing Protocol (IGRP) 
statistics, 250

Internal networks in in-house NSM solutions, 399
International computer crime laws, 585–586
Internet Control Message Protocol. See ICMP 

protocol and packets
Internet Core Protocols: The Definitive Reference 

(Hall), 415
Internet Group Management Protocol (IGMP) 

statistics, 250
Internet Mapping Project, 611
Internet Message Access Protocol (IMAP), 618
Internet Protocol, header for, 668–670
Internet Protocol Journal, 427
Internet Relay Chat (IRC) channels, 18, 602
Internet Router Discovery Protocol (IRDP) 

statistics, 250
Internet Security Threat Report, 600
"Interpreting Network Traffic: An Intrusion 

Detector's Look at Suspicious Events" 
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Interrupt request (IRQ) conflicts, 94–95
Intranets, monitoring, 50–51
Intruder-led incident responses, 383
Intruders

characteristics, 12–13
detecting. See Detection
identity revelation by, 604–605

Intrusion Detection (Bace), 686
Intrusion Detection Message Exchange Format 
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"Intrusion-Detection Model" (Denning), 689
"Intrusion Detection Systems: A Survey and 

Taxomomy" (Axelsson), 686
Intrusion prevention systems (IPSs)
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purpose of, 349–350

Intrusions, 5
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ip accounting command, 249
IP addresses

in anonymity. See Anonymity
with decoys, 640–641
Ntop, 280–281
in session data, 475–476
statistics for, 250

ip_chaff dup option in Fragtest, 536
IP Flow Information Export (IPFIX) system, 213
ip_frag size option in Fragtest, 536
IP header options in Packit, 523
ip_opt lsrr option in Fragtest, 536
ip-opt test in Fragtest, 534–536
ip-opt values, 535
IP Sorcery tool, 530–534
ip.src filter, 166
-ip switch, Argus, 236
ip_tos tos option in Fragtest, 536
ip_ttl ttl option in Fragtest, 536
IP Version field in Packit packets, 532
Ipcad tool, 255–257
IPFilter firewalls, 76
IPFIX (IP Flow Information Export) system, 213
IPFW for inline devices, 76
ipmagic file, 530
IPMON system, paper on, 698
IPSs (intrusion prevention systems)

vs. NSM, 41
purpose of, 349–350

IPsumdump utility, 189–190
IRC (Internet Relay Chat) channels, 18, 602
IRDP (Internet Router Discovery Protocol) 

statistics, 250
IRNs (initial response numbers), 674
IRQ (interrupt request) conflicts, 94–95
iwpriv command, 87–88

Bejtlich_book.fm  Page 779  Thursday, June 17, 2004  8:40 AM



INDEX

780

J
Jacobson, Van

"BSD Packet Filter: A New Architecture for User-
Level Packet Capture", 695

Libpcap by, 121
Java 2 Primer Plus (Haines and Potts), 420
Johnson, Bradley C., Anti-Hacker Tool Kit, 413
Jones, Keith J., Anti-Hacker Tool Kit, 413
Jones, Ken, Practical Programming in Tcl and Tk, 

420

K
Kabay, Mitch, 4
Kahn, Clifford, "Common Intrusion Detection 

Framework", 727
Kay, Andrew, dscan by, 607
keepstats option in Snort, 320, 328
Kemmerer, Richard A.

"NetSTAT: A Network-Based Intrusion Detection 
Approach", 728–729

"Stateful Intrusion Detection for High-Speed 
Networks", 699–700

keys.* files, 294
Keystroke logs in Bro, 294
Kismet tool

reference for, 411
vs. Snort-Wireless, 657
for wireless monitoring, 93

Kline, Jeffrey, "Signal Analysis of Network Traffic 
Anomalies", 714–715

Kluge, Martin, Cisco IOS DOS attacks by, 567
Knittel, Brian, Windows XP Under the Hood: 

Hardcore Windows Scripting and Command 
Line Power, 420

Knoppix distribution, 86–87, 91
"Know Your Enemy: The Tools and Methodologies 

of the Script Kiddie" (Spitzner), 746–747
"Knowledge-Based Monitoring and Control: An 

Approach to Understanding the Behavior of 
TCP/IP Network Protocols" (Hitson), 701–702

Kochan, Stephen, UNIX Shell Programming, 420
Kohler, Eddie, IPsumdump by, 189
Kreibich, Christian

Netdude by, 193
"Network Intrusion Detection: Evasion, Traffic 

Normalization, and End-to-End Protocol 
Semantics", 748–749

Kruegel, Christopher
home page for, 753
"Stateful Intrusion Detection for High-Speed 

Networks", 699–700
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