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Corrections for all Printings – Chapter 11 through Chapter 15

	192
	Chapter 11, Understanding the Difference LWAPP Modes, second paragraph
Reads: 

At a high level, and after the AP has an IP address, the phases of LWAPP operation include these:

	Should read:
At a high level, the phases of LWAPP operation include these:



	192
	Chapter 11, Note
Delete and replace
	Replace with:
Note:  Only Cisco 1000 and 1500 Series LAPs support Layer 2 LWAPP mode. Also, Layer 2 LWAPP mode is not supported on Cisco WLCM, 2100 Series or 3750G WLCs. These WLCs support only Layer 3 LWAPP mode. If Layer 2 LWAPP methods failed, or if the AP is incapable of Layer 2 methods, then the AP would request an IP address from a DHCP server and use Layer 3 methods.  If this fails, the AP will reboot and start the cycle over again, continuing the cycle until it receives an LWAPP discovery response from a controller.

	192
	Chapter 11, Step 4, second sentence
Reads:

This process is going to include a mutual authentication.
	Should read:
This process is going to include a mutual authentication based on an exchange of X.509 certificates.

	192
	Chapter 11, Step 5, add last sentence
	Sentence to add:
If a firmware download was necessary, the AP will reboot and repeat steps 1 through 5.

	193
	Chapter 11, second bullet point
Delete and replace
	Replace with:
In Layer 2 LWAPP mode all LWAPP communications between the AP and WLC are in Ethernet encapsulated frames, not IP packets.

	193
& 194
	Chapter 11, Step 1, Step 2 and Step 3
Delete and replace
	Replace with:
Step 1.
Host A transmits an IP packet over the 802.11 RF interface after it is encapsulated in an 802.11 frame with the Host A MAC address as the source address, Host B’s MAC address as the destination address, and the access point radio interface MAC address as the receiver address.

Step 2.
At the AP, the AP adds an LWAPP header to the frame with the C-bit set to 0 and then encapsulates the frame using the LWAPP protocol. This LWAPP frame uses the AP Ethernet MAC address as the source MAC address and the WLC MAC address as the destination MAC address.

Step 3.
At the WLC, the LWAPP encapsulation is removed, and the original 802.11 frame is processed.

	194
	Chapter 11, Second set of Steps, Step 2 and Step 3
Delete and replace
	Replace with:
Step 2.
The WLC takes the entire Ethernet frame, adds the LWAPP header with the C-bit set to 0, and then encapsulates the combined frame inside an LWAPP frame. This LWAPP frame uses the WLC MAC address as the source MAC address and the access point Ethernet MAC address as the destination MAC address. This frame is sent out over the switched network to the AP.

Step 3.
At the AP, the LWAPP header is removed and the original Ethernet frame is processed.

	195
	Chapter 11, Step 1
Delete and replace
	Replace with:
Step 1.
Host A transmits the packet over the 802.11 RF interface. This packet is encapsulated in an 802.11 frame with the MAC address of Host A as the source address, Host B’s MAC address is used as the destination address, and the radio interface MAC address of the AP as the receiver address.

	196
	Chapter 11, Step 1, Step 2 and Step 3
Delete and replace
	Replace with:
Step 1.
If the AP is capable of using Layer 2 LWAPP, then the AP sends an LWAPP discovery request message as a broadcast at Layer 2.  If the Layer 2 broadcast succeeds (the AP receives LWAPP discovery response messages from controllers), then the AP chooses a controller and sends an LWAPP join request.  If this method fails or if the AP is incapable of using Layer 2 LWAPP, then the AP proceeds to the next step.

Step 2.
The AP proceeds to Layer 3 by checking its configuration for an IP address. If no IP address exists, the client uses DHCP to obtain one.

Step 3.
The AP then uses Layer 3 LWAPP methods to try to contact a controller.


	196
	Chapter 11, Step 4, second sentence
Reads:

If no controller responds, the AP reverts to Layer 2 broadcasts and starts the process again.
	Should read:
If no controller responds, the AP reboots and starts the process again.



	197
	Chapter 11, second sentence
Reads:

IOS-based APs only do a Layer 3 discovery.
	Should read:
IOS-based APs that have been coverted to LWAPP mode only do a Layer 3 discovery.

	197
	Chapter 11, Starting at The Layer 3 discovery process follows a certain order:, Step 1, Step 2, Step 3 and Step 4
Delete and replace 
	Replace with:
The Layer 3 discovery process has several methods it can use.  The AP will try all of these methods before deciding upon a particular controller.

Method 1.
Subnet Broadcast.  The AP does a subnet broadcast to see if a controller is operating in Layer 3 mode on the local subnet.

Method 2.
OTAP.  The AP attempts to use over-the-air provisioning (OTAP).  If OTAP has been enabled at a controller, then the APs joined with it will transmit neighbor packets; these packets contain the IP address of the controller the AP is joined with.  An AP attempting to use OTAP will turn on its radios and listen for neighbor packets.  If the AP hears any neighbor packets, it will try to contact the controller directly.  While this method can speed an AP’s join process, for security reasons you may want to disable OTAP.

Method 3.
AP Priming.  AP priming is something that happens after an AP is associated with at least one controller. The AP then gets a list of other controllers that it can associate with from the one it is already associated with. These other controllers are part of a mobility group. This information then gets stored in NVRAM and can be used if the AP reboots. To contact these controllers, the AP sends a broadcast to the primary controller and all the other controllers in the group.

Method 4.
DHCP Option 43.  When the AP draws an IP address from a DHCP server it can use DHCP option 43, if configured, to learn the IP address of the management interface of a controller.

Method 5.
DNS query.  The final method of discovering a controller is using Domain Name System (DNS). You use DHCP to get IP information, including a DNS server entry. Then the AP looks for a host record for CISCO-LWAPP-CONTROLLER. This should return the IP address of a controller management interface. The AP can use this address to send a unicast query. This process results in an AP finding a controller, all of which happens during the Discovery mode indicated in Figure 11-2.

	198
	Chapter 11, Step 2 and Step 3
Delete and replace
	Replace with:
Step 2.
Choose the secondary controller, or the tertiary (if primed).

Step 3.
If no primed information is available, or if the primary, secondary and tertiary controllers are not available, then look for a master controller.

	200
	Chapter 11, Step 4
Delete and replace
	Replace with:
Step 4.
When all else fails, look for the least loaded AP-Manager interface based on how many APs each is currently managing, compared to its total licensed capacity.

	200
	Chapter 11, first bullet point
Reads:

· Result code, which is the green light that says they can talk.
	Should read:
· Result code, indicating whether or not the AP is allowed to join.

	202
	Chapter 11, first two paragraphs under Figure 11.8
Delete and replace
	Replace with:
The use of link aggregation (LAG) gives your controllers redundancy for their physical ports. Configuring a controller with multiple AP managers will give your APs redundant interfaces with which to connect, in case any interface goes down.  You can also have a primary and backup port on a controller. If the primary goes down, you can use the backup. 

	202
	Chapter 11, first and second bullet points
Delete and replace
	Replace with:
· N + 1: This design has a single backup for multiple controllers.  All APs are configured to use a local controller as their primary, but if their primary fails they use the backup controller as their secondary.   Assess the risks involved with this design.  If you have five controllers with one backup for all of them to share, the backup can easily become overwhelmed if more than one controller is down at a time.
· N + N: This design allows each controller to back up one other and each controller in this design should be able, based on licensing, to handle their own APs as well as the APs belonging to their partner controller. For example, AP-1 points to WLC1 as its primary and WLC2 as its secondary; AP-2 points to WLC2 as its primary and WLC1 as its secondary. Load balancing is desired between APs and controllers. Also, if one controller is maxed out with APs, the design is no good as it would not be able to pick up the APs from the controller it is supposed to be redundant for, if that controller were to fail.

	202
	Chapter 11, third bullet point, second sentence
Reads:

Each controller backs up the other, and an extra is designed as a backup.
	Should read:
Each controller backs up one other, and an extra is designed as a backup.


	203
	Chapter 11, Local Mode, all three paragraphs

Delete and replace
	Replace with:
This is business as usual for an AP. In this mode, the AP handles user data, bridging the wired and wireless networks on behalf of wireless users.  

It also provides monitoring services, scanning all channels over a 180-second period, inspecting management packets for intrusion detection system (IDS) signature matches.  On the 802.11b/g radio, the radio transfers data for clients on its serving channel for 13 seconds, then jumps to the next channel up, a non-serving channel, for 60 ms to scan management frames.  At the end of the 60 ms it returns to its serving channel and handles user data traffic for another 13 seconds before jumping to the next higher non-serving channel to scan again.  In this manner (13 seconds serving user data, 60 ms scanning for IDS threats), the 802.11b/g radio is able to scan all of its channels in 180 seconds.  The 802.11a radio does the same thing, but it changes the timing so that it serves user traffic for 10 seconds, then scans for 60 ms.

You can also use this mode for site surveys.

	203
	Chapter 11, Monitor Mode, complete paragraph
Delete and replace
	Replace with:
Monitor mode is passive. When in this mode, the AP does not send traffic out of its radios and it does not allow client connections. This mode is used for finding rogue APs or IDS matches, troubleshooting, or for supporting location-based services. Monitor mode APs can be used with the location appliance to increase accuracy. Scanning is based on the country, and the command config advanced 802.11b monitor channel-list can change the value of the channels monitored.


	203
	Chapter 11, Sniffer Mode, complete paragraph
Delete and replace
	Replace with:
This mode operates with an OmniPeak, AirMagnet, or Wireshark server to capture data. The encapsulation of the captured data is specific to the product with which it is used. The AP sends the data to its controller, which then forwards the data to a specified device, a “sniffer server” for review. This mode is used to gather time stamps, signal strength, packet size, and other relevant information. You can use this mode as a troubleshooting tool for forensics.

	203
	Rogue Detection Mode, complete paragraph
Delete and replace
	Replace with:
This special role communicates rogue AP information to the rogue detector’s WLC. In this mode, the radios on the AP are turned off, and it listens for ARP messages on the wired network. It compares the MAC information to a rogue AP and client MAC list that it receives from the controller. The AP forwards any matches for this list to its controller. If an ARP is heard on the wired LAN, the controller generates an alarm.

	204
	Chapter 11, fourth and fifth bullet points
Delete and replace and add last sentence
	Replace with:
· Connected mode: In Connected mode, the AP can communicate with the controller.  In this mode the AP functions much like a local mode AP.

· Standalone mode: In Standalone mode, the AP is disconnected and is unable to reach the controller. All client requests are based on a configuration that is local to the AP.  In this mode all centrally switched WLANs will be shut down; WLANs configured for local switching will stay up.  Any kind of user authentication requiring access to the controller or to resources the controller connects to will fail, but authentication using Layer 2 security policies of None, Static WEP, WPA with a pre-shared key, or 802.1X  can be authenticated, though the 802.1X authentication must occur with accounts defined locally at the access point; H-REAP APs can support up to 20 local accounts for 802.1X authentication.  Other functions such as location based services, radio resource management, wireless IDS, or the ability to reconfigure APs requires you return to connected mode. 

H-REAP is supported on the AP 1130, AP 1240, and AP 1250.

	204
	Chapter 11, Bridge Mode, complete paragraph
Delete and replace
	Replace with:
In Bridge mode, the AP can act as a bridge and allow client access. APs can use point-to-point or point-to-multipoint links. To determine the best path for connecting mesh APs to root APs, the APs use a protocol called Adaptive Wireless Path Protocol (AWPP). Cisco calls this a mesh network, and can be used by both indoor and outdoor APs.

	210
	Chapter 12, Understanding Mobility Groups, seventh sentence down
Reads:

When this scenario occurs, the three controllers are considered to be in the same mobility domain.
	Should read:
When this scenario occurs, the three controllers are considered to be in the same mobility domain if they are configured with the addressing needed for them to communicate.

	210
&

212
	Chapter 10, Understanding Mobility Groups, third paragraph
Delete and replace
	Replace with:
A controller can be in only one mobility group and one mobility domain. To configure the mobility group, choose CONTROLLER > Mobility Management. Controllers that are in the same mobility group need to have the same virtual gateway IP address. You can add these controllers by clicking either the New or Edit All buttons, and then adding the Management interface IP address, MAC address, and mobility group of the other controller, as shown in Figure 12-3. In Figure 12-3, Controller2 is added to Controller1. If you have more than one controller to add, you can do it all at once using the Edit All function. First you create a text file that includes the controller MAC address and Management interface IP address for each controller you want to add. Then you paste the contents of the text file into the Edit All page. In Figure 12-3, two controllers are listed on the Edit All page. You can have up to 24 controllers in a mobility group and up to 48 controllers in a mobility domain.

	212
	Chapter 12, first paragraph under Figure 12-3
Delete and replace
	Replace with:
So what happens if a user moves to another mobility domain? Because a controller in a different mobility domain does not have information about the client, the client must reauthenticate. When the client reauthenticates, it will most likely get a new IP address, and any sessions it currently has will need to be restarted.

	213
	Chapter 12, add sixth bullet point
	Add:

· The Virtual Interface IP address on the controllers needs to be the same.

	216
	Chapter 12, The Layer 3 Roaming Process, fourth sentence

Reads:

Instead, the controllers tunnel the traffic back to the original controller.
	Should read:

Instead, the controller the user roamed to creates an Ethernet over IP tunnel to the original controller to keep the roam transparent.

	216
	Chapter 12, two bullet points

Delete and replace
	Replace with:

· Asymmetric tunneling: In asymmetric tunneling, traffic from the client is routed to the destination, regardless of its source address, and the return traffic is sent to its original controller, called an anchor, where it enters the Ethernet over IP tunnel and is forwarded to the new controller, called a foreign controller.

· Symmetric tunneling: In symmetric tunneling, all outbound traffic is tunneled from the foreign controller to the anchor controller, sent to the destination, and responses are returned to the anchor controller, and then tunneled back to the client via the foreign controller.

	218
	Chapter 12, Configuring Tunneling, second paragraph

Delete and replace
	Replace with:

This configuration page enables you to configure a Keep Alive Count and Keep Alive Interval. There also is a checkbox for symmetric mobility tunneling mode, which is not enabled by default.  Foreign controllers need to receive status messages from the anchor controller’s they are supporting in order for symmetric tunneling to work. The Keep Alive Count is the number of status messages that can be missed before the foreign controller considers the anchor to be unreachable. The default value is 3. The Keep Alive Interval is the amount of time (in seconds—the default is 10) between each status message sent by the anchor controller to the foreign controller.

	218
	Chapter 12, Mobility Anchors, first two sentences
Delete and replace
	Replace with:

With mobility anchors, also called auto anchor mobility and commonly used for a guest WLAN, all the client traffic that belongs to a WLAN is tunneled to a predefined WLC or set of controllers that are configured as an anchor for that specific WLAN. This feature helps restrict clients to a specific subnet and lets you have more control over the user traffic without needing to create additional VLANs.

	224
	Chapter 13, Question 4, answer a
Reads:

a.
A group of APs that allow roaming
	Should read:
a.
A group of controllers that allow roaming



	225
	Chapter 13, Question 6, answer d
Reads:

d.
San-Fran
	Should read:
d.
There is none



	225
	Chapter 13, Question 8
Reads:
8.
What is the default IP address of the Cisco controller?
	Should read:
8.
What is the default IP address of the Cisco controller Service-port interface?

	226
	Chapter 13, Question 17, answer a
Reads:

a.
A probe is seen
	Should read:
a.
A probe request is seen

	228
	Chapter 13,  Controller Terminology, first five paragraphs
Delete and replace
	Replace with:
Now that you have some understanding about the different types of controllers that are available, it is helpful to understand some of the terminology that goes along with them. 

The first term to understand is port. A port is a physical connection point on your controller. It is something that you can touch. A port ties together a VLAN and SSIDs. A 4404 has four ports, and a 4402 has two. The Cisco Wireless Service Manager (WiSM) has eight virtual ports. 

Another term to understand is WLAN. A WLAN consists of a service set identifier (SSID) and all the parameters that go along with it. A WLAN ties to an interface, which is then tied to a port.

The term interface, when related to a Cisco controller, is not the same as you would experience on a router. With Cisco routers, an interface can be a physical or logical (loopback) entity. With Cisco controllers, an interface is logical. It can include VLANs, which in turn have a port association. Some interfaces are static, because your controller must always have them.  Some interfaces are static, and others are dynamic. Some static interfaces cannot be removed because they serve a specific purpose. The static interfaces include these:


	228
	Chapter 13, Controller Terminology, second and third paragraphs after bullet points
Delete and replace
	Replace with:
If you allow users to roam, you are going to have a mobility group. A mobility group is a group of controllers configured to share roaming information about clients.  The interfaces used by roaming clients must be defined on all the controllers within the mobility group. If one controller does not have an interface configured, a user cannot roam to that controller.

So far, you see that both static and dynamic interfaces exist. Further discussion of these interfaces might help to clarify how to use them.

	229
	Chapter 13, Static Interfaces, paragraphs one through 6
Delete and replace
	Replace with:
The management interface is one that controls communications with network services (i.e. DNS, NetBios, RADIUS servers) in your network for all the physical ports. It can be untagged, which means that the VLAN identifier is set to 0. By leaving the VLAN identifier set to 0, the controller does not include an 802.1Q tag with the frame; rather, the frame is sent untagged. This means that if the traffic for the management interface travels across a trunk port on the switch where the controller is connected, the traffic is on the native VLAN of that trunk. Your APs use the management interface to discover the controller if they use the Layer 2 form of LWAPP. Mobility groups also exchange information using the management interface.

The AP manager interface is another static interface. The address that is assigned to this interface is used as the source for communications between the wireless controller and Cisco access points using the Layer 3 form of LWAPP. That means that this address has to be unique, but it can be in the same subnet as the management interface.

Another static interface is what is known as a virtual interface. The virtual interface controls the Layer 3 security, DHCP relay, and mobility manager communications for all of the physical ports of the controller. The virtual interface also has the DNS gateway hostname used by the Layer 3 security and mobility managers so they can verify the source of the certificates. When Layer 3 web authentication is enabled, the virtual interface will be used on the wireless side to force an authentication. For example, a user associates to a WLAN that is configured for web authentication. Next, the user opens a web browser and attempts to access any web page. With web authentication enabled, the web browser is redirected to the virtual interface IP address, which is commonly set to 1.1.1.1.  The virtual interface is used by the controller in accessing the controller’s web authentication page.

At this point, the user needs to enter credentials for the web authentication. After the user is authenticated, he is redirected to the web page he originally tried to reach. Alternatively, he could be redirected to a Terms of Use page or any other web page, as determined by the controller’s administrator.

Another static interface is the service port. The service port of the 4400 series controller is a 10/100 copper Ethernet interface. This service port is designed for out-of-band management and can also be used for system recovery and maintenance purposes. This is one of two ports that are active when the controller is defaulted (the other is the console port).. Note that the service port is not autosensing for DTE/DCE—you must use the right type of cable with it. Therefore, if you were going to plug in between a switch and a service port, you would have to use a standard Ethernet cable (you would use a crossover cable if you plugged your laptop directly into the service port). Also, no VLAN tag is assigned to the port, so the port should not be a configured as a trunk port on the switch.

Another interesting feature of the service port is that you cannot configure a default gateway for the port, but you can go into the CLI or the web-based GUI and define a static route. To define a static route, use the config route command or navigate to Controller> Network Routes.

	230
	Chapter 13, Connecting to the Controller, second paragraph
Delete and replace
	Replace with:
You will be connecting to the console port.  On some controllers (i.e. the 4402 or 4404) this will be a serial port, so you will use a DB9 female to female serial to null-modem cable. You will also need a laptop with a serial connection. Many new laptops do not have serial connections, although you can purchase an adapter that connects to a USB port. Other controllers, such as the 2106, use an RJ-45 console port.  Make sure you have the right type of cable.

	230
	Chapter 13, Connecting to the Controller, third paragraph, first sentence
Delete and replace
	Replace with:
After you set up the connection from the laptop to the console port, you need to use a terminal emulation application such as HyperTerminal, SecureCRT, or ZTerm (for Mac OSX).

	232
	Chapter 13, Performing Initial CLI Configurations, first paragraph, last sentence
Reads:

If no configuration exists, you see a prompt to run through a dialog and a message stating that the certificate was not found, as in Example 13-2.
	Should read:
If no configuration exists, you see a prompt to run through a dialog and a message stating that the web authentication certificate was not found, as in Example 13-2.



	232
	Chapter 13, Note box
Delete and replace
	Replace with:
Note   During the startup script, any time that you make a mistake after pressing the Enter key, you can move back a step to fix the error by pressing the ( - ) key, followed by the Enter key. 


	233
	Chapter 33, third and fourth configurations and blank space
Delete 
	Delete:

Service Interface Ip Address configuration  [none][DHCP]: 10.1.1.1

Invalid response

(blank space)

	233
	Chapter 33, twenty third and twenty fourth configurations
Delete
	Delete:
Configure a RADIUS Server now? [YES][no]:

Enter the RADIUS Server’s Address: -

	233
	Chapter 13, Add configurations after line:
Enable Auto-RF [YES][no]
Before line:

Configuration saved!


	Add lines:
Configure a NTP server now [YES][no]: no

Configure the system time now? [YES][no]: no

Warning! No AP will come up unless the time is set.

Please see documentation for more details.

Configuration correct? If yes, system will save it and reset. [yes][NO]: yes

	233
	Chapter 13, configuration lines between:

Resetting system with new configuration…
And 

Bootloader 4.1.171.0 (Apr 27 2007 – 05:19:36)

Delete line
	Delete line:
Configuration saved!

	235
	Chapter 13, Performing Initial Web Configurations, first paragraph
Delete and replace
	Replace with:
You can connect to the web interface without ever running though the CLI by browsing to the default IP address on the controller’s service-port interface, which is 192.168.1.1. Of course, you are allowed to change this address.  Assume, for the purposes of demonstration, that you changed the controller’s service-port interface IP address to 192.168.1.50. When you browse to the controller after using the Setup dialog, you use HTTPS, as seen in Figure 13-1.

	237
&

238
	Chapter 13, second set of bullet points, add two bullet points after
· 802.11a/n
	Add:
· Country

· Timers

	241
	Chapter 13, Step 5, second bullet point, third sentence
Reads:

For guests, quality of servivce is probably not the highest concern; however, it is for internal users.
	Should read:
For guests, signal quality is probably not the highest concern; however, it is for internal users.

	249
	Chapter 13, first paragraph, first sentence
Reads:

The next functional area is Access Point Summary, which shows the total number of 802.11a.n and 802.11b/g/n radios that are present, how many are up, and how many are down.
	Should read:
The next functional area is Access Point Summary, which shows the total number of 802.11a/n and 802.11b/g/n radios that are present, how many are up, and how many are down.

	252
	Chapter 13, first bullet point

Delete and replace
	Replace with:
802.11a/n Radios and 802.11b/g/n Radios: The 802.11 Radios links provide a list of APs with that specific type of radio.

	253
	Chapter 13, first paragraph after bullet points
Delete and replace
	Replace with:
As far as the CCNA Wireless exam is concerned, you should be familiar with the overall concept, but you do not need to understand each area in great detail. Still, with all this information for monitoring the APs that this controller manages and their radios, you must contend with rogue devices. Rogue devices include any wireless device transmitting beacons that is not managed by controllers in the detecting AP’s mobility group. The following section discusses how to manage them.

	253
	Chapter 13, Managing Rogue APs, fifth paragraph

Delete and replace
	Replace with:
Finally, you have the Rogues on a Wired Network field. This is a count of rogues that were shown to be on the network by either a Rogue Detector AP or by the Rogue Location Discovery Protocol (RLDP). Rogue Detectors work by the AP detecting ARP requests on the wired network for APs marked as rogue.  RLDP involves having a local mode AP pretend to be a client, having it associate to a rogue AP, and send ARP packets to the controller; if the ARP packets make it back to the controller’s management interface, the rogue AP is on the wired network.

	257
	Chapter 13, second paragraph, first sentence,  after bullet points
Reads:
Disabling the client puts it into a Disabled Client list and bans it until it is manually removed.
	Replace with:
Disabling the client puts it into a Disabled Client list and bans it (based on MAC address) until it is manually removed.

	257
	Chapter 13, first paragraph after their set of bullet points
Delete and replace
	Replace with:
By default, these clients are excluded for 60 seconds. Think of it as a waiting period. After the waiting period the client is allowed to start over with a clean slate, and unless they violate exclusion policies again, the client is no longer excluded.


	261
	Chapter 14, “Do I Know This Already?” Quiz, Question 1
Reads:

1.
Most standalone AP has a console port. True or False?


	Should read:
1.
Most standalone APs have a console port. True or False?



	262
	Chapter 14, Question 7
Reads:

7.
What is required if you are converting from standalone to lightweight mode? (Choose all that apply.)
	Should read:
7.
What is required if you are converting from standalone to lightweight mode, provided the AP has a manufacturer installed certificate? (Choose all that apply.)



	264
	Chapter 14, Connecting to a Standalone AP, first paragraph

Delete and replace 
	Replace with:
Many Cisco APs are capable of operating in both autonomous and lightweight mode and you can order them in either configuration. You may need to convert the device to lightweight mode if you plan to use it in that mode. Luckily, you can accomplish this conversion in different ways. You can get a Windows application called the IOS-to-LWAPP Upgrade tool to do it, and you can get it done using the Cisco Wireless Control System (WCS).  You could also use the access point’s CLI or web-based GUI interface, provided the access point already has a manufacturer-signed certificate (all APs manufactured up to July 15th, 2005 use self-signed certificates and all APs manufactured from July 18th, 2005 going forward have manufacturer installed certificates).  Any of these methods accomplish the same task; it is simply a matter of what you prefer and what you have access to. After the device is in lightweight mode, you can manage it through the Cisco wireless LAN controllers (WLC). Understand, however, that Cisco provides customers with the flexibility of running either IOS or LWAPP, and an AP can be purchased in whatever form as needed.

Book should include a list of APs that can be upgraded to LWAPP as well as a list of those that cannot.

	267
	Chapter 14, first sentence under Figure 14-4
Delete and replace
	Replace with:
Following are some other important facts related to the configuration of SSIDS and security when using the Express Security configuration page:

	268
	Chapter 14, first bullet point
Delete and replace 
	Replace with:
Select the NETWORK INTERFACES link on the left menu, select the radio, and then select the Settings tab and enable the radio with the Enable radio button.

	269
	Chapter 14, Converting to LWAPP, first sentence
Reads:

Three methods you can use to convert the AP to lightweight mode are as follows:
	Should read:
Four methods you can use to convert the AP to lightweight mode are as follows:

	269
	Chapter 14, Converting to LWAPP, second and third bullet points and the last sentence 
Delete and replace
	Replace with:
Use the WCS. If you have a WCS, this method is probably preferred.  This method is covered in the IUWNE course, is testable, and should be covered here.

· For APs manufactured after July 18th, 2005, simply archive the image to the AP to convert it to LWAPP.

· For APs manufactured after July 18th, 2005, navigate to System Software> Software Upgrade in the access point’s web-based GUI and enter the IP address of a TFTP server, the path, and filename for the recovery code being used for the upgrade.
The section that follows examines the IOS-to-LWAPP Upgrade Tool.

	269
	Chapter 14, Converting to LWAPP, first subtitle
Reads:

Converting to LWAPP Using the IOS-to-LWAPP Conversion Utility
	Should read:
Converting to LWAPP Using the IOS-to-LWAPP Upgrade Tool



	270
	Chapter 14, first paragraph, third sentence
Reads:

This software installs on a Window computer.
	Should read:
This software installs on a Windows 2000 or XP computer.

	272
	Chapter 14, Step 2
Reads:

Step 2.
In the IP File field, select the ... button (this button is called an ellipsis and looks like three dots), select the APList.txt file, and click Open, as demonstrated in Figure 14-8.
	Should read:
Step 2.
In the IP File field, select the ... button (this button is called an ellipsis and looks like three dots), browse to the APList.txt file, and click Open, as demonstrated in Figure 14-8.



	273
	Chapter 14, Step 6
Reads:

Step 6.
In the Time Details section, select the User Controller Time radio button.
	Should read:
Step 6.
In the Time Details section, select the Use Controller Time radio button.



	273
	Chapter 14, Note box, last sentence
Delete and replace


	Replace with:
You would do this by refreshing the controller config to WCS from the controller the AP is associated to; this creates a template containing the self-signed certificate which you could then push to all other controllers.

	274
	Chapter 14, first paragraph in note box carried over from page 273
Delete and replace
	Replace with:
This is an important note for those who are upgrading from older APs that support the upgrade path from autonomous APs to the lightweight code for the CUWN

	274
	Chapter 14, last paragraph
Delete and replace
	Replace with:
If you are resetting to factory defaults, use these steps.  Remove power from the AP.  Press the mode button and reapply power, holding the mode button down until the status LED turns red. This causes the AP to reboot, ignoring its lightweight code, apply an IP address of 10.0.0.1, and search for a TFTP server in the network 10.0.0.0/27. This means you need a TFTP server on that subnet and a default file on there with the naming convention cplatform_name-k9w7-tar.default. This is what the AP looks for. If the file can be found, the downgrade will take place. You probably will not be doing this unless you plan to move a lightweight AP out of the lightweight deployment and place it somewhere else as a standalone AP.

	278
	Chapter 15, Question 6, answer d
Reads:

d.
CCA
	Should read:
d.
Cisco Configuration Assistant



	280
	Chapter 15, first bullet point, first paragraph, second sentence
Reads:

This DHCP functionality is important because it is a requirement of the AP, and the controller does not act as a DHCP server.
	Should read:
This DHCP functionality is important because it is a requirement of the AP, and once it’s configured, the controller does not act as a DHCP server.

	280
	Chapter 15, first sentence in first paragraph after bullet points
Reads:

The design of this solution is perfect for small businesses that want a controller-based AP deployment but do not plan to grow to more than 12 APs, because the architecture allows one controller to support six APs, with two controllers able to communicate with each other.
	Should read:
The design of this solution is perfect for small businesses that want a controller-based AP deployment but do not plan to grow to more than 12 APs, because the architecture allows one controller to support six APs, with two controllers able to communicate with each other within a mobility group.

	281
	Chapter 15, first full sentence in first paragraph

Reads:

Along with the Cisco Configuration Assistant and the Radio Resource Management (RRM) capabilities of the Cisco Mobility Solution, this network is self-configuring, self-optimizing, and self-healing in the event of interference.
	Should read:
Along with the Cisco Configuration Assistant and the Radio Resource Management (RRM) capabilities of the Cisco Mobility Solution, this network is self-configuring, self-optimizing, and self-healing in the event of any kind of interference or failure.

	281
&

282
	Chapter 15, 526 Wireless Express Controller, first sentence in first paragraph
Reads:

The Cisco 526 Wireless Express Mobility controller harnesses the power of Cisco LWAPP technology, best-in-class automatic radio optimization, mobility performance, and multiaccess point management.
	Should read:
The Cisco 526 Wireless Express Mobility controller harnesses the power of Cisco LWAPP technology, best-in-class automatic radio optimization, mobility performance, and multiple access point management.

	282
	Chapter 15, sixth bullet point
Reads:

· Multiaccess point RRM
	Should read:
· Multiple access point RRM

	282
	Chapter 15, seventh bullet point
Reads:

· Support for a wide range of authentication mechanisms to enable scalable security architectures and minimize security interoperability issues (WEP, MAC filtering, WPA, WPA2, WebAuth, 802.1X, and EAP)
	Should read:
· Support for a wide range of authentication mechanisms to enable scalable security architectures and minimize security interoperability issues (WEP, MAC filtering, WPA, WPA2, Web Authentication, 802.1X, and EAP)


This errata sheet is intended to provide updated technical information. Spelling and grammar misprints are updated during the reprint process, but are not listed on this errata sheet.
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