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	Error – Second Printing
	Correction

	3
	Chapter 1, “Do I Know This Already?” Quiz, Question 1

Reads:

1. You would like to determine whether any services that are available on the network devices should NOT be available. Which of the following can you use to identify this?
	Should read:

1. You would like to determine if any services are available on the network devices that should not be. Which of the following can you use to identify this?


	38
	Chapter 2, “Do I Know This Already?” Quiz, Question 2

Reads:

2. After a new application is installed on an image that will be used in the Sales department, the application fails to function. You would like to examine the logs on the reference machine to see what may have gone wrong in the installation. Which of the following Windows logs focuses on events that occur during the installation of a program?
	Should read:

2. After installing a new application on an image that will be used in the Sales department, the application fails to function. You would like to examine the logs on the reference machine to see what may have gone wrong in the installation. Which of the following Windows logs focuses on events that occur during the installation of a program?

	81
	Chapter 3, First Paragraph after Second Set of Bullets
Reads:

For example, the following ACL permits the entire 172.168.5.0 subnet and denies 192.168.5.5:

Corp(config)# access-list 10 permit 172.168.5.0 0.0.0.255

Corp(config)# access-list 10 deny 192.168.5.5

If your intent is to deny the device at 172.16.5.5, you have failed. Because this address lies within the 172.168.5.0 network, it will be allowed because the permit rule is ahead of the deny rule. You could solve this by reordering the  rules in the following way:

Corp(config)# access-list 10 deny 192.168.5.5

Corp(config)# access-list 10 permit 172.168.5.0 0.0.0.255
	Should read:
For example, the following ACL permits the entire 172.168.5.0 subnet and denies 172.168.5.5:
Corp(config)# access-list 10 permit 172.168.5.0 0.0.0.255
Corp(config)# access-list 10 deny 172.168.5.5


If your intent is to deny the device at 172.16.5.5, you have failed. Because this address lies within the 172.168.5.0 network, it will be allowed because the permit rule is ahead of the deny rule. You could solve this by reordering the rules in the following way:


Corp(config)# access-list 10 deny 172.168.5.5
Corp(config)# access-list 10 permit 172.168.5.0 0.0.0.255

	247
	Chapter 9, Review Question 2

Reads:

2. Which segmentation approach works well for a single compromised system but becomes cumbersome when multiple devices are involved?
	Should read:

2. Which approach works well for a single compromised system but becomes cumbersome when multiple devices are involved?
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	Appendix A, Chapter 9, Review Questions, Answer to Question 2

Reads:

2. C. Isolation typically is implemented by either blocking all traffic to and from a device or devices or by shutting down device interfaces This approach works well for a single compromised system but becomes cumbersome when multiple devices are involved. In that case, segmentation may be a more advisable approach.
	Should Read:

2. B. Isolation typically is implemented by either blocking all traffic to and from a device or devices or by shutting down device interfaces This approach works well for a single compromised system but becomes cumbersome when multiple devices are involved. In that case, segmentation may be a more advisable approach.

	484
	Appendix A, Chapter 12, Review Questions, Answer to Question 5

Reads:

5. C. Due diligence and due care are two related terms that deal with liability. Due diligence means that an organization understands the security risks it faces and has taken reasonable measures to meet those risks. Due care means that an organization takes all the actions it can reasonably take to prevent security issues or to mitigate damage if security breaches occur. Due care and due diligence often go hand-in-hand but must be understood separately before they can be considered together.
	Should read:

5. A. Due diligence and due care are two related terms that deal with liability. Due diligence means that an organization understands the security risks it faces and has taken reasonable measures to meet those risks. Due care means that an organization takes all the actions it can reasonably take to prevent security issues or to mitigate damage if security breaches occur. Due care and due diligence often go hand-in-hand but must be understood separately before they can be considered together.
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	Error – First Printing
	Correction

	81
	Chapter 3, Paragraph before Sinkhole, First Sentence

Reads:

If your intent is to deny the device at 172.16.5.5, you have failed.
	Should Read:

If your intent was to deny the device at 172.168.5.5, you have failed.

	81
	Chapter 3, Code before Sinkhole

Reads:

Corp(config)# access-list 10 deny 192.168.5.5

Corp(config)# access-list 10 permit 172.168.5.0 0.0.0.255
	Should read:

Corp(config)# access-list 10 permit 172.168.5.5.0 0.0.0.255
Corp(config)# access-list 10 deny 172.168.5.5

	465
	Appendix A, Chapter 3, Review Questions, Answer 9

Reads:

9. D.
	Should read:

9. B.


This errata sheet is intended to provide updated technical information. Spelling and grammar misprints are updated during the reprint process, but are not listed on this errata sheet.

Updated 12/07/2017 


