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10-BASE 2 Ethernet, 21
10-BASE 5 Ethernet, 21
10/100-BASE T Ethernet, 21
100-BASE FX Ethernet, 21
100-BASE T Ethernet, 21
1000-BASE T Ethernet, 21
1000-BASE ZX Ethernet, 21

A

access attacks, mitigating, 191-192

access layer (three-layer hierarchical
model), 31

acknowledgment number (TCP), 35
Ad Hoc mode, 175
address learning (switches), 125
administrative distances
dynamic routers, 205-206
EIGRP routing source, 206
OSPF routing source, 206
RIP routing source, 206
static routers, 205-206
ANDing, 67
Anomaly Guard and Protector, 194
Application layer
TCP/IP network model, 46-47
OSI model, 33-34
APs (access points)
BSS, 176
ESS, 176
rogue APs, 178
ARP (Address Resolution Protocol), 43
ASA (Adaptive Security Appliance), 194
ASIC chips (application-specific
integrated circuit), 128
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authentication

authentication
PPP
CHAP, 143
configuring, 144-145
PAP, 143
WLAN:S, 178
automatic security configuration,
enabling on SDM, 236
Autonomous mode, 175
AUX port (Cisco devices), external con-
nections, 86
availability, 189

bridges, 20
broadcast frames, forwarding, 126
broadcast IDs, subnetting, 67-69

broadcast storms, switch looping
problem, 133-134

BSS (Basic Service Set), 176
bus topology, 19

C

backing up Cisco 10S Software, image
configurations, 110-112

Backoff Algorithm time calculations,
Ethernet collisions, 20

BECN (Backward Explicit Congestion
Notification), Frame Relay, 148-149

Bellman-Ford algorithm (RIP), 211
binary numbering
IP addresses
decimal conversions, 54-56
high-order bits, 55
low-order bits, 55
values represented, 54
IP addresses, 54
versus hexadecimal numbering,
56-57
bridges
collision isolation, 124
frames per second, 129
function of, 124
number of ports, 129
source-route translational, 125
source-route, 125
transparent, 125
versus switches, 128-129

CD-ROM
installing, 320-321
test modes
certification mode, 319
custom mode, 320
study mode, 319

CDP (Cisco Discovery Protocol), remote
router management, 115-116

cell-switched WANs, 23
certification mode (CD-ROM), 319

CHAP (Challenge Handshake
Authentication Protocol), 143-145

chart (subnetting), creating, 72-74

CIDR (Classless Inter-Domain Routing),
61

CIR (committed information rate), 148
circuit-switched WANSs, 22, 140-141

Cisco HDLC (High-level Data-Link
Control), 141

Cisco Anomaly Guard, 194

Cisco ASA (Adaptive Security Appliance),
194

Cisco CSA (Cisco Security Agent), 194

Cisco DDoS Guard, 194

Cisco devices

command line modes

interface configuration, 94
line configuration, 94
privileged exec, 93
router configuration, 94

user exec, 93



command shortcuts, error messages,

94-95
configuration register, 91
context-sensitive help, 95-96

Ethernet ports, duplex settings,
97-97

exam prep questions, 102-105
external connections
AUX port, 86
console port, 84-86
Ethernet port, 86-87
serial port, 87-88
management [P addresses, setting, 96
memory types, 89
passwords
logon requirements, 99
recovery process, 91-93
routers
information retrieval, 101
interfaces, enabling, 98
naming conventions, 108-110
securing, 98-101
serial ports, configuring, 97
SSH access, configuring, 100-101
Setup mode, 91
switches
hostnames, setting, 96
securing, 100-98
Cisco 108 Software
backing up, 110-111
images

backup/restore configuration,
111-112

transferring to/from servers
(TFTP), 110-111

startup process, 89-91
Cisco SDN (Self Defending Network) solu-
tions, 193-195

Cisco SWAN (Structured Wireless-Aware
Network), 179
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commands

Cisco three-layer hierarchical network
model, 30

access layer, 31

benefits, 32

core layer, 31

distribution layer, 31
class A IP addresses, 59
class B IP addresses, 59
class C IP addresses, 59
class D IP addresses, 59
class E IP addresses, 59
classful networks, 63
classless routing protocols, 214
CLI (command line interface), switch

configuration, 246-248

collision domains, 20
collisions

Ethernet

Backoff Algorithm time
calculations, 20

CSMA/CD (Carrier Sense
Multiple Access with Collision
Detection), 19-20

domains, 20
effect of, 20
elimination of, 20
Full Duplex connections, 20
isolating on bridges, 124
isolating with switches, 124
jam signals, 20
command line modes, Cisco devices
Interface configuration, 94
Line configuration, 94
privileged exec, 93
Router configuration, 94
user exec, 93
commands
context-sensitive help, 95-96
enable secret, 99
shortcuts, error messages, 94-95
show flash, 101
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commands

show interface, 101
show running-config, 101
show startup-config, 101
show version, 101
compression identifiers, router images,
100
confidentiality, 189
configuration register, Cisco devices, 91
configuring
Cisco devices

command line modes, access
levels, 93

command line modes, access
levels, 94

command shortcuts, 94-95
configuration register, 91
IOS startup process, 89-91
memory locations, 89
password recovery process, 91-93
Setup mode, 91
SSH access, 100-101

duplex communication, 132

Frame Relay, 151
LMI, 152

troubleshooting guidelines,
154-155

verification of, 154-155
PPP, authentication, 144-145
RIP, 212-214
routers with SDMExpress
DHCPServer, 232
firewall, 235
IP addressing, 230-231
NAT, 234
user credentials, 230
WAN interfaces, 232-234
switches with CLI
default gateway, configuring, 248
management IP, configuring, 247
security, 246-247
WLANS, 181-182

connecting Cisco devices

command line modes, access levels,
93-94

command shortcuts, 94-95
configuration register, 91
I0S startup process, 89-91
memory locations, 89
password recovery process, 91-93
Setup mode, 91
connection-oriented communication, 35
connectionless communication, 35
connectivity, testing with SDM, 243
console port
external connections, 84-86
local management connections, 85
rollover cable pinouts, 85
terminal session settings, 86
content networks, 24
context-sensitive help, Cisco devices,
95-96
core layer (three-layer hierarchical
model), 31

CRC (Cyclic Redundancy Check), Store
and Forwarding switching, 130

CSA (Cisco Secure Agent), 194

CSMA/CD (Carrier Sense Multiple Access
with Collision Detection), 19-20

custom mode (CD-ROM), 320
cut-through mode switching, 130

data link layer (0SI model)

flat addressing, 43

frame types, 43

MAC addresses, 44
DDoS attacks, mitigating, 192-193
DDoS Guard, 194
debug ppp authentication command, 146
decapsulation, 46



decimal numbering,

conversion from hexadecimal system,

57-58
converting to binary system, 54-56
dedicated leased lines, expense of, 22
default gateway switch configuration, 248
default masks, 62—63
default routes
configuring with SDM, 242
routers
creating, 203-204
example of, 204
uses, 203
default subnet masks, 59-60
destination ports, 39
devices, external connections
AUX port, 86
console port, 84
console port, 85-86
Ethernet port, 86-87
serial port, 87-88
external connections, 84

DHCP (Dynamic Host Configuration
Protocol), 34

DHCP server, configuring with SDM
Express, 232

distance vector routing protocols

control and prevention of routing
loops, 207-210

maximum hop count, 208

distribution layer (three-layer hierarchical
model), 31

DLCI (data-link connection identifier), 147
DNS (Domain Name System), 34

DSSS (direct sequence spread spectrum),
173

Dynamic Key Exchange, 180
Dynamic NAT, 161-162
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Ethernet

dynamic routes
administrative distance, 205-206
EIGRP, 204, 211
OSPE, 204
RIP, 204

EIGRP (Enhanced Interior Gateway
Routing Protocol), 204

administrative distance, 206

combination of link state and
distance vector routing, 211

routing metrics, 206-207
enable secret command, 99
encapsulation, 45-46

Frame Relay, selecting, 152

HDLC, 140-141

PPP, 140-141

authentication, 144-145
CHAP, 143

LCP, 142-143

NCP, 142-143

PAP, 143

troubleshooting configuration,
146

verifying configuration, 146
Serial Line IP, 140-141
encryption
enable secret command, 99
WLAN:S, 179
ESS (Enhanced Service Set), 176
Ethernet
10-BASE 2, 124
10-BASE 5, 124
bridges
collision isolation, 124
function of, 124
versus switches, 128-129
cabling
10-BASE 2, 21
10-BASE 5, 21
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Ethernet

10/100-BASE T, 21
100-BASE FX, 21
100-BASE T, 21
1000-BASE T, 21
1000-BASE ZX, 21
collisions, 19-20
development of, 19
exam prep questions, 25-28
IEEE 802.3 specification, 19
ports
duplex settings, configuring, 97
external connections, 86-87
speed settings, configuring, 97
straight-through cables, 86-87
segments, 19
specifications, 21
speeds, 20
switching
address learning, 125
collision isolation, 124
Cut-Through mode, 130

duplex connection configuration,
132-133

exam prep questions, answers to,
137-138

Fragment-Free mode, 131
frame filters, 127
frame forwarding, 125-127
full-duplex connections, 131-132
function of, 124
half-duplex connections, 131
looping problems, 133-134
STP, 134
Store and Forward mode, 130
versus bridges, 128-129
exam, MeasureUp, 320-321
extended NAT entry, 162-164
external connections, Cisco devices
AUX port, 86
console port, 84-86
Ethernet port, 86-87
serial port, 87-88

F

features sets, Cisco routers, 108

FECN (Forward Explicit Congestion
Notification), 148-149

FHSS (Frequency Hopping Spread
Spectrum), 172

firewalls, configuring with SDM Express,
235

flash memory, Cisco devices, 89
flat addressing, 43
flat topologies, 42
Fragment-Free switching, 131
frame duplication, switch looping prob-
lem, 133-134
frame filters, 127
frame forwarding, MAC addresses,
125-127
frames
Frame Relay
configuring, 151-154
data transmission rates, 148-149
encapsulation types, selecting, 152
inverse-arp, 149
LMI, configuring, 152
NBMA media, 150
PVCs
CIRs, 148
DLClIs, 147
LMI, 147-148
split horizon problem, 150-151
subinterfaces, configuring, 152
troubleshooting, 154-155
verifying configuration, 154-155
frame-relay map command, 152
frames, 43
CRC, 130
runts, 131
FTP (File Transfer Protocol), 33
full mesh topology, 19
Full-Duplex connections, 131-132
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inverse-arp command

global addresses (NAT), 157

hackers, 178
half-duplex connections, 131

HDLC (High-Level Data-Link Control),
140141

headers, TCP/UDP, 40-41

help
context-sensitive commands, 95-96
technical support, 322

hexadecimal numbering
conversion from decimal system, 58
decimal conversions, 58
versus binary values, 56-57
versus decimal values, 56-57

high-order hits, hinary numbering
system, 55

hold-down timer, 210

hop count, monitoring, 208-209
host devices, 18

host field, IP addresses, 61

hostname, assigning to Cisco devices,
96, 230

hosts
broadcast frames, forwarding, 126
IP addresses, 66-67
multicast frames, forwarding, 127
subnetting, 66-67, 71
unicast frames, forwarding, 125
HTTP (HyperText Transfer Protocol), 33
hubs, 125-128

IANA (Internet Assigned Numbers
Authority), port number ranges, 38-39

ICMP (Internet Connection Management
Protocol)

network layer, 43

ping command, 116-117

traceroute command, 116-117
IDS (intrusion detection system), 179
IEEE 802.3 (Ethernet), 19
IEEE 802.11 standard, 23, 171
IEEE 802.11a standard, 172
IEEE 802.11b standard, 173-174
IEEE 802.11i standard, WPA2, 181
IEEE 802.11n standard, 174
images (Cisco 10S)

backup/restore configurations,
111-112

transferring to/from servers (TFTP),
110-111

Increment, subnetting
requirements, determining, 72
spacing between, 63-65

Infrastructure mode, 175

inside addresses (NAT), 156-157

installing

CD-ROM, system requirements,
320-321

WLANS, 181-182
integrity, 189
Interesting octets, 64

interface configuration mode, Cisco
devices, 94

interfaces, shutdown states, 98
internal attacks, 178

Internet layer, TCP/IP network model,
46-47

inverse-arp command, 149
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IP addressing

IP addressing J_K_L

binary numbering, 54-56

classful networks, 63 jam signals, 20

decimal numbering, 58

default subnet masks, 59-60 LANs

exam prep questions, 75— 78, 80-81 collisions, 19

hexadecimal numbering, 56-58 Ethernet

host fields, 61 10-BASE 2, 21
10-BASE 5, 21

host requirements, determining, 71

10/100-BASE T, 21

Increment requirements,

determining, 72 100-BASE FX, 21
network field, 60-61 100-BASE T, 21
non-default subnet masks, 61 1000-BASE T, 21
router configuration, 230-231 1000-BASE ZX, 21
subnet fields, 61-62 collisions, 19-20
subnetting development of, 19

Broadcast IDs, 67-69 IEEE 802.3 specification, 19
chart, creating, 72-74 segments, 19

class determination, 62-63 exam prep questions, 25-28
default mask, 62-63 Layer 2. See data link layer
Increment, 63-65 Layer 3. See network layer

logical AND operation, 67 Layer 4. See transport layer
number of hosts, 66-67 Layer 5, 34

number of hosts, calculating, 66 Layer 6, 34

f 69-71
number of subnets, 69-7 Layer 7. See application layer

LCP (Link Control Protocol), PPP
sub-layer, 142-143

leased lines
encapsulation types, 140-141

requirements, determining, 71-72
Subnet Zero Rule, 70-71
ip default-network command, 204

IPS (Intrusion Prevention System),
179, 194

IPX (Internetwork Packet Exchange), 43

IS-IS (Intermediate System-Intermediate
System), 210

ISM (Industrial, Scientific, Medical)
bands, 170

expense of, 22
Lightweight mode, 175

line configuration mode, Cisco devices,
94

link state routing protocols, 210

LMI (local management interface),
147-148

load distribution (NAT), 158
logging in to SDM Express, 227-229
logical AND operation, 67



loops, 133-134
control and prevention of, 207-210
hold-down timer, 210
hop count, maintaining, 208-209
poison reverse, 209
route poisoning, 209
split-horizon rule, 209

low-order bits, binary numbering system,

55

LWAPP (Lightweight Access Point
Protocol), 175
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network layer

MITM attacks, 191-192
multicast frames, forwarding, 127

multipoint subinterfaces, resolving split
horizon problems, 151

MAC addresses
Data Link layer, 44
OUI, 44
switches
address learning functions, 125
frame filtering functions, 127

frame forwarding functions,
125-127

table instability, switch looping
problem, 133-134

management IP, switch configuration, 247
MANs (metropolitan area networks), 23

mapping TCP/IP model layers to 0SI
model layers, 47

MARS (Security Monitoring, Analysis, and
Response System), 195

maximum hop count, monitoring, 208-209
MeasureUp practice tests, 320-321
memory, 89
mesh topology, 19
metrics, 206-207
metropolitan area networks (MANs), 23
microsegmentation, 132
MIMI (Multiple Input Multiple Qutput), 174
mitigating security threats, 189

access attacks, 191-192

DDoS attacks, 192-193

reconnaissance attacks, 190-191

NAC (Network AccessControl), 195
naming routers, 108-110
NAT (Network Address Translation), 155
advantages, 158-159
configuring with SDM Express, 234
disadvantages, 159
Dynamic, 161-162
global addresses, 157
inside addresses, 156-157
load distribution, 158
outside addresses, 156-157

overlapping address space problem,
resolving, 158

PAT, 162164

Static, 159, 161

translations
troubleshooting, 164-165
verifying, 164-165

typical setup, 156

Well-Meaning Admin Error
problem, resolving, 158

NCP (network control protocol),
PPP sublayer, 142-143

network devices, 18
network field, 60-61

Network Interface layer, TCP/IP network
model, 46-47

network layer
hierarchical organization of, 42
packets, 42
path determination, 41
protocols
ARP, 43
ICMP, 43
IP, 42-43
IPX, 43
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networks
networks 0
Cisco three-layer hierarchical model,
30 OFDM (Orthogonal Frequency Division
access layer, 31 Mulitplexing), 172
benefits, 32 0SI (Open System Interconnect) model,
32

core layer, 31
application layer, 33-34

distribution layer, 31
data link layer, 43-44

content networks, 24

MANS, 23 exam prep questions, 48-51
OSI model layer sequence, 32-33
application layer, 33-34 network layer
data link layer, 43-44 ARP, 43
hierarchical organization of, 42

layer sequence, 32-33

network layer, 41-43 ICMP, 43
physical layer, 44-45 IP, 42-43
presentation layer, 34 IPX, 43
sending data between hosts, packets, 42
45-46 path determination, 41
session layer, 34 physical layer, 44-46
transport layer, 35-41 presentation layer, 34
versus TCP/IP model, 47 session layer, 34
SANs, 24 transport layer
TCP/IP model connection-oriented, 35
application layer, 46-47 connectionless, 35
Internet layer, 46-47 port numbers, 38-40
Network Interface layer, 46-47 reliable communication with
transport layer, 46-47 TCP, 35-37
versus OSI model, 47 TCP, 36-40
topologies UDP, 40-41
bus, 19 versus TCP/IP network model, 47
full mesh, 19 OSPF (Open Shortest Path First), 204

partial mesh, 19 administrative distance, 206

point-to-point, 18 routing metrics, 206-207
ring, 18 0UI (Organizationally Unique Identifier),

star, 18 4

no auto-summary command, 213 outside addresses (NAT), 156-157

nonbroadcast multi-access (NBMA) overlapping address space problem,
media, 150 resolving, 158

non-default subnet masks, 61
NTP (Network Time Protocol), 34
NVRAM (Non-Volatile RAM) memory, 89
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packet-switched WANs, 22-23, 140-141
packets, 42, 202

PAP (Password Authentication Protocol),
143-145

PAR (positive acknowledgment and
retransmission), 36
PAT (Port Address Translation), 162-164
partial mesh topology, 19
passwords
encrypting, 99
logging into SDM Express, 228-229
recovery process, 91-93
requiring for device logon, 99
router remote access, enabling, 113
path determination, 41
physical layer, 44-46
ping command (ICMP), 116-117
point-to-point subinterfaces, resolving
split horizon problems, 151
point-to-point topology, 18
poison reverses (distance vector routing
protocol), 209
POP3 (Post Office Protocol 3), 34
port numbers
transport layer (OSI)
destination ports, 39
multiplex connections, 39
segments, 40
source ports, 39
transport layer (OSI), 38-39
port numbers (TCP/UDP), 38-39
PPP (Point-to-Point Protocol), 142
authentication

Challenge Handshake
Authentication Protocol
(CHAP), 143

configuring, 144-145
Password Authentication Protocol

(PAP), 143
debug ppp authentication command,

353
RIP (Routing Information Protocol)

encapsulation, 140-142
show interfaces command, 146
sublayers

link control protocol (LCP),
142-143

network control protocol (NCP),
142-143

troubleshooting configuration, 146
verifying configuration, 146
practice exams, 320-321
presentation layer, 34
privileged exec accesss, 93
PVCs (permanent virtual circuits)
CIRs, 148
DLCI, 147
LMI, 147-148

Q-R
RAM, 89

reconnaissance attacks, mitigating,
190-191

reconnecting to router, 237-238, 242
reliable transmission, 35, 41
remote router management
CDP protocol, 115-116
ICMP protocol, 116-117
SSH, 114-115
telnet protocol, 112-113
restoring Cisco 10S images, 111-112
resuming telnet sessions, 113
ring topology, 18
RIP (Routing Information Protocol), 204
administrative distances, 206
Bellman-Ford algorithm, 211
configuring, 212-214
no auto-summary command, 213
routing metrics, 206-207
troubleshooting, 214-217
updates, 211
verifying configuration of, 214-217
versions, 211-213
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rogue APs

rogue APs, 178
rollover cable pinouts, terminal session
settings, 85-86
ROM (read-only memory), 89
route poisoning (distance vector routing
protocol), 209
router configuration mode, Cisco devices,
94
routers
Cisco devices
interfaces, enabling, 98
serial ports, configuring, 97
classless routing protocols, 214
compression identifiers, 109
default routes
configuring with SDM, 242
creating, 203-204
example of, 204
uses, 203
distance vector protocols
loops, controlling, 207-210
maximum hop counter, 208
distance vector protocols, 207
dynamic routes, 204-206
exam prep questions, 118-223
feature sets, 108
information retrieval, 101
interfaces, 98
IOS naming conventions, 108-110
link state protocols, 210

neighboring connected devices,
viewing, 115-116

path determination, 41

remote telnet access, enabling), 113

remote management, 112-117

RIP
Bellman-Ford algorithm, 211
configuring, 212-214
metrics, 206-207
troubleshooting, 214-217
updates, 211

verifying configuration of,
214-217

versions, 211
securing, 98-101
SSH access, configuring, 100-101
static routes
administrative distances, 205-206
example of, 202-203
syntax, 202
uses, 202

telnet sessions, resuming/suspending,

113
runts, 131

S

SANs (storage area networks), 24
SDM (Security Device Manager), 226.
See also SDM Express
automatic security configuration, 236
connectivity, testing, 243
hostname, configuring, 230
logging in, 227-229

reconnecting after router configura-
tion, 237-238, 242

routers, configuring, 242
DHCPserver, 232
firewall, 235
IP addressing, 230-231
NAT, 234
WAN interfaces, 232-234
user credentials, configuring, 230
SDN (self-defending network) solutions,
193-195
security
best practices, 195
Cisco SDN solutions, 193-195
goals of, 189
need for, 188
routers, 98, 100-101
switches, 98, 100-101, 246-247



threats to, mitigating, 189
access attacks, 191-192
DDoS attacks, 192-193
reconnaissance attacks, 190-191

WLANS, 177-179
WEP, 179-180
WPA, 181
WPA2, 181

segments, 19-40

sequence numbers (TCP), 35
serial ports, 87-88, 97
session layer, 34

Setup mode, Cisco devices, 91

shortcuts (MeasureUp practice tests),
creating, 321

show cdp neighbors command, 115-116
show cdp neighbors detail command, 116
show cdp neighbors entry command, 116
show flash command, 101, 109-110
show interface command, 101, 146

show ip nat statistics command, 164-165

show ip nat translations command,
164-165

show running-config command, 101
show sessions command (telnet), 113
show startup-config command, 101
show version command, 101

sliding windows (TCP), 37

SLIP (Serial Line IP) frame encapsula-
tion, 140-141

SMTP (Simple Mail Transfer Protocol), 33

SNMP (Simple Network Management
Protocol), 34

source ports, 39

source-route bridges, 125
source-route translational bridges, 125
split-horizon rule, 150-151, 209

SSH access, configuring on Cisco routers,
100-101, 114-115

SSID (Service Set Identifier), 176
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subnetting

standards, WLANSs, 171
IEEE802.11a, 172
IEEE802.11b, 173
IEEES02.11g, 174
IEEE802.11n, 174

star topology, 18

Static NAT, 159-161

static routes
administrative distances, 205-206
example of, 202-203
syntax, 202

Store and Forward switching, 130

STP (Spanning Tree Protocol), 134

straight-through cables, Ethernet port
connections, 86-87

study mode (CD-ROM), 319
study resources, 323-325
subinterfaces, Frame Relay
configuring, 152
resolving split horizon problems, 151
subnet fields, 61-62
subnet masks
default (IP addresses), 59-60
non-default (IP addresses), 61
Subnet Zero Rule, 70- 71
subnetting
Broadcast IDs, 67-69
chart, creating, 72-74
default masks, 62-63
exam prep questions, 75-81
hosts, 66-67

Increment, spacing between IP
addresses, 63-65

IP addresses
host requirements, 71
Increment requirements, 72
subnet requirements, 71-72
IP class determination, 62—63
logical AND operation, 67
requirements, determining, 71-72
Subnet Zero Rule, 70-71
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suspending telnet sessions

suspending telnet sessions, 113
switches
address learning, 125

ASIC chips (Application-Specific
Integrated Circuit), 128

basic operation of, 124

Cisco device hostnames, setting, 96
CLI, 246-247

collision isolation, 124
Cut-Through mode, 130

duplex connections, configuring,
132-133

exam prep questions, 135-138
Fragment-Free mode, 131
frame filters, 127

frame forwarding, 125-127
frames per second, 129
Full-Duplex connections, 131-132
function of, 124

Half-Duplex connections, 131
loops, 133-134

number of ports, 129
securing, 98-101

Store and Forward mode, 130
STP, loop prevention, 134
versus bridges, 128-129
versus hubs, 125-128

system requirements, CD-ROM installa-
tion, 320

T

TCP (Transmission Control Protocol), 35
headers, 40
port numbers, 38-39
sliding windows, 37
three-way handshake, 36-37
TCP/IP network model
application layer, 46-47
Internet layer, 46-47
layers, mapping to OSI model layers,
47

Network Interface layer, 4647
transport layer, 46-47
versus OSI model, 47
technical support, 322
telnet, 34
passwords, enabling for access, 113

routers, remote management,
112-113

sessions, resuming/suspending, 34
terminal sessions, console port settings,
86
test modes (CD-ROM)
certification mode, 319
custom mode, 320
study mode, 319
testing connectivity with SDM, 243
tests (practice), MeasureUp, 320-321
TFTP(Trivial File Transfer Protocol),
34,110
application layer (OSI), 34
I0S images

backup/restore configurations,
111-112

transferring to/from servers,
110-111

troubleshooting tips, 111
Thicknet (10-Base 5 Ethernet), 124
Thinnet (10-Base 2 Ethernet), 124
threats to security, mitigating, 189

access attacks, 191-192

DDoS attacks, 192-193

reconnaissance attack, 190-191

WLAN security, 177-178
three-layer hierarchical model, 30

access layer, 31

benefits, 32

Core layer, 31

distribution layer, 31
three-way handshake, 36-37

TKIP (Temporal Key Integrity Protocol),
181



topologies
bus, 19
flat, 42
full mesh, 19
partial mesh, 19
point-to-point, 18
ring, 18
star, 18
traceroute command, 116-117
translations, NAT, 164-165
transparent bridges, 125
transport layer (0SI) , 35
connection-oriented, 35
connectionless, 35
port numbers
destination ports, 39
TANA ranges, 38-39
multiplex connections, 39
segments, 40
source ports, 39

unreliable communication with
UDP, 40-41

reliable communication with T'CP,
35-37

TCP
headers, 40
port numbers, 38-39
sliding windows, 37-38
three-way handshake, 36-37
UDP, 40-41
troubleshooting
Frame Relay configuration, 154-155
PPP configuration, 146, 214-217
twisted-pair cabling, 20

u-v

UDP (User Datagram Protocol) , 35,
headers, 4041
port numbers, 38-39

transport layer, unreliablilty of con-
nections, 40-41
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WANSs

unicast frames, forwarding, 125

UNII (Unlicensed National Information
Infrastructure) bands, 170

unlicensed radio bands, 170-171
unreliable communcation, UDP, 40-41

user credentials, assigning with SDM
Express, 230

user exec access, Cisco devices, 93

verifying PPP configuration, 146,
214-217

version 2 command, 213
viruses, 192
VTY lines, 99

W-X-Y-Z

WANS, 21
cell-switched, 23
circuit-switched, 22, 140-141

dedicated leased line connections,
expense of, 22

encapsulation types
HDLC, 140-141
PPP, 140-142
SLIP, 140-141
exam prep questions, 25-28, 167
Frame Relay
BECN, 148-149
configuring, 151-154
encapsulation types, selecting, 152
FECN, 148-149
inverse-arp, 149
LMI configuration, 152
nonbroadcast multi-access

(NBMA) media, 150
PVCs, 147-148
split horizon problem, 150-151
subinterfaces, configuring, 152

troubleshooting configuration,
154-155

verifying configuration, 154-155
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WANSs

interfaces, configuring with SDM
Express, 232-234

leased lines, 22, 140-141
packet-switched, 22-23, 140-141
wireless networks, 23
war driving, 178
Well-Meaning Admin Error problem,
resolving (NAT), 158
WEP (Wired Equivalent Privacy), 179-180
Wi-Fi, 171-172
wireless networks, 23
WLANs
APs, 176
configuring, 181-182
IEEE 802.11, 171
TIEEE 802.11a, 172
IEEE 802.11b, 173
IEEE 802.11g, 174
IEEE 802.11n, 174
operational modes, 175
security, 177-179
WEP, 179-180
WPA, 181
WPA2, 181
security methods
unlicensed radio bands, 170-171
WPA (Wi-Fi Protected Access), 181
WPA2, 181
zero subnets rule, 70-71





