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1. Component description

Provide a short description of the component.

2. Related privacy files

Add a short description and path to all privacy files that are related to this component.

3. Data analysis

Replace this section with a summary that contains, for each unique data store or data flow, the following:

· Values collected or transferred  

· The data class (such as Personally Identifiable Information [PII], Medical, Financial, Demographic)

· Mechanism used to implement the data flow or data store

· Mechanism used to store or transmit data

· Protection information (such as whether or not there is encryption or access control)

· Retention/deletion policy for the data store

Example:

	Item name
	Notice given 
	Sent to Internet
	Sent to third party
	In use
	User control
	Central control
	Access provided
	Security exist
	Retention policy

	
	
	
	
	
	
	
	
	
	

	D_3.0 Customer data
	
	
	
	
	
	
	
	
	

	  GUID*
	Y
	Y
	Y
	Y
	N
	N
	N
	N
	N

	  User name
	Y
	Y
	Y
	Y
	Y
	N
	N
	Y
	N

	  Address
	Y
	Y
	Y
	N
	Y
	N
	Y
	Y
	N

	  Credit card number
	Y
	N
	Y
	Y
	Y
	N
	Y
	Y
	N

	
	
	
	
	
	
	
	
	
	

	F_19.0 System data
	
	
	
	
	
	
	
	
	

	Audit File
	Y
	Y
	N
	Y
	N
	Y
	N
	Y
	N

	Error Data
	N
	Y
	N
	Y
	Y
	Y
	N
	N
	N

	SQM** File
	Y
	Y
	N
	Y
	Y
	Y
	N
	N
	N


*Globally Unique Identifier (GUID)

**Service Quality Monitoring (SQM), a type of log file.

Sent to Internet

The marketing group at our company manages the database for trend analysis.

Sent to third party

This data is sent to a sales fulfillment center for processing.

Security exist

This data is stored in a Structured Query Language (SQL) database. Access restrictions are placed on the table to restrict access and the credit card information is encrypted using 64 bit RC5 encryption.

3.1. Location of data analysis template

Enter (or paste in) the file path for the data analysis file here.

3.2. Privacy exceptions

Describe any exceptions to the corporate privacy standard for data stores or data flows.

4. Usage analysis

This section should describe how, and by whom, each piece of data is to be used.  Include the following:

· Business justification

· Customer value proposition

· How data (Country, Zip, Age, Gender) and/or the data store (such as the Web log) is used

· Specific recipients of the data (name in-house team or third party?)

List each data store and/or data flow by name, followed by a brief description of the information in the bulleted list above. 

<Name of data store>

<Description of purpose> This information is used for the following purposes:

Purpose 1: <description of the purpose and the group’s uses of the data.>

Purpose 2: <description of the purpose and the group’s uses of the data.>

5. Security analysis

Enter the security protections that are provided for the data that you collect and store.

5.1. Transmission security

Describe the transmission security that is provided by this component.

5.2. Storage security

Describe the security that is provided by this component when data is stored.

5.3. Physical security

Describe the physical security that is provided by this component.

5.4. Third-party handling

Describe the agreements that are in place to protect data that is shared with third parties.

6. User control analysis

Describe the settings and features that permit a user to control the collection, transmission, and use of their data.

6.1. Setting definitions

Describe the privacy settings that exist in this component.

6.2. Access to settings

Describe the means by which the user can access the settings.

6.3. Central control

Describe the administrator settings that are available for your component to permit management of privacy settings for desktops within an enterprise.

6.4. Defaults

Describe the default values for the privacy settings for this component. Indicate if the value is opt-in or opt-out.

7. User access analysis

Describe the means by which the user can access data that is collected about them by this component.

8. Disclosure plan

Describe how the component will disclose to the user the data that is being collected, how the data is to be used, and any transmissions that are to be made.  If the component is passing through disclosure obligations to components that depend on it, state this here and in the dependency section.  

8.1. Displaying the privacy statement

Describe how you will display the privacy statement or privacy-related content.

8.2. Storing the privacy statement

Describe how you will store the privacy statement. Indicate if it will be stored in a file on the user’s computer, a Web site, or at another location. If you are storing the statement on a Web site, consider what happens when the user requests the privacy statement while offline.

8.3. Accessing the privacy statement

Explain how the user can access the privacy statement. This mechanism should be easy for the user to find. If it is displayed as the result of a menu selection ensure that the menu item is easy to find. If it is part of a Web site, ensure that it is easy to navigate to the privacy-statement page.

8.4. Changing the privacy statement

Describe how the privacy-statement changes will be explained and how the user is notified about these changes.

8.5. Documenting details in the privacy statement

Describe the detailed information that should be included in the privacy statement. This may include a technical description of data stores or of transmitted data.

8.6. Handling disputes in the privacy statement

Describe how users will contact you to resolve disputes.

9. Dependency analysis

Place your dependency chart here, along with a description of any dependencies.

9.1. Components that you inherit from

List all components that you inherit from.

9.2. Components that inherit from your component

List all components that inherit from your component.

10. Phone home disclosure

List data flows that represent communications with the Internet

For example,

Dataflow name

Destination

F_19.0 System_data
Sales fulfillment team

11. Entity description

List all entities that interface with your component, as indicated by your dataflow diagram. Include a brief description of any contracts or agreements between your group and the entity that involves the handling of sensitive information.

Here’s an example:

<Entity name>

<Description of entity.>

12. Items to be resolved

Here you should list the changes to be made to resolve any open issues. Indicate if the change is to be implemented in the current or future release.
