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Takumi’s Trouble  
in Tokyo

In May 2006, 14-year-old Takumi of 
Nagoya, Tokyo, became the first Japa-
nese minor charged with the Internet 
crime of phishing. Takumi tricked us-
ers into divulging personal information 
by creating a website that he disguised 

as a popular Internet gaming site. 
Using this ploy, Takumi stole 

the identities of 94 people. 
He even tried to blackmail 

teenage girls from whom 
he’d stolen personal infor-
mation into sending him 
naked photos as well.

Phishing for 
Dollars

Phishing for 
Dollars
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Obviously Takumi wasn’t the brightest fisherman in the sea. He was also far from 
the first teen to fall prey to his own bait. A U.S. teen with more of a penchant for 
cash than photos was caught on his own phishing line in July 2003. Seventeen-
year-old Michael used spam emails and a fake AOL web page to trick people out 
of credit card information that he used to steal thousands of dollars. While his plan 
was incredibly ill-advised, Michael himself was incredibly lucky when prosecutors 
agreed to a return of the stolen funds instead of serious jail time. Today, it’s very 
unlikely a deal that generous would be offered. Since 2003, we’ve learned just how 
devastating and costly Internet crime can be.

Given the antics of Takumi and Michael, you’re probably wondering what an expe-
rienced adult criminal could do! You’ll be surprised. This chapter discusses phishing 
scams in detail and provides a pretty good overview of what the professional crimi-
nals can do. More importantly, this chapter tells you how to spot a phishing expedi-
tion. For their own good, that’s a skill you’ll want to share with your parents. They 
may not know just how easy it is to get hooked.

7.1 What Is Phishing?
As I said earlier, phishing (pronounced fishing) is just what it sounds like—con 
artists fishing for information. In computer terms, a phishing attack generally begins 
with a spoofed email. That email pretends to be from a company you know and 
trust and possibly already do business with. The email claims there’s a problem with 
your account, potentially fraudulent use or charges, or simply asks you to verify 
your information to help them to protect you. That’s actually a nice bit of social 
engineering—the con artist offering to protect you from security risks.

Phishing An attempt via email and faked websites to trick users into revealing personal 
information or financial data.

Here is a good example of a well-known phishing attempt, the PayPal scam:

Dear PayPal Customer,

We are currently performing regular maintenance of our security measures. Your account 
has been randomly selected for this maintenance, and you will now be taken through a 
series of identity verification pages.
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Protecting the security of your PayPal account is our primary concern, and we apologize 
for any inconvenience this may cause. Please confirm your account ownership by entering 
the information in one of the sections below.

Please Visit
https://www.paypal.com/cgi-bin/webscr?cmd=_login-run
and take a moment to confirm your account. To avoid service interruption we require that 
you confirm your account as soon as possible. 
Your account will be updated in our system and you may continue using PayPal services 
without any interruptions.

If you fail to update your account, it will be flagged with restricted status.

Thank you, 
The PayPal Staff
Thanks for using PayPal!
------------------------------------------------------- 
PROTECT YOUR PASSWORD 
 
NEVER give your password to anyone and ONLY log in at 
https://www.paypal.com/cgi-bin/webscr?cmd=_login-run 
Protect yourself against fraudulent websites by checking the URL/Address bar every time 
you log in.

If you’ve used the Internet to buy anything at auction, you’re no doubt familiar 
with PayPal. PayPal is the online service that most people use to pay for items 
that they purchase on sites such as eBay. While it’s not technically a bank, PayPal 
functions very close to a bank, allowing you to transfer money easily to any other 
PayPal user by simply sending an email message. Those types of transfers are pos-
sible because when you (or your parents) set up your PayPal account, they linked 
that PayPal account to an actual bank account or to a credit card.

Online shoppers like PayPal because it feels safer than handing out credit card 
numbers to perfect strangers. So what’s the problem? In recent years, PayPal has 
also become a major target for hackers and phishers. And it’s not alone. While 
we’ve talked about denial-of-service (DoS) attacks and worms aimed at taking out 
commercial websites, the biggest problem to hit most of the big online players—
PayPal, eBay, Amazon, etc.—in recent years really hasn’t been security issues on 
their sites. The biggest problem has been phishers scamming financial details from 
their customers.
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If you’ve used PayPal to purchase an auction item, you’ve probably already been 
hit by this scam. Even if you don’t have a PayPal account, you’ve probably been hit 
by this scam. That’s because phishers are a lot like spammers. They go for quan-
tity, not quality. Since PayPal has over 78 million users operating in 56 countries, 
chances are that a good percentage of email addresses that phishers spam are go-
ing to actually be PayPal customers. Do they bother to check? No. This may also 
explain why your parents may have gotten requests to “update information” for 
credit cards they don’t actually hold. Phishers, like spammers, are just playing the 
numbers. If even a small percentage of consumers take the bait, they clean up.

You’ll notice that our sample PayPal scam email asks you to visit a specific web 
page, https://www.paypal.com/cgi-bin/webscr?cmd=_login-run. This is a com-
mon component of any phishing attempt, the embedded link. At some point, the 
phishing emails all ask you to click the link provided to log into your account and 
update or verify your account information. The problem, of course, is that the link 
doesn’t take you to your actual account. Instead, it routes you to a fake screen—

 often a series of fake screens—that have the same look 
and feel as the actual company.

If you follow the link, anything that you type 
from that point forward is sent directly to the con 
artist responsible for the phishing attempt. If you 
enter a user name and password, you’re giving that 
con artist everything he needs to impersonate you 
on that site. When the phishing target is a bank or 
bank-like account such as PayPal, you’re giving the 
criminal all the details he needs to literally empty 
your accounts. If you enter credit card information, 

you should expect some unexpected charges to 
follow shortly. You may even be providing 

all the data that crook needs to success-
fully steal your identity. If that happens, 
new charges on your accounts may be the 
least of your worries. A savvy thief could 
open countless NEW charge cards in your 

In recent years, 
PayPal has 
become a major 
target for hackers 
and phishers.

07_McCarthy.indd   96 9/22/06   1:52:05 PM



Phishing for Dollars    97

name, littering your credit report with unpaid accounts 
that could destroy your financial history almost before 
you’ve had a chance to even acquire one.

Keep in mind that email isn’t the only method used for 
phishing. The basic phishing scam actually predates 
 computers by many decades. The big change here is 
that computers make it easier for the con artists to hide. 

Because emails are often created using spoofed addresses and fake routing informa-
tion, they are difficult to trace.

7.1.1 How Common Are Phishing Attacks?
Incredibly common. In June 2005, anti-spam service Postini alone claimed to have 
stopped 16,667,444 phishing attempts from being delivered to its clients. While 
this sounds high, it’s probably not. All experts reported major jumps in phishing 
in 2005, and that was starting from a baseline of over 18 million phishing expedi-
tions in 2004. Why so common? From the phisher’s point of view, the tactic works. 
Early figures (circa 2003 and 2004) found nearly one in five users were taken in by 
the spoofed emails and websites. While people are becoming a bit more savvy (or 
perhaps just apprehensive), far too many still fall for the phishing lures.

7.1.2 Who Gets “Phished”?
While it’s individual customers who are hooked, the victims of phishing also 
include all those companies whose customers lose confidence, and in some cases, 
even stop using their online services. These include all types and sizes of businesses, 
but the major victims are online services and financial groups.

Banks

For obvious reasons, banks are MAJOR targets in phishing scams. In 2004, the 
 California-based Anti-Phishing Working Group claimed that phishing attacks had 
been launched against MOST major banks in the United States, Australia, and 
Great Britain. Even scams that fail cost banks a small fortune in the costs required 
to cancel accounts and reissue new credit cards. As a good-faith gesture, customers 
receive new cards free of charge. Eventually though, we all pay those fees in higher 
credit card costs.

In recent years, 
PayPal has 
become a major 
target for hackers 
and phishers.
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Online Companies

Because online businesses often depend on email as their only method of com-
municating with customers, these firms are hit hardest by phishing scams. Because 
they represent three of the largest online firms, eBay, PayPal, and Amazon are 
targeted often.

Almost ANY Group or Organization with an Online Presence

Some of the scammers are really fearless. In January 2005, one especially gutsy 
scammer sent a phishing email that purported to come from the Federal Deposit 
Insurance Corporation (FDIC), the government agency that regulates banks and 
provides customers with insurance protection in the event that a bank ever went 
out of business. Neither the FDIC nor the FBI (which the FDIC called in ASAP) 
was impressed.

Joint Release     FEDERAL DEPOSIT INSURANCE CORPORATION
FEDERAL BUREAU OF INVESTIGATION
----------------------------------------------------------

FOR IMMEDIATE RELEASE
FDIC-PR-6-2004  January 23, 2004

FDIC And FBI Investigating Fraudulent Emails

At approximately 12:00 p.m. (EST) on January 23, 2004, FDIC Consumer Call Centers 
in Kansas City, Missouri, and Washington, D.C., began receiving a large number of 
complaints by consumers who received an email that has the appearance of being sent from 
the FDIC. The email informs the recipient that Department of Homeland Security Director 
Tom Ridge has advised the FDIC to suspend all deposit insurance on the recipient’s bank 
account due to suspected violations of the USA PATRIOT Act. The email further indicates 
that deposit insurance will be suspended until personal identity, including bank account 
information, can be verified.

This email was not sent by the FDIC and is a fraudulent attempt to obtain personal 
information from consumers. Financial institutions and consumers should NOT access 
the link provided within the body of the email and should NOT under any circumstances 
provide any personal information through this media.

Probably You

Given that even Uncle Sam is being phished, there’s little reason to believe that 
you won’t land on the scammers’ lists in the near future. Are you one of the 73 
million users who’ve been to MySpace? If so, you may have already been phished 
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and not know it. In early June 2006, a spoofed site phishing for MySpace.com 
logins was discovered and removed in California. An especially sly attack, the 
hacker used IM to send invites to view photos that appeared to come from one of 
the target victim’s online “friends.” If the target bit and used the embedded link 
provided, he was really entering his logon details to a fraudulent site that captured 
the logon information while passing it on and using those details to really log him 
onto MySpace. Since the time lag was minimal and the user really ended up at 
MySpace, chances are good that none of the victims ever knew their information 
had been stolen.

7.2 How to Recognize a Phishing Trip
No one likes being taken for a ride. To avoid being pulled into an unwanted phish-
ing trip, you need to understand two things. First, you need to realize just how 
good and how convincing the fakes are. Second, you need to know exactly what to 
look for to spot the phonies.

7.2.1 How Good Are the Fakes?
The fake screens can be *very* convincing. Notice the email shown in Figure 7.1, 
another phishing attempt to trick PayPal users into revealing their user names and 
passwords.

The spoofed screen is pretty convincing, isn’t it? Notice the ads for PayPal Visa and 
eBay. Now compare this to an ACTUAL PayPal screen shown in Figure 7.2 (in 
this case, appropriately, the Help screen to tell users how to recognize fake PayPal 
emails and avoid being taken in).

Overall, the phishers did an excellent job here. You’ll note that the PayPal logo 
is virtually identical, as is the style and color scheme of the screen layout. The 
spoofed logo is missing the registered trademark symbol (®) but is otherwise an 
excellent copy. There’s a *very* slight difference in the saturation level of the deep 
blue bar running under the PayPal logo—the fake bar is just a smidge less blue 
than the original. But again, this is close enough that you’d need to lay them side 
by side to notice any distinction, and even then, it won’t be obvious to most users. 
The end result? The fake screen has the exact look and feel of the actual screen.
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Figure 7.1
Spoofed PayPal screen included in phishing attempt

Figure 7.2
Actual PayPal screen

The spoofed messages themselves are so convincing that up to 20% of recipients 
respond to them. That’s a lot of people putting a lot of personal and financial data 
at risk.
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7.2.2 How Can I Recognize a Phishing Scam?
In Harry Potter and the Prisoner of Azkaban, J. K. Rowling introduces a wonder-
ful device called a sneakoscope. While tuned to look mostly for dark magic, the 
basic idea is that the sneakoscope goes off when it encounters persons or things 
basically up to no good. Products are being developed to spot this fraudulent activ-
ity, because it’s easy for humans to miss some of the simple fraud attacks.

Once you know what to look for, it becomes easier to spot the spoofs. Quite a 
number of features tend to give away the fakes. These include the use of generic 
names, a logo that doesn’t quite match, poor grammar, verification requests, and 
masked web addresses. The appearance of any ONE of these items should set off 
your internal sneakoscope.

Do I Know You?

As Shakespeare put it so eloquently in Romeo and Juliet, “What’s in a name? That 
which we call a rose by any other name would smell as sweet.” That may be well 
and good for flowers, but via email what the message sender calls you lets you 
know, in large part, who it is you’re really talking to.

With phishing scams, the spammed email nearly always begins with some euphe-
mism filling the space where your name should really be:

 • Dear Online Service user:

 • Dear Bank customer:

 • Dear Credit Card account holder:

 • Dear Personal Club member:

Sometimes, the scammers try to make this less obvious by omitting “Dear” and 
beginning with a salutation that doesn’t normally require a name:

 • Greetings!

 • Welcome!

 • Warning!

 • Security alert!
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With very few exceptions, any valid email you receive requesting additional infor-
mation is going to come from a company that knows you as well as you know it. 
Your bank actually knows your first and last name. So does the company that issued 
your parents’ credit card. To protect your identity as well as their finances, never 
provide any information in response to an email that doesn’t identify you by name.

Because of the high incidence of phishing attempts, many companies are now add-
ing names to what would once have been basic form letters. For example, this eBay 
customer knew that the email actually came from eBay because it also contained 
the following line above the form letter salutation:

eBay sent this message to Denise L Weldon-Siviy(compulsive_reader).
Your registered name is included to show this message originated from eBay.

Using Goodly Grammar

If your mother’s like mine, she probably reminded you a thousand times to pay at-
tention to your grammar to avoid sounding shallow or ignorant.

For reasons that almost defy comprehension, given the easy availability and use 
of grammar checkers, most phishing letters contain bad, if not downright awful, 
grammar. Consider this extract from a phishing email sent to Amazon users:

Greetings!
Due to simultaneous fraud attempts we received. We regularly update and verify our 
customers. During a random review by our department there was a problem in your account 
that we could not verify your account information. Either your information has changed 
or it is incomplete.

What’s wrong with this paragraph? For starters, the first sentence is a fragment. 
“Due to simultaneous fraud attempts we received.” While that first sentence stops 
short, the third sentence continues too far and becomes a run-on. The fact that this 
scam was directed at Amazon was a nice touch of irony. Do you really think that 
the world’s largest bookseller is incapable of writing a coherent sentence? This is a 
good example of why you need to pay attention in your English class!

The Devil Is in the Details

A near constant in phishing attempts is the request that you “verify your account” 
or “confirm your account information.” In essence, the con artist wants you to 
provide all the details that would allow him to use your account.
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Because of privacy regulations, security issues, and plain-old common sense, legiti-
mate companies will NEVER ask you to verify the following types of information:

 • Pin numbers

 • Passwords

 • Bank account numbers

 • Credit card numbers

Know Where You’re Going

Another dead giveaway that you’re being directed to a fake website is mismatched 
URLs.

URL (Uniform Resource Locator) The word-like address used to locate a specific web 
page on the Internet.

In the case of phishing attempts that try to trick you into going to a fake website, 
you’ll find that the URL printed in the email message won’t match the URL dis-
played when you mouse over the link. In some cases, what you’ll see in the mouse-
over is a series of numbers corresponding to an IP address. This is no doubt a real 
Internet address, but most certainly NOT the one you thought you were being 
sent to.

In other cases, you’ll see a URL that looks very close to what you’d expect. Close, 
but not quite close enough. Often, the fake URL will contain extra letters or words 
that aren’t part of the real web address. For example, in the phishing letter shown 
at the front of this chapter, mousing over the included link displays what’s shown 
in Figure 7.3.

Figure 7.3
Fake PayPal URL 
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While this looks official, the URL www.paypal-transactions.com is NOT the same 
as www.paypal.com. In all likelihood, the errant address isn’t even owned by 
PayPal.

Another common technique is to omit or reverse a few letters. In this way, www.
amazon.com becomes www.amzaon.com or www.amzon.com. The addresses are 
so close that people just skimming—and not really looking for tricks—are easily 
fooled. You may have seen several web addresses like this without even realizing 
they were fakes. Research conducted by reading specialists has found that our 
minds automatically fill in missing letters and words without most readers even 
noticing. Like so many parts of phishing, this is another practical application of 
social engineering.

7.3 Don’t Let the Phishers Hook You
Legitimate banks and e-commerce sites never send emails requesting account 
numbers, passwords, social security numbers, or other personal information. The 
problem, however, is that the emails phishers send requesting this information look 
so real that many people have been tricked into giving the phishers what they are 
looking for. Phishers are becoming clever and are using spam and malicious code 
to increase the likelihood of getting your personal information. They will continue 
to do so ruthlessly. If a company with which you are doing business sends you or 
your parents an email asking you to update your account, don’t.

Don’t ever update or provide a bank account number, login information, social 
security number, or any other kind of personal information, no matter how official 
the site looks. Your parents might not be aware of this type of fraud, so educate 
them and make sure they don’t get hooked by phishers.
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