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Foreword
The State of Work

Work is no longer a physical place you go to. While the concept is not new, we knew 
we would eventually get there in the distant future. However, through a series of world 
events and accelerated by the pandemic of the 2020s, the adoption curve1 of work from 
anywhere went from early adopters to late majority in a span of a few weeks. With the 
pandemic being over, we have skipped back to the early majority. Despite that “setback,” 
a few things are clear:

■■ New ways of defining work have emerged.

■■ Depending on the platforms leveraged, data from these new models of operating has 
created a baseline.

■■ The IT world has undergone a transformation in front of our very eyes.

Let’s unpack the above observations a little more. What is work? Work, as defined by 
the physics world, means the transfer of energy from applying a force to create displace-
ment.2 Putting that in the digital context, work is the means (force) by which we advance 
business objectives (energy measure) to obtain outcomes (displacement). How we get to 
those outcomes is not defined by a place. This is only possible because of pervasive, fast 
connectivity. Despite having a large swath of Earth’s population not enjoying this kind of 
connectivity, the world economies are keeping an eye on this to bridge the gap with the 
expectation of pushing forward the next economic revolution that will increase human 
productivity.

The unstated unknown in all this is the central role the information communications  
technology industry and professionals will play in this transformation. Central to this 
theme is the digital adaptation to the analog world we had been used to operating.  
With digital comes data. With data comes new insights, informed decision-making,  
and expanded visibility into what we can do. How do we manage it all? Do we need a 
platform?

The Platform Solution

IT engineers are turning into data managers without even knowing it. We would even  
dare to say this has been the case forever. When we troubleshoot a problem, we are  
creating data or, viewed differently, gathering data from where it exists, processing it, and 
then making decisions to get to a resolution in a very manual way. The downsides of the 
process are that investments have to be made in the tooling required to be effective, and 
the experience of the person consuming the data matters. At the end of the day, this all 
translates into a time equation. Fast is not fast enough. Therefore, we need to evolve our 
approach into a platform-driven methodology for data management.

	 1	 https://en.wikipedia.org/wiki/Technology_adoption_life_cycle
	 2	 https://www.britannica.com/science/work-physics

https://en.wikipedia.org/wiki/Technology_adoption_life_cycle
https://www.britannica.com/science/work-physics
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You are about to read a book that will challenge the ways you have done things in 
networking. Realize you are leaving your comfort zone and pursuing new horizons to 
improve your “time equation” problem. You seek the utopia we have always wanted, 
which is end-to-end control, management, and visibility of operations. For that, a  
platform-thinking mindset must emerge. The difference between today’s platforms and 
those of the not-too-distant future will be more data being gathered with automated  
processing to make a decision to resolve a problem or enable an outcome. The question 
is, does the platform you use have the ability to evolve with you into this future?

In this book, the authors plan to show that what Cisco has built with the Meraki platform 
is an effective tool to “manage” data and get to outcomes quicker—without the complex-
ity. In other words, it is a platform for automation that is growing to include more than 
just traditional core networking. The Meraki platform is expanding to include physical 
security and IoT, and that is only the beginning. As we add an IP to more things, it just 
means it is another data source we can use to enrich our decision-making.

As you peruse these pages, think of the possibilities, the what-ifs you would solve within 
the confines of your operation. Having a platform challenges you to tackle a problem, 
build a solution within the constraints of the system to produce a desired outcome. 
Embrace the design, build, optimize approach that is deeply rooted in the data-rich  
foundation of the Meraki platform. Embrace the change. That is the Meraki way.

—Jeffry Handal
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Introduction
A founding concept of Meraki was the idea of making networking simple. That goal 
is something Meraki still strives to achieve throughout all its products to this day. This 
book was conceived with that concept in mind and has been organized into chapters of 
related sections that begin with explaining the overarching organization and operation 
of the Cisco Meraki cloud-managed platform and gradually move toward more general 
design philosophy and use cases for the Meraki cloud platform. 

The goal of this book is to help provide a better understanding of cloud-based manage-
ment with Meraki devices and highlight the operational and administrative differences 
between a cloud-managed Meraki network and a more traditional network. 

Topics covered by this book include the general organization and operation of the Meraki 
cloud, the basics of administering a network within the Meraki Dashboard, how Meraki 
can be integrated and automated with non-Meraki tools and services, as well as some 
Meraki-specific best practices. We will also provide an overview of what a day in the life 
of an administrator of a Meraki-based platform might look like, including monitoring an 
existing deployment and how the cloud platform assists in identifying and troubleshooting 
potential issues more easily. 

Whenever referring to a page in the Dashboard, we use a standard convention to indicate 
the appropriate navigation menu options in the Dashboard to reach the indicated page. 
For example, if the navigation path is presented as Security & SD-WAN > SD-WAN & 
Traffic Shaping > Uplink Selection, that indicates to hover over the Security & SD-WAN 
navigation tab on the left, then select the link for SD-WAN & Traffic Shaping on the 
pop-out menu (see Figure 0-1), then scroll to the Uplink Selection section of the SD-WAN 
& Traffic Shaping page.

If the navigation path is presented as Organization > Change Log, that indicates to hover 
over the Organization tab on the left, then select the link for Change Log on the pop-out 
menu (see Figure 0-2).

All topics covered in this book are explored in more detail and depth in the Meraki offi-
cial documentation, which you can access by visiting https://documentation.meraki.com. 
You can also find additional resources by visiting https://meraki.cisco.com or reaching 
out to one of Meraki’s friendly sales representatives.

The Meraki Dashboard is a constantly evolving and changing entity, with new features 
and updates coming frequently. The information presented in this book is as accurate as 
possible at the time of writing. Given the required timelines and limitations involved in 
writing and publishing a book, there will inevitably be changes or updates that are unable 
to be included in the final copy. We have strived to cover the topics in this book in a way 
that allows the information presented to be applicable through future developments and 
evolutions of the Meraki platform as best as possible.

https://documentation.meraki.com
https://meraki.cisco.com
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Figure 0-1  Navigating to the Security & SD-WAN > SD-WAN & Traffic Shaping Page 
in a Dashboard Network

Figure 0-2  Navigating to the Organization > Change Log Page in a Dashboard 
Organization
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Why Meraki?
When considering networking solutions, there are a myriad of available options from 
numerous different companies. In this sea of options, why should Meraki be the  
solution of choice? 

After being acquired by Cisco in 2012, Meraki was quickly acknowledged as one of the 
fastest growing and most successful business entities within Cisco. It is now leading the 
way with Cisco’s push for cloud-managed solutions through the design of Meraki’s full 
stack of cloud-managed products, designed from the ground up for cloud management. 
By utilizing the power of the cloud for management, Meraki has been able to build a 
simple, scalable solution that allows for easy management through a single pane of glass: 
the Meraki Dashboard. 

By utilizing the capabilities of the Dashboard, Meraki has enabled administrators to 
simplify their “day 1” operational deployments to near zero-touch, where a device can 
be configured on the cloud long before installation; then, once deployed, automatically 
come online and apply the configuration by just providing the device with an active 
Internet connection.

The Dashboard also plays a pivotal role to simplify “day 2” (daily operations) like main-
tenance and optimization of existing deployments. Capabilities such as cloud-based 
firmware management for all Meraki devices significantly reduce the amount of time and 
effort required to keep critical devices up to date with the latest firmware and security 
patches across platforms. An additional advantage of the cloud-based management design 
of the Dashboard is the ability to use APIs and web integrations to easily automate 
almost every feature of network, device, and even client management across the entire 
organization. 

With these options and the focus on cloud management, the Meraki Dashboard also 
allows for a reduction in OPEX for customers, as the single pane of glass allows a single 
administrator to more easily monitor, manage, and troubleshoot multiple sites when  
compared to a more traditional deployment.

Supporting a Different Experience

Included with all Cisco Meraki licensing is access to Meraki’s highly rated 24/7 support 
team. With multiple offices around the globe, Meraki Support is always ready and  
available to assist any Meraki customer at any time. Meraki Support strives to provide 
actual solutions to customer problems instead of focusing on ticket closure or call length 
metrics. In other words, Meraki Support engineers are dedicated to helping you solve 
your problem no matter how big or small. 

A significant advantage of the cloud-based solutions offered by Meraki through the 
Dashboard is the ability for a Support engineer to work with the same views and data 
that are displayed to customers, reducing the back-and -forth exchanges traditionally 
needed to provide data and logging to Support for analysis. In many instances, Meraki 
Support directly gathers the necessary data directly from the Dashboard. This helps to 
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significantly reduce troubleshooting time and mean time to resolution (MTR) for  
customer issues. 

Meraki Support is also able to quickly diagnose and provide RMAs (return material 
authorizations) for covered devices, with the advantage of cloud monitoring to allow for 
early detection of certain issues before a device fails completely. This allows Meraki to 
alert customers of certain issues, such as a potential hardware failure, and begin the  
proactive replacement process before the device fails completely and causes a more  
significant impact. 

An example of this ability in action is the clock component failures seen across the indus-
try around 2017. This issue resulted from a faulty clock component commonly installed 
in devices across the industry that was discovered to fail prematurely after a period of 
operation, resulting in an inoperable device. Several Meraki hardware products were  
identified as containing the problematic component and, through the use of the 
Dashboard, Meraki was able to reach out and initiate a proactive replacement program 
for all customers using an affected device. This allowed the devices to be identified and 
proactively replaced before encountering significant issues resulting from the faulty clock 
component.

All Cisco Meraki RMAs are proactive, meaning that once the RMA is approved, a new 
device is immediately in the process of being express shipped to the destination to 
replace the failing or failed device before requiring the failed device to be shipped back. 
All replacement devices also include a free return shipping label to allow the failed device 
to be returned to Meraki at no cost. 

Meraki devices are strategically placed in Cisco resource depots around the world to 
allow for advanced 4 hour or less RMAs through the purchase of additional advanced 
RMA coverage for mission-critical devices. When combined with Meraki’s included  
limited lifetime warranty for most devices, Meraki provides excellent replacement ability 
to ensure that your networks stay up and running for as long as possible. 

For the curious customer looking to get their hands on Meraki equipment to see if the 
Cisco Meraki platform is the right fit for their deployments, Meraki offers the ability to 
See/Try/Buy Meraki equipment through its Sales Trial programs. Sales Trials allow cus-
tomers to work with a Cisco Meraki representative to determine what Meraki products 
would best fit the requirements of the deployment and allow them to trial real Meraki 
hardware in their own environment at no cost with the option to purchase the trial hard-
ware or return the hardware back to Meraki at the end of the trial. Trials also include full 
access to Meraki Support resources to assist in troubleshooting any issues that may arise 
during the trial. This allows for trials to be leveraged in a more effective way within an 
actual environment as opposed to reviewing datasheets or observing performance in a 
controlled lab scenario. Thus, customers can make more informed purchasing decisions 
and feel confident in how the hardware will perform in their unique environment. 

Meraki offers some clear advantages when compared to other, more traditional  
deployment solutions. If you are curious to learn more about how the topics previously 
mentioned are accomplished and what it looks like to work with the Meraki Dashboard 
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and manage a Meraki network, read on to Chapter 1, which begins discussing the Meraki 
cloud architecture, how Meraki handles device-to-cloud communications, and how 
Meraki safely handles data in the cloud and between sites.

Who Should Read This Book?
This book is intended to provide an overview and general understanding of the experi-
ences, products, and capabilities offered by the Cisco Meraki cloud platform at any 
scale. This book introduces each of Meraki’s multiple cloud-managed solutions—MX 
appliances, MS switches, MR access points, MV cameras, and more—and provides help-
ful advice for planning or working with Meraki deployments, including more advanced 
tips and considerations for administrators who are planning for or working with very 
large or complex deployments.

While the primary audience for this book is IT professionals who are unfamiliar with 
Meraki and are looking to either learn more about how a Meraki solution might work in 
their environment or learn how to better work with an existing Meraki solution recently 
acquired, the content has been written with the intent of providing new and useful  
information to both those familiar and unfamiliar with the Meraki platform. 

Special care has been taken to highlight numerous “Pro Tips” throughout the text, which 
are typically lesser known pieces of information or recommendations you won’t find in 
any other documentation. These have been chosen and highlighted specifically based 
on the experiences of the authors while troubleshooting customer deployments and are 
intended to provide helpful assistance like pointing out commonly overlooked configu-
ration steps, or alternate approaches or solutions that may not be immediately obvious. 
With information gathered from multiple decades’ worth of combined experience, even 
the most seasoned network operator will likely find new information or approaches in 
this book for working with the Cisco Meraki platform. 

Book Structure
The book is organized into five parts. 

Part I: Knowledge Is Power: Understanding the Cloud Architecture

■■ Chapter 1: Cisco Meraki Cloud Architecture Basics: This chapter provides an  
introduction and overview of the Meraki cloud architecture, including the core  
hosting services around the world and how the Meraki organization structure works 
to enable powerful and secure cloud-managed solutions at any scale.

■■ Chapter 2: Building the Dashboard: This chapter goes into detail on the Meraki 
cloud organization structure, including covering the basic setup and configuration 
process of a new organization, such as defining administrators, creating networks, 
and claiming licenses and devices. It also shows how the Dashboard simplifies the 
workload of several common administrative tasks, such as creating and reviewing 
alerts or reports from within the Dashboard.
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Part II: Building a Scalable Foundation with Dashboard

■■ Chapter 3: The Meraki Admin Experience: This chapter depicts a day in the life of 
a Meraki administrator. It explores using the Dashboard to check the overall health 
of the organization’s network and make sure that all Meraki products are working 
securely. It also describes how to find and use the latest features in Meraki to keep 
your technology up to date. The chapter also explores ways to connect events from 
different products and network services to find problems more quickly. It is intended 
as a practical introductory guide for administrators to manage their network effec-
tively using Meraki solutions.

■■ Chapter 4: Automating the Dashboard: This chapter is focused on using automation 
both within and outside the Meraki Dashboard to further reduce the management 
workload for a deployment. Topics range from using built-in Dashboard tools to gen-
erate reports and manage configuration at scale, to incorporating external solutions 
using Meraki’s robust API support that enables automated deployment, configuration, 
and reporting abilities.

Part III: The MX—The Cloud-Managed Swiss Army Knife

■■ Chapter 5: MX and MG Best Practices: This chapter introduces the primary  
functions of Meraki’s security/WAN appliance series of devices and covers the 
basic and advanced security and routing features offered by these devices, including 
Meraki AutoVPN, AMP, content filtering, and basic traffic shaping. The chapter also 
touches on the MG line of cellular WAN uplinks offered by Meraki and provides 
recommendations for their practical deployment and operation. 

■■ Chapter 6: MX SD-WAN Best Practices: This chapter is dedicated specifically to 
Meraki’s advanced SD-WAN (software-defined wide area network) solution offered 
by the MX series of devices. Built over the AutoVPN solution discussed in Chapter 
5, this chapter introduces Meraki’s SD-WAN solution and guides customers in 
choosing between a basic policy and more advanced options, including application-
specific metrics, to better fine-tune the traffic in their SD-WAN deployments.

Part IV: The Ultimate Cloud-Managed Access Layer

■■ Chapter 7: Meraki Switching Design and Recommendations: This chapter covers 
Meraki’s switching product line and design best practices, including the new cloud-
managed Catalyst switches. The chapter explains how the modern hybrid world of 
on-premises and cloud-managed switches benefits from the best of both worlds, 
while still achieving interoperability and cross-platform micro-segmentation  
capabilities. The chapter also covers how the Meraki Dashboard brings visibility  
into network-wide topology and operational visibility for both cloud-based and 
monitored Catalyst product lines.

■■ Chapter 8: Meraki Wireless Best Practices and Design: This chapter dives into 
the key aspects of designing, building, and optimizing with Meraki wireless access 
points, with a particular focus on converged hardware. It highlights the Wireless 
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Health features of Meraki, offering insights into how these features assist in  
identifying the root cause of issues. The chapter also explores the impact of 
AI-powered automation features in maintaining the wireless infrastructure at peak 
performance levels. It also covers the design principles behind achieving enterprise-
grade roaming using Meraki wireless technology. This chapter provides a concise 
yet comprehensive guide to implementing best practices for a robust and efficient 
Meraki wireless network.

Part V: The Environment: The Next Frontier

■■ Chapter 9: MV Security and MT (IoT) Design: This chapter looks at Meraki’s IoT 
technology and its unique architecture, which simplifies camera and IoT integra-
tion and operation. It discusses the various modes of access and ease of searching 
and retrieving footage from Meraki cameras on the Meraki platform as well as how 
Meraki’s MT line of IoT devices can be deployed alongside MV cameras to provide 
additional monitoring and insights.

Appendix A: Meraki Licensing: This appendix is intended to provide a brief overview of 
the available Meraki licensing models, including their operation and how the differences 
between licensing models may impact your planning and operations, to help you ensure 
you choose the most appropriate licensing model for each deployment.

Figure Credits
Figure 9-10: Google LLC



Over the years, the Meraki platform has expanded beyond just traditional networking 
and is getting closer to the utopia we all seek—a platform that can be used to manage all 
digital operations in one, single integration. This chapter explores the design intent and 
layout of the Meraki Dashboard to help you visualize your cloud-managed operations. 
This chapter also provides some insight into the ways that Meraki is working to enhance 
the administrative experience across the board. As you’ll see, the Dashboard utilizes the 
power of Meraki’s cloud-enabled platform to provide detailed summary and overview 
information to help administrators monitor and proactively address potential issues in 
their day-to-day workflow before those issues begin to cause larger impacts across the 
organization. 

 

Note  Refer to Chapter 2, “Building the Dashboard,” for more information on how to 
set up your Meraki account, create a Dashboard organization, and perform initial setup 
actions such as creating administrators, assigning privileges, or claiming licenses and 
hardware.

The Organization Overview page, shown in Figure 3-1, is the first page displayed after 
logging in or selecting an organization to work within. You also can navigate to it directly 
from the navigation pane on the left by selecting Organization > Overview.

Once you are logged in to your Dashboard organization, you can verify the region where 
your current organization is hosted. View current session information by checking the 
footer of any page in the Dashboard, as shown in Figure 3-2.

The Meraki Admin Experience

Chapter 3
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Figure 3-1  The Organization Overview Page for the Cisco Meraki Organization 
Showing the Map Alongside the Network List in Collapsed Form

Figure 3-2  The Current Session and Organization Hosting Details for an Example 
Organization

Org-wide Health
The Organization Overview page in your Meraki Dashboard provides a high-level over-
view of each of the networks contained within the current organization. Its purpose is 
to elevate data to help you find the “needle in the haystack.” You can expand the net-
work list view by selecting the left-facing arrow at the top left of the network list on the 
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right of the page, and add additional columns to get more overview information, such 
as Firmware Status or Network Health, for each of the listed networks by clicking the + 
button in the top-right corner of the table and selecting the column or columns to add, as 
shown in Figure 3-3.

Figure 3-3  The Organization Overview Page Showing the Expanded Network List for 
the Cisco Meraki Organization

For example, to view firmware-related statuses for each network in the organization, click 
the + sign and select the Firmware Security and Firmware Status options to add the 
corresponding columns to the table.

 

Pro Tip  Most tables in the Meraki Dashboard can display additional columns of related 
information.

Firmware Status

Meraki manages device firmware statuses on a per-network basis and will notify admin-
istrators when an optional firmware upgrade is available for a given network with the 
Upgrade Available status in the Firmware Status column, as shown in Figure 3-4. A status 
of Upgrade Scheduled indicates a firmware upgrade has actively been scheduled for the 
specified network.

The Firmware Security column reports whether any critical security patches are missing 
for specific devices in a given network outside the general firmware availability. If a sta-
tus of Custom is displayed in the Firmware Status column, that indicates that a specific 
firmware has been statically configured to run on one or more devices in the network by 
Meraki Support, in which case you will need to engage Meraki Support to remove the 
static mapping before any additional changes can be made to the firmware for that  
network.



40    Chapter 3: The Meraki Admin Experience

Figure 3-4  The Organization Overview Page Showing the Current Firmware Security 
and Status of Each Network

The Organization Overview page provides quick, organization-wide visibility and easily 
accessible notifications related to firmware security and current upgrade status for each 
network within the organization.

For more information on firmware updates and best practices, see the “Cisco Meraki 
Firmware FAQ” article at https://documentation.meraki.com.

 

Note  The “Additional Reading” section at the end of this chapter provides the full URL 
for every article that is cross-referenced in this chapter. Alternatively, you can search for 
the article title at https://documentation.meraki.com to locate it.

Detailed Firmware Status and Security

You can find more detailed visibility regarding firmware security and status across the 
organization by navigating to Organization > Firmware Upgrades and clicking the All 
Networks tab, shown in Figure 3-5. This page provides a detailed overview of every  
network within the organization and its current firmware-related statuses.

Figure 3-5  The All Networks View of the Firmware Upgrades Page for the Cisco Meraki 
Organization

https://documentation.meraki.com
https://documentation.meraki.com
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As shown in Figure 3-5, you can open the Status drop-down menu to quickly highlight 
networks with their current firmware in Critical or Warning states, like in Figures 3-6 and 
3-7, respectively. Networks have a Warning status when their currently running firmware 
has an end-of-support date set within the next 6 months, and networks have a Critical 
status when the running firmware is past the end-of-support date. This option is one way 
to quickly see what sites are potentially in a time-sensitive situation that needs quick 
attention.

Figure 3-6  Networks in the Cisco Meraki Organization That Have Critical-Level 
Firmware Alerts

Figure 3-7  Networks in the Cisco Meraki Organization That Have Warning-Level 
Firmware Alerts

Getting to know the current status of all your networks and prioritizing sites that require 
security patches helps to ensure that your networks are up to date on security posture, 
compliance, and availability.

Proactive Replacements

Because Cisco Meraki strives for the highest-quality hardware and user experience 
possible, much of the Meraki hardware comes with a lifetime replacement warranty. 
However, no mass-manufacturing process is perfect, and sometimes a problematic com-
ponent might not be discovered until long after the equipment has been manufactured 
and sold. In the unlikely event there is an unforeseen product defect that Meraki is 
unable to address before distributing the equipment to customers, the Meraki platform is 
capable of handling the complex task of tracking known hardware or product defects and 
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proactively alerting administrators who manage potentially affected devices so that they 
can replace those devices before they fail or cause a significant impact to operations. An 
excellent example of a defect that produced an industry-wide impact is the Intel clock 
component failures that occurred around 2018.

While Meraki will actively alert any customer who may be operating an affected device 
in which a defect is discovered, organization administrators can always check at any 
time to see if any devices in their organization are eligible for a proactive replacement 
program. To do so, open the Help menu at the top of any Dashboard page and click the 
Hardware Replacements link.

 

Pro Tip  The proactive replacement program is different from the proactive RMA process 
available for devices that have failed outside of a known mass defect.

For more information regarding Meraki Return Materials Authorization (RMA) and 
end-of-life (EOL) policies, refer to the “Returns (RMAs), Warranties and End-of-Life 
Information” article at https://documentation.meraki.com. 

Dashboard Early Access Program
Meraki is continuously working to enhance the design of the Dashboard to improve 
performance and usability for its customers. This effort includes developing new features 
and pages to improve the Dashboard experience. You can explore the latest features and 
pages opting in to the Dashboard Early Access program.

 

Pro Tip  You can find detailed, up-to-date information about new features and firmware 
support for all Meraki products on Meraki’s “Firmware Features” documentation page at 
https://documentation.meraki.com/Firmware_Features.

To opt in to specific Early Access Dashboard features, go to the Organization > Early 
Access Program page, shown in Figure 3-8, and use the toggle switches to enable or 
disable new features in the Dashboard, such as new pages, UI designs, or new features, 
before they are pushed to the wider Dashboard audience. To give you an idea of what 
types of enhancements are available through the Early Access Program, the following 
subsections briefly introduce a few of the currently available options (marked 1 through 
4 in Figure 3-8) that are particularly relevant to the day-to-day administrator experience. 
Keep in mind that new features are always being developed, so this is just a snapshot of 
the future of the Meraki Dashboard at the time of writing.

Magnetic Design System

Use this toggle to enable the newest iteration of the Dashboard UI, known as Magnetic, 
which not only overhauls the visual appearance of the Dashboard while maintaining a 

https://documentation.meraki.com
https://documentation.meraki.com/Firmware_Features
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familiar layout but also enables the options for many more related features and pages 
within the new UI. This new design also acts as a building block of the new, next- 
generation unified Cisco UI design coming to modern Cisco dashboards.

3

2

1

4

Figure 3-8  The Meraki Early Access Program Page, Allowing You to Opt In or Out of 
New Dashboard Features

New Landing Page

Use this toggle to enable the Organization Summary page, shown in Figures 3-9 and 3-10, 
which provides an updated and clearer high-level overview of the health of devices across 
all the networks in your organization. You can view this page after enabling the feature 
by navigating to Organization > Summary.
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Figure 3-9  The Health Section of the New Organization Summary Page Available in the 
New Landing Page

Figure 3-10  The Networks Section of the New Organization Summary Page for 
Networks Within the Cisco Meraki Organization

The Networks section of this page reports a more detailed device health summary for 
each network, allowing you to quickly assess the status and health of each network 
across the organization more easily than ever before.

New Organization Alert Page & Alert Hub Enhancement

Use this toggle to enable the Organization Alerts page, shown in Figure 3-11, as well as 
the network-level Alert Hub. The Organization Alerts page provides a consolidated view 
of alerts for all platforms deployed across the organization. To access this page, navigate 
to Organization > Alerts from any Dashboard page.



Dashboard Early Access Program    45

Figure 3-11  The New Organization Alerts Page

The Organization Alerts view provides an easy to check report of device statuses across all 
networks in an organization and can be filtered to narrow the displayed results based on 
severity, alert type, network, or device type. This provides an excellent top-down view of any 
alerts present across an organization regardless of organization size or deployment distribu-
tion, which results in a shorter time to identify issues, leading to a quicker time to resolution.

When working on any page within an individual network, the network-level Alert Hub 
notification icon appears in the upper-right corner of the window, as shown in Figure 3-12. 
This feature provides an easy to access view that consolidates all alerts for the current net-
work into a single panel, as shown in Figure 3-13. These are the same alerts that you can 
view from the Organization Alerts page but filtered to show only alerts for the currently 
selected network. From this panel, you can quickly navigate to a problematic device or 
easily triage a series of alerts for a given network to make addressing the inevitable issue a 
less stress-inducing task.

Figure 3-12  The Alert Hub Notification Icon
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For more information on the new Organization Alerts page and Alert Hub, visit  
https://documentation.meraki.com and view the “Alerts” article.

Switching Overview

Use this toggle to access the new Switching Overview feature, which consolidates key 
performance indicators and provides crucial planning information related to switches in a 
given network. Details like port utilization, PoE budget, and more help Dashboard users 
to have clearer visibility when reviewing device provisioning and statuses, thereby assist-
ing in planning for future network needs.

You can access the Switching Overview panel after enabling the feature by going to the 
Network-wide > Clients page of any network and selecting the Switches modal of the 
Health section, as demonstrated in Figure 3-14. 

More information on the new Switching Overview feature is available at documentation.
meraki.com in the “Switching Overview – MS Health” document.

Figure 3-13  The Alert Hub Notification Panel for  the Cisco Meraki San Francisco 
Campus Network

https://documentation.meraki.com
http://documentation.meraki.com
http://documentation.meraki.com
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Figure 3-14  The New Switching Overview Feature

Global Overview
For administrators who need to manage multiple organizations within the Meraki 
Dashboard, the Global Overview page, shown in Figure 3-15, provides a summarized 
overview of the health of all networks and devices an administrator has access to across 
all organizations. This page also introduces a few additional key features to help manage 
multiple organizations, like visibility into Meraki support tickets across each organiza-
tion, license statuses (including unused licenses and expiry dates), and quick reference of 
device health within each organization. 

Figure 3-15  The Global Overview Page Showing Three Different Organizations

The Global Overview page is designed to simplify the interaction across organizations for 
administrators who need to maintain and monitor multiple Dashboard organizations  
by providing the most useful information for each organization in an easily accessible 
summary.
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You can find more information on the Global Overview feature at https:// 
documentation.meraki.com in the “Global Overview” document.

Network-wide Health Views
After reviewing the high-level summaries at the organization level, it’s time to drill down 
into some of the network-specific pages and views to get a more detailed picture of the 
health and overall status of a network and its clients.

Network-wide and Uplink Health

To get to the detailed reports and data for a given network in an organization, click the 
network name from the Organization Summary or Organization Overview page, or select 
the network from the Networks panel on the left.

After navigating to a specific network, you are presented with the Network-wide > 
Clients page. The Health section, shown in Figure 3-16, provides a quick reference report 
for the uplink status (if available) and the device statuses of any Meraki hardware cur-
rently added to the network. From this section of the page, you can click each icon to 
view the product details page for each hardware platform available.

Figure 3-16  The Network Health Summary on the Network-wide > Clients Page

Below the Health section is the Clients section, which includes a list of all recently 
seen clients on the network, a summary of traffic and client usage, and a more detailed 
traffic analysis of client traffic, which you can view by selecting the Show link under 
the Applications pie chart to the right of the usage summary. An example of the fully 
expanded Application Details view is shown in Figure 3-17.

The Application Details section is powered by Cisco Network-Based Application 
Recognition (NBAR), which provides visibility into more than 1500 of the most popular 
applications. NBAR-enabled platforms are able to better analyze and identify client traf-
fic to enforce more granular Layer 7 firewall rules and policies, configurable from the 
Security & SD-WAN > Firewall page (see Figure 3-18) or within a Network-wide > Group 
Policy (see Figure 3-19), allowing for tighter policing of user traffic with less effort than 
ever before.

http://ocumentation.meraki.com
http://ocumentation.meraki.com
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Figure 3-17  Application Visibility on the Network-wide > Clients Page

 

Pro Tip  Application Visibility and Control (AVC) details are available on the Clients 
page, with quick sort options and additional details regarding client usage for each 
application by selecting the application from the list.

Figure 3-18  An Example Set of Layer 7 Firewall Rules Utilizing Several NBAR-Based 
Application Rulesets
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Figure 3-19  An Example of the Detailed Application-Level Granularity Available for 
Devices Using NBAR

To confirm the minimum supported firmware versions for Meraki MX, MS, and MR 
platforms to allow enabling of NBAR functionality, visit https://documentation.meraki.
com and view the article ‘Next-gen Traffic Analytics – Network-Based Application 
Recognition (NBAR) Integration.’ You can find more information about NBAR classifica-
tions in the same article and by viewing Cisco’s NBAR-related documentation at  
www.cisco.com (search for the keyword NBAR).

Wireless Network Health

Wireless networks sometimes are prone to issues, whether they be deployment related, 
client related, or even just environmental. Fortunately, the Meraki platform has again 
embraced the power of the cloud to actively monitor and report on the health and perfor-
mance of any Meraki wireless networks.

The Wireless Health feature of the Meraki Dashboard offers some significant advantages 
when trying to troubleshoot issues such as client connectivity or authentication failures. 
As an example, Figure 3-20 shows the health overview for a wireless network on a Cisco 
Meraki campus. From this page, it’s clear that the network and its clients are functioning 
smoothly overall and without issue.

Now if you compare that with the view in Figure 3-21 from a different network, the value 
of the Wireless Health feature and its ability to clearly demonstrate client-impacting 
issues becomes immediately obvious, as you can quickly and easily see at a glance that 
there is an authentication-related issue for several devices, unlike the previous network 
shown in Figure 3-20.

https://documentation.meraki.com
https://documentation.meraki.com
http://www.cisco.com
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Figure 3-20  The Wireless Overview for a Cisco Meraki Campus, Showing a  
Well-Functioning Wireless Network with No Notable Issues

From this point, you can review the rest of the report to get more details about where the 
issue may lie. The rest of the Wireless Health page reports several other helpful perspec-
tives, such as issues by SSID, AP, individual client, and even by device type, to help scope 
and further narrow down potentially impacting issues. This makes it easy to determine 
if a specific SSID is improperly configured, if a specific AP is connected to an incorrect 
port, or if a specific client or client type is having issues that are otherwise not present 
for other clients or client types.

As Figure 3-22 shows for a simple home network, the Wireless Health feature can pro-
vide extremely valuable information when you’re trying to determine the potential scope 
and impact of a reported behavior. 

As just demonstrated, Meraki’s Wireless Health feature helps to take the guesswork 
out of attempting to triage a wireless issue by providing important details that help to 
determine the scope and impact of a behavior from a quickly accessible and easy to inter-
pret report. This helps to save time and refocus troubleshooting efforts in appropriate 
directions, leading to a faster time to resolution for many issues than a more traditional 
troubleshooting approach.
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Figure 3-21  The Wireless Health Report for an Example Network, Showing Failures 
Relating to Authentication for Two Clients

The Wireless Health feature is discussed in much further detail in Chapter 8, 
“Introduction to Meraki MR Access Points.”

Figure 3-22  Additional Details of the Wireless Health Report for the Network Showing 
Client Authentication Issues
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Automated Topology Views
Stepping down from the organization views into a specific network, Meraki’s integrated 
topology views can provide full-stack visibility for any Dashboard network containing 
MS switches. Using Cisco Discovery Protocol (CDP) and Link Layer Discovery Protocol 
(LLDP) data reported by the devices in the network, the Meraki Dashboard is able to 
intelligently construct multiple types of topology maps to allow for a quick and up-to-
date reference of the current deployment topology.

This feature is another location where the combined networks discussed in Chapter 2 
bring some significant advantages when compared to a standalone network consisting of 
only a single device type. When working in a combined network, each Meraki device is 
able to report data back to the Dashboard regarding any network connections between 
devices, allowing for a more comprehensive view of the topology of the network.

As previously mentioned, the Dashboard is able to build multiple types of topology 
reports based on the information available for each network, including Layer 2, Layer 3,  
and multicast routing topologies. You can view all topologies by navigating to the 
Network-wide > Topology page from the related network. 

Network-wide Layer 2 Topology

The Layer 2 topology diagram, an example of which is shown in Figure 3-23, is based 
on advertised LLDP and CDP data that has been learned and reported back to the 
Dashboard by Meraki devices. Through the use of this information, the Dashboard is 
able to present an automatically generated, dynamic, and interactive Layer 2 topology 
map of a network. 

 

Pro Tip  Hovering over a device icon or link between devices provides more detailed 
information about the object and provides a direct link to that client, device, or related 
port.

This type of automatic and dynamic topology diagram can be immensely useful when 
attempting to track down a client or device, or when trying to determine the traffic flow/
path of a given client. When looking at the Network-wide > Client Details page for any 
current client on the network, the most recent edge device closest to the client is listed as 
well as a link to the Layer 2 topology for the network, as shown in Figure 3-24. Clicking 
that link will automatically highlight the path through the network to the client in ques-
tion, like the example shown in Figure 3-25.
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Figure 3-23  A Partial View of the Layer 2 Topology Diagram for the Meraki Corp 
Network

Figure 3-24  The Topology Link for a Client on the Client Details Page
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Figure 3-25  The L2 Topology Page, with the Path to the Previously Selected Client 
Highlighted

Network-wide Layer 3 Topology

The Topology page also includes the option to view the Layer 3 topology for the net-
work, as shown in Figure 3-26, by selecting the L3 – Networking Layer tab. This view 
displays a dynamic layout of the Layer 3 topology of the network based on the current 
Dashboard configuration for MX and MS devices.

Network-wide Multicast Topology

For networks that have multicast routing enabled, you can configure the Layer 3 
Topology page to show the current multicast topology as an overlay on top of the exist-
ing Layer 3 topology by checking the Show Multicast Topology check box, as shown in 
Figure 3-27. This provides a highlighted view of the multicast topology specifically.
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Figure 3-26  A Portion of the L3 Topology Page for a Cisco Meraki Campus Network

Figure 3-27  An Example Multicast Topology Highlighted on Top of the Layer 3 
Topology of a Network
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Summary
As you’ve seen in this chapter, the Meraki platform utilizes the cloud to help present the 
Dashboard as a unified interface that is easy to navigate and embraces the power of cloud 
communication and management. This allows Meraki to offer features like the ability to 
easily view and manage firmware for an entire organization from a single page or provide 
detailed topology maps and troubleshooting information based on observed trends and 
behaviors in a network. These types of enhancements are only possible by aggregating 
client and device data in ways that were previously not feasible without the cloud. Meraki 
uses all of this and more to help drive a better administrator experience no matter what 
task you’re trying to accomplish. 

Next, Chapter 4 introduces how you can further enhance the power of the Meraki plat-
form through the use of automation, both inside and outside the Dashboard. 

Additional Reading
Best Practices for Meraki Firmware: https://documentation.meraki.com/Architectures_
and_Best_Practices/Cisco_Meraki_Best_Practice_Design/Best_Practices_for_Meraki_
Firmware 

Cisco Meraki Firmware FAQ: https://documentation.meraki.com/General_
Administration/Firmware_Upgrades/Cisco_Meraki_Firmware_FAQ

Firmware Features: https://documentation.meraki.com/Firmware_Features

Returns (RMAs), Warranties and End-of-Life Information: https:// 
documentation.meraki.com/General_Administration/Other_Topics/ 
Returns_(RMAs)%2C_Warranties_and_End-of-Life_Information 

Alerts: https://documentation.meraki.com/General_Administration/Cross-Platform_
Content/Global_Alerts_Widget 

Switching Overview – MS_Health: https://documentation.meraki.com/MS/Meraki_MS_
Beta/Switching_Overview_-_MS_Health 

Global Overview: https://documentation.meraki.com/General_Administration/ 
Cross-Platform_Content/Global_Overview 

Next-gen Traffic Analytics – Network-Based Application Recognition (NBAR) 
Integration: https://documentation.meraki.com/General_Administration/Cross-Platform_
Content/Next-gen_Traffic_Analytics_-_Network-Based_Application_Recognition_
(NBAR)_Integration 

Network Topology: https://documentation.meraki.com/MS/Monitoring_and_Reporting/
Network_Topology 

https://documentation.meraki.com/Architectures_and_Best_Practices/Cisco_Meraki_Best_Practice_Design/Best_Practices_for_Meraki_Firmware
https://documentation.meraki.com/Architectures_and_Best_Practices/Cisco_Meraki_Best_Practice_Design/Best_Practices_for_Meraki_Firmware
https://documentation.meraki.com/Architectures_and_Best_Practices/Cisco_Meraki_Best_Practice_Design/Best_Practices_for_Meraki_Firmware
https://documentation.meraki.com/General_Administration/Firmware_Upgrades/Cisco_Meraki_Firmware_FAQ
https://documentation.meraki.com/General_Administration/Firmware_Upgrades/Cisco_Meraki_Firmware_FAQ
https://documentation.meraki.com/Firmware_Features
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Global_Alerts_Widget
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Global_Alerts_Widget
https://documentation.meraki.com/MS/Meraki_MS_Beta/Switching_Overview_-_MS_Health
https://documentation.meraki.com/MS/Meraki_MS_Beta/Switching_Overview_-_MS_Health
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Global_Overview
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Global_Overview
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Next-gen_Traffic_Analytics_-_Network-Based_Application_Recognition_(NBAR)_Integration
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Next-gen_Traffic_Analytics_-_Network-Based_Application_Recognition_(NBAR)_Integration
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Next-gen_Traffic_Analytics_-_Network-Based_Application_Recognition_(NBAR)_Integration
https://documentation.meraki.com/MS/Monitoring_and_Reporting/Network_Topology
https://documentation.meraki.com/MS/Monitoring_and_Reporting/Network_Topology
http://ocumentation.meraki.com/General_Administration/Other_Topics/Returns_(RMAs)%2C_Warranties_and_End-of-Life_Information
http://ocumentation.meraki.com/General_Administration/Other_Topics/Returns_(RMAs)%2C_Warranties_and_End-of-Life_Information
http://ocumentation.meraki.com/General_Administration/Other_Topics/Returns_(RMAs)%2C_Warranties_and_End-of-Life_Information
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DAI (Dynamic ARP Inspection), 

162–163
DHCP snooping, 161
port profiles, 164
SecurePort, 163–164
Storm Control, 161–162
VLAN profile, 164–165

Insight alerts, 31–33
intelligent motion indexing, 241
inventory, organization, 16
IoT. See also Meraki MT sensor/s; 

sensor/s
best practices, 299
gateway, 295

IPv6, 95, 121, 221

J-K-L
JSON, get request and response, 

73–75

L3/L7 firewall, MX security 
appliance, 86

large network
distributed data plane, 213–214
recommended maximum number of 

devices, 196
Layer 2

domains, 220–221
endpoint security, 172–173
infrastructure security, 160–161

DAI (Dynamic ARP Inspection), 
162–163

DHCP snooping, 161
port profiles, 164
SecurePort, 163–164
Storm Control, 161–162
VLAN profile, 164–165

micro-segmentation, 173–174
network security, 165

802.1X authentication,  
166–168

integrating Meraki switching 
and Cisco ISE, 169–172

MAB (MAC Authentication 
Bypass), 169

port isolation, 166
Sticky MAC, 165

topology diagram, 53–55
Layer 3

multicast, best practices, 160
OSPF, best practices, 159

lens types, Meraki MV  
camera, 244
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licensing
Co-termination, 304–306
documentation, 85
Enterprise versus Advanced,  

303–304
external, 304
Meraki subscription, 307
Per-Device, 16–17, 306
SD-WAN, 140

Live Tools, 187
Cable Test, 190
Cycle Port, 191
MAC forwarding table, 190
MTR (My TraceRoute), 189
packet capture, 188–189
ping, 187–188
Wake-on-LAN, 191

LLDP (Link Layer Discovery 
Protocol), 53

load balancing policy, 131, 136–137
local override, template, 61–62
Local Status page, MG device,  

122–124
location-aware wireless network, 

197–198
logs and logging

DM, 124
SDB (Support Data Bundle), 124
SNMP, 28
syslog, 28, 67–68
video, 278–279
wireless connection, 230–231

low light recording feature, Meraki 
MV camera, 262–263

M
MAB (MAC Authentication Bypass), 

169
MAC forwarding table, 190
Magnetic, 42–43
mandatory DHCP, 223
manual camera configuration,  

261–262
Meraki. See also MX security 

appliance line
data centers, 4
New Account Creation page, 12–13
regions, 3
service failover times, 128–129
sustainability goals, 282

Meraki Auto VPN, 92
advanced configurations, 103–104
configuration, 98–100
deployment, 97–98
full tunnel versus split tunnel, 102
hub prioritization, 102
NAT traversal, 100–101
scaling, 101–102

Meraki Display App, accessing MV 
cameras, 255

Meraki Insight, 104–105
alerts, 31–33, 109–110
ThousandEyes integration, 110
VoIP Health page, 108–109
WAN Health page, 108–109
Web Application Health page,  

105–108
Meraki mobile app, accessing MV 

cameras, 255–257



Meraki MV camera/s  317

Meraki MR access points, 195–196
6-GHz RF propagation, 199
adjacency and overlap, 201
channel width, 209
DFS (Dynamic Frequency Selection) 

channels, 210–211
dual 5-GHz mode, 198
external antenna, 200
frequency bands, 209
location-aware, 197–198
minimum bitrate, 206–208
mounting recommendations, 199–200
RF profile, 202–204

Auto RF, 211–213
band selection, 204
client balancing, 205–206

roaming, 218. See also roaming
DHCP scope, 221–222
domains, 219–220
Layer 2 domain, 220–221
Layer 3 domain, 221
types of, 218

SNR (signal-to-noise ratio), 201
tags, 216–217
VLAN considerations, 215–216
Wi-Fi 6E, 198

Meraki MT sensor/s, 281–285
alert/s, 296

reviewing, 296–297
selecting the type, 296–297

automation, 78
cold storage, 289–291
deployment, 294

accounting for distance, 295
basic configuration and setup, 

294–295
configuration considerations, 

296

IoT gateways, 295
power considerations, 295

door, 288–289
environmental, 285–286
MT30 Smart Automation Button, 

293–294
MT40 smart power controller,  

289–290
physical, 286
Sensor Sight, 298
temperature, humidity, and air 

quality, 291–292
troubleshooting, 299–301
water/leak, 287–288

Meraki MV camera/s. See also 
surveillance system

accessing
through Meraki Display App, 

255
through Meraki mobile app, 

255–257
through Meraki Vision Portal, 

253–255
through the Dashboard,  

252–253
administrator roles, 249–250
alert/s

fine-tuning, 264–267
motion, 263–264

architecture, 239–240
audio detection, 271
built-in analytics, 241, 269–271
Cloud Archive, 278
connectivity, 247

general network considerations, 
247

wired, 248
wireless, 248–249
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enabling firewall ports for Meraki 
cloud, 280–281

ensuring security, 241
FoV (field of view), 244–245
intelligent motion indexing, 241
lens types, 244
listing details, 257–258
manual configuration, 261–262
motion search and motion recap, 

271–275
mounting options and accessories, 

243–244
MV Sense, 279–280
MV52, 245–246
navigating the video timeline, 269
power requirements, 246–247
privacy windows, 267
profiles, 258–261
providing access to support 

technicians, 281
recording in low light, 262–263
resolution, 245
role-based permissions for SAML/

SSO, 251
RTSP (Real Time Streaming Protocol) 

integration, 267
tags, 249
using with templates, 63–64
video

event logs, 278–279
exporting, 276–278
sharing, 275–276
storage, 246
walls, 267–268

Meraki SD-WAN, 127. See also 
SD-WAN

custom performance classes,  
131–132

DPS (dynamic path selection), 127, 
128–129
performance-based, 137
with policy routing, 138

licensing, 140
MPLS

on the LAN, 141–142
on the WAN, 142–143

over cellular uplink, 138–140
policy/ies, 130–131

-based routing, 137
DPS (dynamic path selection), 

134–135
global preference, 135–136
load balancing, 136–137

probe interval, 128
traffic analysis and identification, 

133–134
Meraki switching platform, 145

access layer design, 154
connecting MR access  

points, 158
MTU recommendation, 158
native VLAN, 155–156
QoS (Quality of Service), 156
STP (Spanning Tree Protocol), 

156–157
tags, 157
trunk ports, 158
VLAN deployment, 154–155

auto-rollback on bad uplink,  
179–180

centralized management, 146
cloud-based architecture, 145–146
config-safe mechanism, 179
designing a wired enterprise  

network, 149
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endpoint security, 172–173
firmware upgrade, 178–179
hybrid campus LAN architectures 

with cloud management,  
152–154, 159–160

infrastructure security, 160–161
DAI (Dynamic ARP Inspection), 

162–163
DHCP snooping, 161
port profiles, 164
SecurePort, 163–164
Storm Control, 161–162
VLAN profile, 164–165

Layer 2, 160
Layer 3

multicast, 160
OSPF, 159

micro-segmentation, 173–174
network security, 165

802.1X authentication,  
166–168

ISE integration, 169–172
MAB (MAC Authentication 

Bypass), 169
port isolation, 166
Sticky MAC, 165

network telemetry, 146–147
planning your deployment, 149–150
PoE devices, 180
Port Schedules feature, 182–183
Power Overview, 181–182
seamless integration, 146
selecting the right switch product 

mix, 150–152
tags and tagging, 157
virtual stacking, 177–178

Meraki Systems Manager, 25

Meraki Vision Portal, accessing MV 
cameras, 253–255

MG device/s, 117. See also cellular 
uplink

4G LTE (Long Term Evolution), 117
5G, 118, 120–121
CGNAT (Carrier Grade NAT), 121
deployment, 119–120
DM logging, 124
Local Status page, 122–124
monitoring, 118–119
prestaging for deployment,  

121–122
Safe Mode, 124
SDB (Support Data Bundle)  

logging, 124
micro-segmentation, 173–174
minimum bitrate, access point,  

206–208
MITM (man-in-the-middle) attack, 162
ML (machine learning), 146–147
monitoring and monitoring tools.  

See also sensor/s
BLE signal strength, 300–301
Catalyst switch, 183–184
Insight, 104–105
Meraki Insight

alerts, 109–110
VoIP Health page, 108–109
WAN Health page, 108–109
Web Application Health page, 

105–108
MG device, 118–119
sensor/s

event logs, 300
status, 300

ThousandEyes, 110
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transport path performance, 128–129
VPN, 110–112

Monitor-only administrative role, 19
MOS (Mean Operating Score), 128
motion alerts, 263–264
motion search and recap, Meraki MV 

camera, 271–275
mounting options

access point, 199–200
Meraki MV camera, 243–244

MPLS, integrating with Meraki 
SD-WAN

on the LAN, 141–142
on the WAN, 142–143

MT30 Smart Automation Button, 
293–294

MT40 smart power controller,  
289–290

MTR (My TraceRoute), 189
MTU (Maximum Transmission Unit), 

158
multicast

best practices, 160
DNS, 224
topology, diagram, 55–56

MX security appliance line, 129–130. 
See also troubleshooting Meraki 
devices

configuration template, 60, 61, 63
NTP (Network Time Protocol), 128
passthrough or VPN Concentrator 

mode, 85
routed mode, 84–85
routing, 95

BGP, 97
OSPF support, 96
route priority, 95
static, 95–96

scaling, 84
security. See also VPN

Adaptive Policy, 91–92
Cisco AMP, 87–88
Cisco AnyConnect, 94
Cisco Umbrella integration, 

89–90
Client VPN, 93–94
group policy, 90–91
HTTP content filtering, 87
IDS/IPS, 88–89
L3/L7 firewall, 86
Meraki Auto VPN, 92
Meraki Auto VPN, 

configuration, 98–100
Meraki Auto VPN, deploying, 

97–98
non-Meraki VPN, 94
VPN, 92

UDP probes, 128

N
NAC (network access control),  

148–149
NAT traversal, Meraki Auto VPN, 

100–101
NBAR (Network-Based Application 

Recognition), 48–50
NBAR2, 133
network/s. See also organization/s; 

wireless deployment
administrative roles, 17–18
Alert Hub notification icon, 45–46
alerts

email, 26–27
webhooks, 27–28

claiming and adding devices, 15–17
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combined, 14–15
Dashboard, 2, 14–15
distributed, 213–214
firmware

detailed security, 40–41
status, 39–40

health, 48–50
hybrid management approach, 150
large, recommended maximum 

number of devices, 196
management, 150
organization, 1
security, 165

802.1X authentication, 166–168
integrating Meraki switching 

and Cisco ISE, 169–172
MAB (MAC Authentication 

Bypass), 169
port isolation, 166
Sticky MAC, 165

standalone, 14–15
Switching Overview feature, 46
syslog reporting, 28
tagging, 22–23

configuring non-Meraki  
VPN peer availability for 
MX and Z series devices, 
24–25

configuring SSID availability 
on MR access points, 23–24

telemetry, 146–147
topology

Layer 2 diagram, 53–55
Layer 3 diagram, 55–56
multicast diagram, 55–56
report, 53

wireless, health reporting, 50–52.  
See also wireless deployment

New Account Creation page, 12–13
New Organization alerts page, 45
No-Nat, 143
non-Meraki VPN, 94
NTP (Network Time Protocol), 128

O
opt in, Early Access program, 42
order number, claiming, 16
organization/s, 1

accounts, 17
administrative roles, 17–18

camera-only, 18–19
Guest Ambassador, 18
Monitor-only, 19

alerts, 44–46
Alerts page, 113–114
Dashboard, creating, 12–13
Global Overview page, 34
Guest Ambassador account, 18
inventory, 16
overview page, 37–38

firmware status, 39–40
organization-wide health, 

38–39
SAML, 20–21
Security Center, 115
special access roles, 18
status, reporting, 73–75
summary page, 43–44

OSPF
best practices, 159
support on MX security appliance 

line, 96
out-of-band architecture, 4
overlap, access point, 201



P
packet capture, 188–189
passive client balancing, 206
passthrough or VPN Concentrator 

mode, MX security appliance, 85
PDL (Per-Device Licensing) model, 

16–17
per-device licensing, 16–17, 306
performance

-based DPS, 137
transport path, 128–129

permissions. See also administrative 
roles

administrator, 17–18
camera, 18–19, 251
Guest Ambassador, 18

physical sensors, 286
ping, 187–188
PoE devices, 180
policy/ies. See also Adaptive Policy

access, 170
Adaptive, 91–92, 173, 224

caveats and limitations, 176
enforcement, 174–175
SGTs (Security Group Tags), 

174
-based routing, 137, 138
data retention, 6–7
DPS (dynamic path selection),  

134–135
group, 90–91, 171, 223
SD-WAN, 129–130

default, 130–131
global preference, 135–136
load balancing, 136–137

security, 174
polling, SNMP, 68–70

port isolation, 166
port profiles, 164
port schedule, 182–183
power requirements, camera system, 

246–247
privacy windows, 267

Q-R
QoS (Quality of Service), hybrid 

campus deployment, 156
RADSec, 224–225
RBAC (role-based access  

control), 241
RCA (root cause analysis), 147,  

231–232
regions, Meraki, 3
replacement, device, 41–42
report/ing. See also alerts; logging

automated summary, 29–31
Dashboard, 184–187
health

network-wide, 48–50
wireless, 50–52

Most Prevalent Threats, 115–116
organization status, 73–75
Roaming Analytics, 232–233
SNMP, 29, 68–70
syslog, 28, 67–68
topology, 53

resolution, camera, 245
RF profile

access point, 202–204
Auto RF, 211–213
band selection, 204
client balancing, 205–206

RMA (Return Materials 
Authorization), 42

322  packet capture



security  323

roaming, 206, 218
analytics, 232–233
DHCP scope, 221–222
domain/s, 219–220

Layer 2, 220–221
Layer 3, 221

types of, 218
rollout process, firmware, 7–8
routed mode, MX security appliance, 

84–85
routing

multicast, best practices, 160
MX security appliance, 95

BGP, 97
OSPF support, 96
route priority, 95
static, 95–96

OSPF, best practices, 159
RTSP (Real Time Streaming  

Protocol), 267
rule, automation, 80–81

S
Safe Mode, MG device, 124
scaling

Meraki Auto VPN, 101–102
MX security appliance, 84

SDB (Support Data Bundle) logging, 
124

SD-Internet, 140
SD-WAN, 127, 129–130

custom performance classes, 131–132
licensing, 140
over cellular uplink, 138–140
policy/ies, 130–131

-based routing, 137

basic load balancing, 136–137
global preference, 135–136

traffic analysis and identification, 
133–134

seamless roaming, 218
SecurePort, 163–164, 225
security. See also access layer;  

Layer 3
data retention policies, 6–7
endpoint, 172–173
infrastructure, 160–161
MX security appliance

Adaptive Policy, 91–92
Cisco AMP, 87–88
Cisco AnyConnect, 94
Cisco Umbrella integration, 

89–90
Client VPN, 93–94
group policy, 90–91
HTTP content filtering, 87
IDS/IPS, 88–89
Meraki Auto VPN, 92
Meraki Auto VPN, deploying, 

97–98
non-Meraki VPN, 94
VPN, 92

network, 165
802.1X authentication, 166–168
integrating Meraki switching 

and Cisco ISE, 169–172
MAB (MAC Authentication 

Bypass), 169
port isolation, 166
Sticky MAC, 165

policy, 174
wired network, 150
wireless

Air Marshal, 222
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AMI (Alternate Management 
Interface), 223

mandatory DHCP, 223
wireless deployment

mDNS support, 224
per-SSID group policy, 223
RADSec, 224–225
SecurePort, 225

Security Center, 115
Sensor Sight, 298
sensor/s. See also Meraki MT sensors

cold storage, 289–291
door, 288–289
environmental, 285–286
MT series, 78, 281–283
physical, 286
temperature, humidity, and air 

quality, 291–292
water/leak, 287–288

Server RCA, 231–232
SGTs (Security Group Tags), 91–92, 

173, 174, 175,224
site survey, 242
SLA (service-level agreement), 4
smart button automation, 293–294
Smart Thresholds, 228–230
SNMP, 29

automation, 68–70
traps, 69–70

SNR (signal-to-noise ratio), 201
SSID

configuration, 202
frequency bands, 209
group policy, 223
minimum bitrate, 206–208
roaming, 218. See also roaming

domains, 219–220
types of, 218

staged upgrades, 149
standalone network, 14–15
static routing, 95–96
Sticky MAC, 165
storage

data retention policy, 6–7
video, 246

Storm Control, 161–162
STP (Spanning Tree Protocol), hybrid 

campus deployment, 156–157
subnetting, templates and, 62–63
subscription licensing, 307
surveillance system

design
building analysis, 242
exploring constraints, 243
site survey, 242
stakeholder input, 242

video storage, 246
Switching Overview feature, 46
syslog, 67–68
syslog reporting, 28

T
tags and tagging, 22

for administrative privilege, 22–23
camera name, 249
combining with Meraki access 

points, 216–217
configuring non-Meraki VPN peer 

availability for MX and Z series 
devices, 24–25

configuring SSID availability on MR 
access points, 23–24

device, 25
switch, 157

TAm (Trust Anchor module), 284



telemetry, network, 146–147
temperature, humidity, and air quality 

sensor, 291–292
template/s, 2

best practices, 64–65
caveats and limitations, 62–64
configuration, 59, 60–61

MX security appliance, 60, 61, 
63

VLAN, 60–61
creating, 59–60
local overrides, 61–62
MV cameras and, 63–64
subnetting and, 62–63

ThousandEyes, 110
threat detection, 115–116
timeline

access point, 235–236
client, 234
video, 269

topology
Layer 2, diagram, 53–55
Layer 3, diagram, 55–56
multicast, diagram, 55–56
reporting, 53
VPN, hub and spoke, 100

Topology View, 147–149
traffic

analysis and identification, 133–134
filters, 133, 134
segregation, 223

transport path, performance, 128–129
trap, SNMP, 29, 69–70
troubleshooting Meraki devices, 122

DM logging, 124
Local Status page, 122–124
MT sensors, 299–301

Safe Mode, 124
SDB (Support Data Bundle) logging, 

124
trunk ports, 158

U
UDP probes, 128
updating, device name, 75–78
upgrade

firmware, 7, 8–9, 39–40, 178–179
staged, 149

uplink
auto-rollback on bad, 179–180
cellular, 120

5G line of sight, 120–121
CGNAT (Carrier Grade NAT), 

121
prestaging for deployment, 

121–122
SD-WAN over, 138–140

selection policy, 135–136
User Management portal, 18
user records, 3, 4

V
varifocal lens, 244
video

accessing
through Meraki Display App, 

255
through Meraki mobile app, 

255–257
through Meraki Vision Portal, 

253–255
through the Dashboard, 252–253

event logs, 278–279

video  325
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exporting, 276–278
sharing, 275–276
storage, 246
timeline, 269
walls, 267–268

virtual stacking, 177–178
VLAN

configuration template, 60–61
hybrid campus deployment,  

154–156
in large wireless deployments,  

215–216
profile, 164–165

VoIP Health page, 108–109
VoIP policy, 131
VPN, 92

Cisco AnyConnect, 94
Client, 93–94
exclusions, 143
hub and spoke topology, 100
Meraki Auto, 92

advanced configurations, 
103–104

configuration, 98–100
deployment, 97–98
full tunnel versus split  

tunnel, 102
hub prioritization, 102
NAT traversal, 100–101
scaling, 101–102

monitoring, 110–112
non-Meraki, 94

W
Wake-on-LAN tool, 191
WAN Health page, 108–109
water/leak sensor, 287–288

Web Application Health page,  
105–108

webhooks, 27–28, 66–67, 80–81
Wi-Fi 6E, 198
wireless deployment. See also AP/s 

(access point/s); Meraki MR access 
points

authentication, 214–215
channel width, 209
client/s, 232–234

details, 234
timeline, 234

DFS (Dynamic Frequency Selection) 
channels, 210–211

distributed data plane, 213–214
encryption, 214–215
floor plan, 226
Location Heatmap, 226
location-aware, 197–198
physical WLAN design, 197
RF profile, 202–204
security

AMI (Alternate Management 
Interface), 223

mandatory DHCP, 223
mDNS support, 224
per-SSID group policy, 223
RADSec, 224–225
SecurePort, 225

SSID configuration, 202
VLAN considerations, 215–216

Wireless Health feature, 50–52
Wireless Overview page, 227–228

X-Y-Z
X.509 certificate authentication, 4
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