Exam Ref AZ-801 Configuring
Windows Server Hybrid
Advanced Services

List of URLs

Chapter 1: Secure Windows Server on-premises and
hybrid infrastructure

https://aad.portal.azure.com

https://passwordreset.microsoftonline.com

http://login.microsoftonline.com

https://docs.microsoft.com/en-us/windows/security/threat-protection/
microsoft-defender-atp/enable-exploit-protection

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/
evaluate-controlled-folder-access

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-
defender-application-control/windows-defender-application-control-
deployment-guide

https://docs.microsoft.com/en-us/windows-server/security/windows-defender/
windows-defender-overview-windows-server

https://docs.microsoft.com/en-us/windows/security/identity-protection/credential-guard/
credential-guard

https://docs.microsoft.com/en-us/windows-server/security/
credentials-protection-and-management/configuring-additional-Isa-protection

https://docs.microsoft.com/en-us/windows/security/threat-protection/
microsoft-defender-smartscreen/microsoft-defender-smartscreen-overview

https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/
network-security-restrict-ntim-ntlm-authentication-in-this-domain

https://docs.microsoft.com/en-us/windows-server/security/group-managed-
service-accounts/group-managed-service-accounts-overview
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-
2008-R2-and-2008/cc731607(v=ws.10)

https://docs.microsoft.com/en-us/previous-versions/mt227395(v=msdn.10)

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-
2012-R2-and-2012/dn466518(v=ws.11)

https://docs.microsoft.com/windows-server/identity/ad-ds/deploy/rodc/install-a-windows-
server-2012-active-directory-read-only-domain-controller--rodc---level-200-

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-
practices/securing-domain-controllers-against-attack

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-
R2-and-2012/dn486813(v=ws.11)

https://docs.microsoft.com/en-us/security/compass/overview

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-
practices/best-practices-for-securing-active-directory

https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/
active-directory-security-groups

https://docs.microsoft.com/en-us/defender-for-identity/what-is
https://docs.microsoft.com/en-us/defender-for-identity/architecture
https://docs.microsoft.com/en-us/defender-for-identity/directory-service-accounts
https://docs.microsoft.com/en-us/microsoft-365/admin/add-users/let-users-reset-passwords
https://docs.microsoft.com/en-us/azure/sentinel/overview
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/log-analytics-agent

https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-servers-
introduction

https://docs.microsoft.com/en-us/azure/defender-for-cloud/apply-security-baseline

https://docs.microsoft.com/en-us/azure/defender-for-cloud/deploy-vulnerability-
assessment-tvm

https://docs.microsoft.com/en-us/azure/defender-for-cloud/just-in-time-access-overview
https://docs.microsoft.com/en-us/azure/defender-for-cloud/
file-integrity-monitoring-overview
https://docs.microsoft.com/en-us/azure/defender-for-cloud/adaptive-application-controls
https://docs.microsoft.com/en-us/azure/defender-for-cloud/adaptive-network-hardening
https://docs.microsoft.com/en-us/azure/automation/update-management/overview
https://docs.microsoft.com/en-us/azure/automanage/automanage-virtual-machines

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-
R2-and-2012/jj574173(v=ws.11)

https://docs.microsoft.com/en-us/powershell/module/bitlocker/?view=windowsserver2019-ps
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-
r2-and-2012/dn383583(v=ws.11)

https://docs.microsoft.com/en-us/azure/security/fundamentals/azure-disk-encryption-
VMSs-vmss

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-overview

Chapter 2: Implement and manage Windows Server
High Availability
https://techcommunity.microsoft.com/t5/failover-clustering/validating-a-cluster-with-
zero-downtime/ba-p/371685

https://docs.microsoft.com/en-us/windows-server/storage/stor-age-replica/stretch-
cluster-replication-using-shared-storage

https://docs.microsoft.com/en-us/windows-server/failover-clustering/failover-cluster-csvs
https://docs.microsoft.com/en-us/windows-server/failover-clustering/manage-cluster-quorum

https://techcommunity.microsoft.com/t5/itops-talk-blog/failover-clustering-networking-
basics-and-fundamentals/ba-p/1472460

https://techcommunity.microsoft.com/t5/failover-clustering/preferred-owners-in-a-cluster/
ba-p/371290

https://docs.microsoft.com/en-us/azure-stack/hci/deploy/cluster-set
https://docs.microsoft.com/en-us/windows-server/failover-clustering/deploy-cloud-witness

https://docs.microsoft.com/en-us/troubleshoot/windows-server/high-availability/cluster-
information-ip-address-failover

https://docs.microsoft.com/en-us/azure-stack/hci/manage/vm-load-balancing

https://docs.microsoft.com/en-us/windows-server/failover-clustering/cluster-aware-
updating-options

https://docs.microsoft.com/en-us/windows-server/failover-clustering/cluster-operating-
system-rolling-upgrade

https://docs.microsoft.com/windows-server/manage/windows-admin-center/use/manage-
failover-clusters

https://docs.microsoft.com/en-us/windows-server/storage/storage-spaces/storage-spaces-
direct-overview

https://docs.microsoft.com/en-us/windows-server/storage/storage-spaces/deploy-storage-
spaces-direct

https://docs.microsoft.com/en-us/windows-server/storage/storage-spaces/storage-spaces-
fault-tolerance

https://docs.microsoft.com/en-us/azure-stack/hci/concepts/cache

https://docs.microsoft.com/en-us/windows-server/storage/storage-spaces/persistent-
memory-direct-access
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https://docs.microsoft.com/en-us/windows-server/storage/stor-age-spaces/upgrade-
storage-spaces-direct-to-windows-server-2019

https://docs.microsoft.com/en-us/windows-server/storage/storage-spaces/deploy-
storage-spaces-direct

https://docs.microsoft.com/en-us/windows-server/failover-clustering/failover-
clustering-overview

Chapter 3: Implement disaster recovery
https://docs.microsoft.com/en-us/azure/backup/backup-overview
https://docs.microsoft.com/en-us/azure/backup/backup-azure-manage-windows-server
https://docs.microsoft.com/en-us/azure/backup/backup-azure-delete-vault
https://docs.microsoft.com/en-us/azure/backup/backup-azure-microsoft-azure-backup
https://docs.microsoft.com/en-us/azure/backup/backup-azure-alternate-dpm-server
https://docs.microsoft.com/en-us/rest/api/backup/protection-policies/create-or-update
https://docs.microsoft.com/azure/backup/backup-windows-with-mars-agent
https://docs.microsoft.com/en-us/azure/backup/backup-azure-vms-first-look-arm
https://docs.microsoft.com/en-us/azure/backup/backup-azure-arm-restore-vms
https://docs.microsoft.com/en-us/azure/backup/about-azure-vm-restore
https://docs.microsoft.com/en-us/azure/backup/restore-azure-encrypted-virtual-machines

https://docs.microsoft.com/en-us/azure/backup/tutorial-restore-files#generate-file-
recovery-script

https://docs.microsoft.com/en-us/azure/site-recovery/site-recovery-overview
https://docs.microsoft.com/en-us/azure/site-recovery/hyper-v-prepare-on-premises-tutorial
https://docs.microsoft.com/en-us/azure/site-recovery/recovery-plan-overview
https://docs.microsoft.com/en-us/azure/site-recovery/azure-to-azure-architecture
https://docs.microsoft.com/azure/site-recovery/azure-to-azure-about-networking
https://docs.microsoft.com/en-us/azure/site-recovery/azure-to-azure-how-to-enable-policy
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/manage/
set-up-hyper-v-replica
https://docs.microsoft.com/en-us/windows-server/administration/perfor-mance-tuning/
role/hyper-v-server/detecting-virtualized-environment-bottlenecks
https://docs.microsoft.com/en-us/virtualization/community/team-blog/2013/20131209-
hyper-v-replica-extend-replication
https://docs.microsoft.com/en-us/virtualization/community/team-blog/2012/20120725-
types-of-failover-operations-in-hyper-v-replica-part-i-test-failover
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Chapter 4: Migrate servers and workloads
https://appliancename:44368
https://AppliancelPAddress: 44368
http://javadl.sun.com/webapps/download/AutoDL?Bundleld=107944
https://www.python.org/ftp/python/3.9.9/python-3.9.9.exe

https://docs.microsoft.com/en-us/windows-server/storage/storage-migration-service/
migrate-data

https://docs.microsoft.com/en-us/windows-server/storage/storage-migration-service/cutover

https://docs.microsoft.com/en-us/windows-server/storage/storage-migration-service/
overview

https://docs.microsoft.com/en-us/azure/storage/files/storage-files-migration-overview
https://docs.microsoft.com/
en-us/azure/storage/files/storage-files-identity-auth-active-directory-enable
https://docs.microsoft.com/en-us/azure/databox/data-box-overview
https://docs.microsoft.com/en-us/azure/migrate/how-to-migrate
https://docs.microsoft.com/en-us/azure/migrate/deploy-appliance-script
https://docs.microsoft.com/en-us/azure/migrate/tutorial-migrate-hyper-v
https://docs.microsoft.com/en-us/azure/migrate/tutorial-migrate-physical-virtual-machines
https://docs.microsoft.com/en-us/iis/publish/using-web-deploy/migrate-a-web-site-from-
iis-60-to-iis-7-or-above
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-
r2-and-2012/dn486792(v=ws.11)

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-
r2-and-2012/dn479239(v=ws.11)

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-
r2-and-2012/dn495425(v=ws.11)

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-
r2-and-2012/jj134150(v=ws.11)

https://docs.microsoft.com/en-us/dotnet/azure/migration/app-service
https://docs.microsoft.com/en-us/azure/app-service/app-service-hybrid-connections
https://docs.microsoft.com/azure/active-directory/app-proxy/what-is-application-proxy
https://aka.ms/ContainerizelISApp

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/upgrade-
domain-controllers

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/demoting-
domain-controllers-and-domains--level-200-
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-
2008-r2-and-2008/cc974412(v=ws.10)

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-
2008-r2-and-2008/cc974335(v=ws.10)

Chapter 5: Monitor and troubleshoot Windows Server
environments
https://<MyVirtualNetworkGatewayIP>:8081/healthprobe
https://enterpriseregistration.windows.net
http://169.254.169.254
https://login.microsoftonline.com
https://pas.windows.net

https://docs.microsoft.com/en-us/troubleshoot/windows-server/performance/
performance-overview

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-
2008-r2-and-2008/cc749337(v=ws.11)

https://docs.microsoft.com/en-us/windows-server/manage/windows-admin-center/azure/
azure-monitor

https://docs.microsoft.com/en-us/windows-server/manage/system-insights/overview

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/
windows-server-2008-r2-and-2008/cc722404(v=ws.11)

https://docs.microsoft.com/en-us/azure/azure-monitor/faq#azure-monitor-agent
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/agent-windows
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/data-collection-rule-overview
https://docs.microsoft.com/en-us/azure/azure-monitor/alerts/alerts-log
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/diagnostics-extension-overview
https://docs.microsoft.com/en-us/azure/azure-monitor/vm/vminsights-overview
https://docs.microsoft.com/en-us/learn/modules/troubleshoot-premises-hybrid-networking/
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-troubleshoot

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-troubleshoot-vpn-
point-to-site-connection-problems

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-troubleshoot-
site-to-site-cannot-connect

https://docs.microsoft.com/en-us/troubleshoot/windows-server/networking/networking-
overview
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https://docs.microsoft.com/en-us/troubleshoot/windows-server/networking/troubleshoot-
dns-guidance

https://docs.microsoft.com/en-us/troubleshoot/windows-server/networking/troubleshoot-
dhcp-guidance

https://docs.microsoft.com/en-us/azure/azure-resource-manager/troubleshooting/
common-deployment-errors

https://docs.microsoft.com/en-us/troubleshoot/azure/virtual-machines/boot-error-
troubleshoot

https://docs.microsoft.com/en-us/troubleshoot/azure/virtual-machines/
repair-windows-vm-using-azure-virtual-machine-repair-commands

https://docs.microsoft.com/en-us/troubleshoot/azure/virtual-machines/performance-
diagnostics

https://docs.microsoft.com/en-us/troubleshoot/azure/virtual-machines/support-
agent-extensions

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/fag-for-disks
https://docs.microsoft.com/en-us/azure/bastion/bastion-overview

https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/retore-deleted-
accounts-and-groups-in-ad

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-
2008-r2-and-2008/ee410856(v=ws.10)

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/troubleshoot/
troubleshooting-active-directory-replication-problems

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-
2008-r2-and-2008/cc816596(v=ws.10)

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/tshoot-connect-sync-errors

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/tshoot-connect-
password-hash-synchronization

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/tshoot-connect-pass-
through-authentication

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/tshoot-connect-sso

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-
2012-R2-and-2012/cc731968(v=ws.11)

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/troubleshooting-
domain-controller-deployment
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