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Command Syntax Conventions

The conventions used to present command syntax in this book are the same
conventions used in the IOS Command Reference. The Command Reference
describes these conventions as follows:

Boldface indicates commands and keywords that are entered literally as shown.
In actual configuration examples and output (not general command syntax),
boldface indicates commands that are manually input by the user (such as a show
command).

Italic indicates arguments for which you supply actual values.
Vertical bars () separate alternative, mutually exclusive elements.
Square brackets ([ ]) indicate an optional element.

Braces ({ }) indicate a required choice.

Braces within brackets ([{ }]) indicate a required choice within an optional
element.
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Introduction

Networking Essentials Companion Guide is the official supplemental textbook
for the Cisco Networking Academy Networking Essentials version 2 course.

Cisco Networking Academy is a comprehensive program that delivers information
technology skills to students around the world. The curriculum emphasizes real-
world practical application, while providing opportunities for you to gain the skills
and hands-on experience needed to design, install, operate, and maintain networks
in small- to medium-sized businesses as well as enterprise and service provider
environments.

This book provides a ready reference to explain the same networking concepts,
technologies, protocols, and devices as the online curriculum. The book emphasizes
key topics, terms, and activities and provides some alternate explanations and
examples as compared with the course. You can use the online curriculum as directed
by your instructor and then use this Companion Guide’s study tools to help solidify
your understanding of all the topics.

Who Should Read This Book

The book, as well as the course, is designed to provide learners with a broad
foundational understanding of networking. It is suitable for anyone interested in

a career in information and communication technology (ICT) or a related career
pathway. Networking Essentials is self-paced. The primary emphasis is on networking
knowledge with a small amount of basic skills that are useful for a home or a small
office/home office (SOHO) network. The online version of this course includes
activities that expand on the course material presented. Upon completion of the
online course, the end-of-course survey, and the end-of-course assessment, you

will receive a Certificate of Completion. You will also receive a digital badge if you
complete the course in an instructor-led class.

Online Course Enroliment

The online version of Networking Essentials version 2 is offered in two ways: self-
paced or instructor led:

m To enroll for free in a self-paced version of Networking Essentials, visit
https://skillsforall.com/course/networking-essentials.

= To find a location near you that offers instructor-led Cisco Networking Academy
courses, visit https://www.netacad.com/portal/netacad academy search.
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Book Features

The educational features of this book focus on supporting topic coverage, readability,
and practice of the course material to facilitate your full understanding of the course
material.

Topic Coverage

The following features give you a thorough overview of the topics covered in each
chapter so that you can make constructive use of your study time:

m Objectives: Listed at the beginning of each chapter, the objectives reference the
core concepts covered in the chapter. The objectives match the objectives stated
in the corresponding chapters of the online curriculum; however, the question
format in the Companion Guide encourages you to think about finding the
answers as you read the chapter.

m Notes: These short sidebars point out interesting facts, time-saving methods, and
important safety issues.

® Chapter summaries: At the end of each chapter is a summary of the chapter’s
key concepts. It provides a synopsis of the chapter and serves as a study aid.

m Practice: At the end of chapter, there is a full list of all the labs, class activities,
and Packet Tracer activities to refer to for study time.

Readability
The following features assist your understanding of the networking vocabulary:

m Key terms: Each chapter begins with a list of key terms, along with a page-
number reference from inside the chapter. This handy reference enables you to
find a term, flip to the page where the term appears, and see the term used in
context.

m Glossary: The Glossary defines all the highlighted key terms plus more.

Practice

Practice makes perfect. This Companion Guide offers you ample opportunities to
put what you learn into practice. You will find the following features valuable and
effective in reinforcing the instruction that you receive:

m Check Your Understanding questions and answer key: Review questions are
presented at the end of each chapter as a self-assessment tool. These questions
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match the style of questions that you see in the online course. Appendix A,
“Answers to the ‘Check Your Understanding’ Questions,” provides an answer key
to all the questions and includes an explanation of each answer.

® Labs and activities: Throughout each chapter, you will be directed back to the
online course to take advantage of the activities created to reinforce concepts.
In addition, at the end of each chapter, a practice section collects a list of all the
labs and activities to provide practice with the topics introduced in this chapter.

= Page references to online course: After headings, you will see, for example,
(1.1.2). This number refers to the page number in the online course so that you
can easily jump to that spot online to view a video, practice an activity, perform
a lab, or review a topic.

About Packet Tracer Software and Activities

Interspersed throughout the chapters, you’'ll find a few Cisco Packet Tracer activities.
Packet Tracer allows you to create networks, visualize how packets flow in the
network, and use basic testing tools to determine whether the network would work.
When you see this icon, you can use Packet Tracer with the listed file to perform a
task suggested in this book. The activity files are available in the course. For self-
enrolled courses on SkillsForAll.com, Packet Tracer software is available through

a link in your course after you enroll. For instructor-led courses on the Cisco
Networking Academy website (netacad.com), Packet Tracer software is available from
the Resources menu.

How This Book Is Organized

This book corresponds closely to the Cisco Networking Academy Switching,
Routing, and Wireless Essentials course and is divided into 20 chapters, one
appendix, and a glossary of key terms:

s Chapter 1, “Communications in a Connected World”: This chapter explains the
concept of network communication including the concept of a network, network
data, network speed and capacity, the role of clients and servers, and the role of
network infrastructure devices.

m Chapter 2, “Online Connections”: This chapter explains the basic requirements
for getting online, including the different types of networks used by cell phones
and mobile devices, the requirements for host connectivity, and the importance
of network documentation.
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m Chapter 3, “Explore Networks with Packet Tracer”: This chapter explains how
to create a simulated network using Packet Tracer, including the purpose and
function of Packet Tracer, installing Packet Tracer on a local device, investigat-
ing the Packet Tracer user interface, configuring a Packet Tracer network, and
creating a simulated network in Packet Tracer.

m Chapter 4, “Build a Simple Network”: This chapter explains how to build a
simple home network with common types of network cables including Ethernet
twisted-pair, coaxial, and fiber-optic cabling. Also included is an explanation
of how a twisted-pair cable transmits and receives signals. Finally, the chapter
explains how to verify connectivity in a simple routed network.

m Chapter 5, “Communication Principles”: This chapter explains the importance
of standards and protocols in network communications, including network
communication protocols and standards, the OSI and TCP/IP models, and the
functions of Layer 1 and Layer 2 in an Ethernet network

m Chapter 6, “Network Design and the Access Layer”: This chapter explains
how communication occurs on Ethernet networks and describes the process of
encapsulation and Ethernet framing, the function at each layer of the three-layer
network design model, how to improve network communication at the access
layer, and why it is important to contain broadcasts within a network.

m Chapter 7, “Routing Between Networks”: This chapter explains how to
configure devices on a LAN and the need for routing, as well as how routers use
tables. The chapter then explains how to build a fully connected network.

m Chapter 8, “The Internet Protocol”: This chapter explains the features of an
IP address, including the purpose of an IPv4 address, how to calculate numbers
between decimal and binary systems, how IPv4 addresses and subnets are used
together; the different IPv4 address classes; public and private IPv4 address
ranges; and unicast, multicast, and broadcast addresses.

m Chapter 9, “Dynamic Addressing with DHCP”: This chapter explains static and
dynamic IPv4 addressing and how to configure a DHCPv4 server to dynamically
assign IPv4 addresses.

m Chapter 10, “IPv4 and IPv6 Address Management”: This chapter explains the
principles of IPv4 and IPv6 address management, including network boundaries,
the purpose of Network Address Translation in small networks, why IPv6
addressing will replace IPv4 addressing, and some of the features of IPv6.

m Chapter 11, “Transport Layer Services”: This chapter explains how clients
access Internet services and also describes client and server interaction, TCP and
UDP transport layer functions, and how TCP and UDP use port numbers.
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Chapter 12, “Application Layer Services”: This chapter explains the function
of common application layer services, including DNS, HTTP and HTML, FTP,
Telnet and SSH, and email protocols.

Chapter 13, “Build a Home Network”: This chapter explains how to configure an
integrated wireless router and wireless client to connect securely to the Internet.

It also describes the components required to build a home network, the wired and
wireless network technologies used, and how wireless traffic is controlled.

Chapter 14, “Connect to the Internet”: This chapter explains how to configure
Wi-Fi settings on mobile devices to connect to the Internet, including ISP
connectivity options. The chapter also explains the purpose and characteristics
of network virtualization.

Chapter 15, “Security Considerations”: This chapter explains different types
of network security threats, including social engineering attacks, various types
of malicious software, and denial-of-service attacks. The chapter explains how
security tools, software updates, and antimalware software mitigate network
security threats.

Chapter 16, “Configure Network and Device Security”: This chapter explains
how to configure basic network security, including basic ways to address wireless
security vulnerabilities, configure encryption on a wireless router, and configure
firewall settings.

Chapter 17, “Cisco Switches and Routers”: This chapter explains Cisco LAN
switches and the Cisco LAN switch boot process. The chapter also explains
Cisco small business routers and the Cisco router boot process. Finally, the
chapter explains in-band and out-of-band management access.

Chapter 18, “The Cisco IOS Command Line”: This chapter explains how to use
the Cisco IOS; it also covers the correct commands to navigate the Cisco IOS
modes, how to navigate the Cisco IOS to configure network devices, and how to
use show commands to monitor device operations.

Chapter 19, “Build a Small Cisco Network”: This chapter explains how to build

a simple computer network using Cisco devices. In addition, it describes the initial
settings on a Cisco switch and a Cisco router, how to configure the devices for
secure remote management, and how to connect the devices together in a network.

Chapter 20, “Troubleshoot Common Network Problems”: This chapter
explains some of the approaches used to troubleshoot networks, including the
process of detecting physical layer problems and network troubleshooting utili-
ties. The chapter also explains how to troubleshoot a wireless network problem,
common Internet connectivity problems, and how to use outside sources and
Internet resources for troubleshooting.
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m Appendix, “Answers to the ‘Check Your Understanding’ Questions”: This
appendix lists the answers to the “Check Your Understanding” review questions
that are included at the end of each chapter.

m Glossary: The Glossary provides definitions for all the key terms identified in
each chapter, plus more terms you might encounter.



CHAPTER 5

Communication Principles

Objectives
Upon completion of this chapter, you will be able to answer the following questions:
m What are network communication protocols? = How do the OSI model’s Layer 1 and Layer 2
L function in an Ethernet network?
® What are network communication standards?

m What are the differences and similarities of
the OSI and TCP/IP models?

Key Terms

This chapter uses the following key terms. You can find the definitions in the Glossary.
Ethernet page 103 protocol page 93

Institute of Electrical and Electronic protocol suite  page 99

Engineers (IEEE) page 104 reference model page 99

International Organization for

R t C ts (RFC 96
Standardization (ISO) page 99 equest for Comments ( ) page

Interner Engineering Task Force
(IETF) page 96
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Introduction (5.0.1)

When you talk with someone, you are communicating. When you mail a card to

a relative, you are communicating. You probably don’t think much about the rules

of communication when you do these two things. But there are rules, and good
communication happens only when all parties know and follow those rules. It is the
same with devices on a network. This chapter explains the rules, which are called pro-
tocols, of network communication. When you understand the various protocols and
how they work with other protocols, you not only will understand how networks and
the Internet work but also be able to troubleshoot problems in your own network.

The Rules (5.1)

Before communicating with one another, individuals must use established rules
or agreements to govern the conversation. Rules are also required for devices on a
network to communicate.

The Three Elements (5.1.1)

The primary purpose of any network is to provide a method to communicate and
share information. From the earliest primitive human societies to the most advanced
technological societies of today, sharing information with others has been crucial for
human advancement.

All communication begins with a message, or information, that must be sent from
one individual or device to another. The methods used to send, receive, and interpret
messages change over time as technology advances.

All communication methods have three elements in common. The first of these
elements is the message source, or sender. Message sources are people or even elec-
tronic devices that need to communicate a message to other individuals or devices.
The second element of communication is the destination, or receiver, of the message.
The destination receives the message and interprets it. The third element is called a
transmission medium, or channel. It provides the pathway over which the message
can travel from source to destination.

For example, in Figure 5-1, two people can communicate face-to-face. Prior to com-
municating, they must agree on how to communicate. If the communication is using
voice, they must first agree on the language. Next, when they have a message to
share, they must be able to format that message in a way that is understandable. If
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someone uses the English language but poor sentence structure, the message can
easily be misunderstood. Each of these tasks describes protocols that are used to
accomplish communication.

Message Signal Signal Message
Message » ji ] Transmission > Receiver > Me e
sourc ol rﬂeﬁ%um Dest?ﬁ on

Figure 5-1 Protocols for Face-to-Face Communications

Communication Protocols (5.1.2)

Communication in your daily life takes many forms and occurs in many environ-
ments. You have different expectations depending on whether you are chatting via
the Internet or participating in a job interview. Each situation has its corresponding
expected behaviors and styles.

Before beginning to communicate with each other, you establish rules or agreements
to govern the conversation. These agreements include the following:

m What method of communication should you use? (See Figure 5-2.)
m What language should you use? (See Figure 5-3.)

® Do you need to confirm that your messages are received? (See Figure 5-4.)

Figure 5-2 shows two people agreeing on a method of communication.
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1. Uses sign language...

2. Writes note: Sorry | do not understand

signing.

3. Writes note: Can we use written notes?

4. Writes note: Yes, that will be fine.

Before communication can begin, we may have to reach an agreement on the method used.

Figure 5-2 Method of Communication

Figure 5-3 shows two people agreeing on a common language to use for communication.

1. | can speak Japanese and English l

3. We can communicate in English then! I

2. | can speak Spanish and English. |

N

Before communication can begin, we may have to reach an agreement on the language used.

Figure 5-3 Language Used for Communication

Figure 5-4 shows the communication between two people, including confirmation of
the order.
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1. | would like to order three black shirts, size

medium.
\'
2. Yes, | understand your order: three
medium, black shirts.
3. Yes, that is correct. Thank you. l

¢

Communication is successful when the intended message has been received and confirmed.
Figure 5-4 Confirmation of Communication
These rules, or protocols, must be followed for the message to be successfully

delivered and understood. Among the protocols that govern successful human
communication are these:

m An identified sender and receiver

m Agreed-upon method of communicating (face-to-face, telephone, letter,
photograph)

» Common language and grammar
® Speed and timing of delivery

m Confirmation or acknowledgment requirements

The techniques that are used in network communications share these fundamentals
with human conversations.

Now think about the commonly accepted protocols for sending text messages to
your friends.

Why Protocols Matter (5.1.3)

Just like humans, computers use rules, or protocols, to communicate. Protocols are
required for computers to properly communicate across the network. In both a wired
and wireless environment, a local network is defined as an area where all hosts must
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“speak the same language,” which in computer terms means they must “share a
common protocol.”

If everyone in the same room spoke a different language, they would not be able to
communicate. Likewise, if devices in a local network did not use the same protocols,
they would not be able to communicate.

Networking protocols define many aspects of communication over the local network.
As shown in Table 5-1, these protocols include message format, message size, timing,
encoding, encapsulation, and message patterns.

Table 5-1 Protocol Characteristics

Protocol Description
Characteristic

Message format When a message is sent, it must use a specific format or structure.
Message formats depend on the type of message and the channel that is
used to deliver the message.

Message size The rules that govern the size of the pieces communicated across the
network are very strict. They can also be different, depending on the
channel used. When a long message is sent from one host to another
over a network, breaking the message into smaller pieces might be
necessary to ensure that the message can be delivered reliably.

Timing Many network communication functions are dependent on timing.
Timing determines the speed at which the bits are transmitted across
the network. It also affects when an individual host can send data and
the total amount of data that can be sent in any one transmission.

Encoding Messages sent across the network are first converted into bits by the
sending host. Each bit is encoded into a pattern of sounds, light waves,
or electrical impulses depending on the network media over which the
bits are transmitted. The destination host receives and decodes the
signals to interpret the message.

Encapsulation Each message transmitted on a network must include a header
that contains addressing information that identifies the source and
destination hosts; otherwise, it cannot be delivered. Encapsulation
is the process of adding this information to the pieces of data that
make up the message. In addition to addressing, other information
in the header may ensure that the message is delivered to the correct
application on the destination host.

Message pattern Some messages require an acknowledgment before the next message
can be sent. This type of request/response pattern is a common aspect
of many networking protocols. However, other types of messages may
be simply streamed across the network, without concern as to whether
they reach their destination.
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Lab—My Protocol Rules (5.1.4)

In this lab, you will complete the following objectives:

® Relate computer network protocols to the rules that you use every day for
various forms of communication.

m Define the rules that govern how you send and interpret text messages.

m Explain what would happen if the sender and receiver did not agree on the details
of the protocol.

Communication Standards (5.2)

Communication standards are required in all aspects of human communications such
as when addressing an envelope. There is a standard regarding the placement of the
sender’s address, destination address, and even where you put the stamp. Network
communication also requires standards to ensure that all the devices in the network
use the same rules to send and receive information.

Video—Devices in a Bubble (5.2.1)

Refer to the online course to view this video.

The Internet and Standards (5.2.2)

With the increasing number of new devices and technologies coming online, how is
it possible to manage all the changes and still reliably deliver services such as email?
The answer is Internet standards.

A standard is a set of rules that determine how something must be done. Networking
and Internet standards ensure that all devices connecting to the network implement
the same set of rules or protocols in the same manner. Using standards, different
types of devices are able to send information to each other over the Internet. For
example, the way in which an email is formatted, forwarded, and received by all
devices is done according to a standard. If one person sends an email via a personal
computer, another person can use a mobile phone to receive and read the email as
long as the mobile phone uses the same standards as the personal computer.

Network Standards Organizations (5.2.3)

An Internet standard is the end result of a comprehensive cycle of discussion,
problem solving, and testing. These different standards are developed, published,
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and maintained by a variety of organizations, as shown in Figure 5-5. When a new
standard is proposed, each stage of the development and approval process is recorded
in a numbered Request for Comments (RFC) document so that the evolution of the
standard is tracked. RFCs for Internet standards are published and managed by the
Internet Engineering Task Force (IETF).

Other standards organizations that support the Internet are shown in Figure 5-5.

< IEEE

ze
@

AR

Internet Assigned Numbers Authority

)

ICANN

The Internet Corporation for Assigned Names and Numbers

Figure 5-5 Internet Standards Organizations

Network Communication Models (5.3)

Network communication models help you understand the various components and
protocols used in network communications. These models help you see the function
of each protocol and their relationship to other protocols.

Video—Network Protocols (5.3.1)
Refer to the online course to view this video.
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Video—The Protocol Stack (5.3.2)

Refer to the online course to view this video.

The Protocol Stack (5.3.3)

Successful communication between hosts requires interaction between many proto-
cols. These protocols are implemented in software and hardware that are installed on
each host and networking device.

The interaction between the different protocols on a device can be illustrated as a
protocol stack, as shown in Figure 5-6. A stack illustrates the protocols as a layered
hierarchy, with each higher-level protocol depending on the services of the protocols
shown in the lower levels.

Internet

Ethernet

Figure 5-6 A Protocol Stack for Internet Communications

The separation of functions enables each layer in the stack to operate independently
of others. For example, you can use your laptop computer connected to a cable
modem at home to access your favorite website, or you can view the same website
on your laptop using a wireless connection at the library. The function of the web
browser is not affected by the change in the physical location or the method of
connectivity.
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The protocols in Figure 5-6 are described as follows:

= Hypertext Transfer Protocol (HTTP)—This protocol governs the way a web
server and a web client interact. HTTP defines the content and formatting of the
requests and responses that are exchanged between the client and server. Both
the client and the web server software implement HTTP as part of the applica-
tion. HTTP relies on other protocols to govern how the messages are transported
between the client and server.

m Transmission Control Protocol (TCP)—This protocol manages the individual
conversations. TCP is responsible for guaranteeing the reliable delivery of the
information and managing flow control between the end devices.

m Internet Protocol (IP)—This protocol is responsible for delivering messages
from the sender to the receiver. IP is used by routers to forward the messages
across multiple networks.

= Ethernet—This protocol is responsible for the delivery of messages from one
NIC to another NIC on the same Ethernet local-area network (LAN).

The TCP/IP Model (5.3.4)

Layered models help you visualize how the various protocols work together to enable
network communications. A layered model depicts the operation of the protocols
occurring within each layer, as well as the interaction with the layers above and below
it. The layered model has many benefits:

® Assists in protocol design, because protocols that operate at a specific layer
have defined information that they act upon and a defined interface to the layers
above and below

m Fosters competition because products from different vendors can work together

m Enables technology changes to occur at one level without affecting the other
levels

® Provides a common language to describe networking functions and capabilities

The first layered model for internetwork communications was created in the early
1970s and is referred to as the Internet model. It defines four categories of func-
tions that must occur in order for communications to be successful. The suite of
TCP/IP protocols that are used for Internet communications follows the structure of
this model, as shown in Table 5-2. Because of this, the Internet model is commonly
referred to as the TCP/IP model.
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Table 5-2 The Layers of the TCP/IP Model

TCP/IP Model Layer Description

Application Represents data to the user, plus encoding and dialogue control

Transport Supports communication between various devices across diverse
networks

Internet Determines the best path through the network

Network Access Controls the hardware devices and media that make up the network

The OSI Reference Model (5.3.5)

Two basic types of models are used to describe the functions that must occur in
order for network communications to be successful: protocol models and reference
models.

m Protocol model—This model closely matches the structure of a particular
protocol suite. A protocol suite includes the set of related protocols that typi-
cally provide all the functionality required for people to communicate with the
data network. The TCP/IP model is a protocol model because it describes the
functions that occur at each layer of protocols within the TCP/IP suite.

m Reference model—This type of model describes the functions that must be
completed at a particular layer but does not specify exactly how a function
should be accomplished. A reference model is not intended to provide a sufficient
level of detail to define precisely how each protocol should work at each layer.
The primary purpose of a reference model is to aid in clearer understanding of
the functions and processes necessary for network communications.

The most widely known internetwork reference model was created by the Open
Systems Interconnection (OSI) project at the International Organization for
Standardization (ISO). It is used for data network design, operation specifications,
and troubleshooting. This model is commonly referred to as the OSI model. The OSI
layers are described in Table 5-3.

Table 5-3 The Layers of the OSI Model

OSI Model Layer  Description

7-Application The application layer contains protocols used for process-to-process
communications.
6—Presentation The presentation layer provides for common representation of the data

transferred between application layer services.
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OSI Model Layer  Description

5-Session The session layer provides services to the presentation layer to
organize its dialogue and to manage data exchange.

4-Transport The transport layer defines services to segment, transfer, and
reassemble the data for individual communications between the end
devices.

3—Network The network layer provides services to exchange the individual pieces

of data over the network between identified end devices.

2-Data Link The data link layer protocols describe methods for exchanging data
frames between devices over a common media.

1-Physical The physical layer protocols describe the mechanical, electrical,
functional, and procedural means to activate, maintain, and de-activate
physical connections for bit transmission to and from a network
device.

Upper and Lower Layers of the OSI Model (5.3.6)

You can visualize how data moves across a network by using the seven layers of the
OSI model, as shown in Table 5-3. The OSI model breaks down network communica-
tion into multiple processes, as shown in Table 5-4. Each process is a small part of
the larger task.

For example, in a vehicle manufacturing plant, the entire vehicle is not assembled by
one person. Rather, the vehicle moves from station to station where specialized teams
add specific components. The complex task of assembling a vehicle is made easier by
breaking it into manageable and logical tasks. This process also makes troubleshoot-
ing easier. When a problem occurs in the manufacturing process, it is possible to
isolate the problem to the specific task where the defect was introduced and then fix
that problem.

In a similar manner, the OSI model helps you troubleshoot by focusing on a specific
layer to identify and resolve network problems. Networking teams often refer to dif-
ferent functions occurring on a network by the number of the OSI model layer that
specifies that functionality. For example, the process of encoding the data bits for
transmission across the media occurs at Layer 1, the physical layer. The formatting
of data so it can be interpreted by the network connection in your laptop or phone is
described at Layer 2, the data link layer.
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Table 5-4 Common Components of the Layers of the OSI Model

Group Layer Layer Name Common Network Components
Number Associated with This Layer
Upper Layers 7 Application m Network-aware applications
6 Presentation ™ Email
5 Session m Web browsers and servers
= File transfer
= Name resolution
Lower Layers 4 Transport ® Video and voice streaming mechanisms
m Firewall filtering lists
3 Network m P addressing
= Routing
2 Data Link m Network interface cards and drivers
m Network switching
® WAN connectivity
1 Physical m Physical medium (copper twisted-pair, fiber-

optic cables, wireless transmitters)

OSI Model and TCP/IP Model Comparison (5.3.7)

Because TCP/IP is the protocol suite in use for Internet communications, why do you
need to learn the OSI model as well? The TCP/IP model is a method of visualizing the
interactions of the various protocols that make up the TCP/IP protocol suite. It does
not describe general functions that are necessary for all networking communications.
It describes the networking functions specific to those protocols in use in the TCP/IP
protocol suite. For example, at the network access layer, the TCP/IP protocol suite
does not specify which protocols to use when transmitting over a physical medium,
nor the method of encoding the signals for transmission. OSI Layers 1 and 2 discuss
the necessary procedures to access the media and the physical means to send data
over a network.

The protocols that make up the TCP/IP protocol suite can be described in terms of
the OSI reference model. The functions that occur at the Internet layer in the TCP/IP
model are contained in the network layer of the OSI model, as shown in Figure 5-7.
The transport layer functionality is the same between both models. However, the net-
work access layer and the application layer of the TCP/IP model are further divided
in the OSI model to describe discrete functions that must occur at these layers.
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Figure 5-7 The OSI and TCP/IP Models

The key similarities are in the transport and network layers; however, the two models
differ in how they relate to the layers above and below each layer:

OSI Layer 3, the network layer, maps directly to the TCP/IP Internet layer. This
layer is used to describe protocols that address and route messages through an
internetwork.

OSI Layer 4, the transport layer, maps directly to the TCP/IP transport layer. This
layer describes general services and functions that provide ordered and reliable
delivery of data between source and destination hosts.

The TCP/IP application layer includes several protocols that provide specific
functionality to a variety of end-user applications. The OSI model Layers 5, 6,
and 7 are used as references for application software developers and vendors to
produce applications that operate on networks.

Both the TCP/IP and OSI models are commonly used when referring to protocols
at various layers. Because the OSI model separates the data link layer from the
physical layer, it is commonly used when referring to these lower layers.
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Ethernet (5.4)

When you are connecting to a network using a wired interface, you are using the
Ethernet protocol. Even most wireless networks ultimately connect to a wired Ether-
net network. Ethernet is an important data link layer protocol used in LANs and most
wide-area networks (WAN:S).

The Rise of Ethernet (5.4.1)

In the early days of networking, each vendor used its own proprietary methods of
interconnecting network devices and networking protocols. If you bought equip-
ment from different vendors, there was no guarantee that the equipment would work
together. Equipment from one vendor might not communicate with equipment from
another.

As networks became more widespread, standards were developed that defined
rules by which network equipment from different vendors operated. Standards are
beneficial to networking in many ways:

m Facilitate design
m Simplify product development
= Promote competition

Provide consistent interconnections

Facilitate training

m Provide more vendor choices for customers

There is no official local-area networking standard protocol, but over time, one
technology, Ethernet, has become more common than the others. Ethernet protocols
define how data is formatted and how it is transmitted over the wired network. The
Ethernet standards specify protocols that operate at Layer 1 and Layer 2 of the

OSI model. Ethernet has become the de facto standard, which means that it is

the technology used by almost all wired local-area networks, as shown in Figure 5-8.
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Figure 5-8 The Evolution from Proprietary LAN Protocols to Ethernet

Ethernet Evolution (5.4.2)

The Institute of Electrical and Electronic Engineers, or IEEE (pronounced
“eye-triple-e”), maintains the networking standards, including Ethernet and wire-
less standards. IEEE committees are responsible for approving and maintaining

the standards for connections, media requirements, and communication protocols.
Each technology standard is assigned a number that refers to the committee that is
responsible for approving and maintaining the standard. The committee responsible
for Ethernet standards is 802.3.

Since the creation of Ethernet in 1973, standards have evolved for specifying faster
and more flexible versions of the technology. This ability for Ethernet to improve
over time is one of the main reasons that it has become so popular. Each version

of Ethernet has an associated standard. For example, 802.3 100BASE-T represents
the 100 megabit Ethernet using twisted-pair cable standards. The standard notation
translates as follows:

m 100 is the speed in Mbps.
m BASE stands for baseband transmission.

m T stands for the type of cable—in this case, twisted-pair.
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Early versions of Ethernet were relatively slow at 10 Mbps. The latest versions of
Ethernet operate at 10 gigabits per second and more. Imagine how much faster these
new versions are than the original Ethernet networks.

Video—Ethernet Addressing (5.4.3)

Refer to the online course to view this video.

The Ethernet MAC Address (5.4.4)

All communication requires a way to identify the source and destination. The source
and destination in human communication are represented by names.

When your name is called, you listen to the message and respond. Other people in the
room may hear the message, but they ignore it because it is not addressed to them.

On Ethernet networks, a similar method exists for identifying source and destination
hosts. Each host connected to an Ethernet network is assigned a physical address that
serves to identify the host on the network.

Every Ethernet network interface has a physical address assigned to it when it is man-
ufactured. This address is known as the Media Access Control (MAC) address. The
MAC address identifies each source and destination host on the network, as shown in
Figure 5-9.

[
} Destination Address Source Address

! CC:CC:CC:CC:CC:CC | AAAAAAAAAAAA Encapsulated data
|

This is not addressed

to me. I shall ignore it.

[This is mine. This is not addressed

to me. | shall ignore it.

Figure 5-9 MAC Addresses Identify Unique Hosts on a LAN
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/ Lab—Determine the MAC Address of a Host (5.4.5)

=/

In this lab, you will complete the following objectives:

® Determine the MAC address of a Windows computer on an Ethernet network
using the ipconfig /all command.

m Analyze a MAC address to determine the manufacturer.
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Summary (5.5)
The following is a summary of each topic in the chapter:

m The Rules—All communication methods have three elements in common. The
first is the message source, or sender. Message sources are people or electronic
devices that need to communicate a message to other individuals or devices. The
second is the destination, or receiver, of the message. The destination receives
the message and interprets it. The third is the transmission medium, or chan-
nel. It provides the pathway over which the message can travel from source to
destination.

Among the protocols that govern successful human communication are an
identified sender and receiver, an agreed-upon method of communicating, com-
mon language and grammar, speed and timing of delivery, and confirmation or
acknowledgment requirements. Networking protocols define the message format,
message size, timing, encoding, and message patterns over the local network.

= Communication Standards—Networking and Internet standards ensure that all
devices connecting to the network implement the same set of rules or protocols
in the same manner. Using standards, different types of devices are able to send
information to each other over the Internet. These standards are developed, pub-
lished, and maintained by a variety of organizations. When a new standard is
proposed, each stage of the development and approval process is recorded in a
numbered RFC document so that the evolution of the standard is tracked. RFCs
for Internet standards are published and managed by the IETE.

m Network Communication Models—A stack illustrates the protocols as a layered
hierarchy, with each higher-level protocol depending on the services of the proto-
cols shown in the lower levels. The separation of functions enables each layer in
the stack to operate independently of others.

The layered model has many benefits:

O Assists in protocol design, because protocols that operate at a specific layer
have defined information that they act upon and a defined interface to the
layers above and below

o Fosters competition because products from different vendors can work together

O Enables technology changes to occur at one level without affecting the other
levels

O Provides a common language to describe networking functions and
capabilities

The suite of TCP/IP protocols used for Internet communications follows the
structure of the stack model. The two basic types of models to describe the
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functions that must occur for network communications to be successful are
protocol models and reference models. The most widely known internetwork ref-
erence model is the OSI model. The OSI model breaks down network communi-
cations into multiple processes. Each process is a small part of the larger task.

The protocols that make up the TCP/IP protocol suite can be described in terms
of the OSI reference model. The functions that occur at the Internet layer in the
TCP/IP model are contained in the network layer of the OSI model. The trans-
port layer functionality is the same between both models. However, the network
access layer and the application layer of the TCP/IP model are further divided in
the OSI model to describe discrete functions that must occur at these layers.

m Ethernet—There is no official LAN standard protocol, but over time, Ethernet
has become more common than the others. Ethernet protocols define how data
is formatted and how it is transmitted over the wired network. The Ethernet stan-
dards specify protocols that operate at Layer 1 and Layer 2 of the OSI model.
Ethernet standards have evolved for specifying faster and more flexible versions
of the technology. Each version of Ethernet has an associated standard. Each
host connected to an Ethernet network is assigned a physical address that serves
to identify the host on the network. Every Ethernet network interface has a
physical address assigned to it when it is manufactured. This address is known as
the MAC address. The MAC address identifies each source and destination host
on the network.

Practice

The following labs provide practice with the topics introduced in this chapter.

Labs

Lab—My Protocol Rules (5.1.4)

Lab—Determine the MAC Address of a Host (5.4.5)

Check Your Understanding Questions

Complete all the review questions listed here to test your understanding of the topics
and concepts in this chapter. Appendix A, “Answers to the ‘Check Your Understand-
ing’ Questions,” lists the answers.
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. Which organization publishes and manages the Request for Comments (RFC)
documents?

a. TIA/EIA
b. IETF

c. ISO

d. IEEE

. What identifier is used at the data link layer to uniquely identify an Ethernet
device?

a. MAC address

b. Sequence number
c. IPaddress

d. UDP port number
e. TCP port number

. Which layers of the OSI model are comparable in function to the application
layer of the TCP/IP model? (Choose three.)

Data link

Transport

Network

Presentation

Application

-9 a0 TP

Session

g. Physical

. Which term refers to a common set of rules that are developed to define rules by
which network equipment from different vendors can interoperate?

a. Domain
b. Standard
c. Model
d. Protocol

. Which standards organization publishes current Ethernet standards?

a. ANSI

b. CCITT
c. IEEE

d. EIA/TIA
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6. Which statement describes a MAC address?

10.

a o T o

It contains two portions: the network portion and a host portion.
It is 128 bits in length.
It identifies the source and destination addresses of hosts on the Internet.

It is a physical address assigned to an Ethernet NIC by the manufacturer.

. Which elements do all communication methods have in common? (Choose

three.)

"9 a0 TP

Message priority
Message source
Transmission medium
Message type
Message data

Message destination

. Which layers of the OSI model specify protocols that are associated with

Ethernet standards? (Choose two.)

o 20 T p

Physical layer
Transport layer
Session layer
Data link layer
Network layer

. Which layer of the OSI model defines services to segment and reassemble data

for individual communications between end devices?

® 20 oo

Network
Presentation
Transport
Session

Application

Which statement defines a data communications protocol?

a o T o

An alliance of network device manufacturers
A set of product standards for types of network devices
An exchange agreement of network devices among vendors

A set of rules that govern the communication process
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multicast transmission, 173-174
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coaxial cable, 70, 75-76

crossover cable, 79

crosstalk, 71-72

EMI (electromagnetic interference), 71
fiber-optic cable, 70-71, 76-78

STP (shielded twisted-pair) cable, 75
twisted-pair cable, 69-70, 71-72, 78-79
UTP (unshielded twisted-pair) cable, 73-74
P2P (peer-to-peer), 20-22

Packet Tracer, 50, 60-61

CLI rab, 56

Config tab, 55

Desktop tab, 56-57

model, 99-100

layers, 100-101

TCP/IP and, 101-102
OSI reference model. See also transport layer
out-of-band management, 358

P

P2P (peer-to-peer) networks, 20-22, 68
PaaS (Platform as a Service), 277
Packet Tracer, 50, 395, 397, 408, 450

building a simple network, 60-61

CLI tab, 56

Config tab, 55

Desktop tab, 56-57

GUI and CLI configuration, 54

installing, 50

locating and deploying devices, 52

network configuration, 53

network management menu, 52

Physical tab, 54

security settings, 327-332

Services tab, 57-58

uses of, 50-51

Wireless Settings interface, 257-259

GUI and CLI configuration, 54 passwords, 310-312, 398-399-400, 409-410
installing, 50, 51 patches, 313-314
locating and deploying devices, 52 peripherals, 35-36
network configurarion, 53 personal data, 15-16
network management menu, 52 phishing, 303-304
Physical rab, 54 physical addresses, 115-116
Services tab, 57-58 physical layer, troubleshooting, 423, 450
uses of, 50-51 cabling problems, 426
physical addresses, 115-116 using the senses, 423-424
software-defined, 283-284 wireless router LEDs, 424-425
troubleshooting, physical layer, 423-426 ping command, 84, 430-433
virtualization, 281 POP3 (Post Office Protocol), 241
worldwide, 6-7 popups, 307, 317
NFC (near-field communication), 34 port forwarding, 340-341
NIC (network interface card), 38, 39, 84, 367 port numbers, 220
nslookup command, 436-437 destination port, 221
socket pairs, 221-223
o source port, 220
well-known, 218-220
open authentication, 336 port triggering, 341-342

OSI (Open Systems Interconnection) reference powering up switches, 355-357
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pretexting, 303
private cloud, 276
private IPv4 addresses, 168-169

protocols, 90. See also communication protocols

characteristics, 94
communication, 91-93

IMAP4 (Internet Message Access Protocol), 241

importance of, 93-94
models, 99
OSI reference model, 99
layers, 99-101
TCP/IP and, 101-102
POP3 (Post Office Protocol), 241
server, 231

SMTP (Simple Mail Transfer Protocol), 240-241

stack, 97-98
TCP/1P, 98
layers, 99
OSI reference model and, 101-102
public cloud, 276

Q-R

reference model, 99
remote hosts, 141, 152
RFID (radio frequency identification) tags, 13
RIRs (Regional Internet Registries), 170
routers, 359, 367-368
boot process, 361
as boundaries between networks, 195-196
components, 360
configuration, 395-397
as gateways, 194-195
home network, 252-253, 261
design considerations, 261-262
first time setup, 261
interface ports, 360-361
LEDs, 424-425
management ports, 365-366
passwords, 398-399-400
ports, 252
powering up, 361-364
remote access, 399-400
SSID (service set Identifier), 263-264
wireless technology, 250-251
routing, 138, 141, 152

broadcast containment, 138-139
default gateway, 146-147
DHCP and, 194-196
distribution layer, 140
security and, 139
table, 142, 152
entries, 145-146
packet forwarding, 143-145
path selection, 142-143
RTS (Request to Send), 260

S

SaaS (Software as a Service), 277
satellite Internet, 275
SDN (software-defined networking), 283-284
security
antimalware software, 314-315
antispyware software, 316-317
antivirus software, 315-316
botnets, 307
brute force attacks, 310
DDosS (distributed denial-of-service) attacks,
309-310
DoS (denial-of-service) attacks, 308—-309
MAC address filtering, 263-264
malware, 304-305
Trojan horse, 305-306
viruses, 305
worms, 305
passwords, 310-312, 398-399, 409-410
patches and updates, 313-314
routing and, 139
social engineering, 302-303
phishing, 303-304
pretexting, 303
vishing, 304
spyware, 306
adware, 306
popups, 307
tracking cookies, 306
systems, 10
Telnet and, 238-239
threats, 300-301
external, 302
internal, 301-302
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tools, 310, 312-313
wireless network
DMZ (demilitarized zone), 339-340
firewalls, 338-340
MAC address filtering, 335
port forwarding, 340-341
port triggering, 341-342
SSID broadcasts, 333
vulnerabilities, 326-327
WEP (Wired Equivalency Protrocol), 337-338
WPA (Wi-Fi Protected Access), 338
sensors, 14
server(s), 3,213
DHCP (Dynamic Host Configuration Protocol),
184-185
DNS (Domain Name System), 232
FTP (File Transfer Protocol), 235-236
protocols, 231
single point of failure, 278
virtualization, 277-278
advantages of, 279
bypervisors, 279-280
web, 212, 233
client requests, 213
data center, 213
HTML (Hypertext Markup Language), 233-234
HTTP (Hypertext Transfer Protocol), 233-234
TCP/IP and, 215
URI (Uniform Resource Identifier), 214
shortcuts, IOS command, 378-379
show commands, 381-386
signal transmission, 16-17
single point of failure, 278
SLAAC (Stateless Address Autoconfiguration),
203-204
small home networks, 4-5
smart cars, 12
smart glasses, 9
smart TVs, 11
smartphones, 7-8. See also mobile devices
Android
cellular data sertings, 288
Wi-Fi settings, 286-287
GPS (global positioning system), 33
io0S
cellular data settings, 289

Wi-Fi settings, 285-287
Wi-Fi
configuration, 286-287
sertings, 285-286
smartwatches, 8-9
social engineering, 302-303
phishing, 303-304
pretexting, 303
vishing, 304
socket pairs, 221-223
SOHO (small office/home office) networks, 3, 4-5
source port number, 220
spam, 307, 317
spyware, 306
adware, 306
popups, 307
tracking cookies, 306
SSH (Secure Shell), 238-239, 399, 400-404,
410-411
SSID (service set Identifier), 259, 263-264
standards
communication, 95
Ethernet, 104-105
Internet and, 95
organizations, 95-96
static address assignment, 182-183
STP (shielded twisted-pair) cable, 75. See also
twisted-pair cable
subnet mask, 39, 164-166
substitution approach to troubleshooting, 421
switches, 123-124, 350-351, 367, 409
in-band management, 358
basic configuration, 392-393
default gateway, 406—407
LAN, 351
boot process, 355
expandability, 353
manageability, 353-354
ports, 352
powering up, 355-357
speed required, 352-353
LEDs, 424-425
out-of-band management, 358
passwords, 398-399-400
remote access, 399-400
running configuration file, 359
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SSH configuration, 400-404 gathering information, 416-417
startup configuration file, 358-359 Internet connectivity, 442—443, 452-453
SVI configuration, 394 DHCP server configuration errors, 441-442
sources of belp, 445
T support desk interaction, 445-449
verify firewall settings, 444
tablets, 8 physical layer, 423-426, 450
TCP (Transport Control Protocol), 216-217, cabling problems, 426
218-220 LEDs, 424-425
TCP/IP, 98. See also transport layer using the senses, 423-424
layers, 99 selecting a method, 422
OSI reference model and, 101-102 substitution approach, 421
web servers and, 215 top-down, 419
Telnet, 237-239, 399 wireless networks, 438, 452
text messaging, 242 authentication and association errors, 439-440
threats, 300-301 causes of issues, 438
external, 302 tunneling, 202
internal, 301-302 twisted-pair cable, 69-70, 71-72, 83
throughput, 18-19 STP (shielded twisted-pair), 75
top-down troubleshooting, 419 transmit and receive pairs, 79
topologies, 42-43 UTP (unshielded twisted-pair), 73-74
traceroute command, 81, 84 wiring schemes, 78-79
tracert command, 433-434 Type 1 hypervisors, 279-280
transport layer, 212, 216 Type 2 hypervisors, 280
client/server interaction, 212-213-215
netstat command and, 223 U
port numbers, 218-220
destination port, 221 UDP (User Datagram Protocol), 217-218-220
socket pairs, 221-223 unicast transmission, 171-172
source port, 220 updates, 313-314
TCP (Transport Control Protocol), 216-217 URI (Uniform Resource Identifier), 214
UDP (User Datagram Protocol), 217-218 URL (Uniform Resource Locator), 214
troubleshooting, 418, 450 URN (Uniform Resource Name), 214
bottom-up, 418-419 UTP (unshielded twisted-pair) cable, 73-74. See also
commands, 426, 451 twisted-pair cable
ipconfig, 427-430
netstat, 434-435 V
nslookup, 436-437
ping, 430-433 virtual terminals, Telnet, 237-239
tracert, 433-434 virtualization, 277-278
comparison approach, 421 advantages of, 279
divide-and-conquer, 420 hypervisors, 279
documentation, 416 Type 1,279-280
educated guess approach, 421 Type 2, 280

follow-the-path, 420-421 network, 281
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control plane, 282
data plane, 282
SDN (software-defined nerworking) and,
283-284
viruses, 305
antivirus software and, 315-316
signs of infection, 314-315
vishing, 304
VoIP (voice over IP), 243
vulnerabilities, wireless network
default settings, 334
open authentication, 336
SSID broadcasts, 333

W

war driving, 327
war walking, 327
web servers
client requests, 213
data center, 213
HTML (Hypertext Markup Language), 233-234
HTTP (Hypertext Transfer Protocol), 233-234
TCP/IP and, 215
URI (Uniform Resource Identifier), 214
WEP (Wired Equivalency Protocol), 337-338
Wi-Fi, 34, 257
cellular data settings, 288
Android, 288
i0S, 289
configuring on mobile devices, 286-287
mobile devices, 284-285
wireless networks, 32, 250-251. See also Wi-Fi
authentication, 336-337
WEP (Wired Equivalency Protocol), 337-338
WPA (Wi-Fi Protected Access), 338
Bluetooth, 34, 254, 290-291
cell phone, 32-33
5G, 32-33
GPS (global positioning system), 33
GSM (Global System for Mobile
Communication), 32
channels, 259
CSMA/CA (Carrier Sense Multiple Access with
Collision Avoidance), 260

CTS (Clear to Send), 260
DMZ (demilitarized zone), 339-340
electromagnetic spectrum, 253-254
firewalls, 338-339
IP addressing, 39-40
device names and address planning, 41
DNS (Domain Name System), 40
dynamic configuration, 41
manual configuration, 40
LAN (local-area network), 34-35
devices, 36-37
Etbernet, 38
hosts, 35
media, 37-38
NIC (network interface card), 38, 39
peripherals, 35-36
legacy mode, 262
MAC address filtering, 263-264, 335
NFC (near-field communication), 34
port forwarding, 340-341
port triggering, 341-342
routers, 261
design considerations, 261-262
first time serup, 261

RTS (Request to Send), 260
shared media, 260-261

SSID (service set Identifier), 259
troubleshooting, 438—439, 452

authentication and association errors, 439-440
causes of issues, 438

vulnerabilities, 326-327

default setrings, 334
open authentication, 336
SSID broadcasts, 333

Wi-Fi, 34, 257

mobile devices, 284-285

wireless frequencies, 254-255
worldwide networks, 6-7
worms, 305, 314-315
WPA (Wi-Fi Protected Access), 338

X-Y-Z

zombies, 307
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