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	Pg
	Error – First Printing
	Correction

	xi
	Section 8.3.3 reads: 

8.3.3 NTRU-Encryption Family of Lattice Encryption Schemes....219

8.3.3.1 Bob Computes a (Public, Private) Key Pair .............220

8.3.3.2 How Bob Decrypts to Find m ............220

8.3.3.3 How Does this Relate to Lattices?........221
	Section 8.3.3 should read: (inserted new section 8.3.3.2 and renumbered following sections)
8.3.3 NTRU-Encryption Family of Lattice Encryption Schemes ...219

8.3.3.1 Bob Computes a (Public, Private) Key Pair ...................220

8.3.3.2 Alice encrypts m with Bob’s public key.........................220

8.3.3.3 How Bob Decrypts to Find m ......................................221
8.3.3.4 How Does this Relate to Lattices? ...............................221

	71
	In the second paragraph, the seventh sentence reads:

less secure in the face of a specific (admittedly not very likely) attack. [COPP84] is a nice paper that describes how DES was secretly designed to avoid differential cryptanalysis.  
	Should read:

less secure in the face of a specific (admittedly not very likely) attack. [COPP94] is a nice paper that describes how DES was secretly designed to avoid differential cryptanalysis. 

	180
	In the last paragraph, the first line reads: 

Grover’s algorithm is a quantum algorithm that can do brute-force search in the square root of the time it would take on a classical computer.
	Should read: 

Grover’s algorithm [GROV96] is a quantum algorithm that can do brute-force search in the square root of the time it would take on a classical computer.

	116
	In the last paragraph, the third line reads: 
Let’s call the blocksize B. B=4096 bits (512 octets) in SHA-1, SHA2-224, and SHA2-256. B=8192 bits (1024 octets) in SHA2-384 and SHA2-512. B=1152 bits (144 octets) in SHA3-224. B=1088 bits (136 octets) in SHA3-256. B=832 bits (104 octets) in SHA3-384. B=576 bits (72 octets) in SHA3-512
	Should read: 

Let’s call the blocksize B. B=512 bits (64 octets) in SHA-1, SHA2-224, and SHA2-256. B=1024 bits (128 octets) in SHA2-384 and SHA2-512. B=1152 bits (144 octets) in SHA3-224. B=1088 bits (136 octets) in SHA3-256. B=832 bits (104 octets) in SHA3-384. B=576 bits (72 octets) in SHA3-512.

	127
	In the last paragraph, the first line reads: 

The internal encryption algorithm inputs a 512-octet chunk of the message that…………
	Should read: 

The internal encryption algorithm inputs a 512-bit chunk of the message that is………………….

	220

	In section, 8.3.3.1, fourth paragraph reads: 
To turn f and g into a public key, Bob multiplies g by f -1 to get a new polynomial, which we’ll call H. So, H=f -1g. Bob’s public key is H, which will be an n-1 degree polynomial with large coefficients (in the range of -q/2 through q/2-1). Bob’s private key is f.

Alice encrypts m with Bob’s public key

Alice knows H. She chooses two (n-1)-degree polynomials, r and m, both with small coefficients. The polynomial m is the encoding of the message she is encrypting for Bob, and its coefficients are all chosen to be 1, 0, or -1.

Alice sends rH+m to Bob. Only Bob, with knowledge of his private key f, will be able to obtain m.
8.3.3.2 How Bob Decrypts to Find m


	Should read: (New header 8.3.3.2 is added)
To turn f and g into a public key, Bob multiplies g by f -1 to get a new polynomial, which we’ll call H. So, H=f -1g. Bob’s public key is H, which will be an n-1 degree polynomial with large coefficients (in the range of -q/2 through q/2-1). Bob’s private key is f.

8.3.3.2 Alice encrypts m with Bob’s public key
Alice knows H. She chooses two (n-1)-degree polynomials, r and m, both with small coefficients. The polynomial m is the encoding of the message she is encrypting for Bob, and its coefficients are all chosen to be 1, 0, or -1. Alice sends rH+m to Bob. Only Bob, with knowledge of his private key f, will be able to obtain m.

8.3.3.3 How Bob Decrypts to Find m



	221
	Below heading reads: 
8.3.3.3 How Does this Relate to Lattices?
	Should read: 
8.3.3.4 How Does this Relate to Lattices?

	221
	Last paragraph displays:

[image: image1.png]A basis for Bob’s 2n-dimensional lattice consists of 2n basis vectors, each 2n-dimensional.
The basis can be represented by the 2nXx2n matrix constructed by gluing four nxn matrices

I H
0 gl
e Anidentity matrix on the top left
e H on the top right (recall that H is Bob’s public key)

together:

e 0 on the bottom left

e g times an identity matrix on the bottom right



 
	Should display: 

[image: image2.png]A basis for Bob’s 2n-dimensional lattice consists of 2n basis vectors, each 2n-dimensional.
The basis can be represented by the 2nx2n matrix constructed by gluing four nxn matrices
together:

*  An identity matrix on the top left
e H on the top right (recall that H is Bob’s public key) 1 H
* 0 on the bottom left 0 gI

e g times an identity matrix on the bottom right






	B-3
	12th paragraph reads: 

COPP84 Coppersmith, D., “The Data………………
	Should read: 
COPP94 Coppersmith, D., “The Data……………

	B-6 
	Last paragraph reads: 

GOLD03 Goldwasser, S., Kalai, Y., “On the (In)security of the Fiat-Shamir Paradigm”, Proceedings of the 44th Annual IEEE Symposium on Foundations of Computer Science, October 2003, pp. 68–79.

GUIL88 Guillou, L., and Quisquater, J., “A Practical Zero-Knowledge Protocol Fitted to Security Microprocessor Minimizing Both Transmission and Memory”, Advances in Cryptology—EUROCRYPT ’88, Springer-Verlag, 1988
	Should read: (New Entry added:GROV96)
GOLD03 Goldwasser, S., Kalai, Y., “On the (In)security of the Fiat-Shamir Paradigm”, Proceedings of the 44th Annual IEEE Symposium on Foundations of Computer Science, October
2003, pp. 68–79.

GROV96 Grover, L., “A fast quantum mechanical algorithm for database search”, Proceedings of

the 28th Annual ACM Symposium on Theory of Computing, May 1996, pp. 212–219.
GUIL88 Guillou, L., and Quisquater, J., “A Practical Zero-Knowledge Protocol Fitted to Security Microprocessor Minimizing Both Transmission and Memory”, Advances in Cryptology— EUROCRYPT ’88, Springer-Verlag, 1988.

	G-8 
	Fifth paragraph reads: 

message authentication code (MAC)—a synonym of message integrity code (MIC)
	Should read: 

message authentication code (MAC)—a fixed-length quantity generated cryptographically and associated with a message to reassure the recipient that the message is genuine. The term is most often used in connection with secret key cryptography, since a public key MAC is usually called a digital signature. Previously called a message integrity code (MIC).




Corrections for September 14, 2022
	Pg
	Error – First Printing
	Correction

	347
	Chapter 11, question 9 reads: 
9. Consider this protocol and assume R fits into a single block and Alice encrypts R in CBC mode, so {R}KA-B is computed (using CBC mode) by having Alice choose an IV and sending IV, {IV⊕R}KA-B . Suppose Eve sees an exchange between Alice and Bob, where the chal-lenge is R1. How can Trudy then impersonate Alice, if Bob sends a different challenge R2?
	Chapter 8, Should read
2. 9. Consider this protocol and assume R fits into a single block and Alice encrypts R in CBC mode, so {R}KA-B is computed (using CBC mode) by having Alice choose an IV and sending IV, {IV⊕R}KA-B . Suppose Eve sees an exchange between Alice and Bob, where the challenge is R1. How can Eve then impersonate Alice, if Bob sends a different challenge R2?
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