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Foreword

 

his book was written by a team of experts that I’ve known for several years now and
have only come to respect more and more. Leigh, Lavena, Roger, Shawn and Chris

represent 

 

the

 

 driving force behind the WebSphere management system. The contribution of
time and effort that they’ve put into this book is evidence of the dedication and confidence
they have in what we’re trying to accomplish with the WebSphere Application Server. The
clarity and completeness of this book is an exquisite example of the precision and thorough-
ness they bring to their work. The resounding and enthusiastic acceptance we’ve gotten
from customers of WebSphere, and especially its management system in Version 5, are a
testament to their skill and leadership within our industry.

The Java Application Server industry is coalescing. The principles of application integration
middleware and more specifically the use of component based technologies for implement-
ing applications is beyond its infancy. Using an application server has become a critical suc-
cess factor for production application development. Component based programming
enables program modularity, composition and re-use. Application serving separates applica-
tion business logic concerns from the concerns of the underlying information technology.
Both of these attributes net increased programmer productivity. More importantly, they
enable businesses to exploit information systems to benefit their business needs in a more
timely fashion. Enterprises no longer spend time questioning whether they 

 

should

 

 use mid-
dleware—it’s just accepted that middleware application servers yield tremendous benefits to
business application developers and the businesses that run those applications. 

However, application serving is about more than just developing applications to use compo-
nent architectures. It is about creating a hosting environment for deployment and execution
in which those applications and the resources they depend on can be managed to optimize
the economy of those applications. The best managed hosting environments maximize the

T
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efficient utilization of computing resources and total systems throughput—minimizing the
cost of the hosting environment at the same time as maximizing the productivity benefit to
the business. The management system is essential to enabling those benefits. The degree to
which the system can be controlled deterministically has a profound impact on the degree to
which these positive economic results can be achieved under different circumstances. The
degree to which this flexibility is encapsulated in well formed and intuitive concepts deter-
mines the degree to which these results can be achieved easily and reliably in any given cir-
cumstance. 

With Version 5 of WebSphere we embarked on a significant re-architecture and re-engineer-
ing of the WebSphere management infrastructure. The decision to do so was painful. The
prior management infrastructure was proving to be unscalable, unextensible, inconsistent
across editions, and more fragile than we wanted for a mission-critical product. On the other
hand, tearing into the management system at that level meant ripping up core elements of
the application server itself. It meant investing in a massive undertaking, and taking on a
significant risk. The team engaged in an intense debate over different approaches, factored
in a tremendous number of new concepts and technologies that had to be integrated, and
worked through huge technical challenges to find a balance between preserving release-to-
release compatibility vs. enabling the value of other approaches as we transitioned from the
old to the new. The team invested enormous hours and made tremendous personal sacri-
fices. The result is the stable, scalable, extensible and durable base for managing Web-
Sphere that we see in the product now—one that continues to demonstrate those traits as
we’ve moved through Versions 5.0, 5.1, 6.0 Technology for Developers and as we develop
the next release of WebSphere. Not only has the WebSphere management system proved
valuable to the foundation product, but this same management system is the foundation of
the entire WebSphere Platform solution suite—including WebSphere Business Integrator
Server and WebSphere Portal Server. 

To be clear, the WebSphere management system is about 

 

middleware management

 

, not

 

enterprise system management

 

. The distinction is subtle, but important. Middleware man-
agement confines itself to managing the concepts introduced by the middleware and the
applications that are hosted by that middleware. Enterprise system management is about
managing the entirety of the information system—including the application server, the data
management or information integration system, any legacy enterprise integration systems,
the network infrastructure, the underlying operating system and hardware, and everything
else that contributes an end-to-end flow of information and business automation. 

Nonetheless, the middleware management system plays a vital role in enabling the applica-
tion server. First, it allows customers to manage the application server right out of the box—
even if they don’t have or use an enterprise management system. It also establishes a consis-
tent and stable definition of the information model on which the application server can base
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its execution model. For example, the application server can assume that applications will
be deployed in a particular way, prepared for execution, and located in a place where they
can be safely loaded by the application server. The information model establishes the con-
figuration attributes that affect server behavior, and basic topological concepts such as clus-
tering that affect scaling assumptions for the server. The middleware management system
establishes the basic lifecycle elements that affect availability, failover, recovery, and main-
tenance. Without middleware management, the application server is just an execution shell
with limited potential to add value to the enterprise. On the other hand, when the application
server is coupled with a management system, its potential for adding value to the business is
amplified many fold. 

Finally, the middleware management system plays an equally vital role to enterprise sys-
tems management as well. In particular, it proxies the application server and its information
model to the enterprise—enabling the enterprise management system to leverage that defi-
nition as a point of consistency within its overall understanding of the information system. 

Managing anything, whether it is people, your checkbook, a business, an information sys-
tem, or anything else, can only ever be accomplished successfully if you have a clear under-
standing of the thing that you’re managing. That means you have to conceive an image of
what it is, how it behaves, including both its actions and reactions, what it is capable of
doing (and not), what you want it do, and how to get it to do that. Managing WebSphere is
no different. 

The basic conceptual model of managing WebSphere is very simple: you create servers, you
configure the resources available to each server, you deploy applications to those servers
and attach them to the resources available on those servers, and then you start your applica-
tions. WebSphere gains a lot of value from the simplicity of that conceptual model. 

The practical realities of management can also involve a lot more variation. For example, to
get horizontal scalability and continuous availability you will likely want to incorporate
several computers and cluster your servers. To protect your applications you will have to
create a user registry, set authorization policies, and configure the level of protection you
need. To interconnect your applications you will have to configure your messaging network.
To optimize the performance and utilization of your system you will have to tune the execu-
tion environment. To gain efficiency you may collocate two or more applications on the
same server. To maintain isolation between applications you may choose to place different
applications on different servers. To maintain your applications you will need to manage the
lifecycle of your applications. 

Keeping track of all of the possible topology options, configuration parameters, control
commands and deployment processes isn’t easy. This book is the definitive bible and refer-
ence for understanding the conceptual model of administering WebSphere—starting from
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the architectural premise for topology and administration, through to the largest set of
common activities and best practices that I’ve ever seen on WebSphere administration, and
on to a complete listing of all of the user, scripting, command line and programming inter-
faces supported by WebSphere for managing a WebSphere installation. This is a book
worth reading, and leaving at your finger tips for whenever you need guidance on how to
manage WebSphere.

My greatest regards go to this team, and to all of you that have found ways to leverage the
value of the WebSphere Application Server to benefit your enterprise.

—Rob High
IBM Distinguished Engineer and WebSphere foundation, Chief Architect

Member, IBM Academy of Technology
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Preface

 

his book is part of a series intended to extend your understanding of WebSphere
Application Server Version 5. It was written by some of the same team that created

the administrative functions of the WebSphere Version 5 product. A great deal of effort went
into the WebSphere product, and we put the same effort into making this book. You will find
many pieces of inside information about how the administrative tools work and how to get
the most from the product on a day-to-day basis.

 

I

 

NTENDED

 

 A

 

UDIENCE

 

 

 

FOR

 

 THIS BOOK

Administration of a product as sophisticated as WebSphere Application Server Version 5
can mean many things to different people. Some people just want to install their applica-
tions and run them. Others need to understand the details of the product architecture to plan
deployment of their environment. Still others want to write custom Java code that controls
one or more instances of WebSphere. 

The primary target audience for this book is the administrator who wants to learn about all
of the tools shipped with WebSphere Version 5 and how to make the most of those tools. As
the title implies, this is a handbook for product administrators. We have tried to create a
book that administrators will keep by their side, ready to consult at a moment’s notice to
recall the details of any specific task.

Substantial information is included about the Java programming interfaces for administra-
tion, and those who are interested in writing their own custom administration programs in
Java should be able to use the material in Chapter 6 to accomplish this. However, the pri-
mary focus of the book is to help the administrator use the tools available with the product
out of the box.

T
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The focus of this handbook is on the how, more than the why. We attempt to compile infor-
mation about how to perform any of the administrative tasks available for the product, using
any of the several tools that come with WebSphere. Another book in this series, IBM® Web-
Sphere®: Deployment and Advanced Configuration (forthcoming Prentice Hall, 2005), dis-
cusses many of the best practices for product deployment strategies, particularly in large
enterprise-scale environments. In this administrator’s handbook, we attempt to cover the
details of how to accomplish each task involved in the various strategies described in that
and other books.

WHAT YOU NEED TO KNOW BEFORE READING THIS BOOK

To get the most out of this book, you should have an understanding of basic J2EE concepts.
This book does not go into the details of J2EE application components or their develop-
ment. Another book in this series, Enterprise Java™ Programming with IBM® WebSphere™,
Second Edition (Addison-Wesley, 2004), is an ideal book to read to learn about the J2EE
architecture and development techniques.

To get the most from Chapter 6 of this book, you should know the Java language and how to
create and run general-purpose programs (not necessarily J2EE applications) in Java.
Because this chapter describes how to create a program that performs administrative func-
tions for WebSphere Version 5, and because all Version 5 administrative tasks are based on
Java Management Extensions (JMX), you will be able to get more from the chapter if you
have some familiarity with JMX and the JMX programming style. Several books in print
currently provide a good foundation in this subject, including Java™ and JMX: Building
Manageable Systems (Addison-Wesley, 2003).

SOFTWARE NEEDED FOR THE EXAMPLES

The only software needed to test the sample code in the book is the WebSphere Application
Server Version 5 product itself. Most examples work in the Base Application Server edition,
although some examples require the Network Deployment edition and these are indicated in
the text. The required software (WebSphere Application Server Version 5) is available on
the CD-ROM that accompanies this book.

Since Version 5.0 was released in late 2002, many subsequent fix packs and point releases
have been delivered. Any of the Version 5 releases can be used to try the tasks described in
this book. We have made an attempt to specifically indicate when a task is only applicable
to a single Version 5 fix-pack release level.
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1

C H A P T E R 1

Introduction
to WebSphere 
Administration

his book continues the series on WebSphere® Application Server Version 5 by focus-
ing on the details of system administration for the product. Once you have developed

your J2EE application, and ensured the quality of your application through testing, you are
ready to put it into production and use the information from this book to deploy, monitor,
tune, and manage your application and the WebSphere Application Server Version 5 envi-
ronment in which it runs. 

IBM® WebSphere® Application Server (hereafter called Application Server) Version 5 pro-
vides enhancements to scalability, reliability, Web services, J2EE™ 1.3 certification, and
many other areas. Version 5 also provides a completely rewritten infrastructure for you to
manage and administer your servers and applications. An open-standards-based manage-
ment framework, Java™ Management Extensions (JMX), is at the core of the Version 5
management capabilities. New administration tool sets built for Version 5 take advantage of
this framework. You can also use the Version 5 administration tool capabilities for your own
custom administration programs.

This system administration book discusses a variety of ways to use the Application Server
Version 5 management features. Chapter 1 introduces the basic system administration con-
cepts needed to understand Version 5 features. The first important concept to grasp is the
new packaging structure for Application Server 5. To understand Application Server admin-
istration, you also need to familiarize yourself with the following concepts: servers, nodes
and node agents, cells, and the Deployment Manager. It is important that you understand the
various processes in the administrative topology and the operating environment in which
they apply. Chapter 1 also introduces the four administrative tool sets that are shipped as
part of the WebSphere Application Server product.

T
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2 Chapter 1  •  Introduction to WebSphere Administration

Chapter 2 completes the foundation concepts needed throughout the rest of the book by
delving into the details of the Application Server process internals, distributed administra-
tion service product features, administrative security, and the structure of the product con-
figuration files.

Chapter 3 provides a complete reference to the Application Server command-line tools.
Each tool is discussed, along with the details of its command-line options.

Chapter 4 is a reference for the Administrative Console program, a sophisticated J2EE Web
application that provides the graphical management console for the product. All of the vari-
ous tasks exposed in the console are covered. This chapter also introduces a set of scenarios
for typical administration functions that are carried over to the subsequent chapters for
scripting and programmatic administration. These scenarios provide a comparison between
how a function can be accomplished through the console, through scripting , and using Java
programming interfaces.

Chapter 5 covers the powerful administrative scripting capabilities built into WebSphere
Version 5. The wsadmin scripting program supports three operating modes, multiple lan-
guages, full extensibility, and complete access to all of the WebSphere Version 5 administra-
tion functions.

Chapter 6 delves into the details surrounding programmatic administration, such as writing
your own custom management program, extending the Application Server administration
system, and using the same Java administrative programming interfaces (APIs) as are used
to build all of the other tools shipped with the product.

WEBSPHERE APPLICATION SERVER STRUCTURE

Application Server Version 5 provides an entirely new packaging structure. Several installa-
tion images build on one another to incrementally expand the features available to you. Start
with the base product installation, and then add features (e.g., extended programming model
enhancements or multi-node network deployment capabilities) as you need them. The two
basic packages are Base Application Server and Network Deployment. 

The WebSphere Version 5 product for z/OS and OS/390 includes both packages, along with
an interactive configuration wizard, called the Customization Dialog, with which the Web-
Sphere for z/OS user can configure base application servers and add network deployment
functions.

The Base Application Server Package

A Base WebSphere Application Server installation includes everything needed for a single
Application Server instance. Additional server definitions can be logically grouped into
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WebSphere Application Server Structure 3

nodes. A node can contain many servers, but cannot span multiple computer systems. A sin-
gle computer system can have multiple nodes installed on it, each with multiple managed
servers. For example, multiple nodes defined on a large multiuser enterprise server com-
puter makes better use of the system resources, and can isolate projects from one another.
Figure 1.1 depicts the base environment. 

A limitation of this package on its own is that it does not support the coordination between
Application Server instances. Administration is limited to a single server at a time.
Although you can create new server definitions from the Base console, you cannot use the
console that is running in one server to start, stop, or otherwise manage a different server.
The Network Deployment package extends the Base Application Server with capabilities
for multiprocess, multinode configuration and control.

The Network Deployment Package

A Network Deployment installation can support a network of computer systems that are
configured to run collaborating instances of the Base Application Server installation. The
Network Deployment package provides centralized administration and workload manage-
ment for a set of nodes, referred to as a cell. A cell has a master administrative repository
that stores the configuration data for all of the nodes in the cell. Figure 1.2 depicts multiple
systems in a Network Deployment cell, and shows that a base server can be added to a Net-
work Deployment cell.

Figure 1.1
Basic Application Server environment.

Server
A

Local
configuration
repository
(XML files)

Admin Console hosted
on each App Server
independently

Node A

(App Server)

Server
B

(App Server)
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4 Chapter 1  •  Introduction to WebSphere Administration

One computer system is designated as the central Deployment Manager machine onto
which the Network Deployment package is installed. The central Deployment Manager
program that is included in this package manages all of the nodes in the cell. Note that the
same computer system that supports the Deployment Manager program can also support
one or more federated Base Application Server nodes. The issue of whether or not to con-
figure the Deployment Manager onto a separate computer system is more of a best practice
concept pertinent to the subject of availability. For instance, large-scale customers such as
those on z/OS enterprise servers might be unwilling to dedicate an entire logical partition
(LPAR) to running the Deployment Manager alone. They might want to share system
resources of that LPAR with other application server nodes. As with many aspects of
Application Server Version 5, the choice of location for the Deployment Manager node
and other application server nodes is one for each customer to make based on particular
environment and operational policies.

Figure 1.2
Network Deployment environment.
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To add a Base Application Server installation to the cell, run the addNode program on the
base installation (the addNode program is fully described in Chapter 3 of this book). After
this is completed, a separate node agent administrative server is created that serves as an
intermediary between the application servers on the node and the Deployment Manager.
Administrative logic that runs in the node agent keeps the configuration data for a node syn-
chronized with the master configuration data for the cell.

Besides grouping servers into nodes, another logical grouping of servers is the cluster. A
cluster can contain servers on different nodes. All of the servers in a cluster must have the
identical application deployment configuration, because the purpose of a cluster is to define
servers that collaborate for workload balancing and failover capabilities.

COMPARISON OF THE ADMINISTRATION IN VERSIONS 4 AND 5
Before getting into the details of Application Server 5, it is useful to compare the implemen-
tation of system administration in Version 5 with Version 4. Those familiar with Version 4
administration, especially with Version 4 Advanced Edition, will be pleasantly surprised by
all of the new management features in Version 5.

There are significant differences between how you would handle administration in Applica-
tion Server Versions 4 and 5. One of the main differences is that the Version 4 Advanced
Edition (AE) requires a database to hold configuration data, whereas no edition of Version 5
requires a database. Version 4 AE administration is based on J2EE Enterprise Java Beans
(EJBs) and all of the Version 4 administrative programs are EJB client programs. Version 5
does not use EJBs to store configuration data; therefore, none of the Version 4 administra-
tion programs, such as the Swing console, wscp scripting (smapi for v4 on z/OS), and
XMLConfig, are compatible with Version 5. Instead, Version 5 relies on Extensible Markup
Language (XML) configuration files and industry-standard JMX components to handle
management functions.

The Version 4 administration program is a single AdminServer program that serves several func-
tions simultaneously. In Version 4, the AdminServer runs on every node, and every instance of
the AdminServer is equivalent to any other. In Version 5, the same functions that were combined
in the Version 4 AdminServer have been separated into different specialized administrative pro-
grams. The node agent program discussed earlier runs on every node and is specialized to per-
form node-specific administration functions, such as server monitoring, configuration
synchronization, file transfer, and request routing. The single Deployment Manager program
manages the entire cell, coordinating with the node agents for the various nodes in the cell.

Unlike Version 4, all administrative functions and programs are applicable to all editions of
the product in Version 5. The same scripting program, wsadmin, that works for the Version
5 WebSphere Express edition also works for the full Enterprise package, even on the enter-
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6 Chapter 1  •  Introduction to WebSphere Administration

prise-class zSeries server machines. The same Administrative Console program, a J2EE
Web application based on Java Server Pages (JSPs) and the Jakarta struts framework, works
for all editions of Application Server Version 5.

Table 1.1 provides summary comparisons of some of the administrative features between
Version 4 AE and Version 5.

OVERVIEW OF ADMINISTRATION TOOLS FOR VERSION 5
System administration provides a variety of tools for managing WebSphere Application
Server. These tools can be categorized into four general tool sets that are available with
most editions of the product:

• Command-line tools
• Administrative Console
• Scripting tool
• Java programming APIs

Table 1.1 Comparison of Version 4 and Version 5 Administration

Administrative Function
Application Server

Version 4 AE
Application Server

Version 5

Administrative processes AdminServer Node Agent and Deployment 
Manager

Location of repository data Relational database XML configuration files

Graphical interface “Fat” Swing client “Thin” Web application

Scripting program wscp (Tcl syntax)
(REXX on z/OS)

wsadmin (Tcl syntax)

Backup of repository data
to XML

XMLConfig
(different format on z/OS)

None (already in XML)

Debugging utility DrAdmin
(IPCS on z/OS)

wsadmin

Java API WscpCommand
(Part of SMAPI on z/OS)

AdminClient 

Program to start the server
process

startServer
(MVS START command on z/OS)

startServer

Install images One Two: Base install and ND install
(except for z/OS which is a sin-
gle image on tape)

Application binary distribution None On by default
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Overview of Administration Tools for Version 5 7

Individual chapters of this book focus on in-depth details of each of these tool sets, but the
following overview provides an introduction to the intended usage for the different tools.

Command-Line Tools

Command-line tools are simple programs that you run from a command prompt to perform
specific tasks. Using the command-line tools, you can start and stop application servers,
check server status, add or remove nodes, and complete similar tasks. The command-line
tools provided with Application Server Version 5 are restricted for use on a single local node.

All of the command-line tools are Java programs that use the same Application Server Ver-
sion 5 administration APIs as the console and the wsadmin tool, which are discussed in the
next section. Chapter 3 provides a full list of the command-line tools available with Appli-
cation Server v5.

Most of the command-line tools print a usage syntax statement if you invoke them with the
help option (by entering either -? or -help as part of the command). Most command-line
tools also log their activity under the logs directory for the product. All command-line tools
require authentication data when product security is enabled.

Administrative Console

The Administrative Console is a graphical interface that provides many features to guide
you through deployment and systems administration tasks. It is extremely useful for helping
you start exploring the available management options. Various wizards guide you through
the more complicated processes. The Administrative Console program is documented in the
Application Server Version 5 InfoCenter. Figure 1.3 shows the WebSphere Administrative
Console home page.

The separation of run-time operations from configuration changes is an important concept
in Version 5. Run-time requests are delivered to the running server components through
JMX operations and take effect immediately. These run-time attribute changes are transient
in nature and do not survive a server restart. Configuration changes, which are made in the
XML configuration files for the server, are persistent across server restarts. Configuration
changes do not take effect immediately; you must restart the server for the new values in the
XML configuration files to be picked up.

Most run-time attributes have corresponding persistent configuration settings. However,
there are considerably more configuration settings stored in the XML files than there are
run-time attributes available for dynamic modification on managed objects while they are
running in a server. Separating the two functions makes the distinction clear when you are
changing something that will take effect immediately, but is transient as opposed to when
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8 Chapter 1  •  Introduction to WebSphere Administration

you are making a persistent change. If you want both an immediate run-time change and a
persistent configuration change, you need to perform both operations. Figure 1.4 shows a
server page in the Administrative Console displaying both the server Runtime and Configu-
ration tab views.

The Base Application Server version of the Administrative Console provides single-server
administration capabilities. This Web application runs in the same server that it manages in
the base environment. In a Network Deployment environment, the Administrative Console
executes in the Deployment Manager server. This lets the console create server clusters that
span multiple nodes and manage any process configured on any node within the cell. The
Network Deployment environment allows you to manage multiple servers across multiple
nodes whether they are clustered or not.

Figure 1.3
WebSphere Administrative Console.
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Use the Administrative Console client program to become familiar with the product and all
of its capabilities. You can explore all of the various aspects of the environment in a graphi-
cal presentation. Once you have learned many of the details of Application Server Version 5
using the graphical console application, you might find that some of the other administrative
tools provide faster access for day-to-day activities.

Scripting Tool

The Application Server administrative scripting program, wsadmin, is a powerful, non-
graphical command interpreter environment that lets you execute administrative operations
interactively or from a script file. The wsadmin tool is intended for production environments
and unattended operations. The wsadmin tool is documented in the Application Server Ver-
sion 5 InfoCenter. It is built on top of the Bean Scripting Framework that ships with Version
5. This lets the program support several languages for scripting Application Server adminis-
trative functions. The initial Version 5 release only supported the Tcl syntax, but additional
scripting language support was added in release 5.1 when the Jython syntax was supported. 

The wsadmin scripting tool has three modes of operation:

• Interactive mode. This lets the user enter commands and view the response on a
command-line prompt. This mode is useful for learning the scripting tool and its
capabilities. It is also useful for prototyping command syntax to verify the options
before building a larger script.

Figure 1.4
Server page in WebSphere Administrative Console.
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10 Chapter 1  •  Introduction to WebSphere Administration

• Batch mode. This lets the user supply a set of script commands in a file that the tool
executes as a program.

• Command mode. This lets the user enter a single command from the regular
operating system command window and executes this one command, returning
control to the operating system command shell.

The wsadmin tool is most often executed as a client attached to a running server. You can
also run it in a “local” execution mode where a running server is not required. In this mode,
however, the function is limited to only configuration changes because a server run-time is
not available to receive operational requests.

The wsadmin tool is primarily intended for rapidly assembling small control programs
using the available Application Server administrative functions. You can develop more
sophisticated administration programs using the Java API for Application Server adminis-
tration (described next). However, the combination of full scripting language constructs,
such as loops and variable evaluation, along with Application Server administration func-
tions, provides powerful capabilities. 

Java Programming API

Application Server v5 supports a Java programming interface for developing administrative
programs. All of the administrative tools supplied with the product are written according to
the API, which is based on the industry-standard JMX specification.

Using the administrative programming API, you can do the following:

• Write your own custom administration client to perform specific administration
functions. The command-line tools available with Application Server Version 5,
including the wsadmin tool and the console, are client programs that use the public
administration APIs to carry out their tasks. Custom administration client programs
can be simple or extremely complex. For example, you could write a client that only
lets you start and stop clusters. You could also write a specialized administration
client program to monitor certain metrics in the server and adjust configuration
settings if the metrics exceed some threshold.

• Extend the basic Application Server administration system with your own custom
MBeans that expose the management interface specifically aligned for your
requirements. For example, your application might have its own run-time properties
that you can adjust to tune the application while it is executing. Your application can
implement a JMX MBean that exposes these attributes and other useful operational
requests. Using the Version 5 administration programming interfaces, you can add
your MBean to the set provided with Application Server, and control your
application, along with the rest of the system, using the wsadmin scripting client.
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You can even write a custom server extension and expose its functionality to the
Application Server administration system as a JMX MBean. 

The Application Server administration programming API is fully documented in the java-
doc, which is provided with every installation (it is located in the web/apidocs directory
under Application Server’s root installation directory). The Application Server administra-
tion API is based on standard JMX interfaces and classes, and the JMX javadoc is also pro-
vided with each installation. The com.ibm.websphere.management package contains the
public Application Server management interface.

Many helper classes and interface definitions are associated with the Version 5 administra-
tive programming APIs. If you plan to create custom administration code, you should famil-
iarize yourself with the public javadoc for the product. Chapter 6 in this book explores the
details of how to use this administration programming API, and provides detailed examples
of custom administration programs and system extensions.
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100, 101–102 
query configuration objects step, 100, 103–105 
save configuration step, 111 

AdminControl, 121 
commands, 122t–123t 
list attributes/operations of running MBeans 

step, 123, 125 
live running objects, 121, 291–295 
modify attributes on running MBeans step, 123, 

128–129 
perform operations on running MBeans step, 

123, 125–128 
query running MBeans step, 123–125 

Administration 
common scenarios, 228 

install/start application on new cluster, 229, 
229c–234c 

install/start application on new server, 226, 
226c–229c 

documentation, 271 
programming interfaces, 235. See also Applica-

tion management; Configuration man-
agement; JMX; Operational 
management 

sample tasks (Web site), 270 
Version 4 vs. Version 5, 5–6, 6t 

Administration tools, 6–7. See also Administrative 
Console; z/OS additional administrative 
features 

Command-line tools, 7 
Java Programming API (administrative program-

ming interface), 10–11 
Scripting tool, 9–10, 87. See also wsadmin tool  

Administrative commands, 33–34, 33t. See also Other 
commands 

backup/restore commands, 41 
backup configuration, 41–42 
restore configuration, 42 

network deployment commands, 36 
CleanupNode, 40 
defederation, 39–40 
federation, 37–39 
SyncNode, 40–41 

server management commands 
server status, 36 
starting servers, 34–35 
stopping servers, 35–36 

Administrative Console, 7–9, 8f, 29, 50f 
accessing, 56–57 

frame areas, 56–57, 57f 
design objectives, 49 

PH073-Williamson.book  Page 313  Thursday, June 17, 2004  3:53 PM



314 Index

environment, 49 
installation, 50–51, 51f 
scale objectives, 50 
security objectives, 49–50 
settings, 57 

accessibility mode, 61 
configuration/operations management sep-

aration, 62 
filter criteria entry panel, 59, 59f 
global preferences, 57–58, 58f 
preferences, 58–59, 59f 
role-based task filtering, 62 
scope, 59–61, 60f, 61f 

tasks (common), 62 
home, 65 
login, 63–65, 63f, 64f 
logout, 68 
save, 66–67, 66f, 67f 
security cookie timeouts, 68 
session timeouts, 68 

Administrative Console problem determination, 82 
status tray, 83, 83f 
troubleshooting tasks, 84 

configuration problems, 85–86 
logs/trace, 84–85, 85f 
unavailable server status, 84 

Administrative Console task reference, 69 
manage applications; Enterprise Applications, 

74–75 
manage resources, 75–76 
manage security; global security, 77–78, 77f 
manage servers, 69 

Application Servers create/delete/edit, 
69–72, 69f, 71f, 72f 

clusters (Network Deployment), 73–74, 
73f, 74f 

manage system administration, 80 
Cell task, 80 
Console Groups task, 82 
Console Users task, 82 
Deployment Manager task, 80–81 
Node Agent, 81–82 
Nodes task, 81, 81f 

other environment elements (Network Deploy-
ment), 78 

shared libraries (jars), 79–80 
virtual hosts, 79 
Web server plug-ins updates, 79 
WebSphere variables, 79 

tasks, 51, 52t–56t 

Administrative scripting. See wsadmin tool 
Administrative scripting task reference, 129–130.

See also Online interactive help 
manage application servers. See also Configura-

tion coding case examples (Adminis-
trative scripting/application servers) 

create/delete application server definition, 
131

listing application servers, 130 
start/stop application servers, 130–131 
view/modify application server run time, 

150–152
manage clusters (Network Deployment), 155 

create new cluster definition, 156–157 
delete cluster definition, 157 
immediate stop cluster, 156 
list clusters, 155 
start/ripple start cluster, 156 

manage Enterprise applications, 157. See also 
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J2EE resources/configuration data, 302 
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Configurator layer of privilege (administrative securi-
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Connectors, 14, 21–22. See also RMI/IIOP (JMX con-
nector); SOAP/HTTP(S) (JMX connector)

case example, 168 
coding example, 168 

Console. See Administrative Console 
Console Groups, 82 
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examples, 105–106 
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nested attributes, 106–107 
nested list attributes, 107–109 
reference attributes, 109 
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Deployment Manager 
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program, 4 
run time, 212 
task and DMgr management agent, 80–81 
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ration models/table documentation
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individual MBean documentation, 295–296 
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EAR file, 17, 18f, 25–26, 256f 
directory structure, 266t 

EARExpander command, 42–43 
edit/editInteractive commands, 118, 163 
EJB modules, coding example, 166, 166c–167c 
Enterprise Applications, 74–75 
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registering, 242–243 
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File Synchronization subtask, 82 
File transfer service, 22, 23f 
Full Administrator layer of privilege (administrative 

security), 18 
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128–129, 249–250 

getid command, 103–104 

H

handleNotification method, 243–244 
Help. See Online interactive help 
Home, 65, 65f 

I

install/installInteractive commands, 113 
Instrumentation, 14 
Internal replication domains, 202, 202c–205c 
invoke command, 125–128 

J

Jars (libraries) shared, 79–80 
JCA (J2EE Connector Architecture) resource adapt-

ers, 16

JDBC (Java DataBase Connectivity) datasources, 16 
configuration coding example, 168–169, 

169c–170c
and provider creation, 254–255 

JMS (Java Message Service) queues, 16 
JMS provider 

generic configuration coding example, 170, 
170c–171c 

WebSphere configuration coding example, 
171–172, 172c–174c 

WebSphere MQ configuration coding example, 
174, 174c–176c 

JMS servers, management of. See Administrative 
scripting task reference 

JMX, 235–236 
additional information sources, 270 
architecture, 236f 
layers of function, 14, 235–236 

and distributed events/notification, 22 
JMX connectors, 21–22 

in WebSphere, 236–237, 237f 
JNDI name, 75–76 
Jython syntax, Scripting tool support of, 9, 88 
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Libraries (jars) 
/shared, 79–80, 201–202 
coding example, 165, 165c–166c 

list command, 104 
Login, 63–65, 63f, 64f 
Logout, 68 
Logs/trace, 84–85, 85f, 217, 217c–220c, 225–226 
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Mail provider/mail session, configuration coding ex-
ample, 176, 176c–177c 

MBean (Managed Bean) interface, 14, 235, 241 
accessing, 239–241 
commands for help, 224 
documentation, 295–296 
getting/setting attributes, 241–242 
invoking operations, 242 
MBean server, 236 
ObjectName, 14, 22 
working with (steps), 123. See also AdminCon-

trol; Run time MBeans (Version 5) 
message command, 224–225 
Monitor layer of privilege (administrative security), 18
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tasks (Administrative scripting), 215 

modify configuration, 216–217 
restart, 215–216 
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tasks (Administrative scripting), 212 
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stop, 213 
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and accessing MBeans, 239–241 
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QueryNames command, 123–124 

R
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Security issues. See also Security management (Ad-

ministrative scripting task reference); z/OS 
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model integration
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and console design, 49–50 
Global Security configuration task, 77–78, 77f 
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authentication protocol
CSIv2

inbound authentication, 192, 
192c–194c 

inbound transport, 195, 195c–196c 
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creating, 252–254, 254f 
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Starting weight, 163–164 
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mands, 35–36 
syncNode, 40–41 
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Target mappings, 165 
Tcl syntax, Scripting tool support of, 9 
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Troubleshooting. See also wsadmin/problem deter-

mination
CleanupNode (Network Deployment), 40 
syncNode, 40–41 
tasks, 84 

configuration problems, 85–86 
logs/traces, 84–85, 85f 
unavailable server status, 84 
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via Administrative scripting, 217–221

types command, 101 
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uninstall command, 121 
URL providers, coding example, 180, 180c–181c 
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Virtual Hosts, 79, 199–200 

W

Web modules, coding example, 167, 167c 
Web service plug-ins, 79, 199 
WebSphere Application Server. See Application Server
WebSphere instances, 43–45 
WebSphere variables, 79, 200–201 
Workload Management (WLM) model integration 

(z/OS), 281–283 
wsadmin tool, 7, 87–88. See also Administra-

tion/common scenarios; Administrative 
scripting task reference 

applications management. See AdminApp 
batch mode, 10 
command mode, 10 
configuration management. See AdminConfig 
interactive mode, 9 
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live run-time components management. See

AdminControl 
options, 89–91 
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run-time long, 225–226 
trace log, 225 
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properties, 92–93, 93t–95t 
sample file, 95c–97c 

usage, 10
wsinadmin AdminApp command, 26 
wsinstance command, 43–45 

Z

z/OS additional administrative features, 273 
operations model integration, 276–280 

control process JCL (BBO5ACR), 280 
servant process JCL, 280 
STOP BBOS001, 281 

STOP command, 280–281 
process model integration, 273–276 
security model integration, 283 

global security features, 283–284 
ICSF authentication mechanism, 288 
JSSE Ciphers, 286 
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Workload Management (WLM) model integra-
tion, 281–283
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