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Basic Wireless Concepts

Wireless communications utilize the radio spectrum as a means of transmission and, depending on the type of wireless technology being used, determine the characteristics of this transmission. 

Today's WLANs provide mobility to network users while maintaining the requisite connectivity to corporate resources. WLANs offer organizations greater productivity per employee by providing constant connectivity to portable devices such as laptops to traditional network services.

As laptops become more pervasive in the workplace for their portability in meetings and conferences and during business travel, users are more prone to use them as their primary computing device.

WLANs have existed for many years and provide connectivity to wired infrastructures in which mobility is a requirement to specific working environments. Today several standards exist for WLAN applications, including the following: 

· 802.11--A family of IEEE standards for WLANs
· HiperLAN--A WLAN protocol developed by ETSI that provides a 23.5 Mbps data rate in the 5 GHz band

· HomeRF SWAP--A wireless technology from the HomeRF working group

· Bluetooth--A wireless personal-area network (PAN) technology from the Bluetooth Special Interest Group 
This chapter focuses on 802.11 WLANs and their specific technologies and associated components. Standard 802.11-based wireless technologies take advantage of the radio spectrum that is deemed usable by the public and that is unlicensed. This spectrum is known as the Industrial, Scientific, and Medical (ISM) band. The 802.11 standard specifically takes advantage of two of the three frequency bands: the 2.4 GHz to 2.4835 GHz UHF band used for 802.11 and 802.11b networks, and the 5.15 GHz to 5.825 GHz SHF band used for 802.11a-based networks.

The 2.4 GHz ISM band (used by 802.11b) makes use of spread-spectrum technology, which dictates that data transmissions are spread across numerous frequencies.

The 802.11 standard specifies two different types of Layer 1 physical interfaces for radio-based devices:

· Frequency hopping--The 2.4 GHz ISM band provides for 83.5 MHz of available frequency spectrum. The frequency-hopping architecture makes use of the available frequency range by creating hopping patterns to transmit on one of 79 1-MHz-wide frequencies for no more than 0.4 seconds at a time. This setup allows for an network that tolerates interference.

· Direct sequencing--Direct sequencing provides 11 overlapping channels of 83 MHz within the 2.4 GHz spectrum. Within the 11 overlapping channels, there are 3 22-MHz-wide nonoverlapping channels.
Finally, an 802.11 WLAN consists of the following components:

· Access point--An access point operates within a specific frequency spectrum and uses an 802.11 standard specified modulation technique. It also informs the wireless clients of its availability and authenticates and associates wireless clients to the wireless network. 

· NIC or client adapter--A PC or workstation uses a wireless NIC to connect to the wireless network. The NIC scans the available frequency spectrum for connectivity and associates it with an access point or another wireless client.

· Bridge--Wireless bridges are used to connect multiple LANs (both wired and wireless) at the Media Access Control (MAC) layer level. Used in building-to-building wireless connections, wireless bridges can cover longer distances than access points. 

· Antenna--An antenna radiates the modulated signal through the air so that wireless clients can receive it. Antennas are needed on both the access point and bridge and the clients.
Cisco WLAN Portfolio

The Cisco WLAN portfolio consists of a number of access points and bridges. Currently, the following wireless access points are available:

· Cisco Aironet 350

· Cisco Aironet 1100

· Cisco Aironet 1200

· Cisco Aironet 1300

Currently, the following wireless and workgroup bridges are available:

· Cisco Aironet 350

· Cisco Aironet 1300

· Cisco Aironet 1400

Further details of the Cisco wireless portfolio can be found at www.cisco.com/go/wireless.

SAFE WLAN Axioms

Expanding on the SAFE axiom that networks are targets, outlined in Chapter 3, "SAFE Design Concepts," WLANs recently have become interesting targets for hackers. This has led to the new axiom "Wireless networks are targets."

Wireless Networks Are Targets

Organizations rapidly are beginning to deploy wireless technology within the corporate infrastructure to benefit from the productivity gains associated with user mobility. However, many organizations are unaware of all the security aspects of this deployed technology. The following are some of the potential threats and problems that can be associated with WLANs:

· Interference and jamming--It is easy to interfere with wireless communications. A simple jamming transmitter can make communications impossible.

· MAC authentication--Wireless access points can be configured to allow only predefined MAC addresses to associate. However, hackers easily can spoof MAC addresses and so can circumvent authentication by sniffing the wireless spectrum.

· Denial or degradation of service--802.11 management messages do not require authentication, so a denial-of-service (DoS) attack is possible if these messages are not authenticated.

· Rogue access points--This is the unauthorized placement of an access point onto a network that a hacker can use to gain network connectivity.

· 802.11 is insecure--Traditional 802.11 WLAN security relied on open or shared-key authentication and static wired equivalent privacy (WEP) keys. The use of shared-key authentication is considered insecure because a hacker can use techniques to derive the WEP key from the clear-text challenge. The use of static WEP keys, either 40-bit or 128-bit encryption keys, recently has been shown to cause key-management issues and is a security risk because WEP keys easily can be derived because of a weakness in the standard.

Security Extensions Are Required

With the discovered weaknesses in the 802.11 standard, security extensions are required to overcome the failings in WEP. The following three technologies are recommended as an alternative to WEP:

· IP Security (IPSec)

· 802.1X/Extensible Authentication Protocol (EAP)

· WEP enhancements

IPSec

IPSec virtual private networks (VPNs) ensure confidentially, integrity, and authenticity of data communication through the IPSec standard. Using IPSec overlaid on top of a clear-text 802.11 WLAN can provide security for the WLAN. 

When deploying an IPSec-secured WLAN, each device connected to the WLAN is given an IPSec client that is used to establish an IPSec VPN to route traffic to the wired network. 

802.1X/EAP

802.11X and EAP provide the framework for a centralized authentication and dynamic key distribution approach. This design approach for securing WLANs has three elements:

· Mutual authentication between the wireless client and an authentication server. A Remote Access Dial-in User Service (RADIUS) server provides the authentication service.

· Dynamically derived encryption keys after authentication

· Centralized policy control for reauthentication and generation of encryption keys.

When the preceding features are incorporated into a WLAN, a wireless client does not gain access to the network until a mutual authentication takes place. After authentication, a client-specific WEP key is derived that then is used for the current logon session.

Various EAP protocols are currently available that you can use to authenticate a user over wired or wireless connections. Some of these protocols are listed here:

· Cisco Lite-EAP (LEAP)--With LEAP, mutual authentication relies on a shared secret, the user's logon password, which is known by both the client and the network. When the mutual authentication is completed, both the client and the RADIUS server derive a dynamic WEP key for the session.

· EAP-Transport Layer Security (EAP-TLS)--EAP-TLS uses digital certificates for both user and server authentication. Again, when authentication is complete, both the client and the RADIUS server derive a dynamic WEP key for the session.

· Protected EAP (PEAP)--PEAP uses a digital certificate for server authentication. For user authentication, PEAP supports various EAP-encapsulated methods within a protected TLS tunnel. Again, when authentication is complete, both the client and the RADIUS server derive a dynamic WEP key for the session.

For a more detailed explanation of the various EAP authentication processes, refer to the "Cisco SAFE Wireless LAN Security in Depth" whitepaper at www.cisco.com/go/safe.

WEP Enhancements

To overcome the vulnerabilities found in the 802.11 WEP protocol, the IEEE 802.11i security standard includes two encryption enhancements:

· Temporal Key Integrity Protocol (TKIP)--TKIP provides for a software enhancement to WEP that overcomes the vulnerabilities from weak initialization vectors (IVs) within the WEP encryption process and also from replay attacks. Weak IVs are overcome by the use of a per-packet keying process in which a hash is created from the WEP key and IV to produce a new packet key that is used for encryption. The use of a message integrity check (MIC) to prevent tampering of the wireless frame ensures mitigation against replay attacks.

· Advance Encryption Standard (AES)--AES provides for a much stronger encryption standard than that currently available with WEP. AES uses key sizes of 128, 192, and 256 bits.

WLAN Design Approach

The general concerns of WLAN security and the specific size of a design dictate the mitigation techniques that can be applied to a WLAN design. However, the mitigation technologies available are consistent across all the SAFE designs.

The following two main choices of mitigation available to a designer are based on the technology to be incorporated: 

· Implementing a dynamic WEP keying model using 802.1X/EAP and TKIP 

· Implementing a network layer encryption approach based on IPSec

Mutual Authentication or EAP WLAN Design

The mutual authentication WLAN design model is based on EAP and the Temporal Key Integrity Protocol (TKIP), which is the Cisco WEP improvement that provides the mechanism for users to access a corporate network.

The devices, mitigated threats, and design guidelines of the EAP WLAN design model are discussed in the following sections.

Devices for EAP WLAN Design

The key devices found in the mutual authentication or EAP WLAN model are shown in the following table.

EAP WLAN Devices

	Device
	Description

	DHCP server
	Delivers IP configuration details

	Layer 2 or 3 switch
	Provides Ethernet connectivity and Layer 3 or 4 filtering between the wireless access point and the corporate network

	One-time password (OTP) server (optional)
	Authorizes OTP details from the RADIUS server (PEAP use only)

	Public key infrastructure (PKI) server (optional)
	Provides X.509 digital certificate for user and server identification

	RADIUS server
	Provides user-based authentication for wireless clients and access point authentication to the wireless clients

	Wireless access point
	Mutually authenticates wireless clients through EAP

	Wireless client adapter and software
	Provides the hardware and software necessary for wireless communication


Threats Mitigated in the EAP WLAN Design

Within the WLAN EAP design model, the anticipated threats and mitigation actions are those shown in the following table.

WLAN EAP Design Threats and Threat Mitigation

	Threat
	Threat Mitigation

	Address Resolution Protocol (ARP) spoofing 
	Authentication.



	IP spoofing
	Authentication and RFC 2827 filtering on the Layer 3 switch.

	Man-in-the middle attacks
	Several EAP authentication types combined with the message integrity check (MIC) feature.

	Network topology discovery
	Authentication.

	Password attack
	EAP protocols such as PEAP that use secure connectivity between client and server before authentication.

	Unauthenticated access


	Authentication. Optional access control on the Layer 3 switch limits wired network access.

	Wireless packet sniffers


	WEP enhancements (specifically, per-packet keying as part of TKIP).


Design Guidelines

Within the EAP design model, security is maintained by preventing network access to unauthenticated clients through the use of a RADIUS server. This RADIUS server provides the majority of the mitigation against security risks. Network designers should give special consideration to the location of the RADIUS server with respect to its availability. Particular attention also should be given to the location of the DHCP server because this provides the IP addressing configuration after a device has been authenticated and allowed access to the WLAN.

Depending on the type of EAP used, the following guidelines should be observed:

· EAP-TLS--Use of a private PKI server to issue digital certificates is recommended.

· EAP-TLS and EAP-PEAP--Normal users should be prevented from having access to the wireless client's EAP supplicant settings. Configure wireless clients with the trusted certificate server's digital certificate.

· EAP-LEAP and EAP-PEAP--To prevent brute-force password attacks, configure user accounts to be locked after only a few number of incorrect login attempts.

· EAP-TLS--Configure the RADIUS server to check the Certificate Authority's certificate revocation list (CRL).

To mitigate initialization-collision attacks, rotate unicast and broadcast WEP keys at a frequent interval through the use of dynamic keys.

Finally, consider using wireless virtual LANs (VLANs) with EAP because you can implement dynamic VLAN assignments through the RADIUS server and user group settings. This segregates users into specific groups, which allows group-specific security policies to be defined. Additionally, using a management VLAN, access-point management traffic can be segregated from user traffic.

IPSec WLAN Design

The IPSec WLAN design model is based on users utilizing an IPSec VPN overlaid on the wireless network to access the corporate network.

The devices, mitigated threats, and design guidelines of the IPSec WLAN design model are discussed in the following sections.

Devices for IPSec WLAN Design

The key devices found in the IPSec WLAN model are shown in the following table.

IPSec WLAN Devices

	Device
	Description

	DHCP server
	Delivers IP addressing information to wireless clients before and after VPN establishment.

	Layer 2 switch
	Provides Ethernet connectivity between the WLAN access points and the corporate network.

	Layer 3 switch
	Provides Ethernet connectivity and Layer 3 or 4 filtering on the corporate network.

	One-time password (OTP) server
	Authorizes OTP details from the RADIUS server.

	RADIUS server
	Provides user-based authentication for wireless clients terminating on the VPN gateway. Optionally also can talk to an OTP server.

	VPN gateway
	Authenticates remote users and terminates their IPSec tunnels. Also can act as a DHCP relay.

	VPN software client
	Provides a remote user with a software VPN client and personal firewall software on a PC.

	Wireless access point
	Mutually authenticates wireless clients through EAP.

	Wireless client adapter and software
	Provides the hardware and software necessary for wireless communication.


Threats Mitigated in the WLAN IPSec Design

Within the WLAN IPSec design model, the anticipated threats and mitigation actions are those shown in the following table.

WLAN IPSec Design Threats and Threat Mitigation

	Threat
	Threat Mitigation

	Address Resolution Protocol (ARP) spoofing 
	Encryption.

	IP spoofing
	Encryption. Only valid, authenticated IPSec packets will ever reach the corporate network.

	Man-in-the middle attacks
	Authentication and IPSec encryption.

	Network topology discovery
	Protocol filtering.

	Password attack
	Strong passwords or the use of OTP.

	Wireless packet sniffers
	Encryption.


Design Guidelines

Within the IPSec WLAN design model, the wireless access points are connected to an untrusted Layer 2 switch infrastructure that is used only to forward IPSec traffic between the WLAN clients. This traffic is kept separate from the wired network until it is decrypted by the VPN gateway.

WEP normally is not used in the design, so treat the network as untrusted and do not mix it with any other VLAN in the wired network.

When it is associated with an access point, the wireless client obtains Layer 3 addressing information through DHCP. After this point, an IPSec tunnel is authenticated with the VPN gateway, and a secure IPSec tunnel is created across the WLAN.

Remember to consider the client connection insecure until the IPSec VPN is established. Consequently, the following points should be considered:

· Apply restrictive filters to the WLAN to allow only the necessary protocols required for establishing a secure tunnel to the VPN gateway.

· Configure the VPN client software to automatically establish the IPSec VPN when the correct WLAN IP addressing is received from DHCP.

· Activate a personal firewall in the client to protect the device while it is connected to the untrusted WLAN network without the protection of IPSec.

· Disable split tunneling by the client.

Design Alternatives

The following are possible design alternatives to the IPSec WLAN model:

· Use static WEP on the wireless network as a further deterrent against hackers. 

· Layer 802.1X/EAP into the IPSec VPN deployment.

· To further secure DNS and DHCP services, deploy dedicated hosts within the VPN infrastructure to provide these services. This mitigates attacks on the wired DNS and DHCP servers.

· Hard-code VPN gateway addressing in clients to eliminate the need for DNS services for VPN termination.

Large-Enterprise WLAN Design

In the large-enterprise WLAN design, scalability and high availability are of primary concern when deciding which mitigation technology to use. EAP and VPN technologies are viable options for the large-enterprise WLAN. WLAN designers should consider their corporate security policies before selecting the method that best suits their requirements. This section also covers specific network-management recommendations with the two models.

EAP Design and Its Alternatives

The EAP design utilizes three modules from within the SAFE Enterprise architecture:

· Building module

· Building Distribution module

· Server module

Refer to Chapter 18, "Designing SAFE Enterprise Networks," for further details on these modules.

Wireless access points in the large-enterprise design connect to existing Layer 2 access switches located in the Building module of the corporate campus.

Within the Server module, the RADIUS, OTP, PKI, and DHCP servers are deployed in a resilience configuration across differing subnets, to ensure high availability and scalability.

Apart from the features of high availability and scalability feature, the typical EAP WLAN design model is followed. (Refer to the section "Mutual Authentication or EAP WLAN Design," earlier in this chapter.)

Finally, a possible alternative design that can be added to the large-enterprise EAP WLAN design model is VLANs.

You can use wireless VLANs on access points to provide VLAN assignments for users and user groups through the RADIUS server. Segregating users into specific groups enables you to define group-specific security policies. 

Typically, you can use wireless VLANs to specify a VLAN for traditional wireless devices that support only static WEP or a guest VLAN that allows only direct access to the Internet. In both of these cases, appropriate filtering needs to be put in place to ensure access control.

IPSec VPN Design and Its Alternatives

The IPSec VPN design utilizes four modules from within the SAFE Enterprise architecture:

· Building module 

· Building Distribution module

· Edge Distribution module

· Server module

Refer to Chapter 18 for further details on these modules.

As discussed earlier in the section "IPSec WLAN Design," the typical IPSec VPN WLAN model can be cost prohibitive when deployed in the large enterprise. This is a result of a separate Layer 2 switching infrastructure and its associated cabling being specified.

Within the Server module, the RADIUS, OTP, PKI, and DHCP servers are deployed across differing subnets to ensure high availability and scalability.

VPN gateways connect both the Building Distribution and Edge Distribution modules. The gateways are redundant and configured to load-balance to provide high availability and scalability.

Apart from the high availability and scalability feature of this design, the typical IPSec VPN WLAN design model is followed.

The following are possible design alternatives in the large-enterprise IPSec VPN WLAN design model:

· Deploy a network-based intrusion detection system (NIDS) and firewalling behind the VPN gateways. This would permit wireless traffic to be controlled granularly through filtering, while providing traffic-inspection and auditing features.

· Physically separate WLAN access from the corporate network through a dedicated network infrastructure. After WLAN traffic has been decrypted at the VPN gateways, it can be routed on to the corporate wired network.

· Utilize wireless VLANs on access points as a means of providing VLAN assignments for users and user groups through the RADIUS server. Segregating users into specific groups enables you to define group-specific security policies. 

Network Management

It is recommended that you use VLANs on access points to isolate management traffic from user traffic. This allows for the creation of a management VLAN. You then can restrict access to this VLAN through access control lists (ACLs). Unfortunately, because access points have only one wired interface, it is possible to utilize in-band management on these devices instead of out-of-band management. For this reason, harden the access point as much as possible and give particular consideration to insecure management protocols. 

Management access should be through a centralized authentication, authorization, and accounting (AAA) service. A secure management-transport protocol such as Secure Shell (SSH) should be used to access the command line.

Medium WLAN Design

The medium WLAN design overlays wireless on top of the Campus module within the SAFE medium network design model and does not offer high availability. Refer to Chapter 15, "Designing Medium-Sized SAFE Networks," for further details on the SAFE medium network.

The medium network design also assumes that all WLAN devices are connected to a single IP subnet that has access to the majority of the services available to the medium wired network.

EAP Design and Its Alternatives

In the medium WLAN EAP design, wireless access points connect to existing Layer 2 access switches located in the medium Campus module.

The RADIUS and DHCP server also are deployed in the Campus module but sit on a separate subnet off the central Layer 3 switch.

Wireless EAP users require DHCP and RADIUS authentication services to access the medium network. In the branch medium arrangement, these services may reside at the corporate headend.

The process of accessing the medium network is the same as that outlined in the generic EAP WLAN design.

The following are possible design alternatives in the medium EAP WLAN design model:

· Implement local DHCP and RADIUS services at medium WLAN networks located at branches, to provide redundancy in case the main corporate office link fails.

· Utilize wireless VLANs on access points as a means of providing VLAN assignments for users and user groups through the RADIUS server. Segregating users into specific groups enables you to define group-specific security policies. 

IPSec VPN Design and Its Alternatives

The IPSec VPN design used in the medium-size network differs only slightly from that shown in the large-enterprise design. This difference is primarily in the way the VPN gateway connects the WLAN to the wired infrastructure. In this design, the VPN gateway connects to the Campus module Layer 3 switch through two VLANs. This design is based on a cost-effective solution reflective of what most likely would be adopted in a medium-size business.

Using a single switch to provide both interfaces of the VPN gateway introduces some security risks and is contrary to some of the switch axioms.

The public interface of the VPN gateway connects to a VLAN on the Layer 2 access switches, which, in turn, are connected to the wireless access points. The private interface of the VPN gateway connects to a separate VLAN that is connected directly to the Layer 3 switch. 

The RADIUS and DHCP servers also are deployed in the Campus module but sit on a separate subnet off the central Layer 3 switch. The VPN gateway is configured to relay these services.

The process of accessing the medium network is the same as that outlined in the generic IPSec WLAN design.

The following are possible design alternatives in the medium IPSec WLAN design model:

· Add another layer of security behind the VPN gateway by using a NIDS sensor on a transit VLAN that terminates on a firewall.

· Connect the VPN gateway directly to the wireless access points through a dedicated switching infrastructure instead of using a VLAN off the Layer 3 switch. 

Refer to the earlier section on network management within the large-enterprise WLAN EAP design for details on the issues related to network management within IPSec VPN design.

Small WLAN Design

The small WLAN design overlays wireless on top of the Campus module of the SAFE small network design model. Refer to Chapter 13, "Designing Small SAFE Networks," for further details on the SAFE small network.

The design also assumes that all WLAN devices are connected to a single IP subnet that provides access to the services available to the small wired network. An IPSec VPN option is not offered because of the prohibitive cost for a small business.

In the small WLAN EAP design, wireless access points connect to existing Layer 2 access switches located in the small Campus module. The RADIUS and DHCP servers also reside on this same subnet.

The process of accessing the small network is the same as that outlined in the generic EAP WLAN design.

In the small WLAN design, it is possible to utilize static WEP keys in place of the EAP authentication technique, but this is not recommended because of key management issues.

Remote WLAN Design

The remote WLAN design uses remote VPN connectivity based on either software- or hardware-terminated IPSec VPNs to a central site. Refer to Chapter 17, "Designing Remote SAFE Networks," for further details on the two remote IPSec VPN options discussed here.

Remote Software-Based VPN WLAN Design

The remote software-based VPN WLAN design is recommended when security is focused on the wireless device or user. Secure connectivity is provided through the use of a personal firewall on the user's device and through the IPSec VPN to the corporate resource.

Wireless connectivity is focused primarily on just providing an IP path to the headend VPN gateway. 

Remote Hardware-Based VPN WLAN Design

The remote hardware-based VPN WLAN design is recommended when security is focused on the remote LAN. Wireless users authenticate to the WLAN using EAP, while the LAN has a hardware-based IPSec connection to the headend VPN gateway.
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