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Page 100, aaa authentication argument list

Between method none and method group group-name, add the following:

· group-radius – Uses the list of all RADIUS servers for authentication

· group tacacs+ - Uses the list of all TACACS+ servers for authentication

Page 102, default argument for aaa authorization command:

Replace the word authentication with the word authorization.

Page 102, list-name argument for aaa authorization command:

Replace the word authentication with the word authorization.

Page 104, 5th bullet beginning with “aaa authorization commands 15 bravo…”:

Add the following sentence to the end of the description of this command:

“If TACACS+ authentication fails, then authenticate with a local login name and password.

Page 102, group group-name method argument for aaa authorization command:

Replace the word authentication with the word authorization.

Page 106

Replace all 4 bullets following the sentence beginning “At a minimum, you should…”, using the following bullets:

· aaa accounting system default stop-only group tacacs+ – Sends TACACS+ accounting stop record at the end of system level events not associated with users, such as reloads.

· aaa accounting network default start-stop group tacacs+ – Sends TACACS+ accounting records in start-stop format for all network-related service requests, including SLIP, PPP, PPP Network Control Protocols (NCPs), and ARAP.

· aaa accounting exec default start-stop group tacacs+ – Logs EXEC shell information for user profile in start-stop TACACS+ format.

· aaa accounting commands 15 default stop-only group tacacs+ – Sends TACACS+ accounting stop record at the end of a privilege level 15 command.

Page 156, 3rd bullet, 1st and last sentences:

Replace the word authentication with the word authorization.

Page 194, 1st sentence after the note near the bottom of the page:

Delete the following redundant material:

The syntax for the standard numbered access-list command is as follows:

access-list access-list-number {deny | permit} source [source-wildcard]

· access-list-number—This number serves a dual purpose:

· It is the number of the ACL.

· It specifies that this is a standard IP protocol ACL (range 1 to 99 and 1300 to 1999).

· deny—Drops all packets that match the specified source address.

· permit—Allows packets that match the specified source address to flow through the interface.

· source—Specifies the IP address of a host or group of hosts (if a wildcard mask is also specified) whose packets are to be examined.

· source-wildcard—The wildcard mask applied to the source to determine a source group of hosts whose packets are to be examined. Note that when no mask is specified, the default mask becomes 0.0.0.0.

Page 213, last line in Example 4-18

The command should say …deny ip 192.168.0.0…

Page 214, 1st line in Example 4-18

The command should say …deny ip 224.0.0.0…

Page 421, Allowed Combinations of AH transform in Table 8-12:

Delete the second occurrence of the ah-sha-hmac transform combination.

Page 469, Step 8:

Change test in first line from “…configuration to by NVRAM…” to “…configuration to NVRAM…”.

Pages 504 & 506

Move Step 1 from Task 3 on page 506 to Task 1, Step 1 on page 504, removing the Step 1 label.  The aaa new-model command should be issued before any other aaa commands.

Page 507, Step 1:

Change the case of the “Be” in the title to all lower case.  The title should read, “Adding the Group Profile to be Defined”.
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