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parameters, 229
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PHB, 21

best effort (BE), 13

1206fmf.book  Page 403  Monday, May 12, 2003  5:12 PM



404 

bits, IP precedence, 51
buffers

Fast Ethernet, 186
rate limiting, 244
transmit, 204
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size parameters, 220
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case studies
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case study, 89–91
classification, 86
congestion, 87–88
input scheduling, 84–86
software, 83

Catalyst 4000 IOS Family of switches, 200
architecture, 201–202
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input scheduling, 205
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Layer 3 services module, 238–247
marking, 206–211
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software, 202–205

Catalyst 4232-L3 services module, 239
Catalyst 4506 switches, 381–386
Catalyst 4507R switches, 387–392
Catalyst 4908G-L3 switches, 238–247
Catalyst 6000 switches, 69
Catalyst 6500 switches

architecture, 250–256, 338–341
Auto-QoS, 327–333
classification, 269–290, 342–346
congestion, 265–268, 314–327, 363–373
core layer, 392–400
CoS mapping, 263–265
FlexWAN/MSFC support, 341–342
input scheduling, 69, 257–261
mapping, 290–300
marking, 269–290, 346–352
memory, 268
microflow, 300
NBAR, 343–346
policing, 300–314, 352
queue tail-drop thresholds, 261–263
shaping, 352–363
single-rate policing, 302–309
two-rate policing, 310–314

Catalyst Operating System. See CatOS
Catalyst switches

platforms, 59–61
support, 68
trust, 61–62

CatOS (Catalyst Operating System), 82–83, 255
architecture, 83
case study, 89–91
classification, 86
congestion, 87–88
input scheduling, 84–86
software, 83

CBS (committed burst size), 356
CBWFQ (Class-Based Weighted Fair Queuing), 10, 34, 56, 

123, 364–367
CDP (Cisco Discovery Protocol), 112
CEF (Cisco Express Forwarding), 50, 338
CIR (committed information rate), 311
Cisco IP Phone, 62–63, 156–157
class command, 134
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Catalyst 6500, 283
Catalyst family of switches, 163–164
MQC, 124–132
traffic shaping, 136

class of service (CoS), 96
class-based marking, 346
class-based policers, 351, 356–359
Class-Based Weighted Fair Queuing. See CBWFQ
class-based WRED, 56
classes

actions, 169–174
WRED, 267

classification, 70, 104
ACE, 106–112, 276–290
ACL, 211–214, 223, 276–290
Auto-QoS, 187
Catalyst 2900XL switches, 77–78
Catalyst 3500XL switches, 79–81
Catalyst 4000 CatOS switches, 86
Catalyst 4000 IOS Family of switches, 206–214
Catalyst 6500 switches, 269–290, 342–346
extended trust option, 112
ingress DSCP mutation, 160–161
Layer 2, 58
Layer 3, 51–53
MAC/VLAN, 105, 282
packets, 18
passthrough option, 159–160
platforms, 60–61
services module switches, 241
switches, 150–161
tagged frames, 104
traffic, 157–158
trust, 61–62
untagged frames, 104

clear port qos {mod/ports} cos command, 104
CLI (command-line interface), 99

MQC, 123–124
class map, 124–132
policy map, 132–137
service policy, 137–140

switches, 162
codepoints, AF PHBs, 54
Coil ASICs, 260
command-line interface. See CLI
commands, 240, 263

class, 134
clear port qos {mod/ports} cos, 104
description, 125
exit, 135
g, 219
interface transmit queue, 227–228
k, 219
m, 219
match, 126
match-all class map configuration, 212

match-any class map configuration, 212
mls qos aggregate-policer, 311
mls qos flow-policing, 306
no mls qos trust, 274
policy map class action, 171
priority-queue cos-map, 264
rate-limit, 349
rcv-queue threshold, 262
set qos acl, 271
set qos acl map iSCSI-Traffic_2 3/3, 396
set qos autoqos, 328
set qos ip-filter, 110
show class-map, 131
show ip nbar protocol-discovery, 345
show ip rsvp sbm detail, 47
show mls qos, 306
show mls qos aggregate-policer, 168
show mls qos interface, 154
show module, 98
show policy-map, 136
show policy-map interface, 56, 345, 348
show policy-map interface ?, 138
show port capabilities, 99
show qos, 211
show qos info, 308
show qos ip, 109
show qos mapping, 241
show qos policer, 308
show qos statistics, 115, 308
show qos switching, 240
show queueing interface, 37
show system, 103
show traffic, 103
switchport, 270
trust-cos, 273
trust-dscp, 274
trust-ipprec, 274
whichbus, 103

committed access rate. See CAR
committed burst (Bc), 43, 353
committed burst size (CBS), 356
committed information rate (CIR), 311
comparisons

forwarding, 23–28
services, 13–20

components, 31–32
congestion avoidance, 35–41
congestion management, 32–35
DiffServ, 17, 20–28
link efficiency, 47–50
MQC, 123–124

class map, 124–132
policy map, 132–137
service policy, 137–140

MSFC, 255
signaling, 46–47
token buckets, 41–44
traffic shaping, 44–46

components
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compression, cRTP, 48, 50
conditioning, traffic, 20
configuration, 149

aggregate policers, 217
Auto QoS, 233, 327–333
CAR, 353
CBWFQ, 56
class maps, 212
CoS-to-DSCP maps, 58
distributed class-based marking, 347
drop thresholds, 114
essential/nonessential traffic, 348
ingress port CoS, 152–154
interfaces, 215
LLQ, 57
mapping tables, 209
MQC, 123–124

class map, 124–132
policy map, 132–137
service policy, 137–140

multiple router MAC addresses, 108
NBAR protocol discovery, 344
policy maps, 213
port trust, 211
QoS, 257
queue tail-drop thresholds

Hybrid mode, 262
Native mode, 263

service-policy statements, 348
sharing, 230
single-rate policing, 305
thresholds (WRED), 267
traffic shaping, 231
trust, 61–62
trust DSCP, 154–155
trust IP precedence, 155–156
WRED, 38

congestion, 31
avoidance, 19, 35–41, 113–115

Catalyst 6500 ports, 265–268
Catalyst 6500 switches, 370–373

Catalyst 4000 IOS Family of switches, 224–233
Catalyst 6500, 314–327, 363–370
ECN, 23
management, 9, 19, 32–35, 72

Auto-Qos, 188
Catalyst 2900XL switches, 79
Catalyst 2950 switches, 175–187
Catalyst 4000 CatOS switches, 87–88

connection admission control (CAC), 45
connections

access layer switches, 381–386
Cisco IP Phone, 62–63
LAN-to-WAN, 32

core layer switches, 392–400
CoS (class of service), 96

DSCP mapping, 58, 176, 291–293
ingress port configuration, 152–154
managing, 232

mapping, 263–265
thresholds, 262
to-Transmit queue mapping, 177
trusting, 208
values, 104

covered, 271
CQ (Custom Queuing), 34
CRC (cyclic redundancy check), 106
cRTP (Real Time Protocol Header Compression), 50
Custom Queuing (CQ), 34
cyclic redundancy check (CRC), 106

D
data bus (D-bus), 339
data-link switching (DLSw), 10
D-bus (data bus), 339
decision paths, 258
default ACLs, 276
default configuration, 149
definition of QoS, 5–6
delay, 6
deployment, 9–12
description command, 125
design. See also configuration

MQC, 123
multiplatform, 378–380

Designated Subnet Bandwidth Manager (DSBM), 47
destination MAC addresses, Catalyst 6500, 271
detection

dWRED, 370–373
RED, 36–41
WRED, 72

Differentiated Services (DS), 13–20, 52
DiffServ architecture, 20–28
DiffServ codepoint. See DSCP
disabling

policers, 168
QoS features, 205

discovery, NBAR protocol, 343–346
distributed class-based marking, configuring, 347
distributed class-based weighted fair queuing (dCBWFQ), 

364–367
distributed low latency queuing (dLLQ), 368, 370
distributed network-based application recognition 

(dNBAR), 343
distributed traffic shaping, 360–362
distributed weighted random early detection (dWRED), 

370–373
distribution of layer switches, 387–392
dLLQ (distributed low latency queuing), 368, 370
DLSw (data-link switching), 10
dNBAR (distributed network-based application 

recognition), 343
double-wide port adapters, 341
drop thresholds, configuring, 114

compression, cRTP
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DS (Differentiated Services), 13–20, 52
DSBM (Designated Subnet Bandwidth Manager), 47
DSCP (DiffServ codepoint), 19, 32, 68, 96

CoS, 58
internal, 150–152, 206
managing, 232
mapping, 225
policed mark-down mapping, 297–300
policing, 221
reclassification, 210
to-CoS mapping, 176
trust, 154–155, 206

DSCP-to-CoS mapping, 296–297
dWRED (distributed weighted random early detection), 

370–373

E
EBS (excess burst size), 356
ECN (explicit congestion notification), 23
EF (expedited forwarding) PHBs, 56
EF treatment, 26
egress policing, 164–165
EI (enhanced image), 148
EMI (enhanced multilayer image), 148
enabling

global configuration, 149
MLS, 106
QoS, 100, 205, 257

end-to-end delay, 6
enhanced image (EI), 148
enhanced multilayer image (EMI), 148
EOBC (Ethernet out-of-bound channel), 339
essential traffic, configuring, 348
Ethernet out-of-band channel (EOBC), 339
Ethernets, ASIC port responsibilities, 261
exceed-action parameter, 222
excess burst (Be), 353
excess burst size (EBS), 356
exit command, 135
expedited forwarding, 23–28
expedited forwarding (EF) PHBs, 56
explicit congestion notification (ECN), 23
extended trust, 63–64, 112, 156

F
fair-queue option, 134
Fast Ethernet, 186
fasttrack keyword, 345
feature sets, Cisco IOS software, 148
FECNs (forward-explicit congestion notifications), 360
fields, DS, 52
FIFO (First In, First Out), 10, 33

FlexWAN, 337–341
class-based policers, 356–359
classification, 342–346
congestion, 363–373
marking, 346–352
policing, 352, 362
QoS support, 341–342
shaping, 352–363

flows, policing, 44–46
forward-explicit congestion notifications (FECNs), 360
forwarding, 23–28

AF, 54
CEF, 338

fragmentation, LFI, 48
Frame Relay traffic shaping (FRTS), 20, 43
frames, 211–214

ingress, 258
switches, 95–96
tagged, 104
token buckets, 41–44
trust, 275
untagged

Catalyst 4000 CatOS switches, 86
marking, 104

FRTS (Frame Relay traffic shaping), 20, 43

G
g command, 219
general QoS packet-flow architecture, 73
generic traffic shaping (GTS), 20, 43
Gigabit Ethernet

core layer switches, 392–400
distribution layer switches, 387–392
ports (ASICs), 261

global Auto-QoS, 327
global configuration, 149. See also configuration

Catalyst 4000 IOS Family of switches, 205
services module switches, 240–241

goals of QoS, 5–9
groups, QoS, 130
GTS (generic traffic shaping), 20, 43
guaranteed rates, policers, 220

H
hardware

Catalyst 6500 switches, 253–256, 339–341
requirements, 97–100

headers, ISL, 259
high-water marks, 266
history option, 137
hops, per-hop behavior, 53–58
hosts, keywords, 108

hosts, keywords
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HTTP (Hypertext Transfer Protocol), 343
Hybrid mode, 255

ACLs, 278, 284
Catalyst 6500 switches, 339
CoS mapping, 264
queue tail-drop thresholds, 262
single-rate policers, 305
trust, 275
VLAN, 270
WRED thresholds, 267

I
identifying Catalyst software, 255
implementation

DiffServ components, 17
TCAM, 145

individual policing, 166–167, 215, 218
ingress DSCP mutation, 160–161
ingress frames, decision paths, 258
ingress policing, 164–165
ingress ports

CoS configuration, 152–154
tagged frames, 104
untagged frames, 104

initialization of QoS, 257
input option, 138
input scheduling, 69, 100–103

Catalyst 2900XL switches, 76
Catalyst 4000 CatOS switches, 84–86
Catalyst 4000 IOS Family of switches, 205
Catalyst 6500, 257–261

congestion avoidance, 265–268
mapping CoS, 263–265
modifying memory, 268
queue tail-drop thresholds, 261–263

switches, 149
integrated routing and bridging (IRB), 239
integrated services, 13–20
interface transmit queue command, 227–228
interfaces

CLI, 99, 162
CoS trusting, 208
DSCP

reclassifying, 210
trusting, 207

fast Ethernet, 186
FlexWAN, 341. See also FlexWAN
global configuration, 205
MQC, 123–124, 341

class map, 124–132
policy map, 132–137
service policy, 137–140

traffic shaping, 44
trust configurations, 211
untrusted, 210
VIP, 339

interleaving, LFI, 48
internal DSCP, 150–152. See also DSCP

Catalyst 4000 IOS Family of switches, 206
mapping, 225

Inter-Switch Link (ISL), 104, 259
IOS, mapping, 283
IP (Internet Protocol)

Cisco IP Phone, 62–63
Layer 4 criteria, 279
precedence, 51, 155–156
trust Cicso Phone device, 156–157

IP Phones, access layer switches, 381–386
IP video conferencing (IPVC) system, 14
IPVC (IP video conferencing) system, 14
IRB (integrated routing and bridging), 239
ISL (Inter-Switch Link), 104, 259

K-L
k command, 219
keywords

any, 108
fasttrack, 345
host, 108

LAN (local-area network), 9–11, 32
Layer 2

classification and marking, 58
mapping, 58

Layer 3
classification and marking, 51–53
mapping, 58

Layer 4 IP protocol criteria, 279
layers

access switches, 381–386
core switches, 392–400
distribution switches, 387–392
MLS, 338

leaky token bucket algorithm, 219, 243–244
LFI (Link Fragmentation and Interleaving), 48
limiting rates, 244
line modules, 99, 113–115
Link Fragmentation and Interleaving (LFI), 48
links

efficiency, 47–50
ISL, 104

LLQ (Low Latency Queuing), 10, 34, 57
loss, packets, 6

HTTP (Hypertext Transfer Protocol)
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M
m command, 219
MAC (Media Access Control)

addresses (Catalyst 6500), 271
classification, 105, 282

MAN (metropolitan-area network), 337
managed unfairness, 5–9
management

active queue, 36–41
congestion, 9, 19, 32–35, 72, 224–233

Auto-QoS, 188
Catalyst 2900XL/3500XL switches, 79
Catalyst 4000 CatOS switches, 87–88
Catalyst 6500 switches, 314–327, 363–370

CoS, 232
DSBM, 47
DSCP, 232
SBM, 47

mapping
Catalyst 6500, 283, 290–300
class, 163–164, 212
CoS, 263–265
CoS-to-DSCP, 291–293
CoS-to-Transmit queue, 177
DSCP-to-CoS, 176, 296–297
internal DSCP, 225
Layer 2 and Layer 3 values, 58
policed DSCP mark-down, 297–300
policy, 163–164, 213
precedence-to-DSCP, 293–295
tables, 150–152, 221
thresholds (CoS), 262
trust DSCP, 154–155

marking, 70
ACEs, 276–290
ACLs, 276–290
actions, 170, 223
AF PHBs, 54
CAR, 349
Catalyst 4000 CatOS switches, 86
Catalyst 4000 IOS Family of switches, 206–211
Catalyst 6500 switches, 269–290, 346–352
class-based, 346
frames, 211–214
Layer 2, 58
Layer 3, 51–53
packets, 18
policers, 351
switches, 104, 150–161

ACE, 106–112
extended trust option, 112
MAC/VLAN, 105
tagged frames, 104
untagged frames, 104

masks, TCAM, 144
match command, 126
match-all class map configuration command, 212

match-any class map configuration command, 212
matches, class maps, 125
measurement intervals, 43
mechanisms (congestion management)

CQ, 34
FIFO, 33
PQ, 33
WFQ, 34

memory
architecture, 225
Catalyst 6500, 268
TCAM, 144, 201

messages, ACK, 19
metropolitan-area network (MAN), 337
MF (multifield) classifiers, 21
microflows

Catalyst 6500, 300
policing, 44–46

MLS (multilayer switching), 95–96, 106, 338
mls qos aggregate-policer command, 311
mls qos flow-policing commands, 306
modes

Hybrid, 255
ACLs, 278, 284
Catalyst 6500 switches, 339
configuring queue tail-drop thresholds, 262
mapping CoS, 264
single-rate policers, 305
trust, 275
VLAN, 270
WRED thresholds, 267

Native, 255
ACLs, 288
Catalyst 6500 switches, 339
configuring queue tail-drop thresholds, 263
mapping CoS, 265
single-rate policers, 305
trust, 275
VLAN, 270
WRED thresholds, 268

modification, Catalysts 6500 memory, 268
Modular QoS CLI. See MQC
modules

FlexWAN, 337–341
classification, 342–346
marking, 346–352
QoS support, 341–342

line, 99
supporting QoS, 254

most-significant bits (MSBs), 241
MQC (Modular QoS CLI), 123–124, 341

class map, 124–132
policy map, 132–137
service policy, 137–140

MSBs (most-significant bits), 241
MSFC (Multilayer Switch Feature Card), 68, 337–341

classification, 342–346
components, 255
congestion, 363–373

MSFC (Multilayer Switch Feature Card)
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marking, 346–352
policing, 352, 362
QoS support, 341–342
shaping, 352–363

MSM (Multilayer Switch Module), 68
mulitlayer switching (MLS), 95–96
multifield (MF) classifiers, 21
Multilayer Switch Feature Card. See MSFC
Multilayer Switch Module (MSM), 68
multilayer switching (MLS), 338
multiplatform design, 378–380
multiple router MAC addresses, configuring, 108
mutation, ingress DSCP, 160–161

N
NAT (Network Address Translation), 337
Native mode, 255

ACLs, 288
Catalyst 6500 switches, 339
CoS mapping, 265
queue tail-drop thresholds, 263
single-rate policers, 305
trust, 275
VLAN, 270
WRED thresholds, 268

NBAR (network-based application recognition), 18, 342
necessity of QoS, 10–11
NetFlow Feature Card (NFFC), 95
NetFlow Feature Card II (NFFC II), 97–100
Network Address translation (NAT), 337
Network File System (NFS), 227
network-based application recognition (NBAR), 18, 342
networks

architecture. See also architecture
point-to-point architecture, 8–15, 62–64, 74–

77, 144–146
selecting, 42, 49–58, 62–64, 260–261, 379

LAN, 9–11
security, 45
WAN, 9–11

NFFC (NetFlow Feature Card), 95
NFFC II (NetFlow feature Card II), 97–100
NFS (Network File System), 227
no mls qos trust command, 274
nonessential traffic, configuring, 348

O
operating systems, 255. See also CatOS
optimization, link efficiency, 47–50
options

access-group, 131
ACE, 106–112

class maps, 124
fair-queue, 134
history, 137
input, 138
output, 138
passthrough classification, 159–160
policy maps, 133
service policy, 137
software (Catalyst 6500 switches), 339–341

output
options, 138
scheduling

Catalyst 4000 CatOS switches, 89–91
services module switches, 241–243

overflow, transmit buffers, 204
overview

of QoS, 5–9
of WAN/LAN, 9–11

P
packet description language modules (PDLMs), 343
packet-flow, general QoS architecture, 73
packets

assignment (Catalyst 6500 switches), 363–370
CAR, 353
classification, 18
congestion 

avoidance, 35–41
management, 32–35

Layer 2 classification and marking, 58
Layer 3 classification and marking, 51–53
loss, 6
marking, 18
NFS, 227
QoS groups, 130
token buckets, 41–44
traffic shaping, 44

parameters
bandwidth, 229
burst size, 220
WRED, 38

parity between switches, 147
passthrough option, classification, 159–160
paths

CEF, 50
decision, 258

PDLMs (packet description language modules), 343
peak information rate (PIR), 46, 311
per-hop behavior (PHB), 21, 53–58
per-port per-VLAN-based policing, 168–169
per-port traffic shaping, 243–244
PFC (Policy Feature Card), 337
PHB (per-hop behavior), 21, 53–58
physical site surveys, performing, 8–15, 62–64, 74–77, 

144–146

MSFC (Multilayer Switch Feature Card)
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Pinnacle ASICs, 261
PIR (peak information rate), 46, 311
platforms, 59

classification, 60–61
general QoS packet-flow architecture, 73
multiplatform design, 378–380
policing, 71

point-to-point architecture, 8–15, 62–64, 74–77, 144–146
policed DSCP mark-down tables, 297–300
policed-dscp-transmit keyword, 222
policing, 20, 44–46, 71

actions, 169–174
burst sizes, 174
CAR, 353–356
Catalyst 4000 IOS Family of switches, 214–224
Catalyst 6500 switches, 300–314, 352, 362
class-based, 351, 356–359
FlexWAN policing, 352, 362
individual and aggregate, 166–167
ingress and egress, 164–165
ports, 168–169
switches, 162–174
traffic rates, 171
VLANs, 168–169

Policy Feature Card (PFC), 337
policy map class action command, 171
policy maps, 213

Catalyst family of switches, 163–164
Catalyst 6500, 283
MQC, 132–137

ports
10/100 input scheduling, 260
Auto-QoS, 330
Catalyst 6500, 265–271
double-wide adapters, 341
Gigabit Ethernet (ASICs), 261
ingress CoS configuration, 152–154
policing, 168–169, 215
traffic shaping, 243–244
transmit queues, 225
trust configuration, 211

PQ (Priority Queuing), 33
precedence (IP), 51, 155–156
precedence-to-DSCP mapping, 293–295
predictability, necessity for, 5–9
Priority Queuing (PQ), 33
priority-queue cos-map command, 264
protocols

CDP, 112
IP (Layer 4 criteria), 279
NBAR discovery, 343–346
RSVP, 14, 46–47
RTP, 50

Q
QoS (quality of service), overview of, 5–9
queues

active management, 36–41
Catalyst 6500 switches, 363–370
CBWFQ, 10, 364–367
CoS mapping, 263–265
CoS-to-transmit mapping, 177
CQ, 34
dLLQ, 368, 370
LLQ, 10, 57
memory, 268
port transmit, 225
PQ, 33
strict-priority, 178, 226
tail-drop thresholds, 261–263
transmit

shaping, 232
sharing, 229

WFQ, 34

R
Random Early Detection (RED), 36–41
rate-limit command, 349
rates

configuring, 219
limiting, 244
packets (traffic shaping), 44
policers, 220
traffic policing, 171, 219
transfers (token buckets), 41–44

R-bus (results bus), 339
rcv-queue threshold command, 262
Real Time Protocol (RTP), 50
Real Time Protocol Header Compression (cRTP), 48, 50
reclassification. See also classification

Catalyst 2900XL/3500XL switches, 77–78
DSCP, 210

RED (Random Early Detection), 36–41
requirements

Catalyst 6500 switches, 339–341
hardware, 97–100, 253–256
software,76, 97

Catalyst 4000 CatOS switches, 83
switches, 147–149

traffic, 6
Resource Reservation Protocol (RSVP), 14
resources, policing, 215
results, TCAM, 144
results bus (R-bus), 339
RFC 2474, 21–23, 54
RFC 2597, 25–26

RFC 2597
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RFC 2598, 24, 26
round-trip time for TCP sessions, 220
Route Switch Module (RSM), 68, 95
Router Switch Feature Card (RSFC), 68, 95
routers, configuring, 108
RSFC (Router Switch Feature Card), 68, 95
RSM (Route Switch Module), 68, 95
RSVP (Resource Reservation Protocol), 14
RTP (Real Time Protocol), 50

S
SBM (Subnet Bandwidth Manager), 47
scheduling, 35

Catalyst 6500 switches, 363–370
frames, 211–214
input, 69, 100–103

Catalyst 2900XL/3500XL switches, 76
Catalyst 3500XL switches, 79–81
Catalyst 4000 CatOS switches, 84–86
Catalyst 6500 switches, 257–261
switches, 149

output
Catalyst 4000 CatOS switches, 89–91
services module switches, 241–243

WRR, 239, 242
Secure Shell (SSH), 340
security

Catalyst 6500 switches, 340
policing, 45

serialization delay, 6
service policy, MQC, 137–140
service-policy statement, 348
services modules, 13–20

Catalyst 2948G-L3, 238–247
Catalyst 4000 Layer 3, 238–247
Catalyst 4980G-L3, 238–247
WS-X4232-L3, 239

set qos acl command, 271
set qos acl map iSCSI-Traffic_2 3/3 configuration 

command, 396
set qos autoqos command, 328
set qos ip-filter command, 110
shapers, 20
shaping

Catalyst 6500 switches, 352–363
FlexWAN, 352–363
traffic, 20, 44

Catalyst 4000, 230
class maps, 136
distributed, 360–362
per-port, 243–244

transmit queues, 232
sharing

bandwidth, 227–228
configuration, 230
transmit queues, 229

show class-map command, 131
show ip nbar protocol-discovery command, 345
show ip rsvp sbm detail command, 47
show mls qos aggregate-policer command, 168
show mls qos command, 306
show mls qos interface command, 154
show module command, 98
show policy-map command, 136
show policy-map interface ? command, 138
show policy-map interface command, 56, 345, 348
show port capabilities command, 99
show qos info command, 308
show qos interface command, 211
show qos ip command, 109
show qos mapping command, 241
show qos policer command, 308
show qos statistics command, 115, 308
show qos switching command, 240
show queueing interface command, 37
show system command, 103
show traffic command, 103
SI (standard image), 148
signaling, 14, 46–47
single-rate policing (Catalyst 6500), 302–309
site surveys, 8–15, 62–64, 74–77, 144–146
sizes

burst, 220
buffers (Fast Ethernet), 186

SMI (standard multilayer image), 148
software

Catalyst 2900XL switches, 76
Catalyst 2948G-L3 and 4980G-L3 layer 3 switches, 

240
Catalyst 4000 CatOS switches, 83
Catalyst 4000 IOS Family of switches, 202–205
Catalyst 6500, 253–256
Catalyst 6500 switches, 339–341
dNBAR, 343
NBAR, 342
requirements, 97, 147–149

speed
link efficiency, 47–50
mismatch, 32

SSH (Secure Shell), 340
standard image (SI), 148
standard multilayer image (SMI), 148
standards, DiffServ, 20–28
statements, service-policy, 348
strict-priority queuing, 178, 226
Subnet Bandwidth Manager (SBM), 47
supervisor engines, 97
Supervisor II Engines, switching processes, 338
support. See also requirements

Catalyst 2900XL switches, 75
Catalyst 4000 CatOS switches, 82–83
Catalyst 4000 IOS Family of switches, 200
switches, 68–72
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switches
access layer, 381–386
architecture, 95–96, 144–149

hardware, 97–100
software, 97

classification and marking, 150–161
Catalyst 2900XL

architecture, 75
classification, 77–78
congestion, 79
input scheduling, 76
software, 76
support, 75

Catalyst 2948G-L3, 238–247
Catalyst 3500XL case study, 79–81
Catalyst 4000 CatOS, 82–83

architecture, 83
case study, 89–91
classification, 86
congestion, 87–88
input scheduling, 84–86
software, 83

Catalyst 4000 IOS, 200
architecture, 201–202
Auto QoS, 233
case study, 233–238
classification, 206–214
congestion, 224–233
global configuration, 205
input scheduling, 205
internal DSCP, 206
marking, 206–211
policing, 214–224
software, 202–205

Catalyst 6500
architecture, 250–256, 338–341
Auto-QoS, 327–333
classification, 342–346
congestion, 314–327, 363–370
congestion avoidance, 265–268, 370–373
FlexWAN/MSFC support, 341–342
input scheduling, 257–261
mapping, 290–300
mapping CoS, 263–265
marking, 346–352
microflow, 300
modifying memory, 268
NBAR, 343–346
policing, 300–314, 352, 362
queue tail-drop thresholds, 261–263
shaping, 352–363
single-rate policing, 302–309
two-rate policing, 310–314

Cisco IP Phone, 62–63
classification, 70, 104

ACE, 106–112
extended trust option, 112
MAC/VLAN, 105
tagged frames, 104
untagged frames, 104

congestion, 72
avoidance, 113–115, 35–41
management, 32–35, 175–187

core layer, 392–400
distribution layers, 387–392
enabling features, 100
general QoS packet-flow architecture, 73
input scheduling, 69, 149
ISL, 104
marking, 70, 104

ACE, 106–112
extended trust option, 112
MAC/VLAN, 105
tagged frames, 104
untagged frames, 104

platforms, 59–61
policing, 71, 162–174
QoS, 257
support, 68–72
trust, 61–62

switching
CEF, 50
DLSw, 10
engines, 271
MLS, 95–96, 338
necessity of QoS, 10–11

switchport command, 270

T
tables

CEF, 338
mapping, 150–152, 221
policed DSCP mark-down, 297–300

tagged frames, marking, 104
tail drop, Catalyst 3550 switches, 181
TCAM (ternary content addressable memory), 144, 145, 

201
TCP (Transmission Control Protocol)

round-trip time, 220
traffic (congestion avoidance), 35–41

ternary content addressable memory (TCAM), 144, 145, 
201

thresholds, 115
CoS, 263–265
queue tail-drop, 261–263
RED, 38
WRED, 267

throughput, 6
time intervals, 43
token buckets, 41–44, 353
topologies, multiplatflorm design, 378–380
ToS (type of service), 51, 96
traffic

ACLs, 157–158
conditioning, 20
HTTP (dNBAR), 343
Input scheduling, 100–103
matching, 131

traffic
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policing, 44–46, 219
rates, 171
requirements, 6
shaping, 20, 44

Catalyst 4000, 230
distributed, 360–362
per-port, 243–244
with class maps, 136

TCP (congestion avoidance), 35–41
token buckets, 41–44

transfers (token buckets), 41–44
transmit buffers, overflow, 204
transmit queues

shaping, 232
sharing, 229
size manipulation, 185

Triple Data Encryption Standard (3DES), 340
trust, 61–62

actions, 223
Catalyst 4000 CatOS switches, 86
Catalyst 6500, 275
Cisco IP Phone devices, 156–157
CoS, 208
DSCP, 154–155, 206
extended, 63–64, 156
IP precedence, 155–156
policing actions, 169, 263

trust-cos command, 273
trust-cos option, 112
trust-dscp command, 274
trust-ipprec command, 274
two-rate policing, Catalyst 6500, 310–314
type of service (ToS), 96

U-V
untagged frames

Catalyst 4000 CatOS switches, 86
marking, 104

untrusted interfaces, 210
uplink modules (congestion avoidance), 113–115

values
CoS, 104, 262
DSCP, 32
layers, 58
TCAM, 144

verification
CBWFQ, 56
interface trust configurations, 211
LLQ, 57
mapping tables, 209
NBAR protocol discovery, 344
policy map configuration, 137–138

Versatile Interface Processor (VIP), 339
video, IPVC, 14
viewing

global configuration, 149
input scheduling, 257
mapping tables, 209
port trust configuration, 211
QoS features, 205

VIP (Versatile Interface Processor), 339
VLAN (virtual LAN)

Catalyst 6500, 269–271
classification based on, 105
policing, 168–169, 215
voice, 63, 156

voice
Cisco IP Phone, 62–63
link efficiency, 47–50
VLANs, 63, 156

Voice over IP (VoIP), 96, 62–63

W-X
WAN (wide-area network), 9–11, 32, 337
Weighted Fair Queuing (WFQ), 34
Weighted Random Early Detection. See WRED
weighted round-robin (WRR) scheduling, 239
WFQ (Weighted Fair Queuing), 34
whichbus command, 103
wide-area network (WAN), 337
WRED (Weighted Random Early Detection), 19, 37, 72, 

113
class-based, 56
drop, 183
dWRED. See dWRED
thresholds, 267

WRR (weighted round-robin) scheduling, 239
Catalyst family of switches, 179
scheduling, 242

WS-X4232-L3 services module architecture, 239

XNS (Xerox Network Systems), 276

traffic

1206fmf.book  Page 414  Monday, May 12, 2003  5:12 PM


