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AAL (ATM Adaptation Layer), 169, 172–173
ABR (Available Bit Rate), 173–175
access rates, case study, 56–60
access-list 101 command, 136
ACK (acknowledgement), 315
action policies, traffic, 47
active flows, 136
adaptability, TE tunnels, 253
adaptive FRTS, 188
adaptive traffic shaping, Frame Relay, 194
Address Resolution Protocol (ARP), 287
Address Extension (AE), 186
adjacency tables, 289
AE (Address Extension), 186
AF (Assured Forwarding), 25, 28
algorithms

MDRR, 122
Nagle, 315
scheduling, 67–72

allocation
bandwidth, 82, 91, 121–123
case study, 87
downstream label, 214
upstream label, 216

alternate priority mode, 115
application-level traffic, LFI, 319–321
application-specific integrated circuit 

(ASIC), 48
applications, 190

identification, 34
levels of QoS, 6
multicast, 147–151
policies, 282–283
RSVP, 148–152

approaches, TE, 258
architecture

diffserv, 22–28
intserv, 21

ARP (Address Resolution Protocol), 287
ASIC (application-specific integrated 

circuit), 48
assignment of bandwidth per ToS class, 88
Assured Forwarding (AF), 25
Asynchronous Transfer Mode (ATM), 279
ATM (Asynchronous Transfer Mode), 172, 279

CLP bit based on IP Precedence, 185
differentiated services, 183–184
interworking, 178–179
Layer 2, 169–184
MPLS, 218

atm abr rate-factor 8 8 command, 175
ATM Adaptation Layer (AAL), 169
atm pvp configuration command, 176
atmpolicy Policy/Map information, 182
attacks

denial-of-service, 51
smurf, 141–142

attributes
available bandwidth, 253
link resource, 253
resource class, 253
TE path selection policies, 254
TE tunnels, 251–253

audio, 313
RSVP, 147–152
RTP header compression, 316

autoroute announce command, 268
Autosense, FRTS, 192, 194
available bandwith attribute, 253
Available Bit Rate (ABR), 173
average queue size computation, 131
avoidance, congestion, 13, 130–132

SPD, 139–140
TCP, 127–128
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backbone routers, deployment, 291–297
Backward Explicit Notification (BECN), 54
bandwidth, 10, 316

allocation, 82
assignment per ToS class, 88
commands, 86
custom queuing, 94–97
end-to-end, 157–162, 240
higher allocation case study, 86
QoS-group classification case study, 91
TE tunnels, 251

BECN (Backward Explicit Notification), 54, 
186–187

Frame Relay case study, 194–195
integration, 189

behavior
PHB, 26–28
TCP, 129

Best-Effort service, 6
BGP (Border Gateway Policy), 35, 301, 307
bgp-policy destination ip-prec-map 

command, 309
bgp-policy source ip-prec-map command, 309
binding labels, 213–216
Border Gateway Protocol. 

 

See

 

 BGP
boundaries

network interfaces, 281
traffic conditioners, 25–26

bumping traffic, 179
burst size, 172
business-site FRTS configuration, 194
byte-by-byte round-robin GPS Scheduler 

simulation, 73–74
byters, 95
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C/R (Command and Response), 186
caches, route-cache forwarding, 287–288
CAR (Committed Access Rate), 35, 279

configuring, 37, 40
rate-limiting function, 43–48

case studies, 183–184
ABR PVC, 175
ATM CLP bit based on IP Precedence, 185
bandwidth  

assignment per ToS class, 88
QoS-group classification, 91
for voice traffic, 121–123

class-based MWRR scheduling, 113–114
congestion avoidance, 133–135
differentiated IP packet discards, 180
downstream label ditribution, 219–222
enforcing public exchange point traffic, 

52–53
flow-based WFQ, 80–82
fragmentation (Frame Relay), 199
Frame Relay adaptive traffic shaping, 194
FRTS with Autosense, 192
high bandwidth, 86
IP Precedence, 41
limiting traffic, 48–50
mapping Frame Relay, 198
minimum interface bandwidth with 

different protocols, 95–98
MPLS 

CoS, 225–227
TE tunnel configuration, 258–272
VPN QoS, 240–241

multiple PVCs (Frame Relay), 196, 198
packets 

classification, 37–39
prioritization, 93

per-VC WFQ (Frame Relay), 198
preventing denial-of-service attacks, 51

 

backbone routers, deployment

 

1163_09IX.fm  Page 328  Monday, March 3, 2003  4:47 PM



 

329

 

priority queuing, 92
RSVP, 157–163
smurf attacks, 141–142
subrate IP services, 50
traffic shaping, 56–61
VP traffic shaping, 176
WFQ scheduling, 82–83

CBFWQ (Class-Based Weighted Fair 
Queuing), 76, 89–91, 319

CBR (Constant Bit Rate), 172–173
CDP (Cisco Discovery Protocol), 303
CDR (Committed Delivery Rate), 237
CE (Congestion Experienced), 139
CEF (Cisco Express Forwarding), 13, 287

backbone routers, 291–297
Cell Loss Priority (CLP), 171
route-cache switching, 297–298

CIR (Committed Information Rate), 187, 237
Cisco Discovery Protocol (CDP), 303
Cisco Express Forwarding. 

 

See

 

 CEF
Class Based Weighted Fair Queuing 

(CBWFQ), 76, 89–91, 319
class-based distributed WFQ, 89–91
class-based MWRR scheduling, 113
class-based WFQ, 85–86
class-map configuration command, 279
classes, 172–173

bandwidth assignment per ToS class, 88
MWRR ToS allocation, 112–113
traffic, 280

classification, packets, 34–39
classifiers, 12, 26

packets, 12
CLI (command line interface), 279
CLP (Cell Loss Priority), 171
coloring packets, 34
Command and Response (C/R), 186
command line interface (CLI), 279
commands, 142, 193, 268

access-list 101, 136
atm abr rate-factor, 175
atm pvp, 176
bgp-policy source ip-prec-map, 309

class-map, 86, 279
cos-queue group cos-a, 122
de-group, 199
de-list, 199
fair-queue, 86, 158
fair-queue interface, 80
fair-queue qos-group, 91
frame-relay fragment, 200
frame-relay priority-dlci-group, 196
ip cef, 219, 294
ip local policy route-map, 306
ip policy route-map, 306
ip route-cache flow accelerate, 303
ip rsvp resrvation, 159
ip rsvp sender, 158
ip rtp priority, 99, 200
ip spd headroom, 142
ip spd mode aggressive, 142
ip tcp path-mtu-discovery, 316
map, 295
match, 305
match access-group 101, 136
max-reserved bandwidth, 99
mpls traffic-eng attribute-flag 0x1, 264
mpls traffic-eng tunnels, 259
no mpls ip propagate-ttl, 218, 272
policy-map, 281
policy-map wred, 136
ppp mulitlink, 321
ppp multilink fragement-delay 20, 321
ppp multilink interleave, 321
priority keyword, 100
qos switching, 114
random-detect, 134
random-detect flow, 138
random-detect flow average-depth-factor 

6, 138
random-detect flow count, 138
req-qos guaranteed-delay, 163
route-map, 280
route-target import 200;1, 233
rx-cos slot, 122
service nagle, 315

 

commands
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service-policy, 182, 282
service-policy output febandwidth, 87
set, 305
shape average, 58
show, 49, 304
show atm vc, 177
show atm vp, 176
show atm vp 2, 177
show class, 86
show controllers fefab/tofab cos-queue 

length/parameters/variables, 123
show frame-relay pvc, 196
show frame-relay qos-autosense, 193
show interface Hssi0/0/0, 143
show interface rate, 49
show interface shape, 58
show interface tunnel0, 266
show interfaces switching, 143
show ip cache verbose, 293
show ip cef 222.222.222.3 internal, 268
show ip policy, 305
show ip route, 292
show ip routre vrf green, 232
show ip rsvp installed, 161–162
show ip rsvp interface, 160
show ip rsvp neighbor, 161
show ip rsvp request, 161
show isis mpls traffic tunnel, 266
show isis mpls traffic-eng advertise, 267
show mpls forwarding-table, 220–221
show mpls idp bindings, 220
show mpls idp parameters, 221
show mpls traffic-eng tunnel tunnel0, 

263–264
show policy, 86
show policy-map, 182
show queue, 81
show queue interface, 81
show queue s0, 162
show queue serial0, 87
show queueing custom, 97
show queueing fair, 82
show queueing priority, 93, 197

show queueing random-detect, 134, 138
show route-map tasman, 305
show traffic-shape statistics, 58
show-traffic shape, 193
shpae peak, 58
slot-table_cos, 122
table-a slot-table cos, 122
traffic-shape fecn-adapt, 190
traffic-shape_adaptive, 190
tunnel mode mpls traffic-en, 259
tunnel mpls traffic-eng autoroute 

announce, 268
tunnel mpls traffic-eng record route, 264
tx-queue-limit, 78
vofr, 200

Committed Access Rate (CAR), 35, 279
Committed Delivery Rate (CDR), 237
Committed Information Rate (CIR), 187, 237
Common Open Policy Service (COPS), 30
comparisons, CEF switching/route-cache 

switching, 297–298
components

control, 213–216
forwarding, 212
RSVP, 150

compression, RTP headers, 316
computation, 131
conditioners, network boundary traffic, 25–26
conferencing RSVP, 147–152
configuration

ABR PVC, 175
ATM CLP bit based on IP Precedence, 185
business-site FRTS, 194
CAR, 37–38
CoS, 123
FRTS with Autosense, 193
IP Precedence case study, 41
IP-ATM QoS interworking, 181
MLPP link-layer fragmentation, 321
multiple PVC bundles, 184
per-VC WFQ, 198
QoS-based DWFQ, 90
QPPB, 40
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RSVP-related, 159
TE tunnel, 258–272
voice traffic, 121–123

confirm-action statement, 47
congestion

avoidance, 13
ECN, 139
enhancing link utilization with 

WRED, 133–135
Frame Relay, 186–187
RED, 130–132
support, 67–70, 72
TCP, 127–128

Congestion Avoidance Policy, 121–123
Congestion Experienced (CE), 139
connections

performance, 9, 11
TCP (Nagle Algorithm), 315
traffic shaping, 56, 58–60

Constant Bit Rate (CBR), 172–173
contract restrictions, VP shaping, 174
control

Frame relay congestion, 186–187
MPLS, 211–217

controlled load service, 155
conversation queues, 80
COPS (Common Open Policy Service), 30
core network interfaces, 282
CoS

configuring, 123
MPLS case study, 225–227

cos-queue group cos-a command, 122
critical traffic, higher bandwidth allocation, 

86–87
CU (currently unused), 24
currently unused (CU), 24
custom queuing, 94–100
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data terminal equipment (DTE), 187
data-link connection identifier (DLCI), 185
DCEF (Distributed Cisco Express 

Forwarding), 83, 291
DE (Discard Eligible), 186–187, 198
Deficit Round Robin (DRR), 84, 106
definitions

policies, 281
traffic class, 280
QoS policies, 279
TE trunks, 251

de-group command, 199
de-list command, 199
deleting labels, 222
denial-of-service attacks, preventing, 51
deploying CEF backbone routers, 291–297
designated SBM (DSBM), 204
differentiated IP packet discards, 180
differentiated MPLS VPN QoS, 237–238
Differentiated Service Code Point (DSCP), 279
differentiated services, ATM case study, 

183–184
differentiated services byte (DS byte), 22
Differentiated Services Code Point (DSCP), 

12, 22–28
diffserv architecture, 22–28
Discard Eliglible (DE), 186–187
discard strategies, cells, 173–174
distinct reservations, 152
Distributed Cisco Express Forwarding 

(DCEF), 83, 291
Distributed Traffic Shaping (DTS), 55
distributed WFQ (DWFQ), 83–85
distribution

downstream label case study, 219–222
local link resource information, 254

 

distribution
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DLCI (data-link connection identifier), 185
domains, 22
downstream label allocation, 214
drop probability, 132–135
dropper function, 26
DRR (Deficit Round Robin), 84, 106
DS byte (differentiated services byte), 22
DSBM (designated SBM), 204
DSCP (Differentiated Services Code Point), 

12, 22, 85, 323–325
DTE (data terminal equipment), 187
DTS (Distributed Traffic Shaping), 55
DWFQ ( distributed WFQ), 83–84

QoS-based, 90
ToS-based, 89–90
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early packet discard (EPD), 173–174
ECN routers, 139
EF (Expedited Forwarding), 25
EIR (Excess Information Rate), 187
election, DSBM, 205
enabling

Frame relay fragmentation, 199
Nagle Algorithm, 315
Path MTU Discovery, 316
polices, 282–283

encapsulation, labels, 216–217
end-tend guaranteed bandwith, 240
end-to-end bandwidth, reserving with, 

157–160, 162
end-to-end IP QoS, 225
end-to-end QoS, 15
enforcing

IP Precedence setting case study, 41
public exchange point traffic, 52–53

engineering traffic, 214
enhancing link utilization with WRED, 

133–135
Enterprise Resource Planning (ERP), 190
EPD (early parket discard), 173–174

ER-LSP (Explicitly Routed Label Switched 
Path), 255

ERP (Enterprise Resource Planning), 190
exceed-action statement, 47
Excess Infromation Rate (EIR), 187
execution, order of policies, 284
expanded traffic capability, LANs, 200–203
Expedited Forwarding (EF), 25
Explicitly Routed Label Switched Path (ER-

LSP), 255
extensions

IGP routing protocol, 257
RSVP, 205

 

F

 

fair allocation schemes, 69–70
Fair Queuing (FQ), 67
fair-queue command, 86, 158
fair-queue interface command, 80
fair-queue qos-group command, 91
fast switching, 287
FCS (Frame Check Sequence), 186
FDDI (Fiber Distributed Data Interface), 52
FECN (Forward Explicit Congestion 

Notification), 54, 186–187
Frame Relay case study, 194–195
integration, 189

FF (Fixed Filter), 152
Fiber Distributed Data Interface (FDDI), 52
FIFO (first-in, first-out), 9, 68–69
File Transfer Protocol (FTP), 6, 155, 283
first-in, first-out (FIFO), 9, 68–69
Fixed Filter (FF), 152
flow WRED, 136–138
flow-based DWFQ (distributed WFQ), 83–85
flow-based WFQ, 75–78

case study, 80–82
strict priorty queue for voice, 100

FlowSpec, 152
formats, ATM cells, 169–170
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Forward Explicit Congestion Notification 
(FECN), 54

forwarding
CEF, 289
MPLS, 211–212, 214–217
route-cache, 287–288

FQ (Fair Queuing), 67, 73
FRAD (Frame Relay Access Device), 190
fragmentation

Frame Relay, 190–191, 199
LFI, 319
sizes, 320

Frame Check Sequence (FCS), 186
Frame Relay, 185–199

fragmentation, 190–191
interwoking, 192
traffic shaping, 60–61

Frame Relay Access Device (FRAD), 190
Frame Relay Forum (FRF), 190
Frame Relay Traffic Shaping (FRTS), 187–

189, 279
Frame Relay virtual circuit (VC), 279
frame-relay fragment command, 200
frame-relay priority-dlci-group command, 196
frame relay qos-autosense, 193
frame-relay qos autosense command, 193
frame-relay traffic-shaping, 193
frame-relay traffic-shaping command, 193
FRF (Frame Relay Forum), 190
FRTS (Frame Relay Traffic Shaping), 192, 279
FTP (File Transfer Protocol), 82–83, 155, 283
functional blocks in diffserv architecture, 22
functions, 12. 

 

See also

 

 commands
congestion avoidance, 13
dropper, 26
identification, 34–35
LFI (Link Layer and INterleaving), 

319–321
metering, 26
packet classifier and marker, 12

policing, 42
QoS Signaling Protocol, 13
rate-limiting, 43–48
resource allocation, 12
routing, 13
shaper, 26
shaping, 42
switching, 13
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GB (guaranteed bandwidth), 240
generalized processor sharing (GPS), 71–72
Generic Traffic Shaping (GTS), 55, 279
global synchronization, 129
goldservice, 86
GPS (generalized processor sharing), 71–73
GTS (Generic Traffic Shaping), 55, 279
guaranteed bandwidth (GB), 240
guaranteed bit rate service, 155
guaranteed QoS, 238–239
guaranteed services, 7

 

H

 

hard QoS, 7
head-end router, 255
headers, 316
HEC (Header Error Control), 171
hierarchical policies, 283
high bandwidth allocation case study, 86
High-Speed Serial Interface (HSSI), 37, 88
histories, 8–9
holding priorities, TE tunnels, 251
hosting, Web services, 51
HSSI (High-Speed Serial Interface), 37, 88

 

HSSI (High-Speed Serial Interface)
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ICMP (Internet Control Message Protocol), 51
identification function, 34–35
IEEE (Institute of Electronic Engineers), 14, 

200–203
IETF (Internet Engineering Task Force), 9, 21
IGPs (Interior Gateway Protocols), 257, 302
ILMI (Interim Local Manement Interface), 179
implementation

MDRR, 119, 121
MWRR, 112–113
queuing, 68
traffic measurement, 44, 54
WFQ, 79–80

incoming traffic, 307–309
initialization, SBM, 204
input, interface queues, 119
Institute of Electronic Engineers (IEEE), 14, 

200–203
integrated services, 155
Integrated Services (intserv), 9
Integrated Services over Specifiuc Lower 

Layers (ISSLL), 203
integration, BECN/FECN, 189
interfaces

network boundary, 281
policies, 282
virtual-template, 321

Interim Local Management Interface 
(ILMI), 179

Interior Gateway Protocols (IGPs), 302
Intermediate System-to-Intermediate System 

(IS-IS), 302
Internet Control Message Protocol (ICMP), 51
Internet Engineering Task Force (IETF), 9, 21
Internet Router (IR), 303
Internet service provider (ISP), 113, 291
inter-policy feature ordering, 284

interworking
ATM, 178–179
Frame Relay, 192

intra-feature execution orders, 284
intserv, 9, 21
IP (Internet Protocol), 30

flow-based WFQ, 75–78
Precedence, 34–35, 323–325

case study, 37–41
DSCP, 36
limiting traffic, 49–50
mapping Frame Relay DE bits, 198
QPPB, 39

networks, 302–303
priority queuing case study, 92
QoS history, 8–9
services, 50

ip cef command, 219, 294
ip local policy route-map command, 306
ip policy route-map command, 306
ip priority queue, 142
ip route-cache flow accelerate command, 303
ip rsvp reservation command, 159
ip rsvp sender command, 158
ip rtp priority command, 99, 200
ip spd headroom command, 142
ip spd mode aggressive command, 142
ip tcp path-mtu-discovery command, 316
IR (Internet Router), 303
IS-IS (Intermediate System-to-Intermediate 

System), 302
IS-IS modifications, 258
ISP (Internet service provider), 113, 291

backbone, 240
CEF based packet forwarding, 291–297

ISSLL (Integrated Services over Specific 
Lower Layers), 203

its, 306

 

ICMP (Internet Control Message Protocol)
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jitter
minimum, 121–123
packet, 10

Label Edge Router (LER), 212
Label Information Base (LIB), 212
Label Switched Path (LSP), 247
Label Switching Router (LSR), 212
labels

binding, 213–216
downstream distribution, 219–222
encapsulation, 216–217
switching, 14

LANs (local-area networks), 200–203
Layer 2

ATM, 169–170–184
overlay model, 247–248
QoS technologies, 14

LER (Label Edge Router), 212, 227
levels of QoS, 6
LIB (Label Information Base), 212
limiting traffic, 48–50
link admission control, TE tunnels, 256
link resource attributes, 253
Link State Advertisement (LSA), 257
links, enhancing utilization, 133–135
local link resource information, 

distribution of, 254
lookups, process switching, 287
loss, packet, 11
low-latency queues, 98, 115
LSA (Link State Advertisement), 257
LSP (Label Switched Path), 247
LSR (Label Switching Router), 212, 227

 

M

 

MAC (Media Access Control), 280
maintenance, TE path, 256
management

policies, 301–305
queues, 130–132
traffic rate, 42–48

managers, policy, 29
map commands, 295
mapping, Frame Relay, 198
mark probability denominator, 132
marking packets, 34–39
match access-group 101 command, 136
match commands, 305
match subcommand, 280
matching traffic specification, 44
max-min fair-share allocation scheme, 69–70
max-reserved bandwidth command, 99
maximum burst size (MBS), 172
maximum segment size (MSS), 127
MBS (maximum burst size), 172
MCR (Minimum Cell Rate), 173
MDRR (Modified Deficit Round Robin), 

114–121
measuring traffic, 42, 54
mechanisms, voice traffic, 98–101
Media Access Control (MAC), 280
media support, RSVP, 156
messages, RSVP, 151
metering function, 26
Minimum Cell rate (MCR), 173
MINCIR (minimum CIR), 188
minimum jitter, 121–123
MLPP (Multilink Point-to-Point), 99
models, Layer 2 overlay, 247–248

 

models, Layer 2 overlay
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alternate priority, 115
strict priority, 115

modification
custom queues, 100
IS-IS, 258

Modified Deficit Round Robin (MDRR), 
114–121

Modified Weighted Round Robin (MWRR), 
105–113

modular CLI (command-line interface), 89–91
MPLS (Multi Protocol Label Switching), 14, 

211, 247, 302
ATM, 218
case study, 258–272
CoS case study, 225–227
QoS, 223
VPN, 227–237
VPN QoS, 237–241

mpls traffic-eng attribute-flag 0x1 
command, 264

mpls traffic-eng tunnels command, 259
MSS (maximum segment size), 127
Multi Protocol Label Switching. 

 

See

 

 MPLS
multicast applications, RSVP, 147
multidimensional policies, 282
Multilink Point-to-Point (MLPP), 99
multimedia, RSVP, 147–152
multiple PVCs

case study, 196
configuring bundles, 184

MWRR (Modified Weighted Round Robin), 
105–114
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Nagle Algorithm, 315
NBAR (Network Based Application 

recognition), 34
Network Based Application Recoginition 

(NBAR), 34
Network File System (NFS), 148

Network Layer Reachability Information 
(NLRI), 228

Network-to-Node Interface (NNI), 169–170
networks

ATM
interworking, 178–179
Layer 2, 169–184

boundary interfaces, 281
boundary traffic conditioners, 25–26
end-to-end IP QoS, 225
Frame Relay, 185–199
LANs, 200–203
Layer 2 overlay, 247–248
levels of QoS, 6
Path MTU Discovery, 315
perfomance, 9, 11
policy-based routing, 302–303
priority queuing, 91–92
provisioning, 28
RRR, 248–249
support, 67–72
traffic rate management, 42
WAN (wide-area network), 8, 319

NFS (Network File System), 148
NLRI (Network Layer Reachability 

Information), 228
NNI (Network-to-Node Interface), 169–170
no mpls ip propagate-ttl command, 218, 272
nonadaptive flows, congestion avoidance, 138
nRT-VBR (Non-Real Time Variable 

Bit Rate), 172
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Open Shortest Path First. 

 

See

 

 OSPF
optimization

bandwidth, 316
routing, 301, 303–305
TE path, 256

order of policy execution, 284

 

modes
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OSPF (Open Shortest Path First), 258, 289
outgoing traffic, 307–309
output, interface queue, 119

 

P

 

packets
cell discard strategies, 173–174
classification, 34–39
classifier and marker, 12
coloring, 34
delay and jitter, 10
differentied IP discards, 180
drop policy, 13
drop probability, 132–135
FIFO queuing, 68–69
flow WRED, 136–138
Frame Relay, 190–191
label encapsulation, 216–217
loss, 11
marking, 34
Path MTU Discovery, 315
prioritization, 93
priority queuing, 91–92
process switching, 287
route-cache forwarding, 287–288
scheduling, 106
size, 305
TE trunks, 251
traffic shaping, 53–60
WRR (Weighted Round Robin), 106–108

parameters, 93
partial packet discard (PPD), 173–174
PATH messages, 151
Path MTU Discovery, 315
Path State Block (PSB), 151, 205
paths

selection, 253–254
TE maintenance, 256

Payload Type Identifier (PTI), 171
PBR (Policy-Based Routing), 35, 38
PCR (Peak Cell Rate), 172

PEP (Policy Enforcement Point), 30
performance, 9–11. 

 

See also

 

 optimization
Per-INterface Rate Configuration (PIRC), 48
permanent virtual circuits (PVCs), 54, 169
permium services, EF PHB, 27
per-VC WFQ, 198
PHB (per-hop behavior), 26–28

MDRR, 114–121
MWRR, 105–113
resource allocation policy, 28–30

PIRC (Per-Interface Rate Configuration), 48
Point-to-Point Protocol (PPP), 319
Points of Presence (POP), 258
policies

action, 47
applications, 282–283
defining, 281
hierarchical, 283
incoming traffic, 307–309managers, 29
order of execution, 284
outgoing traffic, 307–309
packet drop, 13
path selection, 254
resource allocation, 28–30
routing, 301–305

policing traffic, 43–48
Policy Enforcement Point (PEP), 30
Policy-Based Routing (PBR), 35, 302–303
policy-map command, 281
policy-map wred command, 136
POP (Points of Presence), 258
popping labels, 222
PPD (partial packet discard), 173–174
PPP (Point-to-Point Protocol), 319
ppp mulitlink command, 321
ppp multilink fragement-delay 20 

command, 321
ppp mulitlink interleave command, 321
PQ (priority queue), 83
precedence, 34–35, 303–304, 323–325. 

 

See also

 

 IP (Internet Protocol)
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pre-hop behavior (PHB), 22
preventing

denial-of-service attacks, 51
smurf attacks, 141–142

priorities
packets, 93
TE tunnels, 251

priority keyword command, 100
priority queue (PQ), 83, 91–93
proactive queue management for congestion 

avoidance, 130–132
probability, packet drops, 132
process switching, 287–288
propagation, 307
protocols

FTP (File Transfer Protocol), 6, 155
ICMP (Internet Control Message 

Protocol), 51
IGP routing extensions, 257
IP (Internet Protocol), 8–9
minimum interface bandwidth, 95–98
MPLS (Multi Protocol Label 

switching), 14
QoS Signaling Portocol, 13
RSVP (Resource Reservation Protocol), 21
RTP (Real-time Transport Protocol), 99
SBM (Subnet Bandwidth Manager), 

203–205
TCP (Transmissin Control Protocol), 151
TCP/IP (Transmission Control Protocol/

Internet Protocol), 8
UDP (User Datagram Protocol), 151

Provider Edge routers, 228
provisioning networks, 28
PSB (Path State Block), 151, 205
PTI (Payload Type Identifier), 171
public exchange point traffic, enforcing, 52–53
PVCs (permanent virtual circuits), 54, 169

 

Q

 

QoS, 172
end-to-end IP, 225
MPLS, 223
MPLS VPN, 237–241
packet classification, 36
policies, 279, 301–305, 307
propagation, 307

QoS Policy Propagation BGP (QPPB), 287
QoS Signaling Protocol, 13
qos switching command, 114
QoS-based DWFQ, 90
QoS-based routing, 301–302
QPPB (QoS Policy Propagation BGP), 287

IP Precedence, 39
QoS groups, 40

quantum values, 114
queues

ATM interworking, 178–179
average size computation, 131
conversation, 80
input interface, 119
IP priority, 142
low-latency, 115
output interface, 119
RED, 130–132
ToS-based DWFQ, 89–90
WRR (Weighted Round Robin), 106

queuing
custom, 94–97, 100
FIFO, 68–69
implementing, 68
priority, 91–92
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random-detect command, 134
random-detect flow average-depth-factor 6 

command, 138
random-detect flow command, 138
random-detect flow count command, 138
rate-limiting function, 43–45, 47–48
rates

access, 56–60
ICMP, 51
traffic, 48–50
traffic management, 42–48

RD (route distinguisher), 228
Real-time Transfer Control Protocol 

(RTCP), 313
Real-time Transport Protocol (RTP), 99, 313
Real-Time Variable Bit Rate (RT-VBR), 172
receivers

controlled load services, 155
guaranteed bit rate services, 155

RED, congestion avoidance, 130–132
req-qos guaranteed-delay command, 163
reservation styles, RSVP, 152–162
resilience, TE tunnels, 253
resource allocation, 12
resource allocation policy, 28–30
resource class affinity, TE tunnel, 252
resource class attribute, 253
Resource Management (RM), 173
Resource Reservation Protocol (RSVP), 

21, 313
RESV (RSVP reservation request), 79
retransmit timer (RTT), 128
RM (Resource Management), 173
round numbers, 72
round-robin, byte-by-byte GPS Scheduler 

simulation, 73–74
route distinguisher (RD), 228

route-cache 
forwarding, 287–288
switching, 297–298

route-map command, 280
route-target import 200colon1 command 

(change in edit), 233
routers

ABR PVC, 175
backbone, 291–297
class-based WFQ, 85–86
ECN, 139
head-end, 255
Layer 2 overlay model, 247–248
packets, 34
Provider Edge, 228
RSVP-related configuration, 159
SPD, 139–140
support, 67–72
TE trunks, 251
traffic rate management, 42–48

routing, 13
IGP protocol extensions, 257
IP precedence, 303–304
packet size, 305
policy-based, 302–303
QoS, 301–305

RRR (Routing by Resource Reservation), 247–
249, 253

RSVP (Resource Reservation Protocol), 21, 
313, 147

case study, 157–163
controlled load service, 155
extensions, 205
guaranteed bit rate service, 155
media support, 156
resrvation styles, 152
scalability, 156
TE-RSVP, 256–257
WFQ interaction, 79
at VPN sites only, 239

RSVP reservation request (RESV), 79

 

RSVP reservation request (RESV)
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RSVP-related configuration, 159
RT (Route Target), 228
RTCP (Real-time Transfer Control 

Protocol), 313
RTP (Real-time Transport Protocol), 99, 313
RTT (retransmit timer), 128
RT-VBR (Real-Time Variable Bit Rate), 172
rx-cos slot command, 122

 

S

 

SAR (segmentation and reassembly), 169
SBM (Subnet Bandwidth Manager), 203
scalability, RSVP, 156
schedulers, process switching, 287
scheduling

class-based MWRR, 113–114
GOS, 71–72
MDRR, 114–121
mechanisms for voice traffic, 98–101
MWRR, 105–113
sequence number computation-based 

WFQ, 72–73
support, 67–72
WFQ, 79, 82

schemes
max-min fair-share allocation, 69–70
switching, 297–298
token buckert, 42

SCR (Sustained Cell Rate), 172
SE (Shared Explicit), 153
segmentation and reassembly (SAR), 169
self-clocking, 128
Sequence Number (SN), 73
sequence number computation-based WFQ, 

72–73
Service Level Agreements (SLAs), 306
service nagle command, 315
service-policy command, 182, 282
service-policy output febandwidth 

command, 87

services
ABR case study, 175
best-effort, 6
controlled load, 155
diffserv

architecture, 22–26
PHB, 26–28
resource policy, 28–30

guaranteed, 7
guaranteed bit rate, 155
IP subrate, 50
Web hosting, 51

set commands, 305
setup priorities, TE tunnels, 251
shape average command, 58
shape peak command, 58
shaper function, 26
shaping

FRTS (Frame Relay Traffic Shaping), 
187–189

traffic, 53–60
Frame Relay, 60–61
VP case study, 176

VP, 174
shaping functions, 42
Shared Explicit (SE), 153
shared reservations, 152
Shortest Path First (SPF), 254
show atm vc command, 177
show atm vp command, 176
show atm vp 2 command, 177
show class command, 86
show command, 49
show commands, 304
show controllers frfab/tofab cos-queue length/

parameters/varaibles command, 123
show frame-relay pvc command, 196
show frame-relay qos-autosense 

command, 193
show interface Hssi0/0/0 command, 143
show interface rate commad, 49

 

RSVP-related configuration
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show interface shape command, 58
show interface tunnel0 command, 266
show interfaces switching command, 143
show ip cache verbose command, 293
show ip cef 222.222.222.3 internal 

command, 268
show ip policy command, 305
show ip route, 268
show ip route command, 268, 292
show ip route vrf green command, 232
show ip rsvp installed command, 161–162
show ip rsvp interface command, 160
show ip rsvp neighbor command, 161
show ip rsvp request command, 161
show ip spd, 142
show ip spd command, 142
show isis mpls traffic tunnel command, 266
show isis mpls traffic-eng advertise 

command, 267
show mpls forward-table command, 220
show mpls forwarding-table command, 221
show mpls idp bindings command, 220
show mpls idp parameters command, 221
show mpls traffic-eng tunnel tunnel0 

command, 263–264
show policy command, 86
show policy-map command, 182
show queue command, 81
show queue interface command, 81
show queue s0 command, 162
show queue serial0 command, 87
show queueing custom command, 97
show queueing fair command, 82
show queueing priority command, 93, 197
show queueing random-detect command, 

134, 138
show route-map tasman command, 305
show traffic-shape command, 193
show traffic-shape statistics command, 58
signaled QoS, 29
simulation, byte-by-byte GPS Scheduler, 

73–74

sizes
fragements, 320
packets, 305

SLAs (Service Level Agreements), 306
slot-table-cos_command, 122
slow start avoidance, TCP, 127–128
slow start threshold (ssthresh), 128
smurf attacks, 141–142
SN (Sequence Number), 73
SONET (Synchronous Optical Network), 121
SOO (Source of Origin), 228
Source Route Object (SRO), 255
specifications, traffic matching, 44
SPF (Shortest Path First), 254
SRAM (Static Random Access Memory), 85
SRO (Source Route Object), 255
ssthresh (slow start threshold), 128
statements

confirm-action, 47
exceed-action, 47

Static Random Access Memory (SRAM), 85
strategies, cell discard, 173–174
strict priority mode, 115
strict priority queue for voice, 100
studies, Frame Relay adaptive traffic 

shaping, 195
Subnet Bandwidth Manager (SBM), 203
subrate IP services, 50
support

class-based WFQ, 85–86
custom queuing, 101
DWFQ ( distributed WFQ), 83–85
RSVP, 156
scheduling, 67–72

Sustained Cell Rate (SCR), 172
SVCs (switched virtual circuits), 54, 169
switches, MPLS, 218
switching, 13

fast, 287
MPLS, 14, 211–217
process, 287

Synchronous Optical Network (SONET), 121

 

Synchronous Optical Network
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table-a slot-table cos command, 122
tables, adjacency, 289
tail drop, 13
TCP (Tranmission Control Protocol), 127–128, 

283, 315
congestion, 139
slow start avoidance, 127–128
traffic, 129

TCP/IP (Transmission Control Protocol/
Internet Protocol), 8, 316

TCP-police-hierarchical policies, 284
TE (traffic engineering), 258, 302

path, 256
trunks, 251
tunnels, 251–272

telent-ftp-police policies, 284
TE-RSVP, 256–257
thresholds, packet drop probability, 132
Time-to-Live (TTL), 272
tinygrams, 315
token buckets, 42–44, 54
tools, routing decisions, 301–305
ToS (Type of Service), 22, 112–113
ToS-based DWFQ, 89–90
traffic

action policies, 47
ATM QoS, 172
bandwidth assignment per ToS class, 88
bumping, 179
CAR, 37–40
class definition, 280
custom queuing, 94–97
engineering, 214
flow-based WFQ, 80–82
Frame Relay, 186–189
higher bandwidth allocation case study, 

86–87
incoming, 307–309
IP precedence, 303–304
LANs, 200–203
Layer 2 overlay model, 247–248

levels of QoS, 6
limiting, 49–50
measuring, 42, 54
mechanisms, 99
multimedia, 147–151
network boundary conditioners, 25–26
outgoing, 307–309
PHB (per-hop behavior), 26
policing, 43–48
priority queuing, 91–92
public exchange point, 52–53
QPPB, 39
rate management, 42–48
rates, 48–50
RRR, 248–249
RTP, 313
shaping, 53–54

case study, 56–60
Frame Relay, 60–61

SPD, 139–140
TCP behavior in tail-drop scenario, 129
voice

configuring, 121–123
scheduling mechanisms, 98–101

VP shaping, 174
Web hosting services, 51

traffic engineering (TE), 302
traffic matching specification, 44
traffic shaping (TS), 42
traffic-shape fecn-adapt command, 190
traffic-shape_adaptive command, 190
Transmission Control Protocol. 

 

See

 

 TCP
Transmission Control Protocol/Internet 

Protocol. 

 

See

 

 TCP/IP
troubleshooting

performance, 9, 11
RSVP, 156
scheduling, 67– 72
TE path, 256
traffic rate management, 42–48

trunks, TE, 251
TS (traffic shaping), 42
TTL (Time-to-Live), 272
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tunnel mode mpls traffic-eng command, 259
tunnel mpls traffic-eng autoroute announce 

command, 268
tunnel mpls traffic-eng record-route 

command, 264
tunnels, 251–272. 

 

See also

 

 TE
tx-queue-limit command, 78
Type of Service (ToS), 22
types of AAL, 172–173

 

U

 

UBR (Unspecified Bit Rate), 173
UDP (User Datagram Protocol), 151, 302
under, 301
UNI (User-to-Network Interface), 169–170
unicast traffic, 148
Universal Resource Locator (URL), 34
Unspecified Bit Rate (UBR), 173
upstream label allocation, 216
URL (Universal Resource Locator), 34
User Datagram Protocol (UDP), 151, 302
User-to-Network Interface (UNI), 169–170

 

V

 

values
quantum, 114
SOO, 228

VBR (Variable Bit Rate), 172–173
VC (virtual circuit), 185–199, 279
VCI (virtual channel identifier), 170
Versatile Interface Processor (VIP), 48, 83
video, 147–151, 313. 

 

See also

 

 RSVP
VIP (Versatile Interface Processor), 48, 83
virtual channel identifier (VCI), 170
virtual circuit (VC), 185–199, 279
virtual path (VP), 170
Virtual Private Network. 

 

See

 

 VPN
virtual-template interface, 321
vofr command, 200

voice, 100
flow packets case study, 82–83
traffic, 98

VoIP (Voice over IP), 93, 98, 162–163
VP (virtaul path), 170
VPN (Virtual Private Network), 148

MPLS, 227–237
RSVP, 240

 

W

 

WAN (wide area network), 185–199, 319
Web hosting services, 51
Weighted Fair Queuing. 

 

See

 

 WFQ
weighted flow classes, GPS, 71–72
Weighted Random Early Detection. 

 

See

 

 WRED
Weighted Round Robin (WRR), 105–108
WF (Wildcard Filter), 153
WFQ (weighted Fair Queuing), 83–85, 

279, 320
case study, 82–83
class-based, 85–86
flow-based, 75–78

bandwidth allocation case study, 82
case study, 80–81
strict priority queue for voice, 100

implmenting, 79–80
per-VC WFQ, 198
sequence number computation-based, 

72–73
WG (Working Group), 21
wide area network (WAN), 185–199, 319
Wildcard Filter (WF), 153
Working Group (WG), 21
WRED (Weighted Random Early 

Detection), 279
congestion avoidance, 133–135
flow WRED, 136–138

WRR (Weighted Round Robin), 105–108
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