Listing 9.1  Web.config

   <configuration>

     <system.web>

       ...

       <authentication mode=”Windows”/>

       <authorization>

         <allow users=”?”/>

        <deny users=”*”/>

      </authorization>

      ...

    </system.web>

  </configuration>

Listing 9.2  admin.aspx 
   <%@ Import Namespace=”System.Web” %>

   <%@ Import Namespace=”System.Web.UI.WebControls” %>

   <%@ Import Namespace=”System.Web.Security” %>

   <html>

     <head>

       <title>

         Server Administration

       </title>

      <script runat=”server” language=”VB”>

        Public Sub Page_Load(Sender As Object, E As EventArgs)

          If Request.IsAuthenticated Then

            UserName.Text = HttpContext.Current.User.Identity.Name

            If HttpContext.Current.User.IsInRole(“Administrators”) Then

              manageAllButton.Visible = True

            End If

          End If

        End Sub

        Public Sub manageAllButton_OnClick(Sender As Object, _

                                           E As EventArgs)

          Response.Redirect(“manageall.aspx”)

        End Sub

      </script>

    </head>

    <body>

      <p>

        <b>Username:</b> <asp:label runat=”server” id=”UserName”/>

      </p>

      <hr>

      <p>

        Available options:

        <br>

        <a href=”manage.aspx”>Manage my Account</a>

        <br>

        <asp:linkButton runat=”server” 

                        id=”manageAllButton” 

                        onclick=”manageAllButton_OnClick”

                        text=”Manage All Accounts”

                        visible=”False”/>

        </ul>

      </p>

    </body>

  </html>

Listing 9.3  Web.config

   <configuration>

     <system.web>

       ...

       <authentication mode=”Forms”>

         <forms name=”.ASPXAUTH”

                loginurl=”/login.aspx”

                protection=”Encryption”>

          <credentials passwordformat=”SHA1”>

            <user name=”Ron” password=”AB54B7H109AE41F0”/>

            <user name=”Scott” password=”0F14AE901H7B45BA”/>

          </credentials>

        </forms>

      </authentication>

      <authorization>

        <allow users=”Ron,Scott”/>

        <deny users=”*”/>

      </authorization>

      ...

    </system.web>

  </configuration>

Listing 9.4  login.aspx

   <%@ Import Namespace=”System.Web” %>

   <%@ Import Namespace=”System.Web.UI.WebControls” %>

   <%@ Import Namespace=”System.Web.Security” %>

   <html>

     <head>

       <title>Login Page</title>

       <script runat=”server” language=”VB”>

         Public Sub loginButton_OnClick(Sender As Object, _

                                       E As EventArgs)

          If FormsAuthentication.Authenticate(UserName.Text, _

                                              Password.Text) Then

            FormsAuthentication.RedirectFromLoginPage(UserName.Text, _ 

                                                      Persist.Checked)

          Else

            ErrorLabel.Text = “Invalid Username/Password combination”

          End If

        End Sub

      </script>

    </head>

    <body>

      <form runat=”server”>

        <p>

          <b>Please Log in</b>

        </p>

        <hr>

        <p>

          The resource you have requested requires a valid login.

          Please provide your username and password below.

        </p>

        <p>

          <asp:label runat=”server”

                     id=”ErrorLabel”/>

        </p>

        <p>

          <table>

            <tr>

              <td>Username:</td>

              <td>

                <asp:textbox runat=”server”

                             id=”UserName”

                             TextMode=”SingleLine”/>

              </td>

            </tr>

            <tr>

              <td>Password:</td>

              <td>

                <asp:textbox runat=”server”

                             id=”Password”

                             TextMode=”Password”/>

              </td>

            </tr>

            <tr>

              <td colspan=”2”>

                 <asp:checkbox runat=”server”

                              id=”Persist”

                              Text=”Keep me logged in between 

                                    browser restarts”/>

              </td>

            </tr>

            <tr>

              <td colspan=”2”>

                <asp:linkButton runat=”server”

                                id=”loginButton”

                                text=”Log In”

                                onclick=”loginButton_OnClick”/>

              </td>

            </tr>

          </table>

        </p>

      </form>

    </body>

  </html>

Listing 9.5  default.aspx

   <%@ Import Namespace=”System.Web” %>

   <%@ Import Namespace=”System.Web.UI.WebControls” %>

   <%@ Import Namespace=”System.Web.Security” %>

   <html>

     <head>

       <title>Secure Page</title>

       <script runat=”server” language=”VB”>

         Public Sub signoutButton_OnClick(Sender As Object, _

                                         E As EventArgs)

          FormsAuthentication.SignOut()

          Response.Redirect(“/login.aspx”)

        End Sub

      </script>

    </head>

    <body>

      <p>

        <b>Welcome</b>

      </p>

      <p>

        This is a secure page.

        <br>

        <asp:linkButton runat=”server”

                        id=”signoutButton”

                        text=”Sign out”

                        onclick=”signoutButton_OnClick”/>

      </p>

    </body>

  </html>

Listing 9.6  Web.config

   <configuration>

     <system.web>

       ...

       <authentication mode=”Passport”>

       </authentication>

       ...

     </system.web>

   </configuration>

Listing 9.7  default.aspx

   <%@ Import Namespace=”System.Web.Security” %>

   <html>

     <head>

       <script runat=”server” language=”vb”>


         Private Sub Page_Load(ByVal Sender As Object, _

                               ByVal e As EventArgs)

           Dim lUseDefault As Integer = -1

           Dim lTimeWindow As Integer = 7200 ‘ Two hours

          Dim fForceLogin As Boolean = False ‘ No manual sign-in

          Dim SelfURL As String = “http://” & Request.Url.Host & _

                Request.Url.AbsolutePath

          Dim PassportMgr As PassportIdentity = _

                CType(Context.Current.User.Identity, PassportIdentity)

          If PassportMgr.GetFromNetworkServer() Then         

            Response.Redirect(SelfURL)

          End If

          If PassportMgr.GetIsAuthenticated(lTimeWindow, fForceLogin, _

               False) Then

            lblMessage.Text = “Welcome to the site!”

          ElseIf PassportMgr.HasTicket Then

            PassportMgr.LoginUser(HttpUtility.UrlEncode(SelfURL), _

                                  lTimeWindow, _

                                  fForceLogin, _

                                  vbNullString, _

                                  lUseDefault, _

                                  vbNullString, _

                                  lUseDefault, _

                                  False, _

                                  vbNullString)

          Else

            lblMessage.Text = “Please Sign In.”

          End If

          lblLogoTag.Text = _

            PassportMgr.LogoTag2(HttpUtility.UrlEncode(SelfURL), _

                                 lTimeWindow, _

                                 fForceLogin, _

                                 vbNullString, _

                                 lUseDefault, _

                                 False, _

                                 vbNullString, _

                                 lUseDefault, _

                                 False)

        End Sub

      </script>

    </head>

    <body>

      <asp:label runat=”server” id=”lblMessage”/>

      <br>

      <asp:label runat=”server” id=”lblLogoTag”/>

    </body>

  </html>

Listing 9.8  global.asax

   <%@ Import Namespace=”System.Data” %>

   <%@ Import Namespace=”System.Data.SqlClient” %>

   <%@ Import Namespace=”System.Security” %>

   <%@ Import Namespace=”System.Security.Principal” %>

   <script language=”VB” runat=”server”>

     Public Sub FormsAuthentication_OnAuthenticate(Sender As Object, _

                                                   E As EventArgs)

     ‘ If the current request is authenticated...

     If Request.IsAuthenticated = True Then

        ‘ Create SQL Connection

        Dim sqlConn As New SqlConnection(“DSN=UsersDb,UID=sa,PWD=”)

        ‘ Initialize the SQL Statement and UserName parameter

        Dim sSqlCmd As String = “Select [Role] From UserRoles Where UserName = ?”

        Dim sqlPrmUserName As New SqlParameter(“@UserName”, _

          HttpContext.Current.User.Identity.Name)

        ‘ Initialize the other SQL components

        Dim sqlDataAdapter As New SqlDataAdapter()

        Dim sqlDataSetRoles As DataSet

        Dim sqlDataView As DataView

        ‘ Set up the data adapter to get our role information from the database  

        sqlDataAdapter.SelectCommand = New SqlCommand(sSqlCmd, sqlConn)

        sqlDataAdapter.SelectCommand.Parameters.Add(sqlPrmUserName)

        ‘ Connect and fill the DataSet with the results of the query  

        sqlDataAdapter.Fill(sqlDataSetRoles)

        ‘ Create a view of the results  

        sqlDataView = new DataView(sqlDataSetRoles.Tables(0))

        ‘ Initialize the Roles array  

        Dim Roles As String()

        ReDim Roles(sqlDataView.Count)

        ‘ Fill Roles with values from the view

        For I = 0 To sqlDataView.Count – 1

          Roles(I) = sqlDataView.Item(I).Item(0)

        Next I

        ‘ Create a new principal to hold the identity and roles

        Dim prncGeneric As New GenericPrincipal( _

          HttpContext.Current.User.Identity, _

          Roles)

        ‘ Assign the new principal to the current user 

        HttpContext.Current.User = prncGeneric

      End If

    End Sub

  </script>

Listing 9.9  BusinessLogic.vb

   Imports System.Security.Permissions

   ...

   Public Class BusinessLogic

     Public Overloads Function GetAccountInfo(ByVal Username as String, _

                                              ByVal Password as String) _

                                              As DataView

       ...

      ‘ Data Access Call

      ...

    End Function

    <PrincipalPermissionAttribute(SecurityAction.Demand, _

                                  Role=”AccountManagers”)> _

    Public Overloads Function GetAccountInfo(ByVal Username as String) 

                                             As DataView

      ...

      ‘ Permission protected version of GetAccountInfo that does 

      ‘ not require password access

      ...

    End Function

  End Class

Listing 9.10  crypto.vb

   Imports System.Text

   Imports System.Security.Cryptography

   Public Module MyCryptoLib

   ...

    Public Sub GenerateKey( _

                 ByVal Password As String, _

                 ByVal BlockSize As Integer, _

                 ByRef Key() As Byte, _

                 ByRef IV() As Byte)

      Dim I As Integer

      ‘ data() holds the ascii representation of the password

      Dim data() As Byte = Encoding.ASCII.GetBytes(Password)

      ‘ hash() will hold the temporary result of the hash

      Dim hash() As Byte

      ‘ sha is the implementation of the SHA1 CSP

      Dim sha As New SHA1CryptoServiceProvider()

      ‘ We must compute an accurate Key and Initialization Vector (IV) for the

      ‘ block size of the encryption Algorithm we wish to use.  The BlockSize in

      ‘ bits is divided by 8 to convert it into the size of the byte array

       Dim len As Integer = BlockSize / 8

      ‘ We must dimension the sizes of the key and IV to hold the resulting hash

       ReDim Key(len - 1)

       ReDim IV(len - 1)

      ‘ Compute the Hash from the ASCII key

      hash = sha.ComputeHash(data)

      ‘ Get a portion of the resulting hash to use for the key

      For I = 0 To len - 1

        Key(I) = hash(I)

      Next

      ‘ Get a portion of the resulting hash to use for the IV

      For I = len To (2 * len) - 1

        IV(I - len) = hash(I)

      Next

    End Sub

    ...

 End Module

Listing 9.11  crypto.vb

   Imports System.Text

   Imports System.Security.Cryptography

   Public Module MyCryptoLib

   ...

    Public Function Encrypt( _

                      ByVal s As String, _

                      ByVal Password As String _

                    ) As String

      ‘ Get a Byte array of the data to be encrypted

      Dim data() As Byte = Encoding.ASCII.GetBytes(s)

      ‘ Get an instance of the CSP

      Dim des As New DESCryptoServiceProvider()

      ‘ Create arrays to hold the key and IV for this cipher

      Dim key() As Byte

      Dim iv() As Byte

      ‘ Generate a compatible key and IV for the DES cipher

      GenerateKey(Password, des.BlockSize, key, iv)

      des.Key = key

      des.IV = iv

      ‘ Create a safe in-memory IO stream to remove the reliance on temporary files

      Dim mout As New MemoryStream()

      ‘ Create an encryption stream

      Dim encStream As New CryptoStream(mout, des.CreateEncryptor(), CryptoStreamMode.Write)

     Dim i As Long

     ‘ Write the contents of the string to the stream in chunks

     For i = 0 To data.Length - 1 Step 4096

       encStream.Write(data, i * 4096, data.Length - (i * 4096))

     Next

     ‘ Flush the output to get accurate results

     encStream.FlushFinalBlock()

     ‘ Create a storage array to hold the result of the encryption

     Dim result(mout.Length - 1) As Byte

     ‘ Seek to the beginning of the Memory Stream

     mout.Seek(0, SeekOrigin.Begin)

     ‘ Read the stream into result()

     mout.Read(result, 0, result.Length)

     ‘ Tidy up our open streams 

     encStream.Close()

     mout.Close()

     ‘ Convert the result into a Base64 encoded string to preserve the 

     ‘ binary integrity of the encrypted result and return the value

     Return Convert.ToBase64String(result)

   End Function

   Public Function Decrypt( _

                     ByVal s As String, _

                     ByVal Password As String _

                   ) As String

     ‘ Get a Byte array of the data to be decrypted

     Dim data() As Byte = Convert.FromBase64String(s)

     ‘ Get an instance of the CSP

     Dim des As New DESCryptoServiceProvider()

     ‘ Create arrays to hold the key and IV for this cipher

     Dim key() As Byte

     Dim iv() As Byte

     ‘ Generate a compatible key and IV for the DES cipher

     GenerateKey(Password, des.BlockSize, key, iv)

     des.Key = key

     des.IV = iv

     ‘ Create a safe in-memory IO stream to remove the reliance on temporary files

     Dim mout As New MemoryStream()

     ‘ Create an decryption stream

     Dim decStream As New CryptoStream(mout, des.CreateDecryptor(), CryptoStreamMode.Write)

     Dim i As Long

     ‘ Write the contents of the string to the stream in chunks

     For i = 0 To data.Length - 1 Step 4096

       decStream.Write(data, i * 4096, data.Length - (i * 4096))

     Next

     ‘ Flush the output to get accurate results

     decStream.FlushFinalBlock()

     ‘ Create a storage array to hold the result of the decryption

     Dim result(mout.Length - 1) As Byte

     ‘ Seek to the beginning of the Memory Stream

     mout.Seek(0, SeekOrigin.Begin)

     ‘ Read the stream into result()

     mout.Read(result, 0, result.Length)

     ‘ Tidy up our open streams

     encStream.Close()

     mout.Close()

     ‘ Convert the result back to ASCII text

     Return Encoding.ASCII.GetString(result)

   End Function
 ...

 End Module

Listing 9.12  crypto.vb

   Imports System.Text

   Imports System.Security.Cryptography

   Public Module MyCryptoLib

   ...

   Public Sub EncryptFile( _

                ByVal File1 As String, _

                ByVal File2 As String, _

                ByVal Password As String _

              )

     ‘ Get an instance of the CSP

     Dim des As New DESCryptoServiceProvider()

     ‘ Create arrays to hold the key and IV for this cipher

     Dim key() As Byte

     Dim iv() As Byte

     ‘ Generate a compatible key and IV for the DES cipher

     GenerateKey(Password, des.BlockSize, key, iv)

     des.Key = key

     des.IV = iv

     ‘ Create FileStreams for input and output

     Dim filIn As New FileStream(File1, FileMode.Open , FileAccess.Read)

     Dim filOut As New FileStream(File2, FileMode.OpenOrCreate, FileAccess.Write)

     ‘ Create an encryption stream

     Dim encStream As New CryptoStream(filOut, des.CreateEncryptor(), CryptoStreamMode.Write)

     ‘ Create a container to hold blocks for our cipher

     Dim data(4096) As Byte

     ‘ Variables to hold position information for the FileStream

     Dim len As Integer

     Dim readLen As Integer

     Dim fileLen As Integer = filIn.Length

     Do While readLen < fileLen

       ‘ Get block and actual block size

       len = filIn.Read(data, 0, 4096)

       ‘ Write block to cipher

       encStream.Write(data, 0, len)

       ‘ increment size of read characters

       readLen += len

     Loop

     ‘ Close streams to flush the buffer and write our file

     encStream.Close()

     filIn.Close()

     filOut.Close()

   End Sub

   Public Sub DecryptFile( _

                     ByVal File1 As String, _

                     ByVal File2 As String, _

                     ByVal Password As String _

                   )

     ‘ Get an instance of the CSP

     Dim des As New DESCryptoServiceProvider()

     ‘ Create arrays to hold the key and IV for this cipher

     Dim key() As Byte

     Dim iv() As Byte

     ‘ Generate a compatible key and IV for the DES cipher

     GenerateKey(Password, des.BlockSize, key, iv)

     des.Key = key

     des.IV = iv

     ‘ Create FileStreams for input and output

     Dim filIn As New FileStream(File1, FileMode.Open , FileAccess.Read)

     Dim filOut As New FileStream(File2, FileMode.OpenOrCreate, FileAccess.Write)

     ‘ Create an decryption stream

     Dim decStream As New CryptoStream(filOut, des.CreateDecryptor(), CryptoStreamMode.Write)

     ‘ Create a container to hold blocks for our cipher

     Dim data(4096) As Byte

     ‘ Variables to hold position information for the FileStream

     Dim len As Integer

     Dim readLen As Integer

     Dim fileLen As Integer = filIn.Length

     Do While readLen < fileLen

       ‘ Get block and actual block size

       len = filIn.Read(data, 0, 4096)

       ‘ Write block to cipher

       decStream.Write(data, 0, len)

       ‘ increment size of read characters

       readLen += len

     Loop

     ‘ Close streams to flush the buffer and write our file

     decStream.Close()

     filIn.Close()

     filOut.Close()

   End Sub
 End Module

Listing 9.13  Valid Settings for Web.config

 <configuration>

   <system.web>

     ...

     <authentication mode=”{Windows|Forms|Passport|None}”>

       <forms name=”CookieName”

              loginUrl=”PathToLoginScript”

              timeout=”minutes”

              protection=”{None|All|Encryption|Validation}”

              path=”pathForCookie”>

 <credentials passwordformat=”{Clear|MD5|SHA1}”>

 <user name=”UserName” password=”Password”/>

       </credentials>

      </forms>

      <passport redirectUrl=”internalUrl”/>

</authentication>

    ...

    <authorization>

      <allow users=”UserList” roles=”RoleList”/>

      <deny users=”UserList” roles=”RoleList”/>

    </authorization>

...

    <identity impersonate=”{True|False}”

              userName=”Domain\AccountToImpersonate”

              password=”Password”/>

...

  </system.web>

  <location path=”UrlOfResource”>

<system.web>

      <authorization>

        ...

      </authorization>      

    </system.web>

  </location>

</configuration>

