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. (period), dot-stuffed messages, 128
# (pound sign), m4 comment indicator, 23

A
Accounting information, analyzing,

181–182
Advanced Technology Attachment (ATA),

92
Asynchronous journaling, 41–42
Asynchronous mode vs. synchronous, 38–39,

40–42
ATA (Advanced Technology Attachment),

92
Authentication. See also verifying recipients.

alternatives, 73–79
warning message, 153

authwarnings option, 153

B
B-tree structures, 38
Baselining, 168–169, 181–182
Benchmarks, I/O, 33
Blacklists, 153–154
Books. See reference material.
Bottlenecks. See also performance.

analysis tools
iostat utility, 178–180
netstat utility, 180–181
ps utility, 173–174
sar utility, 181–182
syslog facility, 183–186
top utility, 174–176
vmstat utility, 176–178

analyzing
accounting information, 181–182
baselining, 168–169, 181–182

counting message throughput, 184
CPU consumers, 174–176
desperation swapping, 178
logging system activity, 183–186
memory thrashing, 178
network statistics, 180–181
paging, 178
swapping, 178
system I/O statistics, 178–180
system information, 173–174, 181–182
trend analysis, 169
troubleshooting, 167–169
virtual memory statistics, 176–178

removing
CPU-bound systems, 186–187
disk-bound systems, 190–191
I/O controller-bound systems, 189–190
memory-bound systems, 187–189
network-bound systems, 192
queue sort order, 170
quick fixes, 169–172
reducing disk load, 170–171
rotating the queue, 170
suspending processes, 170–172

sources
DNLC (Directory Name Lookup Cache),

165–167
kernel parameters, 165–169
server saturation, 170–172

Bourke, Tony, 163
Buffering

dirty data buffers, 32–33
synchronization, 32–36

Build script, 21
Building sendmail, 20–21
Bulk mail. See mailing lists.
Bulkmail module, 210

229
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C
c-client library, 207–208
Caching-forwarding name servers, 16–17
Caching-only name servers, 14–15
Canonification, 68–69
Carriage return characters, 72
Centralizing outbound mail, 162
cf directory (sendmail Distribution),

20
cf files

creating, 22–23
location, 23
modifying, 22, 24–25

Checkpoint interval, 115–116
CheckpointInterval variable, 115
Collision avoidance, mail queues, 52
Command-line message generation, 116–118,

127–128
Comments, m4 language, 23
Concatenating disks, 84–86
Configuration files. See cf files.
Configuration templates, 22–25
Configuring DNS services, 14–17
Configuring sendmail

centralizing user data, 150
connection limits, 139–140
connection timeout, 133
ConnectionCacheSize parameter,

142–143
ConnectionCacheTimeout parameter,

142–143
ConnectionRateThrottle parameter,

143
forward files, 148–151
hoststat command, 149
IDENT query timeout, 132–133
LDAP (Lightweight Directory Access

Protocol), 150
ldapsearch command, 150
MaxDaemonChildren parameter,

143
MaxQueueRunSize parameter, 143
message size limits, 137–138
noncanonify feature, 147
number of processes, 143
queue operations, 144–146
queue processing timeout, 133–134
queue run size, 143
QueueLA variable, 141–142

QueueSortOrder parameter,
144–146

RefuseLA variable, 139–140
resolver timeouts, 134–136
Resolver.*.first parameters,

136
Resolver.retrans.* parameters,

135–136
Resolver.retry.* parameters,

135–136
retransmission interval, 135–136
retries, number of, 135–136
ruleset tuning, 147–148
SMTP connection cache, 142–143
SMTP sessions, 143
statistics file, 149–150
suspending mail delivery, 141–142
system load averages, 138–142
system setup, 25–27
table lookups, 148–151
Timeout.iconnect variable, 133
Timeout.ident variable, 132–133
Timeout.queuereturn variable,

133–134
Timeout.queuewarn variable,

133–134
Connection limits, configuring, 139–140
Connection timeout, configuring, 133
ConnectionCacheSize parameter,

142–143
ConnectionCacheTimeout parameter,

142–143
ConnectionRateThrottle parameter,

143
Controller cards, RAID, 89, 90–91
Courier IMAP, 108, 111
CPU-bound systems, removing bottlenecks,

186–187
CPU usage, analyzing, 174–176
Creating
cf files, 22–23
files, 38, 44–46
df files, 30, 66, 114
qf files, 30, 66, 114, 119
tf files, 31, 115
xf files, 30

CRLF, 72
Cyrus IMAP, 83, 108, 111
Cyrus message store, 102–104
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D
Data storage issues. See file space.
DataFileBufferSize parameter, 34
Dead Letter Drop, 201
DelayLA, 141–142
Delay times, logging, 45–46
Deleting files, 38, 44–46
deliver LDA, 83
Delivery mode, 36–37
Delivery return receipts, 153
Delivery Status Notification (DSN), 53, 121,

133, 134, 153, 199
Desperation swapping, 178
Destination Unreachable message, 61
Directories

permissions, 27–28
size issues, 37–40, 48–50
Soft Updates, 39, 104–105

Directory lookup, 38
Directory Name Lookup Cache (DNLS)

bottleneck, 165–167
Disk-bound systems, removing bottlenecks,

190–191
Disk load, removing bottlenecks,

170–171
Disk space. See also file space; RAID

(Redundant Array of Independent
Disks).

mailbox quotas, 79–82
and server performance, 93

Disks
access speeds, 94–96
ATA (Advanced Technology Attachment),

92
capacity, 91–92
concatenating, 84–86
IDE, 92
mirroring, 86–88
multiple per server, 17–18
non-uniform file distribution, 85–86
partial formatting, 93–94
partitioning, 93–94
RAID. See RAID (Redundant Array of

Independent Disks).
SCSI, 92
SSDs (solid-state disks), 94–96
striping, 84–85, 86–88
Winchester, 95

dnl (m4 language), 23

DNLS (Directory Name Lookup Cache)
bottleneck, 165–167

DNS cache, priming, 136
DNS (Domain Name Service)

caching-forwarding name servers, 16–17
caching-only name servers, 14–15
configuring, 14–17
latency, reducing, 14
in a test setup, 197

DNS lookups, 31–32
doc directory, 20
Documentation. See reference material.
Domain Name Service (DNS). See DNS.
DontBlameSendmail option, 151–152
Dot (.), dot-stuffed messages, 128
Downloading sendmail, 19–20
Draining mail queues, 119–121
DSN. See Delivery Status Notification.
Duplicate messages, 35–36

E
Email

address verification, disabling, 153
counting message throughput, 184
duplicate messages, 35–36
injectors, 117–118, 127–128
losing, RFC 2821, 32
message body returns, disabling, 153
message size limits, configuring,

137–138
receiving. See receiving email.
privacy and, 152–153
reference material, 222
relaying. See relaying email.
sending. See sending email.
suspending delivery, 141–142

Email queues. See mail queues.
Email servers

arranging disk storage, 17–18
caching-forwarding name servers,

16–17
caching-only name servers, 14–15
common tasks, 6
disk space, and performance, 94
I/O-bound, 64
parallelism, 162–163
saturation bottlenecks, 170–172
saturation response, 140–141
saturation thresholds, 139–140
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Email systems
evaluating service load, 10–13
per capita usage, 12–13
testing. See testing.

Encryption, 154–155
Error messages, redirecting, 128
EXPN SMTP command, 152
ext2fs, 40, 42–43
ext3fs, 41–44

F
FallbackMX host, 156–158
Fault protection. See RAID (Redundant Array

of Independent Disks).
fcntl(), 98
File locking, 98
file sort order, 145
File space. See also disk space; RAID

(Redundant Array of Independent
Disks).

large directories, 48–50
parallelism, 52
queues

collision avoidance, 52
housecleaning, 57
migration, 52–53
mount points, 55–56
multiple, 51–52
renaming, 53–57
rotation, 53–57
symbolic links, 56

Files
creation/deletion, 38, 44–46
non-uniform distribution, 85–86
permissions, 27–28

Filesystems, performance
asynchronous journaling, 41–42
B-tree structures, 38
comparison of, 42–44
delay times, logging, 45–46
directory lookup, 38
ext2fs, 40, 42–43
ext3fs, 41–44
file creation/deletion, 38, 44–46
hardware-based acceleration, 44–46
hash directory tables, 38
inode updates, 39–40
JFS, 41

journaling file systems, 41–42
large directories, 37–40
logging metadata operations, 41–42
metadata operations, 39
NVRAM (non-volatile RAM), 44–46
pre-fetching data, 46–48
ReiserFS, 40–43
rolling back directory updates, 39
synchronous journaling, 41
synchronous mode vs. asynchronous,

38–39, 40–42
VxFS, 38, 41
XFS, 38, 41

flock() system call, 98
Formatting disks, 93–94
forward files, 148–151
4.4 BSD Programmer’s Supplementary

Documents, 25

G
Gigabit Ethernet, 60

H
Hardware configuration, evaluating, 10–13
Hardware RAID, 89
Hash directory tables, 38
Hashing message stores, 105–108
Host names, confirming, 68–69
Host sort order, 145
hoststat command, 149
Housecleaning, mail queues, 57

I
I/O benchmarks, 33
I/O controller-bound systems, removing

bottlenecks, 189–190
IDE disks, 92
IDENT query timeout, 132–133
IMAP, testing, 208–209, 211
IMAP, tuning

Courier IMAP, 108, 111
Cyrus, 108, 111
populating RAID systems, 110
reference implementation, 110
UW (University of Washington), 108,

110
vs. POP, 109

IMAPClient module, 211
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Inodes
calculating usage, 101–102
converting path names to, 106
and message store hashing, 106
updating, 39–40

INSTALL file, 20–21
Installing sendmail, 19–21. See also

configuring sendmail.
interactive mail delivery, 34–37,

116–118
iostat utility, 178–180

J
Journaling file systems, 41–42, 95–96

K
Kernel data copying, 62–63
Kernel networking, 62–63
Kernel parameter bottlenecks, 165–169
Kolstad, Rob, 116

L
Latency

effect on performance, 63–64
reducing, DNS services, 14
in a test setup, 216–219
vs. throughput, 63–64

Layer 4 switches, 163
LDA (Local Delivery Agent)

alternative, 82–83
canonification, 68–69
definition, 5
deliver, 83
mail.local, 20, 65, 67–72, 78, 81–82,

202
procmail, 82–83
source code directory, 20
temporary files, 67–69

LDAP (Lightweight Directory Access
Protocol), 150

ldapsearch command, 150
Lightweight Directory Access Protocol

(LDAP), 150
Line feed characters, 72
Line termination, 72
Linux Sendmail Administration, 222
LMTP (Local Mail Transfer Protocol), 70–72
Load generation. See testing.

Load limits
connection limits, 139–140
ConnectionCacheSize parameter,

142–143
ConnectionCacheTimeout parameter,

142–143
ConnectionRateThrottle parameter,

143
DelayLA, 141–142
MaxDaemonChildren parameter, 143
MaxQueueRunSize parameter, 143
number of processes, 143
queue run size, 143
QueueLA variable, 141–142
RefuseLA variable, 139–140
SMTP connection cache, 142–143
SMTP sessions, 143
suspending mail delivery, 141–142
system load averages, 138–142

Local Delivery Agent (LDA). See LDA (Local
Delivery Agent).

Local Mail Transfer Protocol (LMTP), 70–72
delivery performance of, 71–72, 82–83

Lock files, 98
lockf(), 53, 66, 98
Locking mailboxes, 98–100
Logging

delay times, 45–46
metadata operations, 41–42
system activity, 183–186

M
M4 language, 22–25
Macros, m4 utility, 22–25
Mail bombs, 137
Mail filters, 155–156
Mail queues

bypassing, 34
collision avoidance, 52
configuring, 144–146
draining, 119–121
housecleaning, 57
migration, 52–53
mount points, 55–56
multiple, 51–52
priority, 144–146
processing timeout, 133–134
queue groups feature, 123–124, 146
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Mail queues (cont.)
queue-only mode, 122–123
removing bottlenecks, 170
removing files in, 57
renaming, 53–57
restricting access, 153
rotation, 53–57, 116, 170
run size, 143
setting up, 25–26
sort order, 144–146, 170
storage space. See file space.
symbolic links, 56
system setup, 25–26
temporary queuing, inbound, 159–161
temporary queuing, outbound, 156–158
unique identifiers, 31
viewing contents of, 25–26

Mail spool, permissions, 27–28
Mail Transfer Agent (MTA), 5
Mailbox Database (mbdb) API, 74–79
Mailboxes

extracting a list of, 107
locking, 98–100
names, 27
permissions, 27–28
quotas, 79–82

maildir message store, 100–102,
104–105

Mailing lists
checkpoint interval, 115–116
definition, 113–114
maximum recipients per message, 121
precreating qf files, 119
spamming, 113, 121
splitting the qf file, 114–115
SuperSafe option, 127

mail.local directory, 20
mailq command

restricting, 152–153
viewing queue contents, 25–26

Mailstone, 211–212
Managing IMAP, 5, 104, 222
Manuals. See reference material.
Mass mailings. See mailing lists.
MaxDaemonChildren parameter, 143
MaxQueueRunSize parameter, 143
MaxRecipientsPerMessage parameter,

121
mbdb (Mailbox Database) API, 74–79

mbox Message Store. See 7th Edition message
store.

MD5 hashing algorithm, 107–108
Memory

bound systems, 187–189
consumption and latency, 218
paging, 178
swapping, 178
thrashing, 178

Message stores
7th Edition message store, 97–100
all messages in one file, 97–100
comparison of, 104–105
Cyrus message store, 102–104
hashing, 105–108
maildir message store, 100–102,

104–105
one file per message, 100–102, 102–104
permissions, 27–28
system setup, 27

Metadata operations
logging, 41–42
rolling back, 39

Migration, mail queues, 52–53
Milters, 155–156
Mirroring disks, 86–88
modification sort order, 145
Moore’s law, 94
Mount points, mail queues, 55–56
Mstone, 211–212
MTA (Mail Transfer Agent), 5
Myrinet, 63

N
namei() function, 106
netstat utility, 180–181
Network-bound systems, removing

bottlenecks, 192
Network interface cards (NICs), 59–60
Networks

analyzing statistics, 180–181
relaying email

bandwidth, 63–64
Destination Unreachable message, 61
different MTUs, 60–61
Gigabit Ethernet, 60
kernel data copying, 62–63
kernel networking, 62–63
large packets, 60–61
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latency, 63–64
Myrinet, 63
NICs (network interface cards), 59–60
Path MTU Discovery, 61
reliability, 57–59
VI (Virtual Interface Architecture), 63
zero-copy implementations, 62–63

NICs (network interface cards), 59–60
nobodyreturn option, 153
noexpn option, 152
Non-volatile RAM (NVRAM), 44–46
noncanonify feature, 147
noreceipts option, 153
noverb option, 152
novrfy option, 152
NVRAM (non-volatile RAM), 44–46

O
Obtaining sendmail, 19–20

P
Packets, size issues, 60–61
Paging, 178
PAM (Pluggable Authentication Module), 74
Parallelism, 52, 162–163
Parity, RAID, 86
Partitioning disks, 93–94
Path MTU Discovery, 61
Performance, analyzing. See also bottlenecks.

centralizing outbound mail, 162
FallbackMX host, 156–158
I/O benchmarks, 33
I/O-bound servers, 64
latency, effects of, 63–64
layer 4 switches, 163
receiving email, 67–70
reference material, 222–223
and security. See security, and performance.
server disk space, 94
server parallelism, 162–163
smart host, 162
Spillover host, 159–161
synchronization, 36–37
syslog facility and, 185–186
temporary queuing, inbound, 159–161
temporary queuing, outbound, 156–158
throughput, 36–37

Performance, tuning
determining need for, 6–10

IMAP
Courier IMAP, 108, 111
Cyrus, 108, 111
header information, 110
populating RAID systems, 110
reference implementation, 110
UW (University of Washington), 108,

110
vs. POP, 109

POP protocol
7th Edition message store, 97–100, 105
bugs, 100
Cyrus message store, 102–104
maildir message store, 100–102,

104–105
qmail format, 100–102
two sessions, same mailbox, 99
vs. IMAP, 109

reference material, 222–223
rulesets, 147–148

Period (.), dot-stuffed messages, 128
Perl modules, 209–211
Permissions

directories, 27–28
files, 27–28
mail queues, 25–26
mail spool, 27–28
mailboxes, 27–28
message store, 27
sticky bit, 27

PIPELINING, SMTP, 124–127
Pluggable Authentication Module (PAM),

74
POP protocol

testing, 207–208
tuning

7th Edition message store, 97–100,
105

bugs, 100
Cyrus message store, 102–104
maildir message store, 100–102,

104–105
qmail format, 100–102
two sessions, same mailbox, 99
vs. IMAP, 109

POP3 protocol, testing, 210–211
POP3Client module, 210–211
popclient utility, 207–208
postfix tools, 207



Christenson Christenson˙textures˙index August 22, 2002 17:56

236 Index

Practice of System and Network
Administration, The, 221

Pre-fetching data, 46–48
priority sort order, 145
Privacy, 152–153
PrivacyOptions option, 152–153
Processes

limiting number of, 143
removing bottlenecks, 170–172

procmail LDA, 82–83
Programming Internet Email, 5, 222
ps utility, 173–174

Q
qf files

example, 119–120
precreating, 119
splitting, 114–115

qmail format, 100–102
Queue groups feature, 123–124, 146
Queue-only mode, 122–123
QueueLA variable, 141–142
Queues. See mail queues.
QueueSortOrder parameter, 144–146
Quotas, 79–82

R
RAID Book, The, 86
RAID (Redundant Array of Independent

Disks). See also disk space; file space.
bottlenecks, 191
controller cards, 89, 90–91
determining need for, 88
evaluating, 89–91
hardware implementation, 89
level descriptions, 86–88
mirroring disks, 86–88
multiple systems, 91
overview, 83–84
parity, 86
populating, 110
redundancy, 86
self-contained systems, 89
software implementation, 88–89
striping disks, 86–88

README files, 20, 21
Receiving email

canonification, 68–69

carriage return characters, 72
CRLFs, 72
disks

access speeds, 94–96
ATA (Advanced Technology

Attachment), 92
capacity, 91–92
concatenating, 84–86
IDE, 92
mirroring, 86–88
non-uniform file distribution, 85–86
partial formatting, 93–94
partitioning, 93–94
SCSI, 92
SSDs (solid-state disks), 94–96
striping, 84–85, 86–88

host names, confirming, 68–69
IMAP, tuning

Courier IMAP, 108, 111
Cyrus, 108, 111
header information, 110
populating RAID systems, 110
reference implementation, 110
UW (University of Washington), 108,

110
vs. POP, 109

LDA (Local Delivery Agent), 67–70
line feed characters, 72
line termination, 72
LMTP (Local Mail Transfer Protocol),

70–72
message stores

7th Edition message store, 97–100
comparison of, 104–105
Cyrus message store, 102–104
hashing, 105–108
maildir message store, 100–102,

104–105
mbox message store, 97–100
one file per message, 100–102, 102–104

overview, 65–67
performance

multiple recipients, 70
temporary files, 67–70

POP protocol, tuning
7th Edition message store, 97–100, 105
bugs, 100
Cyrus message store, 102–104
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maildir message store, 100–102,
104–105

qmail format, 100–102
two sessions, same mailbox, 99
vs. IMAP, 109

RAID (Redundant Array of Independent
Disks)

controller cards, 89, 90–91
determining need for, 88
evaluating, 89–91
hardware implementation, 89
level descriptions, 86–88
mirroring disks, 86–88
multiple systems, 91
overview, 83–84
parity, 86
redundancy, 86
self-contained systems, 89
software implementation, 88–89
striping disks, 86–88

verifying recipients
authentication alternatives, 73–79
deliver, 83
disabling checking, 73
LDA alternatives, 82–83
mailbox quotas, 79–82
mbdb (Mailbox Database) API, 74–79
modifying sendmail source code,

73–74
overview, 72–73
PAM (Pluggable Authentication

Module), 74
procmail LDA, 82–83

Redirecting error messages, 128
Redundant Array of Independent Disks

(RAID). See RAID (Redundant Array
of Independent Disks).

Reference material
4.4 BSD Programmer’s Supplementary

Documents, 25
CPAN (Comprehensive Perl Archive

Network), 210
doc directory, 20
email, 222
general performance tuning, 222–223
general system administration, 221
Linux Sendmail Administration, 222
m4 utility, 25

Managing IMAP, 5, 104, 222
Practice of System and Network Administra-

tion, The, 221
Programming Internet Email, 5, 222
RAID Book, The, 86
README files, 20, 21
RELEASE_NOTES file, 20
sendmail, 222
Sendmail Installation and Operation Guide,

20
Sun Performance and Tuning: Java and the

Internet, 222
System Performance Tuning, 223
UNIX System Administration Handbook,

221
RefuseLA variable, 139–140
ReiserFS, 40–43
Relaying email

bandwidth, 63–64
DNS lookups, 31–32
file space

large directories, 48–50
file space, queues

collision avoidance, 52
housecleaning, 57
migration, 52–53
mount points, 55–56
multiple, 51–52
renaming, 53–57
rotation, 53–57
symbolic links, 56

filesystems, performance
asynchronous journaling, 41–42
B-tree structures, 38
comparison of, 42–44
directory lookup, 38
ext2fs, 40, 42–43
ext3fs, 41–44
file creation/deletion, 38, 44–46
hardware-based acceleration, 44–46
hash tables, 38
inode updates, 39–40
journaling file systems, 41–42
large directories, 37–40
logging metadata operations, 41–42
metadata operations, 39
NVRAM (non-volatile RAM), 44–46
pre-fetching data, 46–48
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Relaying email (cont.)
ReiserFS, 40–43
rolling back directory updates, 39
synchronous journaling, 41
synchronous mode vs. asynchronous,

38–39, 40–42
overview, 29–32
synchronization

buffering, 32–36
bypassing the queue, 34
DataFileBufferSize parameter, 34
delivery mode, changing, 36–37
dirty data buffers, 32–33
duplicate messages, 35–36
I/O benchmarks, 33
interactive mode, 34–37
lost mail, RFC 2821, 32
performance, 36–37
SuperSafe parameter, 33–34, 37
XScriptFileBufferSize

parameter, 34
unique queue identifiers, 31

RELEASE_NOTES file, 20
Reliability, networks, 57–59
Renaming, mail queues, 53–57
Resolver timeouts, 134–136
Resolver.*.first parameters, 136
Resolver.retrans.* parameters,

135–136
Resolver.retry.* parameters, 135–136
restrictmailq option, 152–153
restrictqrun option, 153
Retransmission interval, 135–136
Retries, setting number of, 135–136
Rolling back directory updates, 39
Rotating mail queues, 53–57, 116, 170
Ruleset tuning, 147–148

S
sar utility, 181–182
SCSI disks, 92
Security, and performance
authwarnings option, 153
blacklists, 153–154
delivery return receipts, 153. See also

Delivery Status Notification (DSN).
DontBlameSendmail option, 151–152
email address verification, 153

encryption, 154–155
EXPN command, 152
mail filters, 155–156
mailq command, 152–153
message body returns, 153
milters, 155–156
nobodyreturn option, 153
noexpn option, 152
noreceipts option, 153
noverb option, 152
novrfy option, 152
privacy, 152–153
PrivacyOptions option, 152–153
queue restrictions, 153
responding to SMTP queries, 152–153
restrictmailq option, 152–153
restrictqrun option, 153
STARTTLS, 155
VERB command, 152
VRFY command, 152
X-Authentication-Warning:

messages, 153
Sending email

from the command line, 116–118,
127–128

injectors, 117–118, 127–128
interactive mail delivery, 116–118
mailing lists

checkpoint interval, 115–116
definition, 113–114
maximum recipients per message, 121
precreating qf files, 119
spamming, 113, 121
splitting the qf file, 114–115
SuperSafe option, 127

redirecting error messages, 128
SMTP PIPELINING, 124–127

sendmail, 222
sendmail

building, 20–21
connection cache, 142–143
configuring. See configuring sendmail.
history of, 4–5
installing, 19–21
obtaining, 19–20
README files, 20, 21
reference material, 222
as a test sink, 205–207
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as a test source, 198–205
testing. See testing.

sendmail directory, 20
Sendmail Installation and Operation Guide, 20
sendmail/README files, 21
Servers. See email servers.
7th Edition message store, 97–100, 105
Size, message limits, 137–138
Sleepycat DP package, 80
Smart host, 162
smmsp user/group, 26
SMTP

pipelining, 124–127
queries, responding to, 152–153
sessions, limiting, 143

smtp-sink, 207
smtp-source, 207
Soft Updates

description, 39
and maildir message store, 104–105

Software configuration, evaluating, 10–13
Software RAID, 88–89
Solid-state disks (SSDs), 94–96
Spam

blacklists, 153–154
limiting maximum recipients, 121
protecting user names, 152
verifying sender address, 147
vs. legitimate mass mailings, 113

Spillover host, 159–161
SplitAcrossQueueGroups feature, 123
SQL and authentication, 151
SSDs (solid-state disks), 94–96
STARTTLS, 155
stat shell script, 182–183
statistics file, 149–150
Sticky bit, 27
Storage systems. See disks; file space; RAID

(Redundant Array of Independent
Disks).

Striping disks, 84–85, 86–88
Sun Performance and Tuning: Java and the

Internet, 222
SuperSafe parameter

and mailing lists, 127
throughput, 37
turning off, 33–34

Swapping, 178

Symbolic links, mail queues, 56
Synchronization

buffering, 32–36
bypassing the queue, 34
DataFileBufferSize parameter, 34
delivery mode, changing, 36–37
dirty data buffers, 32–33
duplicate messages, 35–36
I/O benchmarks, 33
interactive mode, 34–37
lost mail, RFC 2821, 32
performance, 36–37
SuperSafe parameter, 33–34, 37
XScriptFileBufferSize parameter,

34
Synchronous journaling, 41
Synchronous mode vs. asynchronous, 38–39,

40–42
syslog facility, 183–186
System administration, reference material,

221
System I/O statistics, analyzing, 178–180
System information, analyzing, 173–174,

181–182
System load averages, 138–142
System Performance Tuning, 223
System setup. See configuring sendmail.

T
Table lookups, configuring, 148–151
Targets, 195
Templates, 22–25
Temporary files, 67–70
Testing

IMAP, 208–209, 211
pitfalls, 212–215
POP access, 207–208
POP3 protocol, 210–211
sending bulk mail, 210
simulating multiple users, 203–205
system setup

anticipating the unexpected, 216
approximating the real world, 194–195,

215–219
DNS (Domain Name Service), 197
hardware, appropriate, 200–201
Internet connections, 196
latency, 216–219
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Testing (cont.)
number of hosts, 215–216
number of user accounts, 215
private IP addresses, 196–197
sinks, 195
sources, 195
spare computer, 197–198
targets, 195

tools for
Bulkmail module, 210
c-client, 207–208
Dead Letter Drop, 201
IMAPClient module, 211
Mailstone, 211–212
Mstone, 211–212
Perl modules, 209–211
POP3Client module, 210–211
popclient, 207–208
postfix tools, 207
sendmail, as a sink, 205–207
sendmail, as a source, 198–205
smtp-sink, as sink, 207
smtp-source, as source, 207

Timeout.iconnect variable, 133
Timeout.ident variable, 132–133
Timeout.queuereturn variable,

133–134
Timeout.queuewarn variable, 133–134
Tools. See bottlenecks, analysis tools; testing,

tools for.
top utility, 174–176
Trend analysis, 169
Troubleshooting, 167–169. See also

bottlenecks.
Tuning. See performance, tuning.

U
UIDs (user identifiers), maximum number of,

28
University of Washington (UW) IMAP, 108,

110
UNIX System Administration Handbook, 221
UW (University of Washington) IMAP, 108,

110

V
VERB SMTP command, 152
Verifying recipients

authentication alternatives, 73–79
deliver LDA, 83
disabling checking, 73
LDA alternatives, 82–83
mailbox quotas, 79–82
mbdb (Mailbox Database) API, 74–79
modifying sendmail source code, 73–74
overview, 72–73
PAM (Pluggable Authentication Module),

74
procmail LDA, 82–83

VI (Virtual Interface Architecture), 63
Virtual memory statistics, analyzing, 176–178
vmstat utility, 176–178
VRFY SMTP command, 152

X
X-Authentication-Warning:

messages, 153
XScriptFileBufferSize parameter, 34

Z
Zero-copy networking, 62–63


