
909

Abstract classes, 220

Accept unsecured communication, but always

respond using IPSec option, 613

Access Allowed elements, 350

Access control. See Permissions

Access control entries (ACEs), 30, 299–300, 

350, 885

Access control lists (ACLs), 885

in auditing, 503

composition of, 350–351

for cross-forest authentication, 405

displaying and modifying, 814

for domain user accounts, 258

managing, 868, 870

for objects, 30, 151, 238

with SIDs, 250

troubleshooting, 864–865

Access Control Settings dialog box, 363–364

Access Denied elements, 350

Access tab

in NNTP, 707

in SMTP, 700, 702

Access this computer from network policy, 405

Access tokens, 258

Accessories/Utilities component, 95

Account expires option, 264

Account is disabled property, 260

Account lockout, 885

Account Lockout Counter policy, 493

Account Lockout Duration policy, 493

Account Logon logs, 503

Account Management logs, 503, 505

Account Operators group, 285

Account Policies settings, 305

Account tab

for authentication service, 392

for properties, 262–264

Accounts. See Groups; Users and user accounts

ACEs. See Access Control Entries

Acknowledgment messages, 732

acldiag.exe tool, 864–883

ACLs. See Access Control Lists

Acoustic Echo Cancellation (AEC), 565

Acoustic Gain Control (AGC), 565

ACPI (Advanced Configuration and Power

Interface), 865, 885

ACS (Admission Control Service), 886

Actions

for Dfs, 383

for IP filters, 611–614

in MMC, 126

Activate Scope window, 550

Active Desktop, 664

Active Directory, 16–17, 149–150, 885

accessing objects in, 238

administrative delegation in, 186, 241–243

administrative view of, 154–155

API options for, 182–184

certificates for, 452–453, 455, 461

with Cluster Services, 721

connections in, 246–247

data stores and partitions in, 154

directory services, 150–155

and group policies, 294–300, 332

installing, 200–208

locating objects in, 237–239
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Active Directory (cont.)
managing, 187

migration and backward compatibility in,

180–181

moving objects in, 876–877

open standards support for, 173–174

DNS, 173–176

interoperability issues, 176

LDAP, 178–180

naming conventions, 176–178

permissions in, 238–241

planning for

domain controllers, 198–199

logical structure, 194–197

namespace, 188–190

physical structure, 190–193

sizing, 199

upgrades, 197–198

publishing to, 377

registering IAS with, 597

security in, 184–185

snap-in tools for, 181–182, 208–209

Active Directory Domains and Trusts

manager, 209–217

Active Directory Replication monitor, 235

Active Directory Schema Manager, 217–223

Active Directory Sites and Services, 223–231

Active Directory Users and Computers,

231–235

structure of, 155

domain controllers, 164–166, 198–199

domain forests, 158–159, 195–197

domain relationships, 163–164

domain trees, 157–158, 195

domains, 157

file, 152–154

Global Catalog, 170–173, 244–246

logical, 155–162, 194–197

master operation, 172–173, 193

organizational units, 158–159, 194, 236–237

physical, 162–166, 190–193

replication, 167–169, 190–193

scaling and extensibility, 159–160

schema, 160–162

sites, 163, 190–193

trust relationships in, 184–185

user interface in, 184

Active Directory Connector (ADC), 246

Active Directory Domains and Trusts snap-in

tool, 208–209

for cross-forest authentication, 406

for domain controller administration,

216–217

for domain naming operations masters,

214–216

for mixed and native mode, 213–214

for trust relationships, 211–213

for UPN suffixes, 214

Active Directory Installation Wizard, 201–206

Active Directory integrated zone information,

531–532

Active Directory Replication monitor, 235

Active Directory Schema Manager snap-in tool,

161, 217–218

for attributes, 220–222

for domain schema operations master,

222–223

for object classes, 218–222

for permissions, 239

for schema availability and restoration, 223

Active Directory Services Interface (ADSI), 864,

886

objects in, 161–162

resources for, 182–183

scripts in, 183–184, 754

Active Directory Sites and Services snap-in tool,

223–227

for application licensing server, 228–229

for domain controllers

backup and restoration, 229–230

moving between sites, 229

removing from sites, 230–231

for forced replication checks, 230

for Global Catalogs, 244–246

for MSMQ services, 738

for routing links, 734

for sites

links and transports between, 227

new, 227

replication schedules between, 227–228

subnets for, 227

Active directory user objects for certificates, 413

Active Directory Users and Computers snap-in

tool, 231

for administrative delegation, 241

for authentication service, 392

for computer account management, 231–234

for domain user accounts, 258

for domain user properties, 259–260

for group policies, 327, 332

for groups, 284, 288

for MSMQ services, 735, 739–744

for operations masters, 235

for remote access VPNs, 586

for RIS, 107

for shared folders, 377
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for Terminal Services connections, 657–658,

666–667

for user profiles, 274–275

Active partitions, 619, 886

ActiveX components

defined, 886

restricting, 513

Adapters

defined, 886, 896

requirements for installation, 90–91

for Terminal Services connections, 659–661

Adaptive Start function, 17

ADC (Active Directory Connector), 246

Add a file or folder dialog box, 307

Add a Script dialog box, 341–342

Add BOOTP Entry dialog box, 564

Add Catalog dialog box, 729

Add Directory dialog box, 729

Add Group dialog box, 305

Add IP Filter dialog box, 586

Add New User dialog box, 254, 256

Add option for group policies, 334

Add Printer Wizard, 849

Add Recovery Agent Wizard, 429

Add/Remove Columns dialog box, 459, 465

Add/Remove Hardware Wizard, 132

Add/Remove Programs tool, 310–311

Add/Remove Snap-in dialog box, 217

Add/Remove Standalone Snap-in dialog box,

327–328

Add/Remove Windows Components option, 596

Add sender’s certificates to my address book

option, 425

Add Snap-in dialog box, 217

Add Standalone Snap-in dialog box, 327–329

Add Upgrade Package dialog box, 316

Additional domain controller for an existing

domain option, 206

Address classes, 886

Address Leases scope, 552

Address Pool scope, 552–553

Address pools, 886

Address Range Assignment window, 581

Address Resolution Protocol (ARP), 523–525,

819, 886

Address tab, 260–263

Address translation tables, 819

Addresses, 886

IP. See Dynamic Host Configuration Protocol;

IP addresses

in user accounts, 261–263

Addressing schemes in current enterprise

inventory, 73

Addressing tab, 607, 609–610

.adm files, 302–303

Admin-Context-Menu, 184

Admin-Property-Pages, 184

Admin$ share, 374

Administration, 14–16

Control Panel for, 130–133

interface for, 18–20, 133–137

in native and mixed modes, 83

roles in, 12–14

snap-in tools for, 124–128, 904

Administration queues, 732

Administrative delegation, 186, 241–243

Administrative security, 184–185

Administrative Templates settings, 301–303

Administrative Tools icon, 131–132

Administrator accounts

purpose of, 252

security for, 489–491

Administrators, 886

Administrators group, 285

Adminpak application suite, 161, 217

Admission Control Service (ACS), 885

Adprep program, 97–98

ADSI. See Active Directory Services Interface

Advanced Attributes dialog box

for compression, 619

for encryption, 428

Advanced certificate request link, 451

Advanced certificates, 451–452

Advanced Configuration and Power Interface

(ACPI), 865, 885

Advanced Digest Authentication, 680

Advanced Encryption Standard, 491

Advanced Menu system, 60

Advanced Options menu, 644–645

Advanced Power Management (APM), 865

Advanced published or assigned option, 319

Advanced Security Settings dialog box

for e-mail, 426, 515

for subfolders, 363–364

Advanced Security Settings for Software Config

dialog box, 356–357

Advanced settings option, 721

Advanced tab

for BOOTP, 562

for DHCP, 553–554, 556

for scavenging, 545

Advanced Settings tab, 247

Advanced TCP/IP Settings dialog box, 561

AEC (Acoustic Echo Cancellation), 565

AES (Advanced Encryption Standard), 491

Affect the group option, 721
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AGC (Acoustic Gain Control), 565

Agents

defined, 886

in MOM, 748

AH (Authentication Headers), 573–574, 601–602

Alerter service, 842

Alerts

for messages, 10

in MOM, 12, 749

Aliases in MSMQ, 744

All network adapters configured with this

protocol option, 661

All network connections option, 605

All tab, 328, 331

All Tasks option, 723

All User profiles, 269–271

All-User remote access credentials, 143

All users with common application settings for

universal access option, 654

Allow access option, 265, 586–587

Allow anonymous connections option, 710

Allow IIS to control password option, 710

Allow only secure dynamic updates option, 532

Allow permission

options for, 352–354

priority of, 277

for shared folders, 369

Allow unsecured communication with a non-

IPSec-aware computer option, 613

Alternate word forms in queries, 728

Always update DNS option, 560

Ampersands (&)

in batch commands, 786

in Index Services queries, 727–728

Analysis

of current enterprise. See Current enterprise

analysis

of security, 487, 492–494

AND operator, 727–728

Anonymous access and authentication control

option, 446

Anonymous access in IIS, 679, 694, 696

Anonymous Authentication, 679

Anonymous Logon group, 369

Any IP address option, 610

APIs. See Application Programming Interfaces

APM (Advanced Power Management), 865

apmstat.exe tool, 865

AppFixes technology, 66

AppleTalk protocol, 886

Application Center, 10–11

Application Configuration Wizard, 719

Application Data file, 270

Application layer, 521

Application licensing server, 228–229

Application pools, 681–682

Application Programming Interfaces (APIs)

for Active Directory, 182–184

defined, 886

Application server mode, 653

Applications. See also Software

for clusters, 717

compatibility of, 66–67

in current enterprise inventory, 73

dependencies for, 64–66

packaging, 310–311

profiling, 64

properties for, 313–321

Applications tab, 39–40, 862–863

Apply changes to this folder, subfolders and

files option, 428

Apply Group Policy permissions, 300, 339–341

Archive attribute, 793

Archiving option, 49

ARP (Address Resolution Protocol), 523–525,

819, 886

arp command, 819

AS (authentication service) exchange, 391–394

ASDL (Asynchronous Digital Subscriber Line),

524

Ask for Assistance list, 137

ASR (automatic system recovery), 645

ASR Savesets, 645

Assign software installation method, 310–311

Assisted Support Help function, 139

assoc command, 812

Associations, file

for disguising file types, 497–498

displaying and changing, 812

improvements in, 120

Asterisks (*)

with comp, 788

with del, 805

with dir, 796

with fc, 785

with find, 855

in Index Services queries, 728

Asymmetric encryption, 886

Asymmetrical keys, 407–408

Asynchronous communication, 886

Asynchronous Digital Subscriber Line (ASDL),

524

Asynchronous transfer mode (ATM) protocol,

886

at command, 43, 860–862

At signs (@) in queries, 727

912 Index

3930 P-20 (Ind)  3/12/03  10:51 AM  Page 912



attrib command, 812–813

Attributes, 150–151, 887

in Active Directory, 155, 160–162, 219,

221–222

creating, 221–222

displaying, 793–799, 812–813

in Global Catalog, 170–171, 245–246

identifying, 220

Attributes tab, 219

AU (Automatic Update) feature, 110–111

Audio conferencing, TAPI for, 565–566

Audio redirection, 673

Audit Failed File/Folder operation element, 351

Audit Successful File/Folder operation element,

351

Auditing, 500–501, 887

in current enterprise analysis, 80

event selection in, 504–506

Event Viewer for, 503–507

in IIS, 680

log retention method in, 501

in MSMQ, 742–744

offline, 501–502

procedures in, 504

in security policies, 479

Auditing tab, 744

Authenticated Users group, 219, 300, 369

Authentication, 23, 887

with Cluster Services, 722

cross-forest, 197

in IIS, 679–680, 694, 696

in IPSec, 603–604, 607

Kerberos. See Kerberos authentication

of local user accounts, 250

in MSMQ, 742

in SMTP, 700

in tunneling protocols, 573–574

in VPNs, 570–571

Authentication Headers (AH), 573–574, 601–602

Authentication Method tab, 603, 607

Authentication Methods dialog box, 599

in IIS, 696

in PKI, 448

authentication service (AS) exchange, 391–394

Authentication tab, 589

Authentication-Type attribute, 588

Authenticode, 425–426

Author mode in MMC, 128

Authoritative domain controller backups,

229–230

Authoritative restoration, 644, 887

Authority Information Access list, 470

Authority logs, 458–459, 465–467

Authorization in DHCP, 547–548

Authorization Manager snap-in, 487

Auto-Configuration for Multiple Network

Connectivity feature, 143

Auto-install this application by file extension

activation option, 313

Autoexec.nt file, 61

Automated installation, 104–105

Automated System Recovery and Preparation

Wizard, 645

Automatic Certificate Request dialog box, 439

Automatic Certificate Request Settings, 422

Automatic Certificate Request Setup Wizard,

440–441

Automatic system recovery (ASR), 645

Automatic Update (AU) feature, 110–111

Automatic version and history in XML database,

677

Automatically dial this initial connection option,

590

Automatically select certificate store option, 447

Automatically synchronize the Offline Files

when I log on and log off my computer

option, 345

Automatically update DHCP client information

in DNS option, 560

AutoPlay feature, 109

Autorun function, turning off, 500

Auxiliary classes, 218

Availability issues

in schema, 223

in security policies, 479

Available Standalone snap-in tool, 328–329

Back-end applications and tools, 9–10

Background Intelligent Transfer Service (BITS),

761

Background printing, 850–851

BackOffice suite, 11

Backslashes (\)

in NTFS, 56

in text searches, 856

Backup and Restore Wizard, 637–639, 645

Backup Domain Controllers (BDCs), 82, 887

in Active Directory, 164

upgrading, 198

in Windows NT upgrades, 87

Backup Job Information dialog box, 636

Backup Log tab, 639

Backup media pools, 887

Backup Operators, 285

defined, 887

security for, 491
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Backup Operators dialog box, 306

Backup Type tab, 639

Backup utility, 646

Backups, 782–785

in Active Directory, 180

for certificates, 456–458, 463–464, 471–475

current policies for, 73

default options for, 638, 640

in DHCP, 561–562

for domain controllers, 229–230

for Encrypted File System, 429–431

Ntbackup for, 637–643, 782–785

permissions for, 636

security for, 499, 636

strategy for, 635–636

types of, 636

in Windows NT upgrades, 87

in XML database, 677

Bandwidth, 887

in current enterprise analysis, 78

in IIS, 684

Basic Authentication, 679–680

Basic disk storage type, 617–618, 887

Basic encryption option, 589

Basic input/output system (BIOS), 887

Basic volumes, 887

Batch commands, 785–786

Batch group, 369

Batch menu selections, 761

Batch programs, 887

environment variables in, 775, 777

file selection in, 767–768

pausing, 779, 781, 786

Batch restoration, 643–644

BDCs. See Backup Domain Controllers

Best-effort delivery systems, 512

BIND (Berkeley Internet Name Domain), 887

BIOS (basic input/output system), 887

$Bitmap file, 53

Bitmaps in NTFS, 56

BITS (Background Intelligent Transfer Service),

761

Bits (binary digits), 887

Bits per second (bps), 887

bitscli command, 124, 761

BizTalk Server 2000/2002, 9

Block options for IP filter actions, 611

Block Policy inheritance option, 334, 336

Blocking policy inheritance, 298–299, 334, 336

Boolean operators, 727–728

Boot CD ROM, physical access to, 499–500

$Boot file, 53

Boot files, 888

Boot.ini file

properties of, 760

sections in, 57–58

Boot loader, 57

Boot logging, 888

Boot partitions, 888

bootcfg command, 134, 760

Booting

defined, 887

process of, 57–60

BOOTP (Bootstrap Protocol)

defined, 888

and DHCP, 556–557, 562–564

BOOTP Table node, 563

Bootsect.dos file, 58

bottlenecks, processor, 47

Bps (bits per second), 887

Braces ({}) in reference guide, 758

Brackets ([])

in reference guide, 758

in text searches, 856

Branches, 150

Bridgehead servers, 226

Bridges, 526

Broadband, drivers for, 524

Broadband PPPoE, 566

Browse for a Group Policy Object dialog box,

328, 330–331

Browser option, 137

Browsers, 888

ActiveX components in, 513

security for, 512–513

Browsing

Dfs directories, 382

Websites, 688–689

Built-in groups, 284, 888

C API in LDAP, 179

Cab files

compressing files into, 761–762

extracting files from, 766–767

Caches, 888

in DNS, 530

for folder redirection, 324

for Index Services, 730

Caching servers, 511

cacls command, 814

call command, 786

Callback numbers, 888

Called-Station-Id attribute, 588

Calling-Station-Id attribute, 588

CALs (Client Access Licenses), 92

Cancel Request option, 634
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Canceling

document printing, 854

operator requests, 634

Canonical names, 888

Capacity issues

in Cluster Services, 717–718

in Global Catalog, 171

Carets (^) in text searches, 856

CAs. See Certificate Authorities

Cascading menu system, 116–117

Case sensitivity in queries, 727

Catalogs

GC, 170–173, 893

attributes for, 245–246

for cross-forest authentication, 405

enabling, 244–245

for groups, 282

moving, removing, and duplicating, 245

Indexing Services

creating, 729

directories in, 729–730

Categories tab, 318–321

CBC (Cipher Block Chaining), 402

CDFS (CD-ROM File System), 54, 889

Central policy administration, 18

Centralized organizational models, 75

Cert Publishers group, 433

Certificate Authorities (CAs), 410, 888

components of, 410–411

hierarchies for, 414–417

installation of, 432–435

Microsoft, 418–421

third-party, 418

and trusted authorities, 412–417

Certificate Authority snap-in tool, 95

for authority logs, 459

for backups, 471–475

for properties, 469–473

starting and stopping, 462, 468

Certificate dialog box, 451

Certificate Export Wizard, 457–458

Certificate Import Wizard, 436–439, 447, 

458

Certificate Manager Import Wizard, 452

Certificate request agents, 411

Certificate Request Wizard, 445–446,

452–453, 460, 582

Certificate Revocation dialog box, 466

Certificate Revocation Lists (CRLs), 419, 424

displaying, 462

settings for, 469

Certificate Service, 94

Certificate Service Providers (CSPs), 418

Certificate snap-in tool, 582

Certificate Templates, 451, 458

Certificate Trust Lists (CTLs)

in IIS, 681

policies for, 422

Certificate Wizard, 694

Certificates, 888

authority logs for, 458–459, 465–467

backups for, 456–458, 463–464, 471–475

CAs for. See Certificate Authorities

distributing, 436–445

exporting, 456–458, 463–464

in IAS, 594

in IIS, 680–681, 694

for Internet, 513

in IPSec, 582, 604

properties of, 469–473

for remote access VPNs, 582

retrieving, 445–456

in SMTP, 700

stores for, 412–417, 439–446

Certificates dialog box, 446

Certificates snap-in tool, 412–414

for exporting certificates, 456

for PKI, 441–443

Certification Authority Backup Wizard, 472–473,

475

Certification Path tab, 443

Certification Wizard, 700

CGI (Common Gateway Interface), 888

Challenge Handshake Authentication Protocol

(CHAP), 571

Change Drive Letter or Path option, 619

Change logon program, 670

Change Media Types dialog box, 632

Change Mount Order option, 634

Change notification process, 168

Change permission for shared folders, 369

Change Permissions permission, 359

Change port program, 670

Change User option, 654

Change user program, 670

CHAP (Challenge Handshake Authentication

Protocol), 571

Character-based administrative interfaces,

133–137

Chat mode, 817–818

chdir command, 803–804

Checkpoint files, 154

Child domain in an existing domain tree option,

207

Child domains, 888

creating, 206–208
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Child domains (cont.)
DNS names for, 188–189

planning, 195

Child objects, 888

chkdsk command, 858–859

chkntfs command, 859

choice command, 136, 761

CIM (Common Information Model), 18

Cipher Block Chaining (CBC), 402

Circular logging, 153

Class Properties dialog, 220

Classes

in Active Directory, 155, 160, 162

creating, 221–222

in DHCP, 548–556

identifying and modifying, 218–220

in IP addresses, 522–523

vendor, 553–556

Classless Source Routing option, 546

Classless State Route option, 546

Clean Install option, 98

Clear this database before importing option,

485

ClearType technology, 147

Client access licenses (CALs), 92

Client-Friendly Name attribute, 588

Client IDs, 35

Client Installation Wizard, 107

Client-IP-Address attribute, 588

Client (respond only) policy, 603

Client/server communication

in DHCP, 559–560

in Kerberos authentication, 394–396

Client Service for NetWare, 842

Client Settings tab, 659–660

Client-Vendor attribute, 588

Clients, 889

certificates for, 411

in Dfs sharing, 381–382

in DHCP, 558–560

in DNS, 530, 536–537

in RADIUS, 598–599

in remote access VPNs, 589–591

routing configuration in, 526–527

in Terminal Services, 650–651, 659–660,

669–670

clip command, 136, 761

Clipboard

redirection to, 761

Remote Desktop for, 671

ClipBook Server service, 842

Clock, displaying and setting, 815–817

Clone Principal tool, 865–866

clonepr.dll tool, 865–866

cls command, 792

Cluster Administrator tool, 714, 719

Cluster-aware applications, 889

cluster.exe utility, 720

Cluster Services, 95, 713–714, 889

application selection for, 717

cluster administration in, 719–720

concerns in, 715–716

database for, 716–717

failover and failback in, 714–715, 719

failure points in, 718–719

grouping and capacity issues in, 717–718

installing, 94

network issues in, 718

new features for, 721–723

properties for, 720–721

required domain accounts in, 718

Clustering

defined, 889

in IIS, 685

CMAK (Connection Manager Administration

Kit), 143–145

CN (Common-Name) attribute, 176

Code signing, certificates for, 411

Collector groups, 746–747

Collisions

in Automatic Update, 111

in replication, 169

Columns for authority logs, 459, 465

COM (Component Object Model), 18, 184, 889

Command line

for IIS administration, 678

for script administration, 686

Command-line process views, 48

Command Prompt, 133–137, 758, 889

Command summary, 758

backup, 782–785

batch, 785–786

comparison, 785–789

compression, 789–791

display, 791–801

file management, 801–811

file manipulation, 812–813

miscellaneous, 814–818

networking, 818–848

print, 848–855

search, 855–858

system management, 858–864

Windows .NET, 759–782

Commerce Server 2000/2002, 10–11

Commercial Internet System, 11

Commit Charge data, 46
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common.adm templates, 303

Common Gateway Interface (CGI), 888

Common groups, 284–285, 889

Common Information Model (CIM), 18

Common-Name (CN) attribute, 176

common tasks delegation, 242–243

Common user profiles, 269

Communication Manager, 143–144

Communication ports, 889

Community names, 889

comp command, 788–789

compact command, 790–791

Comparing files, 785–789

Compatibility

Active Directory, 180–181

application, 66–67

Compatibility Help function, 139

Compatws.inf template, 482

Complete option, 634

Complete trust domain models, 86

Component Object Model (COM), 18, 184, 889

Component services, 38–39

compress command, 761–762

Compress contents to save disk space option,

619

Compressed attribute, 793

Compression

for files, 761–762, 789–791

in tunneling protocols, 574

on volumes, 619–620

Compulsory tunnels, 576

Computer accounts, 889

certificates for, 441–442

managing, 231–234

Computer Browser service, 842

Computer Configuration policies, 301, 322–323

Computer Management snap-in tool, 19, 133,

617

for local user accounts, 253–254

for MSMQ services, 738

Computer Management (Local) snap-in tool,

658

Computer Settings and Database Settings, 486

Computers

disabling configuration settings for, 332–338

in domain databases, 831

names for, 99, 232, 263

publishing to Active Directory, 377

Computers tab, 328, 331

Conditional batch file commands, 785–786

Conditional forwarding in DNS, 536

conf.adm templates, 303

Confidentiality issues, 479

Config.nt file, 61

Configuration

Active Directory connections, 246–247

DHCP, 547–553, 558–560

disabling settings for, 332–338

DNS clients, 536–537

DNS servers, 541–542

Kerberos authentication, 874–875

in native and mixed modes, 82

policies for, 301

RADIUS clients, 598–599

in remote access VPNs, 582–584, 589–591

routing, 526–527

scripts for, 322–323

security, 483–486

system, 104–105

Terminal Service connections, 656–664

Configuration data

in Active Directory, 154

vs. schema data, 161

Configuration Manager, 31–32

Configuration partitions, replication of, 223–224

Configure a DNS Server Wizard, 532–533

Configure Device dialog box, 585

Configure DHCP Options window, 551

Configure Your Server tool, 532, 547

Confirm Attribute Changes dialog box, 429

Connect Description window, 819

Connect to DNS Server option, 540

Connect to Printer window, 849

Connect to the network at my workplace

option, 590

Connect To window, 819–820

Connect window, 828

Connection agreements, 247

Connection Manager, 142, 144–145

Connection Manager Administration Kit

(CMAK), 143–145

Connection Manager Profiles function, 142

Connection object for replication, 168, 192

Connection Type tab, 605, 608

Connections and connectivity

Active Directory, 247

in current enterprise inventory, 73

displaying, 823

in installation, 107

in IPSec, 605, 608

multiple domain controllers for, 165–166

for Remote Access Service, 514

for shared resources, 844–845

for Terminal Services, 656–664

testing, 824–826, 877–878

Connections tab, 246
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Connectivity tester, 877–878

Connector technology, 246

Console option in MMC, 125

Contacts in Internet Explorer, 145

Containers, 150–151

Contains operator, 727

Content tab, 443, 456, 513

Contents of pane, 793

Context switching, 36–37

Control Access through Remote Access Policy

option, 265, 587

Control Management Server 2001, 10

Control Panel, 130–133

Controlling threads, 28

convert command, 52, 92, 814

Cookies directory, 269

Copy backups, 636

Copy batch backups, 644

copy command, 806–808

Copy option for permissions, 360

Copy To Dialog box, 275–276

Copying

files, 361–362, 805–809, 824, 826–827

permissions, 360–362

user profiles, 275–276

Costs

for routing links, 735

for site links, 225

TCO, 70

Cprofile program, 670

CPU time, 889

CPU usage, 889

CPU Usage data, 44

CPU Usage History data, 44

CPUs

monitoring, 44

requirements for, 7, 89–90

throttling, 38, 684, 691

utilization of, 44, 46–47, 889

Crashes, system dumps for, 871–872

CRC (cyclical redundancy check), 889

Create and submit a request to this CA link, 451,

457

Create associated pointer (PTR) record option,

534

Create Child Objects permissions, 239

Create Files/Write Data permission, 356, 358

Create Folders/Append Data permission, 358

Create IP Security Policy option, 603, 605

Create New Domain Tree in an Existing Forest

option, 196

Create Shortcut option, 119, 345

Create Volume option, 621–623

CreateProcess calls, 36

CreateThread calls, 36

Creator group, 369

Creator Owner group, 369

Credentials for remote access, 143

CRL Distribution Points, 470

CRL Publishing Parameters tab, 462, 467

CRLs. See Certificate Revocation Lists

Cross-forest authentication, 197, 405–406

Cryptographic Provider options, 451, 459

Cryptographic Service Providers (CSPs), 889

CS (client/server) exchange

in DHCP, 559–560

in Kerberos authentication, 394–396

Cscript.exe, running, 752–754

CSPs (Certificate Service Providers), 418

CTLs. See Certificate Trust Lists

Curly braces ({}) in reference guide, 758

Current enterprise analysis, 71

for inventory, 72–73

legacy analysis in, 72, 74

for organizational processes and dynamics,

75–76

for organizational structure, 74–75

for physical structures, 77–80

for security requirements, 76

for user profiles, 77

Current transaction files, 153

Current user, determining, 781–782

Current working directories, 496–497

Custom error messaging, 686–687

Custom Errors tab, 697–698

Custom Security Method Settings dialog box, 614

Custom Tasks delegation, 242–243

Cyclical redundancy check (CRC), 889

DACLs. See Discretionary Access Control Lists

Daily backups, 636

Data Decryption Field (DDF), 427–428

Data encryption. See Encryption

Data Encryption Standard (DES) algorithm, 54,

402, 491

Data link layer, 520

Data Recovery Field (DRF), 428

Data stores

in Active Directory, 154

for certificates, 412–417, 439–446

Database Settings compared to Computer

Settings, 486

Databases

in Active Directory, 152, 204

for Cluster Services, 716–717

Datacenter Edition. See Windows Server 2003
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Datagrams, 520

IP, 521–522

in tunneling protocols, 574

Date and Time Properties window, 815

date command, 815–816

Date tab, 815

Date/Time tab, 815

Dates

in certificates, 410

displaying and setting, 815–817

in Index Services queries, 727

in installation, 99

Day-And-Time-Restrictions attribute, 588

Dbgtrace program, 670

DC (Domain-Component) attribute, 176

DC security template, 482

dcdiag.exe tool, 866–867

DCOM (Distributed Common Object Model), 2

dcpromo.exe utility, 206–208

dcpromo.log file, 88

DCs. See Domain controllers

DDE (dynamic data exchange), 842, 890

DDF (Data Decryption Field), 427–428

Dead-letter queues, 732

Debugging DNS configuration, 189

Decentralized administration, 195

Decentralized organizational models, 75

Default file, 62

Default Domain Controllers Policy dialog box,

300

Default Domain Policy GPO, 436, 438

Default Domain snap-in tool

for audit policies, 500–501

for public key policies, 480

Default Global Catalog, 171

Default groups for clusters, 719

Default security templates, 481

Default SMTP Virtual Server Properties dialog

box, 701

Default user account membership, 283–286

Default User folder, 267

DEFAULTIPSITELINK directory, 169

Defined User Classes option, 555

Defragmentation, 629–630

del command, 804–805

Delay-load application dependencies, 65

Delegated Access mode in MMC, 128

Delegated administrators, saving MMC to,

128–129

Delegation

in Active Directory, 186, 241–243

of domain controller administration, 

216–217

in IIS, 686

in Kerberos authentication, 399–400

Delegation of Control Wizard, 241–243

Delegation Wizard, 241–243

Delete Child Objects permissions, 239

Delete Partition option, 619

Delete permission, 359

Delete Subfolders and Files permission, 359

Delete temporary folders on exit setting, 664

Deleting

computer accounts, 233

Dfs shares, 388

domain controller servers from sites,

230–231

environment variables, 864

files, 804–805

folders, 802–803

Global Catalogs, 245

icons, 119

media pools, 632

MSMQ queues, 740–741

object attributes, 219

organizational units, 236

partitions, 619

permissions, 360

scripts, 341

software, 317

trusts, 212–213

Deletion tab, 247

Delivery tab, 701–702

Demand paging, 29

Demilitarized Zones (DMZs), 508, 596

Denial of service attacks, 514

Deny access option, 586–587

Deny permission

options for, 352–356

priority of, 277

for shared folders, 369

Denying permissions in shared folders, 367

depend.exe tool, 866

Dependencies

application, 64–66, 866

for clusters, 721

determining, 866

for processes, 38

Dependencies tab, 38

Dependency Walker tool, 64–66, 866

Dependent MSMQ clients, 733

Dependent objects in ADSI, 183

Deploy Software dialog box, 313, 319

Deployment

in current enterprise analysis, 78–80

for software installation, 313–314
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Deployment tab, 313–314

DES (Data Encryption Standard) algorithm,

402, 491

Description tab, 610

Design Access GPO Options dialog box, 337

Desktop directory, 269

Desktop icons, 117–119

Desktop Management Task Force (DMTF), 19

Destination IP addresses in packet filtering, 509

Destination Network option, 585

DESX (Data Encryption Standard algorithm), 54

Details

for certificates, 443

for events, 49

Details tab, 443–444

Detection

in Automatic Update, 111

of hardware, 132

Device Driver Referral Help function, 140

Device Driver Rollback facility, 108

Device drivers, 28–29, 890

displaying, 762

Last Known Good Files for, 108–109

managing, 108

monitoring, 46

for networking, 524

rolling back, 108

Device Manager, 22, 524, 890

Device selection dialog box, 108

Device Settings tab, 854

Dfs. See Distributed file system

Dfs links, 890

Dfs roots, 890

dfsutil.exe tool, 866, 868

DHCP. See Dynamic Host Configuration

Protocol

DHCP Client service, 842

DHCP Database Backups feature, 546

DHCP Database NetShell Migrations feature,

546–547

DHCP servers, 100–102

DHCP snap-in tool, 547–550, 555, 560

DHCP User Classes dialog box, 555

Diagnostics

for MSMQ connectivity, 736

for networks, 747–748, 771

for permissions, 864–865

for remote storage, 880, 882

Diagnostics tab, 736

Dial-in tab

for remote access VPNs, 586

for user account properties, 261, 264–266

Dial-up Connection option, 590

Dial-up connections, 890

Dial-up group, 369

Differential backups, 890

Digest Access Authentication, 390

Digest Authentication, 680

Digital Signature Standard (DSS), 890

Digital signatures, 890

in certificates, 410–411

in IPSec, 602

in PKI, 408–410

dir command, 795–798

DirectDraw technology, 566

Directories, 150, 890

Active. See Active Directory

in catalog, 729–730

in NTFS, 55–56

services for, 150–155

for user profiles, 269

working, 496–497

Directory icon, 122–123

Directory partitions, 890

Directory replication, 890

Directory Replicator service, 842

Directory Security tab

in FTP, 710–711

in IIS, 694–695

in PKI, 446

Directory Service, 891

Directory Service Access category logs, 503

Directory service container objects, 183

Directory service leaf objects, 183

Directory services commands, 763

on networks, 763

syntax of, 764

Directory System Agent (DSA) layer, 151

DirectSound technology, 565

Disable Computer Configuration settings

option, 334

Disabling

configuration settings, 332–338

libraries, 631

Terminal Services, 656

Disaster management

automatic system recovery, 644–645

emergency repair disks for, 646–647

fault tolerance for, 647

manual, 644–645

Recovery Console for, 646

uninterrupted power supplies for, 647

Discard forward (name-to-address) lookups

when lease expires option, 561

Disconnect option, 592

Disconnect Network Drive option, 122
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Discretionary Access Control Lists (DACLs),

299–300, 350

in auditing, 503, 506

defined, 889

Disk Cleanup option, 625

Disk Defragmenter snap-in, 629–630

Disk Fragmenter snap-in, 617

Disk groups for clusters, 719

Disk Management snap-in tool, 617, 624

for dynamic disks, 618

for FAT/FAT32 properties, 626–627

for mirrored volumes, 623

for NTFS properties, 625–626

for partition management, 619

for RAID-5 volumes, 623

for spanned volumes, 621

for striped volumes, 621

Disk mirroring, 622–623, 891

diskperf command, 860

Disk Probe snap-in tool, 617, 870

Disk Quota snap-in tool, 22, 617

Disk space, requirements for, 7

Disks, 615–616

available space on, 767–768

backups, 635–640

checking, 858–860

disaster management, 644–647

dynamic disk upgrades, 618

file systems in, 616

fragmentation, 629–630

in installation, 91, 105, 107

managing. See Disk Management snap-in tool

monitoring, 46

for MSMQ, 736

partitions, 91, 619

performance counters for, 860

power management for, 772

quotas, 627–628

removable media and libraries, 630–634

requirements for, 90

restoration, 640–644

storage types for, 616–618

tools for, 616–617

Dispatching threads, 28

Display

in installation, 99

requirements for, 90

Display Specifier object, 184

Display the full path in the title bar option, 801

Displaying

Access Control Lists, 814

application dependencies, 64–66

associated extensions, 812

attributes, 793–799, 812–813

date and time, 815–817

device drivers, 762

DNS settings and properties, 868–869

file contents, 791–793

help, 799–801

host names, 821

local certificate stores, 439–446

network connections, 822

network services, 831

object permissions, 239–241

open files, 771

path names, 801

processes, 44–48, 778

properties, 793–799

remote access clients, 592–593

replication topology, 879–881

routing table data, 822

shared resources, 839–840, 848

TCP/IP connections, 823

Distinguished names (DNs), 176, 891

Distribute event management, 749

Distributed Common Object Model (DCOM), 2

Distributed file system (Dfs), 23, 890

advantages of, 382–383

concerns about, 383

creating, 379–382

in IIS, 685

maintaining and troubleshooting, 866, 868

sharing in, 377

standalone, 383–388

standalone vs. fault-tolerant, 377–378

Distributing certificates, 436–444

Distribution, software. See Software

Distribution groups, 277, 282

Distribution lists, 744

DLLs (dynamic linked libraries), 34, 891

DMTF (Desktop Management Task Force), 19

DMZs (Demilitarized Zones), 508, 596

DNS. See Domain Name System

DNS Domain Name option, 552

DNS Dynamic Update protocol, 175, 891

DNS screen, 205–206

DNS Server option, 552

DNS servers in installation, 102

DNS snap-in tool, 540

DNS tab, 560–561

dnscmd.exe tool, 868–869

Do not allow permissions on this file or folder

to be replaced option, 308

Do not dial the initial connection option, 590

Do not display this package in the Add/Remove

Programs Control Panel option, 314
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Do not require Kerberos preauthentication

option, 392

Do not use recursion field option, 544

Document name in printing, 851

Documents tab, 694–695

Dollar signs ($)

in Index Services queries, 727

in text searches, 856

Domain Administrator account passwords,

489–490

Domain Administrator Group, 219

Domain Admins group, 286

Domain-Component (DC) attribute, 176

Domain Computers group, 286

Domain controllers, 83, 891

in Active Directory, 164–166, 201

adding, 206

backup and restoration of, 229–230

delegating administration of, 216–217

Global Catalog roles in, 170–173

group policy refreshing by, 325–326

identifying, 879–880

in installation, 102

master operation roles in, 172–173

membership of, 166

moving between sites, 229

naming contexts on, 870–871

planning for, 198–199

removing from sites, 230–231

troubleshooting, 866–867

upgrading, 198

in Windows NT upgrades, 87

Domain Controllers group, 286

Domain databases, computers in, 831

Domain forests, 893

in Active Directory, 158–159, 202

DNS names for, 188–189

planning, 195–197

scaling and extensibility of, 159–160

Domain Guests group, 286

Domain local groups, 279–280, 891

creating, 288–293

permissions for, 291–292

Domain Master tab, 235

Domain models

defined, 891

in Windows NT upgrades, 85–86

Domain Name System (DNS), 2–3, 528–529, 891

and Active Directory, 175

client configuration for, 536–537

clients and servers in, 530

conventions in, 529

with DHCP, 560–561

forwarding for, 544–545

Group Policy for, 566

installation of, 532–536

interoperability issues in, 176

namespace for, 188–190

recursion in, 530–531

scavenging in, 544–546

secondary servers for, 538–544

security issues in, 516

settings and properties for, 868–869

in Windows NT upgrades, 87

zone information in, 531–534

Domain names

defined, 892

for internal and external use, 189

Domain naming masters, 172, 892

changing location of, 215–216

identifying, 214–215

Domain partitions, 223–224

Domain Root Certification Authorities, policies

for, 422

Domain schema operations masters, 222–223

Domain trees, 892

in Active Directory, 157–158

planning, 195

Domain user accounts, 257–258

creating, 258–259

properties for, 259–266

Domain Users group, 286

Domains, 891

in Active Directory, 154, 157, 163–164

adding domain controllers to, 206

DNS names for, 188–189

in installation, 92–94, 97

managing, 879

passwords for, 492

planning, 194

relationships between, 163–164

for Remote Access Service, 514

renaming, 189–190

Domains/OUs tab, 328, 330

Down option

for group policies, 334

for scripts, 341

Download CA Certificate link, 446

Download phase in Automatic Update, 111

Download Signed ActiveX Controls permission,

513

Download Unsigned ActiveX Controls

permission, 513

DRF (Data Recovery Field), 428
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Drive letters, assigning, 619

Drive$ share, 374

driverquery command, 134, 762

Drivers. See Device drivers

Drop all packets except those that meet the

criteria below option, 586

DSA (Directory System Agent) layer, 151

dsacls.exe tool, 868, 870

dsadd command, 134, 763–764

dsastat.exe tool, 870–871

dsget command, 135, 763–764

dskprobe.exe command, 870

dsmod command, 134, 763–764

dsmove command, 134, 763–764

dsquery command, 135, 763–764

Dsrm tool, 134

DSS (Digital Signature Standard), 890

Dual-boot environments

creating, 92

security issues in, 59, 500

DualView Monitoring Facility, 123

dumpchk.exe tool, 871–872

Duplicating Global Catalogs, 245

Duration intervals in DHCP, 550–551

Dynamic data exchange (DDE), 842, 890

Dynamic disk storage type, 618

Dynamic Host Configuration Protocol (DHCP),

174–175, 527, 546–547, 890

authorization in, 547–548

backup and restore options for, 561–562

and BOOTP, 556–557, 562–564

client-side configurations for, 558–560

with DNS, 560–561

fault tolerance in, 557–558

in remote installation, 105–106

scopes and classes in, 548–556, 562–563

server-side configurations, 547–553

for VPNs, 580

with WINS, 563–565

Dynamic integral user intervention, 32

Dynamic linked libraries (DLLs), 34, 891

Dynamic Update feature, 111, 534

E-mail. See Electronic Mail

EAP. See Extensible Authentication Protocol

echo command, 786, 799

Edb.chk file, 154

Edb.log file, 153

Edit Dial-in Profile dialog box, 590

Edit option

for group policies, 334

for scripts, 341

Edit Rule properties dialog box, 608–609

Editing

multiple user objects, 234

templates, 482–483

edlin editor, 804

Effective permissions, 366

EFS. See Encrypted File System

88 class, 220

Electronic mail

certificates for, 411

PKI for, 425–426

security for, 514–516

Emergency repair disks (ERDs), 646–647

Enable automatic scavenging of stale records

option, 545

Enable Boot Logging option, 646

Enable LDAP routing option, 703

Enable library option, 631

Enable quota management option, 627

Enable updates for DNS clients that do not

support dynamic updates option, 561

Enable VGA Mode option, 646

Encapsulated Security Payload (ESP) method,

572, 574, 601–602

Encapsulation in VPNs, 570, 572

Encrypt contents to secure data option, 428

Encrypted Data Recovery Agents, 429

Encrypted File System (EFS), 23, 54, 426–427,

892

certificates for, 411

issues in, 429–431

policies for, 421

process in, 427–429

Encryption, 426–427

certificates for, 411

in IIS, 679–681

for IP, 512

issues in, 429–431

in Kerberos authentication, 401–403

in MSMQ, 742

for passwords, 490–491

in PKI, 408, 426–431

process in, 427–429

for remote access VPNs, 589

for Terminal Services connections, 657

in tunneling protocols, 573–574

in VPNs, 570–572

Encryption keys vs. sessions keys, 403

Encryption tab, 589

End Process option, 41

End Task option, 41

Ending processes, 41–42, 863, 874
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endlocal command, 786

Enforce function for policy inheritance, 298–299

Enforce password history policy, 492

Enforce Show Policies Only option, 338

Enforce user logon restrictions policy, 403–404

Enterprise Admins group, 286

Enterprise Certificate Authorities, 419

Enterprise-class scalability, 748

Enterprise Domain Controllers group, 369

Enterprise Edition. See Windows Server 2003

Enterprise trusts for certificates, 413

Entire Network dialog box, 122

Entire Network icon, 122

Environment tab

for environment variables, 864

for Terminal Services, 662–664, 667

Environment variables

defining and changing, 864

setting, 775, 777

Environmental path settings, 496–498

Environmental subsystems, 32–35

Equals operator, 727

erase command, 804–805

ERDs (emergency repair disks), 646–647

Error control values, 59

Error messages

in Event Viewer, 48

in IIS, 697–698

Errors records in event logs, 503–504

ESE (Extensible Storage Engine), 151

ESP (Encapsulated Security Payload) method,

572, 574, 601–602

Event management, 11

Event Viewer, 48–50, 503–507

eventcreate command, 135, 765

Eventlog service, 842, 892

Eventquery.vbs tool, 135, 765–766

Events, 892

in auditing, 504–506

creating, 765

extracting, 765–766

in logging, 305, 480, 501–502, 504–506

triggers for, 766

eventtriggers command, 135, 766

Everyone group, 369

Exception lists, 723–724

Exchange Server 2000, 10–11

Exclamation points (!) in Index Services queries,

727

Excluded Files tab, 639

Exclusion ranges, 549

Executive managers, 29–32

Executive mode, 26–32

Executive Services buffer, 32

Exit Module tab, 470–471

expand command, 791

Explicit application dependencies, 65

Explicit permissions, 892

Explicit trusts, 185, 211–212

Export File Format option, 464

Export Private Key option, 463

Exporting certificates, 456–458, 463–464

Express messages, 732

Extend Volume option, 621

Extended errors facility, 403

Extensibility in Active Directory, 159–160

Extensible Authentication Protocol (EAP)

defined, 892

in IAS, 594

for VPNs, 571

Extensible Markup Language (XML), 8, 677

Extensible Search Mechanism Help function, 139

Extensible Storage Engine (ESE), 151

Extensions

associations for, 497–498, 812

in installation, 317–318

Extensions tab, 470

Extents in NTFS, 54

External connectivity in current enterprise

inventory, 73

External use, domain names for, 189

extract command, 766–767

Extracting

events, 765–766

files, 766–767

Extraneous services as security threat, 498–499

F (Full Control) permissions, 351

in Active Directory, 239

for shared folders, 370

Failback

in Cluster Services, 714–715, 719

defined, 892

Failed Requests store, 466

Failover, 892

in Cluster Services, 714–715, 719

multiple domain controllers for, 166

Failure Audit messages, 48

Fat clients, 650

FAT. See File Allocation Table file system

Fault tolerance, 892

in DHCP, 557–558

in disaster management, 647

in distributed file systems, 377–378

and DNS zones, 537–544

in NTFS file system, 53
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Favorites directory, 269

Favorites option in MMC, 126

fc command, 785–788

Feedback in current enterprise analysis, 78–79

FEKs (file encryption keys), 54, 427–428

Fibre channel technology, 22

File Allocation Table (FAT) file system, 892

Disk Management for, 626–627

disk structure in, 51–52

in installation, 91–92

File Download dialog box, 446, 450

File encryption keys (FEKs), 54, 427–428

File Extensions tab, 317–318

File Replication Service (FRS), 85

File Security tab, 699

File Server for Macintosh, 842

File servers in installation, 102

File systems, 22–23

in current enterprise inventory, 73

in disk management, 617, 626–627

FAT and FAT32, 51–52

in installation, 91–92

NTFS, 52–56

policy settings for, 306–309

Remote Desktop for, 671

security snap-ins for, 480

Files

in Active Directory, 152–154

associations for, 120, 497–498, 812

attributes for, 793–799, 812–813

backing up. See Backups

in batch processing, 767–768

comparing, 785–789

compressing, 761–762, 789–791

contents of, 791–793

copying, 361–362, 805–809, 824, 826–827

creating, 804

expanding view of, 119

extensions for, 317–318, 497–498, 812

extracting, 766–767

managing, 121

moving, 809

names for, 52–53, 55–56, 811

in NTFS file system, 54–56

ownership of, 779–780

permissions for. See Permissions

properties of, 793–799

publishing to Active Directory, 377

recovering, 411

removing, 804–805

renaming, 811

replacing on reboot, 770

restoring, 640–642

searching for, 140–142

searching for strings in, 855–858

sending to printers, 849–851

sharing, 834

sorting, 813

transferring in installation, 111–112

type of, 811

versions of, 871

Files and Settings Transfer Wizard, 111–112

Files Service Manager, 19

File tab, 699

File to Export option, 464

File Transfer Protocol (FTP), 893

in IIS, 679, 706–711

security issues in, 516

transferring files with, 820–821

filever.exe utility, 871

Filter Action tab, 611–612

Filters

for authority logs, 459, 466

for cross-forest authentication, 405

in Event Viewer, 49

for group policies, 300, 339–341, 343

in IIS, 691, 693

for IPSec, 607, 609–614

for L2TP over IPSec, 584–586

in native and mixed modes, 82

packet, 509–510

for passwords, 82, 494

find command, 855–856

Find dialog box, 123–124

Find File window, 312

Find MSMQ Queue tab, 740

Find Printers dialog box, 122–123

Finding information

computer accounts, 233–234

in Dfs sharing, 382

in Event Viewer, 49

files, 140–142

Index Services for, 725

MSMQ queues, 740

in network directory, 122–124

objects, 17, 237–239

registry items, 775–776

strings, 855–858

findstr command, 856–858

finger utility, 516

Firewalls, 144, 508–509, 893

in MSMQ, 734

packet filtering by, 509–510

proxy services in, 510–511

stateful inspection in, 511

Flash memory, 22
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Flattemp program, 671

Flooding e-mail, 514

Floppy drives, physical access to, 499–500

Folder Replication Service (FRS), 380–381

Folders, 119

attributes of, 793–799

backing up, 635

creating, 801–802

for encrypted files, 428

expanding view of, 119

moving between, 803–804

permissions for, 350, 352

setting, 352–356

special, 356–361

properties of, 793–799

publishing to Active Directory, 377

redirecting, 324–325, 342–347

removing, 802–803

renaming, 811

restoring, 640–642

searching for, 140–142

sharing, 904

creating shared folders for, 367–371

facilitating, 371–374

hidden shares, 374–376

permissions for, 366–371, 376

publishing for, 377

for command, 786

Forced replication checks, 230

Forests, 893

in Active Directory, 158–159, 202

cross-forest authentication in, 405–406

DNS names for, 188–189

in installation, 97

planning, 195–197

scaling and extensibility of, 159–160

forfiles command, 136, 767–768

Formatting partitions, 619

Fortezza encryption, 681

Forward application dependencies, 65

Forward lookups

defined, 893

in DNS, 532–535, 540–542

FORWARDABLE TGT flag, 393, 400

FORWARDED TGT flag, 393, 400

Forwarders tab, 544–545

Forwarding

in DNS, 536, 544–545

in Kerberos authentication, 400–401

FQDNs (Fully Qualified Domain Names), 529

Fragmentation, 629–630, 893

Frame types support in tunneling protocols, 574

Framed-Protocol attribute, 588

freedisk command, 136, 767–768

Free text mode in queries, 727–728

Frequency

of backups, 635

of replication, 225

FriendlyName tag, 310

From a specified range of addresses option, 580

From Exchange tab, 247

From This Location menu, 370

From Windows tab, 247

Front-end tier, 10

FRS (File Replication Service), 85

FRS (Folder Replication Service), 380–381

FTP. See File Transfer Protocol

ftp command, 820–821

FTP Publishing Service, 842

FTP Site tab, 708–709

Full Access mode in MMC, 128

Full Control permissions, 351

in Active Directory, 239

for shared folders, 371

Full Scan option, 723

Full Security level, 651–653

Full Text Search Help function, 140

Fully Qualified Domain Names (FQDNs), 529

Funding availability in current enterprise

analysis, 79

Fuzzy queries, 728

Gateway Service for NetWare, 842

Gateways, 527, 893

GCs. See Global Catalogs

GDDs (Graphics Device Drivers), 31

General tabs

for Active Directory connection configuration,

246

for application properties, 313

for backup, 638

for certificates, 442–443, 468–469

for compression, 789

for DHCP scope, 553

for disk management, 625–626

for DNS servers, 541–542

for Encrypted File System, 428

for file properties, 794–795

for Global Catalogs, 245

for IAS, 596

for libraries, 631

for media pools, 632

for mode changing, 214

for MSMQ, 739

for NNTP, 705–706

for object classes, 218
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for organizational unit properties, 237

for printers, 854

for processes, 38

for remote access VPNs, 585

for routing links, 735

for scavenging, 546

for SMTP, 700–701

for Terminal Services connections, 657–668

for user account properties, 261–262

for Windows Scripting Host, 752

Generic Routing Encapsulation (GRE) headers,

572

gettype command, 136, 767–768

gflags.exe command, 872–874

Global Catalogs (GCs), 170–173, 244, 893

attributes for, 245–246

for cross-forest authentication, 405

enabling, 244–245

for groups, 282

moving, removing, and duplicating, 245

Global flags, editing, 872–874

Global groups, 280–281, 893

common, 283–284

creating, 286–290

managing, 834–835

Globally Unique Identifiers (GUIDs), 893

in Active Directory, 177

for domains, 189

for GPCs, 296

goto command, 786

GPCs (Group Policy Containers), 296

GPOs. See Group Policy Objects

gpresult command, 135, 768

gpupdate command, 769

GPTs (Group Policy Templates), 296

Grant remote access permission option, 588

Granularity of administrative functions, 14

Graphical reporting tools, 750

Graphics Device Drivers (GDDs), 31

GRE (Generic Routing Encapsulation) headers,

572

Greater than signs (>)

in batch commands, 786

in Index Services queries, 728

in text searches, 856

Group memberships, 893

Group policies, 893

and Active Directory, 294–300, 332

Administrative Templates for, 301–303

benefits of, 293–294

for certificates, 436–444

disabling configuration settings in, 332–338

filtering in, 300, 339–341

and folder redirection, 324–325, 342–343

GPOs in. See Group Policy Objects

inheritance in, 296–299

IntelliMirror for, 343–347

local computer policy, 327–332

Resultant Set of Policy, 343

scripts for, 321–323, 341–342

security settings for, 303–309

for security templates, 480

Software Installation and Management for, 309

software installation node for, 310–323

user and computer, 301

WMI filtering for, 343

Group Policy Containers (GPCs), 296

Group Policy Creators Owners group, 286

Group Policy Objects (GPOs), 294–296, 325, 893

creating and linking, 332

PDC Operations Manager for, 326

refreshing policy settings, 325–326

storage of, 296

Group Policy refresh interval for computers

Properties dialog box, 325

Group Policy refresh interval for domain

controllers Properties dialog box, 327

Group Policy snap-in tool

categories in, 301

for DNS, 566

for Encrypted Data Recovery Agents, 429

for PKI, 421–422

Group Policy tab, 237, 332–335, 337

Group Policy Templates (GPTs), 296

Groups, 276–277, 893

assigning, 286

built-in, 283, 888

in Cluster Services, 717–718, 722

creating, 286–290

with cross-forest authentication, 405

managing, 14, 834–837

in native and mixed modes, 82

nesting, 82, 277–278

policies for. See Group policies

relationships in, 277–278

scope in, 278

for shared folders, 371

types of, 281–282

for user accounts, 258, 264, 267, 283–286

using, 282–284

Growth in current enterprise analysis, 76

Guest accounts, 252, 893

in MSMQ, 741

security for, 491

Guests group, 285

GUIDs. See Globally Unique Identifiers
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HAL (Hardware Abstraction Layer), 28, 893

Handles, 35–36

Hard drives. See Disks

Hardware

adding, 132

in boot process, 59

in current enterprise analysis, 79

inventory management for, 746

managing, 14

support for, 21–22

Hardware Abstraction Layer (HAL), 28, 893

Hardware Compatibility List (HCL), 14

Hardware tab, 626

Hardware Wizard, 22, 617

Hashes, 893

for digital signatures, 408–409

for passwords, 490–491

HCL (Hardware Compatibility List), 14

Headers

in IIS, 696

in IPSec, 573–574, 601–602

Heap allocations, monitoring, 46

Help

displaying, 799–801

Help and Support Center, 137–140

for net commands, 837

help command, 799–800

Hibernate mode, 772–773

Hidden attribute, 793

Hidden files

profile, 269

viewing, 119–120

Hidden shares, 374–376, 507–508

Hierarchies

in administration, 14

for Certificate Authorities, 414–417

High process priority, 37

High security templates, 484–487

High-volume user activity, domain controllers

for, 165

Hisecdc.inf template, 482

Hisecws.inf template, 482

Historical perspective of Windows .NET, 2–3

Hives, 61, 894

HKEY_CLASSES_ROOT Registry key, 61

HKEY_CURRENT_CONFIG Registry key, 61

HKEY_CURRENT_USER Registry key, 61

HKEY_LOCAL_MACHINE Registry key, 59–61

HKEY_USERS Registry key, 61

Home directories, 894

Home Directory tab

in FTP, 710–711

in IIS, 691, 694

Home Networking Wizard, 146

Host Integration Server, 9, 11

hostname command, 821

Hosts

in ADSI, 183

in Dfs sharing, 379, 381

displaying, 821

HTML (Hypertext Markup Language), 184, 894

HTTP (HyperText Transfer Protocol), 174, 512,

894

HTTP Headers tab, 696–697

Http.sys component, 683, 685–686

HW-AUTHENT TGT flag, 393

HyperTerminal application, 819–820

I don’t want to set up this server to use RADIUS

now option, 580–581

IAS. See Internet Authentication Service

ICS (Internet Connection Sharing), 144, 528

Identifying

attributes, 220

domain controllers, 879–880

domain schema operations master, 222–223

object classes, 218–220

Idle process state, 37

Idle timeouts in IIS, 683

if command, 786

IIS. See Internet Information Services

IIS scripts tool, 135

IKE (Internet Key Exchange) protocol, 573–574

Image names in Processes window, 44

Images in Internet Explorer, 145–146

Implicit application dependencies, 65

Implicit groups and permissions, 365–366, 369

Import Template dialog box, 485

Importing certificates, 458

Imprecise queries, 728

In-routing servers, 734–735

Include my digital ID when sending signed

messages option, 425

Incremental backups, 636, 894

Incremental security templates, 481–482

Independent MSMQ clients, 733

Index Services, 95, 723–724, 894

catalogs in, 729–730

for finding data, 725

properties for, 730–731

query language for, 726–728

sizing, 725–726

Index this attribute in the Active Directory

option, 245

Indexing attributes for Global Catalogs,

245–246
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Indexing Services snap-in tool, 625–626,

723–724, 729–730

inetcorp.adm templates, 303

inetinfo.exe, 685–686

inetres.adm templates, 301–302

inetset.adm templates, 303

.inf files

defined, 894

for security templates, 480

Inflected operator, 728

Information records, 503–504

Informational messages, 48

Infrared modems, drivers for, 524

Infrastructure masters, 172–173, 235

defined, 894

in installation, 97–98

Inherit from parent the permissions that apply

to child objects option, 357

Inheritance, 894

in group policies, 296–299

of permissions, 239, 357–361

of rights and privileges, 14, 277–278

INITIAL TGT flag, 393

Initialize and Script ActiveX Controls Not

Marked Safe permission, 513

Input Filters dialog box, 585

Install applications settings for this user only

option, 654

Install the upgrade package option, 315

Install this certificate link, 449

Installation

Active Directory, 200–208

in Automatic Update, 111

Certificate Authorities, 432–435

Domain Name System, 532–536

Internet Authentication Service, 596–597

Routing and Remote Access Service, 578–581

software. See Software

Terminal Services, 94–95, 651–656

Terminal Services clients, 669–670

Windows .NET, 88

adapter information for, 90–91

across networks, 100

automated or unattended, 104–105

AutoPlay feature in, 109

basic, 97–98

checklist for, 96

device driver management in, 108–109

disk duplication in, 105

disk partitions in, 91

file system choice in, 91–92

Files and Settings Transfer Wizard in,

111–112

licensing modes in, 92

optional services and components in, 94–95

preparation for, 89

product updates in, 110–111

Remote OS Installation, 105–107

server migration order in, 94–96

of server versions, 98–99

system configuration in, 100–103

System Preparation tool in, 105–106

System Restore in, 112

troubleshooting, 107

uninstalling, 113

Windows Product Activation in, 109–110

workgroups vs. domain issues in, 92–94

Instant Messaging, 145

Integral subsystems, 32–33

Integrated Services Digital Network (ISDN),

524

Integrity issues in security policies, 479

Intelligent agents, 748

IntelliMirror technology, 67–68, 343–344

for policies, 324

for roaming documents and preferences,

344–347

Inter-Site Topology Generator (ISTG), 225

Interact with the session option, 658

Interactive group, 369

Interface, 115–116

administrative tools, 130–133

administrator, 18–20

character-based, 133–137

ClearType technology, 147

desktop icons, 117–119

DualView Monitoring Facility, 123

Help and Support Center, 137–140

internationalization and localization, 147

Internet connectivity, 142–146

Microsoft Management Console, 124–129

My Computer tool, 119–122

My Network Places, 122–123

for remote access VPNs, 577–578

Search, 140–142

toolbar and cascading menu system, 116–119

user, 17–18

Winkey quick keys, 146–147

Intermediate Certificate Authorities, 413–415

Internal connectivity in current enterprise

inventory, 73

Internal routines, 28

Internal use, domain names for, 189

International language support in index

services, 724

Internationalization, 147
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Internet

certificate management for, 513

VPNs over. See Remote access VPNs

Internet Authentication Service (IAS), 592–596,

894

installing, 596–597

RADIUS client configuration in, 598–599

registering, 597

remote access policies in, 597

Internet Authentication Service snap-in tool,

596–597, 599

Internet browsers, 888

ActiveX components in, 513

security for, 512–513

Internet Connection Firewall, 144

Internet Connection Sharing (ICS), 144, 528

Internet connectivity, 142–146

Internet Explorer, 145–146

accessing, 118

for certificates, 443–444

for sharing folders, 374

Internet Information Services (IIS), 95, 675–676,

894

data and process reliability in, 681–685

features in, 684–685

with FTP server, 706–711

isolation mode in, 685–686

management components in, 686–687

with NNTP server, 705–708

scripts in, 770

security in, 678–681, 694–695

with SMTP server, 699–704

Web application environment in, 686

Websites in

administering, 688–690

creating, 687–689

permissions for, 689–690

properties of, 690–699

WMI provider and command-line

administration in, 678

XML database for, 677

Internet Information Services snap-in tool, 680,

687, 689–690, 705

Internet interfaces for remote access VPNs,

577–578

Internet Key Exchange (IKE) protocol, 

573–574

Internet messaging, 744

Internet Options dialog box, 445

Internet Protocol (IP). See Dynamic Host

Configuration Protocol; IP; IP addresses

Internet Protocol (TCP/IP) Properties dialog

box, 527, 537, 558

Internet Security and Acceleration Server 2000,

10–11

Interoperability

in Active Directory, 176

in MOM, 12, 748

Interprocess Communication Manager, 29–30

Interprocess Communications (IPC), 38

Interrupt Time counter, 47

Interrupts/sec counter, 47

Intersite links and transports

creating, 227

in current enterprise analysis, 78

site links for, 225

Intersite replication

process in, 168

schedules for, 227–228

Intranet interfaces, 577–578

Intrasite replication, 168

inuse command, 136, 770

INVALID TGT flag, 393

Inventories

in current enterprise analysis, 72–73

for libraries, 632

managing, 746

I/O Manager, 31

IP (Internet Protocol), 894

datagrams in, 521–522

filters in, 607, 609–614

routing in, 525–528

security in, 512. See also IPSec; Virtual Private

Networks

subnets in, 162–163

transport link options for, 227

IP Address and Port Settings dialog box, 688

IP Address Range window, 549–550

IP addresses, 521–522, 894

Address Resolution Protocol for, 523–525

DHCP for. See Dynamic Host Configuration

Protocol

for IIS, 688

in packet filtering, 509

parts of, 522–523

for secondary servers, 540

subnet masks for, 523

for VPNs, 580–581

IP Filter List tab, 607, 609

IP Security. See IPSec

IP Security Policies on Active Directory settings,

305

IP Security Policy Wizard, 603, 606

IPC (Interprocess Communications), 38

IPC$ share, 374

ipconfig command, 525, 821–822
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IPSec (IP Security), 21, 23, 601–602

authentication methods in, 603–604, 607

certificates for, 582, 604

connection types in, 605, 608

IP filters for, 607, 609–614

for L2TP, 573–574, 584–586

policies for, 602–604

tunnel settings in, 604–605, 608

Ipseccmd.exe tool, 135

ipxroute command, 822

ISAPI Filters tab, 691, 693

ISDN (Integrated Services Digital Network), 524

Isolation mode in IIS, 685–686

Issued Certificates store, 466

Issuing Certificate Authorities, 414–415

ISTG (Inter-Site Topology Generator), 225

IT Organization in current enterprise inventory,

72

Italics in reference guide, 758

Items to Synchronize dialog box, 348

Iterative requests in DNS, 530

Java Virtual Machine (JVM), 145

JavaScript language, 322

Job objects, 38

Journals in MSMQ, 732, 740

JScript language, 18

KCC. See Knowledge Consistency Checker

Kerberos authentication, 174, 389–391, 894

authentication service exchange in, 391–394

client/server exchange in, 394–396

with Cluster Services, 722

configuring, 874–875

cross-forest authentication in, 405–406

delegation in, 399–400

forwarding in, 400–401

in IIS, 679

in IPSec, 604

logon process in, 396–397

policies for, 403–405

referral tickets in, 397–399

smart cards with, 431–432

symmetrical encryption and shared keys in,

401–403

ticket-granting service exchange in, 394–396

Kernel, 895

in boot process, 59

memory for, 46

Kernel mode, 26–32, 895

Kernel-Mode Crypto Module, 491

Key Distribution Centers (KDCs), 390–394, 894

keyboard, Winkey quick keys, 146–147

Keys

in Kerberos authentication, 401–403

in Public Key Infrastructure, 407–411

in Registry, 61–62

kill.exe utility, 874

Killing processes, 41–42, 778–779, 863, 874

Knowledge Consistency Checker (KCC)

defined, 894

for replication, 167, 192

ksetup.exe utility, 874–875

ktpass.exe utility, 874–875

L (List Folder Contents) permission, 351

L2TP. See Layer 2 Tunneling Protocol

L2TP over IPsec filters, 584–586

Language support in index services, 724

LANs. See local area networks

Last Known Good Files, 108–109

LastKnownGood Configuration option, 646

LastKnownGood control set, 59

Latency in replication, 191–192

Launching tools, 137

Layer 2 Tunneling Protocol (L2TP), 21

defined, 895

for VPNs, 573–574

LDAP. See Lightweight Directory Access

Protocol

LDAP Duplication/Update Protocol (LDUP), 179

LDAP Routing tab, 701, 703

ldp.exe tool, 876

Lease Duration window, 551

Leases, DHCP, 550–551, 559–560

Legacy analysis, 72, 74

Less than signs (<)

in Index Services queries, 728

in text searches, 856

Libraries, 630–631

enabling and disabling, 631

inventories for, 632

media type for, 632

License Servers for Terminal Services, 650

Licensing

in current enterprise inventory, 73

in installation, 92, 99

in Terminal Services, 650, 664

Licensing Site Settings Properties dialog box,

229

Life-cycle analysis, 74

Lightweight Directory Access Protocol (LDAP),

174, 895

for Active Directory, 178–180

Digest/SASL for, 390

in LDAP routing, 701, 703
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Lightweight Directory Access Protocol (cont.)
managing, 876

for MSMQ, 744

Limit journal storage to (KB) option, 740

Limit message storage to (KB) option, 740

Line Printer Remote (LPR) service, 895

Links

in Active Directory, 152

in Dfs sharing, 380–381, 385–388

GPOs to Active Directory, 332

intersite, 227

in NTFS, 54

testing, 824–826

List Folder Contents (L) permission, 351

List Folder/Read Data permission, 356, 358

listdc.vs file, 88

listdomains.vbs file, 88

ListView technology, 121

LM Security Support Provider service, 842

Lmhosts file, 530

Load management

in RADIUS, 600

in Terminal Services, 668–669

Local area networks (LANs)

defined, 895

drivers, 524

Local backups, 636

Local caches, 530

Local certificate stores, 439–446

Local computer option, 441

Local Computer Policy snap-in tool, 327–332

Local computers, 895

Local Disk Properties dialog box, 624–625

Local File Properties dialog box, 600

Local groups, 279–280, 895

built-in, 284

managing, 836–837

Local passwords, 493

Local Policies, 305, 480

Local Procedure Call Facility, 29

Local/Remote Computer Policy snap-in tool, 

480

Local Security Authorities (LSAs), 168, 390, 432

Local Settings file, 270

Local stores, 412–417

Local user accounts, 250–252

creating, 253–257

defined, 895

Local user profiles, 267, 273–274

Local Users and Groups snap-in tool, 666–667

Localization, 147

Localized administration, 195

Locating. See Finding information

Locations dialog box, 370–372

Lock Computer option, 332

Lock Workstation option, 336–338

Lockdown Wizard, 675, 678

Locking devices for physical security, 499

Lockout policies. See also System lockdown

analyzing, 487

for passwords, 493

Log files. See Logs

Log on locally policy, 405

Log On To option, 263

Logging modes for group policies, 343

Logging off, 863

Logging on as another user, 817

Logging option in Event Viewer, 49

Logical structures, 70–71, 155–156

domains, 157

forests, 158–159

organizational units, 158–159

planning, 194–197

scaling and extensibility, 159–160

schema, 160–162

trees, 157–158

Logman tool, 48

Logoff program, 671

Logoff scripts, 321

Logon Denied option, 262

Logon Hours option, 262, 265

Logon/logoff events, auditing, 505

Logon/Logoff tab, 347

Logon names

as another user, 817

in authentication service, 390

for domain user accounts, 259

for local user accounts, 253

Logon Permitted option, 262

Logon scripts

for group policies, 321, 341

for profile paths, 271

Logon services in Windows NT upgrades, 84

Logon Settings tab, 662

Logon tab for processes, 38

Logon Workstations window, 263, 265

Logons, 895

in boot process, 59–60

in Kerberos authentication, 396–397

in Terminal Services, 662

Logs

in Active Directory, 152–154, 201, 204

for certificates, 458–459, 465–467

event, 48, 305, 480, 501–502, 504–506, 765

in RADIUS, 599–600

Loose consistency in replication, 191
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LPC (Local Procedure Calls), 29–30

lpdsvc (LPD Service), 842, 854–855

lpq command, 851–852

lpr command, 850

LPR (Line Printer Remote) service, 895

LSAs (Local Security Authorities), 168, 390, 432

LSDOU inheritance model, 294–296

M (Modify) permissions, 351

MAC (Media Access Control) addresses,

523–524

Macros in software tracing, 63

Mail

certificates for, 411

PKI for, 425–426

security for, 514–516

Manage Authorized Servers dialog box, 548

Managed By tab, 237

Management and Monitoring Tools component,

95

Management tools

in current enterprise inventory, 73

in MOM, 12, 750–751

Managing Multiple Remote Access Servers

window, 581

Mandatory attributes, 219, 221

Mandatory user profiles, 268–269

Map Network Drive option, 121

Mapping

in Dfs sharing, 380–381

extensions, 497–498

memory, 56–57

network drives, 121, 372–373

Mark Keys as exportable options, 452

Master Boot Records (MBRs), 57, 895

Master DNS servers, 540–541

Master domain models, 85, 198

Master File Table redundancy, 53

Master operation roles, 172–173

location of, 193

managing, 235

Max Lifetime for Service Ticket policy, 404

Max Lifetime for User Ticket policy, 404

Max Lifetime for User Ticket Renewal policy,

404

Maximum connections option, 661

Maximum password age policy, 492

Maximum wait time for Group Policy scripts

settings, 322

Max Tolerance for Comp Clock Sync policy, 404

MAY POSTDATE TGT flag, 393

MBRs (Master Boot Records), 57, 895

md command, 802

MD5 (Message Digest 5), 402, 408

Media

for backups, 635

removable, 630–634

Media Access Control (MAC) addresses,

523–524

Media errors in installation, 107

Media pools, 632–633

Media tab, 632

Member Of tab, 261, 264, 267

Member servers

defined, 895

in Windows NT upgrades, 87

Member tab, 288

Members tab, 290

Memory

in boot process, 58

for device drivers, 762

flash, 22

for Index Services, 726

in installation, 107

mapping, 56–57

monitoring, 44, 46

for MSMQ, 736–737

for processes, 876

requirements for, 7

stored and virtual, 51–57

for Terminal Services, 655

Memory support in IIS, 684

memsnap.exe utility, 876

Menu system, 117–119

Message Digest 5, 402, 408

Message digests, 680

Message Queuing component, 95, 895

Messages

chat mode, 817–818

FTP, 710

mail

certificates for, 411

PKI for, 425–426

security for, 514–516

MSMQ, 731–732

authentication of, 741–742

properties for, 741

purging, 741

routing for, 733–736

storage size of, 739

SMTP, 703–704

Messages tab

in FTP, 710

in SMTP, 703–704

Messenger service, 842

Metacharacters in text searches, 856
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Metadata, 54

MetaFrame technology, 657

Metering software, 746–747

$Mft file, 53

$MftMirr file, 53

MFTs (Master File Tables), 54, 895

Microkernel, 28

Microsoft Certificate Authorities, 418–421

Microsoft Challenge Handshake Authentication

Protocol (MS CHAP), 571

Microsoft Cryptographic Provider, 427

Microsoft DHCP Server service, 842

Microsoft Explorer, 119, 793–795

Microsoft Graphical Identification and

Authentication (MSGINA) dialog box, 432

Microsoft Management Console (MMC), 19–20,

124–125, 895

Active Directory snap-ins in, 181–182, 208–209

Active Directory Domains and Trusts

manager, 209–217

Active Directory Replication monitor, 235

Active Directory Schema Manager, 217–223

Active Directory Sites and Services, 223–231

Active Directory Users and Computers,

231–235

creating and using, 125–126

modes in, 128

saving, 128–129

Microsoft Message Queuing (MSMQ) services

administrative tools for, 738

enhancements to, 744–745

finding, 739

installing, 736–738

journals in, 732, 739

messages in, 731–732

authentication of, 741–742

properties for, 741

purging, 741

routing for, 733–736

storage size of, 739

network topology for, 732–733

permissions in, 742

queues in, 732–733

deleting, 740

finding, 740

security issues in, 741–744

Microsoft Network Monitor dialog box, 747

Microsoft Operations Manager (MOM), 11–12

features of, 749–751

purpose of, 748

Microsoft Point-to-Point Encryption (MPPE)

method, 572

Microsoft Scripting Debugger component, 95

Microsoft Services for UNIX, 34

Microsoft trust list signing, 411

Mid-tier suites, 10

Migration

in Active Directory, 180–181

in installation, 94–96

MIME (Multipurpose Internet Mail Extensions),

425

Minimum password length policy, 492

Mirror sets, 896

Mirrored filters, 610

Mirrored volumes, 622–623

Missing files, detecting, 64

Mixed administrative models, 75

Mixed mode environments, 896

changing to native mode, 213–214

security in, 83–84

in Windows NT upgrades, 81–85

mkdir command, 802

MMC. See Microsoft Management Console

Mobile computers, ClearType technology for,

147

Mobile Information Server, 10

Modem drivers, 524

Modes

licensing, 92

in MMC, 128

native and mixed, 82

Modifications tab, 319–321

Modify (M) permissions, 351

Modify Security Method dialog box, 613

MOM. See Microsoft Operations Manager

Monitoring

memory, 44, 46

proactive, 12

replication, 235

tools for, 95

Monitors

DualView Monitoring Facility for, 123

power management for, 772

more command, 792–793

Morris, James, 183

Mount order of work queues, 634

move command, 809

Move dialog box, 233

movetree.exe utility, 876–877

Moving

Active Directory objects, 876–877

computer accounts, 233

domain controllers between sites, 229

files, 361–362, 809

between folders, 803–804

Global Catalogs, 245
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icons, 119

media pools, 633

organizational units, 237

permissions affected by, 361–362

MPPE (Microsoft Point-to-Point Encryption)

method, 572

MS CHAP (Microsoft Challenge Handshake

Authentication Protocol), 571

MS-DOS, 896

Msg program, 671

.MSI packages, 310–311

msinfo32.exe utility, 876–877

MSMQ. See Microsoft Message Queuing

services

Multicasting in MSMQ, 744–745

Multihomed hosts, 525

Multimaster domain models, 85

Multimaster replication, 896

in Active Directory, 156

in native and mixed modes, 82

Multiple boots, 896

Multiple domain controllers, 165–166

Multiple forests, 196–197

Multiple Instances Help function, 140

multiple servers, performance monitoring of, 47

Multiprocessor support, 7, 37–38

Multipurpose Internet Mail Extensions (MIME),

425

Multitasking, 34, 36–37

My Computer tool, 119–122

My Documents directory

in profiles, 269

redirecting, 344–347

My Documents icon, 117

My IP address option, 607

My Network Places

for searches, 122–123

for sharing folders, 372

My Network Places icon, 118

My Recent Documents file, 270

My Services, 10

Name resolution, cross-forest authentication

for, 197

Name Server (NS) resource records, 897

Name Servers tab, 541

Named attributes, 150

Named pipes, 36, 896

Names

in Active Directory, 176–178

in certificates, 410

of computers, 99, 232, 263

of Dfs links, 380

of domain user accounts, 258–259

of domains, 189–190

of files, 52–53, 55–56, 811

of folders, 811

in IAS, 595

in installation, 99

in logon restrictions, 263

of network messages, 817–818, 837

of organizational units, 237

of standalone Dfs shares, 385

Namespaces, 93, 176, 188–190, 896

Naming contexts, 870–871

Naming services. See Domain Name System;

Dynamic Host Configuration Protocol

NAS-Identifier attribute, 588

NAS-IP-Address attribute, 588

NAS-Port-Type attribute, 588

NAT (Network Address Translation), 144

Native mode, 896

changing to, 213–214

in Windows NT upgrades, 81–85

Navigation, 17

Command Prompt, 758–759

folder, 803–804

NBT (NetBIOS over TCP/IP) gateways, 565

nbtstat command, 822

NEAR operator, 727–728

Negotiate security options, 611

Negotiation in IPSec, 602

Nesting groups, 82, 277–278

net accounts command, 829–830

net computer command, 831

net config command, 831

net config server command, 831–832

net config workstation command, 832–833

net continue command, 833

net file command, 834

.NET Framework, 8–9, 15–16

net group command, 834–835

net help command, 800, 837

net helpmsg command, 801, 837

net localgroup command, 836–837

Net Logon service, 842

net name command, 817–818, 837

net pause command, 837–838

net print command, 838, 852–853

net send command, 818, 838

net session command, 838–839

net share command, 507, 839–840

net start command, 841

net statistics command, 840–841

net stop command, 841

net time command, 816–817, 841
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net use command, 844–845

net user command, 844–848

net view command, 848

NetBIOS names

entering, 204

in logon restrictions, 263

NetBIOS Node Type option, 552

NetBIOS over TCP/IP (NBT) gateways, 565

netdiag.exe tool, 877–878

netdom.exe utility, 135, 771, 879

NetHood file, 270

NETLOGON share, 374

netsh command, 135, 771

netstat command, 823

Network Adapter tab, 659–661

Network adapters, 896

for media frames, 524

for Terminal Services connections, 659–661

for window size, 528

Network Address Translation (NAT), 144

Network card drivers, 896

Network Connection Wizard, 20, 589–591

Network DDE service, 842

Network DDE DSDM service, 842

Network directory, searching, 122–124

Network group, 369

Network Identification tab, 821

Network Interface Cards (NICs), 896

for media frames, 524

for Terminal Services connections, 659–661

for window size, 528

Network layer in OSI model, 520

Network Media Bridge, 526

Network Monitor, 193, 747–748

Network Monitor Agent service, 842

Network News Transfer Protocol (NNTP) server,

705–708, 896

Network services

displaying, 831

managing, 831–832

pausing, 837–838

reactivating, 833

starting, 841

statistics information for, 840–841

stopping, 841

Network Services component, 95

Network settings option, 721

Networks and networking, 519

architecture in, 519–521

backups for, 636

in Cluster Services, 718, 721–722

commands for, 818–848

and communications, 20–21

connections in

displaying, 822

for Global Catalog, 171

testing, 824–826

for VPNs, 589–591

connectivity tester for, 877–878

copying files over, 824, 826–827

in current enterprise inventory

addressing schemes, 73

applications, 73

operating systems, 72

speeds, 78

diagnostics for, 747–748, 771

directory services commands on, 763

encrypted files on, 430

executing commands over, 828

Group Policy for, 566

in Index Services, 723

in installation, 90, 100

IP addressing in, 521–525

IP routing in, 525–528

mapping drives on, 121, 372–373

for MSMQ, 732–733

naming services and IP assignments in. See
Domain Name System; Dynamic Host

Configuration Protocol

PPPoE support for, 566

real-time communications in, 565

routing tables for, 827

security for, 506

for browsers, 512–513

for e-mail, 514–516

firewalls for, 508–511

for network shares, 507–508

for RAS servers, 514

TCP/IP issues in, 516

for Web, 511–512

TAPI streaming support for, 565–566

time synchronization on, 816–817, 841

user management for, 844–848

New Authentication Method Properties dialog

box, 607

New Boot Image option, 563

New Class dialog box, 555

New Connection Wizard, 526

New Group option, 288

New Host Record dialog box, 534–535

New Link dialog box, 385, 387

New Object - Group  dialog box, 288, 290

New Object - User window, 258–261

New option for group policies, 334

New Pointer (PTR) option, 534

New Quota option, 628
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New Remote Access Policy option, 587, 597

New Reservation dialog box, 553, 564

New Resource Record dialog box, 536

New Restriction dialog box, 466

New Root Wizard, 383–384, 386

New Scope Wizard, 547, 549–551

New Site Link dialog box, 227

New Static Route option, 582

New Superscope Wizard, 556

New Task dialog box, 41

New User dialog box, 253–255

New Zone Wizard, 533–535, 540–541

NICs. See Network Interface Cards

NIST Hash Algorithms, 490–491

nltest.exe utility, 879–880

NNTP (Network News Transfer Protocol) server,

705–708, 896

No Override option, 337

Nodes

defined, 897

IP addresses for, 521

Non-repudiation in e-mail, 514

Nonauthoritative backups, 229

Nonauthoritative restores, 897

Noncaching proxies, 511

Nonces, 402–403

Noncontainer objects, 897

Nonpaged memory, 897

Nonresident data in NTFS, 54

Nontransitive trusts, 897

Normal backups, 636, 897

Normal messages, 732

Normal process priority, 37

NOT operator, 727–728

Notification for DNS servers, 541–544

Notify dialog box, 542

Notssid.inf template, 482

NS (Name Server) resource records, 897

nslookup command, 824, 897

NT LAN Manager (NTLM) authentication, 897

Ntbackup utility, 637–643, 644, 782–785

Ntdetect.com file, 58

Ntds.dit file, 152, 160, 167

NTDS settings object, 168

Ntdsutil utility, 230, 644

NTFS file system, 52–56, 897

compression in, 619–620

converting to, 814

Disk Management for, 625–626

in installation, 91–92

permissions in, 349–350

for folders, 352–357

inheritance of, 357–361

ownership, 362–366

standard and special, 350–351

NTGlobalFlag, 872–874

NTLDR file, 57, 59

NTLM (NT LAN Manager) authentication, 897

NTLM authentication, 389–390

Ntuser.DA_ file, 62

Number of seconds before forward queries 

time out option, 544

Number signs (#) in queries, 727

Numbers in queries, 727

Object Access category logs, 503

Object Identifiers (OIDs), 161, 594

Object Linking and Embedding (OLE), 897

Object Manager, 29, 36

Object table, 152

Objects and object classes, 36, 150–152, 155,

897

attributes for, 150, 160–162, 170–171, 219

creating, 221–222

finding, 17, 237–239

identifying and modifying, 218–220

permissions for. See Permissions

in schema, 160–162

in Windows NT upgrades, 83

Obtain an IP address automatically option, 558

Obtain DNS server address automatically

option, 558

Offline auditing, 501–502

Offline cluster server nodes, 897

Offline Files Wizard, 345

Offline Folder settings, 324

Offline servers in Dfs sharing, 382

OIDs (Object Identifiers), 161, 594

OLE (Object Linking and Embedding), 897

On-demand router-to-router VPNs, 575

On-demand starting in IIS, 683

On-disk catalogs, 897

On Idle tab, 347

On-media catalogs, 898

On-the-fly editing, 677

One-way trusts, 85, 185, 211–212, 898

Online cluster server nodes, 898

OnNow applet, 22

Open Database Connectivity (ODBC), 897

Open Directory Service Interfaces (ODSI), 183

Open files, displaying, 771

Open Files node for shares, 374, 376

Open option, 446

Open Shortest Path First (OSPF) protocol, 526

Open standards for Active Directory, 173–174

DNS, 175–176
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Open standards for Active Directory (cont.)
interoperability issues, 176

LDAP, 178–180

naming conventions, 176–178

Open Systems Interconnect (OSI) model,

519–521

Open With window, 498, 791

openfiles command, 135, 771

Operating system files, 119

Operating systems

in legacy analysis, 74

maintenance of, 13

Operational management in current enterprise

analysis, 80

Operations Manager, 747–751

Operations Master dialog box, 218

Operations masters, 172–173, 898

location of, 193

managing, 235

Operator requests, managing, 633–634

Operators

defined, 898

in IIS, 691

Operators tab, 691, 692

Optional attributes, 219, 221

Optional services and components, 94–95

Options option for group policies, 334

OR operator, 727–728

Organization name in installation, 99

Organization tab, 261

Organizational analysis in current enterprise

analysis

of processes and dynamics, 75–76

of structure, 74–75

Organizational-Unit (OU) attribute, 176

Organizational units (OUs), 14, 74–75, 898

in Active Directory, 158–159

creating, 236–237

planning, 194

Orphaned files, 898

Orphaning work processes, 683

Orphans, 898

OS/2 subsystem

limitations of, 34

as security threat, 498–499

OSI (Open Systems Interconnect) model,

519–521

OSPF (Open Shortest Path First) protocol,

526

OU (Organizational-Unit) attribute, 176

OUs. See Organizational units

Out-routing servers, 734–735

Outbound Security option, 701

Overriding

environment settings, 664

policy inheritance, 298–299

Owner tab for permissions, 367

Owners

defined, 898

in printing, 851

Ownership, 362

denying rights example, 362–363

of files, 779–780

implicit groups in, 365–366

in MSMQ, 743

permission settings in, 350, 364–366

transferring ownership example, 363–365

Package can upgrade over the existing package

option, 315

Packaging applications, 310–311

Packet filtering, 509–510

Packet headers, 898

Packets, 898

Page faults, 898

Paged pools, 898

Paged results, 247

Pagefileconfig command, 135, 771

Pagefiles, 56–57, 771

Pages in printing, 851

Paging, 51

defined, 898

in virtual memory model, 29, 56–57

Parallel ports device, Remote Desktop for,

671

Parent classes, 218

Parent domains, 898

Parent objects, 898

Parentheses in batch commands, 786

Partition boot sectors, 898

Partition Table, 57

Partitioned nodes in clustering, 716

Partitions, 898

in Active Directory, 154

in installation, 91

managing, 619

Password Authentication Protocol (PAP), 571

Passwords, 898

for administrator accounts, 99, 489–491

in authentication service, 390

for BIOS settings, 500

with Cluster Services, 722

for domain user accounts, 257, 259–260

filtering, 82, 494

local, 493

for local user accounts, 253
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in native and mixed modes, 82

policies for, 487, 492–494

for Remote Access Service, 514

setting, 494

user responsibility for, 517

writing down, 490, 494

Passwords must meet password filter

requirements policy, 492

Passwords never expires property, 260

Patch files

in Active Directory, 154

redeploying, 315–317

Path to target setting, 385

pathping command, 824, 826

Paths, 899

in Dfs sharing, 385

displaying, 801

profile, 271–272

for scripts, 341

security for, 496–498

Pattern matching

in Index Services queries, 728

in string searches, 856–858

pause command, 786

Pausing

batch files, 779, 781, 786

FTP, 706

Index Services, 729

network services, 837–838

NNTP, 705

printing, 853–854

in remote access clients, 591

in SMTP, 700

PDC Emulators, 83, 172, 899

PDC operations masters, 235, 326

PDCs. See Primary Domain Controllers

Peak Memory Usage, 899

Pels, 899

Pending certificates, 449, 455

Pending Requests store, 466

Per seat licensing modes

defined, 899

in installation, 92

Per server licensing modes

defined, 899

in installation, 92

Performance Monitor, 193

Performance monitoring

in current enterprise analysis, 80

for disks, 860

in MOM, 749–750

Performance Properties tab, 691

Performance screen, 44–48

Performance tab

in IIS, 693

in Task Manager, 40, 863

Periods (.) in text searches, 856

Permission Entry for Software Config dialog

box, 356, 358

Permission Entry for Subfolder dialog box, 356,

363

Permissions, 899

in Active Directory, 238–241

in ActiveX, 513

for backups, 636

for groups, 264, 291–292

in IIS, 679, 681

inheriting, 239

for local user accounts, 256–257

in MSMQ, 742

for network shares, 507

NTFS, 349–350

for folders, 352–357

inheritance of, 357–361

ownership, 362–366

standard and special, 350–351

for RAS Server, 205

for shared folders, 366–371, 376

with SIDs, 250

in SMTP, 700

for Terminal Services connections, 661

troubleshooting, 864–865

user responsibility for, 517

for Websites, 689–690

Permissions for Software Configuration dialog

box, 369, 371

Permissions tab, 661

Permissions Wizard, 689–690

Permit options for IP filter actions, 611

Persisted ASP template caches in IIS, 684

Persistent router-to-router VPNs, 575

Personal stores, 413

Personal user profiles, 269–271

Personnel in current enterprise analysis

needs of, 79

training of, 74

PF History data, 46

PF Usage data, 46

Phrase mode in queries, 727–728

Physical layer in OSI model, 519–520

Physical memory, 46, 51

Physical security, 499–500

Physical structures, 70–71, 162

in current enterprise analysis, 73, 77–80

domain controllers, 164–166

domain relationships, 163–164
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Physical structures (cont.)
planning, 190–193

sites, 163

PIDs (process identifiers), 778, 901

ping command, 824–825, 899

Pipe symbol (|)

in batch commands, 786

in Index Services queries, 727

in reference guide, 758

Pipes, 36

PKCS (Public Key Cryptography Standards), 491

PKI. See Public Key Infrastructure

Planning

for Active Directory

domain controllers, 198–199

logical structure, 194–197

namespace, 188–190

physical structure, 190–193

sizing, 199

upgrades, 197–198

for Windows .NET, 69–70

current enterprise in, 71–80

logical and physical structures in, 70–71

Windows NT upgrades, 81–88

planning modes for group policies, 343

Plug and Play facility, 21, 899

Plug and Play Manager, 31

Plus signs (+) with copy, 808

pmon.exe utility, 879

Point-to-Point Protocol (PPP)

defined, 899

in VPNs, 572

Point-to-Point Protocol over Ethernet (PPPoE),

566

Point-to-Point Tunneling Protocol (PPTP), 21

defined, 899

in VPNs, 573–574

Pointer (PTR) resource records, 899

Pointer (PTR) tab, 536

Points of presence (POPs)

defined, 899–900

RADIUS for, 593, 595

Policies, 899

group. See Group policies

IPSec, 602–604

Kerberos authentication, 403–405

PKI, 421–422

for remote access VPNs, 586–589

RSoP, 769

for security, 478–479

SCA tool for, 483–487

templates for, 479–483

in ZAW, 18

Policy change events

auditing, 506

logs for, 503

Policy Module tab, 469–471

Policy Settings store, 466

Policy Templates dialog box, 302–303

pool allocations, monitoring, 46

POP3 servers in installation, 102

POPs. See points of presence

Port devices, Remote Desktop for, 671

Port IDs, 900

Port rules, 900

Portable Operating System Interface

Computing Environment (POSIX), 900

as security threat, 498–499

support for, 34

Ports, 900

in IAS, 596–597

for packet filtering, 509–510

for printers, 849, 851, 854

for remote access VPNs, 584–585

Ports tab, 596–597, 854

POSTDATED TGT flag, 393

Potential change and growth in current

enterprise analysis, 76

Power failures, 647

Power management, configuring, 771–774

Power Manager, 32

Power On Self-Test (POST), 57

Power Users group, 257

powercfg command, 136, 771–774

PPP. See Point-to-Point Protocol

PPPoE (Point-to-Point Protocol over

Ethernet), 566

PPTP. See Point-to-Point Tunneling Protocol

PRE-AUTHENT TGT flag, 393

Pre-Boot Execution Environment (PXE), 68,

105–106

Predefined keys, 900

Preemptive multitasking, 34, 36–37

Preliminary initialization in boot process, 59

Preliminary Steps window, 532

Preprocessors in software tracing, 63

Presentation layer in OSI model, 521

Preshared keys in IPSec, 604

Primary Domain Controllers (PDCs), 83, 

900

in Active Directory, 164–165

upgrading, 198

in Windows NT upgrades, 87

Primary partitions, 900

Primary zone option, 532–533

print command, 850–851
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Print jobs, 900

Print Operators group, 285

Print scripts tool, 135

Print Server for Macintosh service, 843

Print servers

defined, 900

in installation, 102

print$ share, 374

Print spoolers, 900

Printer drivers, 900

Printer fonts, 900

Printer permissions, 900

Printer Wizard, 108

Printers, 900

creating, 848–849

finding, 122–124

information about, 838

managing, 853–854

properties for, 854

publishing to Active Directory, 377

Remote Desktop for, 671–672

sending files to, 849–851

Printers folder, 848

Printers window, 850

PrintHood file, 270

Printing

background, 850–851

scripts for, 774–775

status of, 851–853

Printing Node Help function, 140

Printing pools, 900

Priorities

for permissions, 277

for processes, 28, 863

Private keys

defined, 900

exporting, 456–457, 463–464

Private queues, 732

Privilege use events

auditing, 506

logs for, 503

Privileged Time counter, 46

Privileges, 277–278. See also Permissions

Prncnfg.vbs script, 774

Prndrvr.vbs script, 774

Prnjobs.vbs script, 774

Prnmngr.vbs script, 774

Prnport.vbs script, 775

Prnqctl.vbs script, 775

Procedures in reference guide, 758

Process identifiers (PIDs), 778, 901

Process Manager, 29

Process Monitor, 879

Process Viewer, 879

Processes, 35–37, 901

commands for, 860–863

component services, 38–39

in current enterprise analysis, 75–76

displaying, 44–48, 778, 780

in IIS, 681–685, 691

Interprocess Communications, 38

listing, 883

memory used by, 876

multi-processor support, 37–38

starting, 41–42

stopping, 778–779

Task Manager, 39–42

terminating, 41–42, 863, 874

throttling, 684, 691

Processes tab, 40–41, 863

Processor accounting, 38

Processor Queue Length counter, 46–47

Processor Time counter, 46

Processors, throttling, 773

Product types, determining, 769–770

Product updates, automatic, 110–111

Profile tab, 261, 271–272, 274–275

Profiles. See User profiles

Program Files Properties dialog box, 352

Propagate inheritable permissions to all

subfolders and files option, 308

Properties

Active Directory, 162

application, 313–321

certificate, 469–473

cluster, 720–721

computer account, 231

Domain Name System, 868–869

domain user account, 259–266

file and folder, 793–799

group policy, 334

Index Services, 730–731

MSMQ, 741

object class, 218–219

printer, 854

Website, 690–699

Properties dialog box, 218–219

Protected environmental subsystems, 32

Protected user mode system, 32–35

Protocol tab, 610–611

Protocols, 901

in installation, 99

for IP filters, 610–611

PROXIABLE TGT flag, 393, 399

Proxy authentication, 399

Proxy Server program, 11
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Proxy servers

operation of, 510–511

for RADIUS, 600

PROXY TGT flag, 393, 399

PTR (Pointer) resource records, 899

Public key certificates, 604

Public key cryptography, 901

Public Key Cryptography Standards (PKCS), 491

Public Key Infrastructure (PKI), 389, 406–407,

901

authenticode in, 425–426

certificates in. See Certificate Authorities;

Certificates

digital signatures in, 408–410

for e-mail, 425–426

encryption in, 408, 426–431

for IPsec, 601

keys in, 407–411

public key policies for, 421–422

roaming and recovery in, 418

for Web security, 422–425

Public Key Policies settings, 305

Public keys, 901

Public queues, 732

Public Web Site option, 689–690

Publication Settings tab, 471, 474

Publishing

applications, 310–311

for folder sharing, 377

Purging MSMQ messages, 741

pviewer.exe command, 879

PXE (Pre-Boot Execution Environment), 68,

105–106

Quality of Service (QoS), 901

Quality of Service (QoS) Packet Scheduler, 528

Quantum types, 37

Queries in Index Services, 901

forms for, 725

language for, 726–728

Query process program, 671

Query session program, 671

Query termserver program, 671

Question marks (?)

with comp, 788

with del, 805

with dir, 796

with fc, 785

Queues, 901

MSMQ. See Microsoft Message Queuing

services

print, 851–853

Quorum of Nodes feature, 722

Quorum resources for clusters, 714, 716

Quota limits, 901

Quota tab, 626–628

Quotas, disk, 626

for all users, 627–628

for individual users, 628

Quotation marks (‘) in Index Services queries,

727

R (Read) permissions, 351

in Active Directory, 239

for shared folders, 369

RADIUS. See Remote Authentication Dial-In

User Service

RAID (Redundant Array of Independent Disks),

901

RAID-5 volumes, 623, 901

RAM (Random Access Memory), 901

for installation, 90

paging, 51

Ranges in text searches, 856

Rapid fail protection in IIS, 683

RAS. See Remote Access Service Servers

rcp command, 824, 826–827

rd command, 803

RDNs (relative distinguished names), 177, 902

RDP-TCP (Remote Desktop Protocol) stack,

656–657

Re-order Mounts option, 634

Read permissions, 351

in Active Directory, 239

for shared folders, 369

Read Attributes permission, 356, 358

Read & Execute (RX) permissions, 351

Read Extended Attributes permission, 356, 358

Read-Only attribute, 793

Read-Only Memory (ROM), 901

Read-Only mode in Registry Editor, 62

Read Permissions permission, 356, 359

Real-time communication servers in installation,

102

Real-Time Communications (RTC), 565

Real-Time message multicasting, 744

Real time process priority, 37

Realm names in IAS, 595

Reboot, replacing files on, 770

Recoverable MSMQ messages, 732

Recovery

in disasters. See Disaster management

in PKI, 418

in security policies, 479

in Windows NT upgrades, 87

Recovery agents, 901
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Recovery Console, 646, 902

Recovery tab, 38

Recreational Software Advisor Council (RSAC)

rating system, 696

Recursion in DNS, 530–531

Recycle Bin, 118, 902

Recycling IIS work processes, 683–684

Redeploying software patches, 315–317

Redirecting folders, 324–325, 342–347

Redirection

to clipboard, 761

for Terminal Services, 671–673

Redundancy

domain controllers for, 165

Master File Table, 53

Redundant Array of Independent Disks (RAID),

901

Referral tickets, 397–399

Referrals in LDAP, 179

Refreshing policy settings, 325–326

Refuse option for operator requests, 634

Reg.exe tool, 135

regfind command, 775–776

Regional settings

for date and time, 815

in installation, 99

Regional Settings Properties window, 815

Register program, 671

Register this connection’s address in DNS

option, 560

Registered file types, 902

Registry, 59–60, 902

in domain controller backups, 229

extension associations in, 498

monitoring, 46

permissions for, 494–495

policy settings in, 306–309

searching in, 775–776

security snap-ins for, 480

structure of, 61–62

tatooing, 338

Registry boots, 902

Registry Editor, 62–63

Registry.pol file, 302

Regular expressions

in Index Services queries, 727–728

in text searches, 856

Relational mode in queries, 727

Relational operators, 728

Relationships

in groups, 277–278

in object classes, 218

Relationships tab, 218

Relative distinguished names (RDNs), 177, 902

Relative Ids (RIDs), 902

masters for, 173, 235, 902

in Windows NT upgrades, 83

Relative names, 902

Relaxed Security level, 651–653

Relay agents, 556–557

Reliability in IIS, 681–682

Relog tool, 48

rem command, 786

Remote access

credentials for, 143

defined, 902

in IAS, 597

Remote Access Connection Manager service,

843

Remote Access ISNSAP service, 843

Remote Access Server, 843

Remote Access Service (RAS) servers, 21,

265–266

defined, 902

in installation, 102

permissions for, 205

security for, 514

Remote access VPNs, 576

client configuration for, 589–591

Internet and intranet interfaces for, 577–578

IPSec certificates for, 582

L2TP over IPSec filters, 584–586

policies for, 586–589

routing setup for, 578–581

static router configuration for, 582–584

tunnel ports for, 584–585

viewing clients in, 592–593

Remote administration, 902

in SMS, 747

in Terminal Services, 653

Remote Assistance Help function, 139–140

Remote Authentication Dial-In User Service

(RADIUS), 592–596, 902

client configuration in, 598–599

load balancing in, 600

logging in, 599–600

proxy servers for, 600

Remote computers, 902

Remote Control tab, 667–668

for Terminal Services connections, 657–658

for user account properties, 261

Remote Desktop, 671–672

Remote Desktop Protocol (RDP-TCP) stack,

656–657

Remote Desktop Users group, 649–650

Remote Desktop Web Connection, 665
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Remote Desktops MMC, 665–666

Remote Installation component, 95

Remote Installation Preparation (RIPrep), 106

Remote Installation Services (RIS), 106

Remote Installation Services Setup Wizard, 106

Remote Interactive Logon right, 649–650

Remote OS Installation, 68, 105–107

Remote Procedure Call (RPC) facility, 902

in Active Directory replication, 167

regulation of, 29–30

Remote Procedure Call (RPC) Locator service,

843

Remote Procedure Call (RPC) Service, 843

Remote storage

diagnostic information for, 880, 882

for removable media, 634–635

Remote Storage Service (RSS), 22

Remote Storage snap-in tool, 634–635

Remote systems, executing commands on, 828

Remoteboot service, 843

Removable media and storage, 630–634

Removable Media snap-in tool, 630

Removable Storage Management (RSM), 22

Removable Storage snap-in tool, 19, 631–634

Remove Lock Computer Properties dialog box,

332, 334

Remove Lock Computer setting, 335–336

Remove option

for permissions, 360

for scripts, 341

Remove Software dialog box, 317

Removing. See Deleting

ren command, 811

rename command, 811

Renaming

domains, 189–190

files and folders, 811

organizational units, 237

RENEWABLE TGT flag, 393

Renewals, DHCP, 560

Reorganizing icons, 119

Repackaging tools, 311

repadmin.exe utility, 879–881

Reparse points, 54

Replace existing permissions on all subfolders

and files with inheritable permissions

option, 308

Replacing files on reboot, 770

Replicate this attribute to the Global Catalog

option, 246

Replication, 902

in Active Directory, 167–169

collisions in, 169

component objects for, 168–169

forced checks in, 230

frequency of, 225

intersite and intrasite, 167

latency in, 191–192

monitoring, 235

in native and mixed modes, 82

planning, 190–193

schedules for, 225, 227–228

topology in, 192–193, 879–881, 903

and Windows NT upgrades, 85

in zones, 538–539

Replication Monitor tool, 193, 880

Replicator group, 285

replmon.exe command, 880

Report messages, 732

Report queues, 732

Reporting

DNS configuration, 189

in MOM, 12

Reporting tools in MOM, 750

Request a certificate link, 451

Request Handling tab, 470–471

Request routing, 197

Request Security Properties dialog box, 612

Request store, 413

Require user’s permission option, 658

Required upgrade for existing packages option,

314–315

Rescan Disks option, 621

Reservations in DHCP, 552–553, 563

Reserved log files, 154

Reset Lockout Counter policy, 493

Reset session program, 671

Resident data in NTFS, 54

Resource Kit, 64, 864–883

Resource Monitor, 714

Resource records (RRs), 903

Resources

for ADSI, 182–183

for clusters, 714, 721

displaying shared, 839–840, 848

finding, 122–124

shared connections for, 844–845

Response messages, 732

Response queues, 732

Restart option for remote access clients, 591

Restoration, 642–644

authoritative, 644

batch, 642–643

in current enterprise inventory, 73

in DHCP, 561–562

of domain controllers, 229–230
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operation of, 640–643

of schema, 223

security for, 499

Restore and Manage Media tab, 641–642

Restore points, 112

Restore tab, 638, 640

Restricted group, 369

Restricted Groups settings, 304–306

Restricted user option, 257

Restrictions

for authority logs, 459, 466

for groups, 304–306, 480

for logons, 263, 403–404

for scripts, 512

Resultant Set of Policy (RSoP), 343, 769

Resuming

printing, 853–854

remote access clients, 591

Reverse lookup zones, 532–535

Revert To Basic Disk command, 618

Revoke Certificate option, 459

Revoked Certificates Properties dialog box, 467

Revoked Certificates store, 466

RIDs. See relative identifiers

Rights, 277–278. See also Permissions

RIP (Routing Information Protocol), 526

RIPrep (Remote Installation Preparation), 106

RIS (Remote Installation Services), 106

rmdir command, 803

Roaming

IntelliMirror for, 344–347

in PKI, 418

user profiles for, 268, 274–276

Rolling back device drivers, 108

Rollout support, 80

ROM (Read-Only Memory), 901

Root CA certificates, retrieving, 446–451

Root Certificate Authorities, 414–415

Root nodes in Dfs sharing, 377–379

Root shares, permissions in, 507

Roots, 903

Rootsec.inf template, 482

Route command, 827

route print command, 583

Routers, 525–526, 903

in DHCP, 552

for remote access VPNs, 575–576, 582–584

testing, 824, 826

Routing

cross-forest authentication for, 197

in IP, 525–528

in MSMQ, 733–736

for remote access VPNs, 578–581

Routing and Remote Access Service, 578–581

Routing and Remote Access Service Wizard,

578–581

Routing and Remote Access snap-in tool

for IP routing, 526

for RADIUS client configuration, 598

for viewing remote access clients, 592–593

Routing Information Protocol (RIP), 526

Routing links

auditing, 745

for MSMQ, 733, 735

Routing tab, 735

Routing tables

displaying and modifying, 822

in IP routing, 525–526

managing, 827

RPC. See Remote Procedure Call facility

RPC (Remote Procedure Call) Locator service,

843

RPC (Remote Procedure Call) Service, 843

RRs (resource records), 903

RSA, 903

RSAC (Recreational Software Advisor Council)

rating system, 696

rsdiag.exe utility, 880, 883

rsh command, 828

RSM (Removable Storage Management), 22

RSoP (Resultant Set of Policy), 343, 769

RSS (Remote Storage Service), 22

RTC (Real-Time Communications), 565

Rules in MOM, 748–751

Rules tab, 606

Run ActiveX Controls and Plug-Ins permission,

513

Run dialog box

for launching tools, 137

for sharing folders, 373

Run legacy logon scripts hidden option, 322

Run menu, 137

Run-time engine, 9

Runs in NTFS, 54

RX (Read & Execute) permissions, 351

S/MIME (Secure Multipurpose Internet Mail

Extensions), 425, 904

SACLs. See System Access Control Lists

SADS, 161

Safe Mode

defined, 903

for disaster recovery, 645

SAM. See Security Account Manager

Sam. file, 62

SAN (Storage Area Network) support, 722
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SASL (Simple Authentication and Secure Layer),

390

Save password as encrypted clear text option,

264

Saving

computer account queries, 234

Microsoft Management Console, 128–129

templates, 483

sc command, 135, 775

SCA. See Security Configuration and Analysis

snap-in tool

Scalability

in IIS, 684

in MOM, 12, 748

in native and mixed modes, 82

Scaling in Active Directory, 159–160

Scanner dialog box, 108

Scanning documents for indexing, 723

Scavenge stale resource records option, 546

Scavenging in DNS, 544–546

Schannels (Secure Channels) in PKI, 407, 422

Schedule for NTDS Site Settings dialog box, 228

Schedule Jobs tab, 639

Schedule service, 843

Schedule tab

for Active Directory connection configuration,

247

for backups, 638

Scheduled tab, 347

Scheduled Tasks Setup window, 43

Scheduling

at command for, 860–862

backups, 638–639

printers, 854

replication, 225, 227–228

tasks, 43

Scheduling tab, 854

Schema, 903

of Active Directory, 152, 154–155, 160–162

availability and restoration of, 223

managing, 217–223

Schema Active Directory Service (SADS)

Interface, 161

Schema Admins group, 286

Schema masters, 173

defined, 903

in installation, 97

Schema partitions, replication of, 223–224

Schema table, 152, 154

SchTasks.exe tool, 135

Scope, 903

in DHCP, 548–553, 556–557, 562–563

in groups, 278

domain local, 278–280

global, 280–281

universal, 281

Scope Options dialog box, 553–554

Scope Options node, 552

Script ActiveX Controls Marked Safe for

Scripting permission, 513

Script tab, 752

Scripts, 18, 903

in ADSI, 183–184, 754

for group policies, 321–323, 341–342

in IIS, 686

for printing, 774–775

restricting, 512

Windows Scripting Host for, 750–756

sdcheck.exe tool, 881, 882

SDI Delegated Access mode, 128

Search Companion, 141–142

Search feature, 140–142

Searching

for computer accounts, 233–234

in Dfs sharing, 382

in Event Viewer, 49

for files, 140–142

in help, 137–140

Index Services for, 725

for MSMQ queues, 740

in network directory, 122–124

for objects, 17, 237–239

in registry, 775–776

for strings, 855–858

secedit command, 325, 487, 881

Secondary DNS servers

notification for, 541–544

synchronizing, 538–541

Secondary zones, 531–532

Secure Channels (Schannels) in PKI, 407, 422

Secure e-mail, certificates for, 411

Secure Hash Algorithm 1 (SHA-1), 408, 491, 903

Secure HTTP protocol, 512

Secure Multipurpose Internet Mail Extensions

(S/MIME), 425, 904

Secure Server (require security) policy, 603

Secure Sockets Layer (SSL), 904

in IIS, 681

in PKI, 407, 422

Secure storage for backup media, 636

Secure Web Site option, 690

Securedc.inf template, 482

Securews.inf template, 482

Securities tab, 634
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Security, 23, 477–478

in Active Directory, 184–185

analysis of, 487, 492–494

Authorization Manager for, 487

in Automatic Update, 111

configuring, 484–486

in current enterprise analysis, 76

for e-mail, 514–516

firewalls for, 144, 508–511

in FTP, 516, 709–711

group filtering for, 300, 339–341

and group policies, 303–309

in IIS, 675–676, 678–681, 694–695

for Internet browsers, 512–513

IP. See IPSec

in MSMQ, 742–744

for network shares, 507–508

in NTFS file system, 53

permissions for. See Permissions

physical, 499–500

policies for, 478–487

for RAS servers, 514

for removable storage, 634

in SMTP, 700–704

system lockdown for. See System lockdown

in TCP/IP, 516

templates for, 479–483

for Terminal Services, 650–653

for user accounts, 479–480, 488–491

user responsibility for, 516–517

VPNs for. See Virtual Private Networks

Web, 422–425, 511–512

in Windows NT upgrades, 83–84

Security Account Manager (SAM)

defined, 903

in Windows NT upgrades, 84

Security Accounts tab, 708–709

Security Configuration and Analysis (SCA)

snap-in tool, 479–480, 482–483

for security analysis, 487

for security configuration, 484–486

Security Configuration Editor, 23, 303

Security descriptors, 904

in NTFS, 55

obtaining, 881, 883

Security dialog box, 360–361

Security file, 62

Security groups, 904

assigning, 282

nesting, 82

tasks of, 277

Security identifiers (SIDs), 30, 83, 904

with cross-forest authentication, 405

for domains, 189

masters for, 173

in remote installation, 105

for user accounts, 250

Security Lockdown Wizard, 675

Security Log, 501, 503

Security tab, 238

for certificates, 471

for disk management, 626

for e-mail, 514–515

for groups, 291

for Internet browsers, 513

in MSMQ, 743–744

in NNTP, 708

for object classes, 219

for permissions, 240, 352–353, 360, 363–364,

368

for printers, 854

for RADIUS client configuration, 598

in SMTP, 703–704

for Windows Scripting Host, 753

Security Methods tab, 611–612

Security Reference Monitor (SRM), 30

Security Support Providers (SSPs), 390

Security Template snap-in tool, 303, 304,

479–481

for custom templates, 483

predefined templates in, 481

Security window, 817, 863

Select Attribute dialog box, 589

Select Computer dialog box, 442

Select Computer window, 817

Select Configuration Action window, 532–533

Select Group Policy Object dialog box, 329

Select Registry Key dialog box, 306–307

Select User or Group dialog box, 275–276

Select Users, Computers, or Groups dialog box

for permissions, 353–355

for shared folders, 370–371

Security window, 817, 863

Select Users, Contacts, Computers, or Groups

dialog box, 290–291

Select Users, Group, or Computer dialog box,

744

Semaphores, 36

Send Message option, 592

Send to All option, 592

Sending files to printer, 849–851

SendTo file, 270

Serial numbers in certificates, 410

Serial ports device, Remote Desktop for, 671
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Server cluster nodes, 102

Server Extensions tab, 697–698

Server-Gated Cryptography (SGC), 681

Server Message Blocks (SMBs), 904

Server Operators group, 285

Server (request security) policy, 603

Server Role window, 532

Server service, 843

Server-side configurations for DHCP, 547–553

Server versions, installation of, 98–99

Servers

authentication of, 411, 742

in Dfs sharing, 382–383

in DNS, 530, 538–544

migration order of, 94–96

in MSMQ, 741–742

proxy, 510–511, 600

for replication, 169

for routing, 733, 735

settings for, 831–832

for Terminal Services, 664

Servers listed on the Name Servers tab option,

541

Service accounts in MSMQ, 741

Service Controller, 59–60, 775

Service Resource Records (SRV RR), 175, 904

Service Tickets, 394–395, 397–399

Service-Type attribute, 588

Services failures in installation, 107

Services window, 860

Session IDs, 44

Session key perfect forward secrecy option, 613

Session keys vs. encryption keys, 403

Session layer in OSI model, 521

Session Manager, 59

Sessions, listing, 838–839

Sessions node, 374, 376

Sessions tab

for Terminal Services, 662–663, 667, 670

for user account properties, 261

Set Active Policy Module dialog box, 470

Set Up Custom Policy option, 587

setlocal command, 786

Setting date and time, 815–817

settings, transferring in installation, 111–112

Settings option for offline operations, 346

Settings tab

for folder redirection, 344–345

in NNTP, 707

Setup.log file, 62

Setup Manager Wizard, 99, 104–105

Setup security.inf template, 481–482

setx command, 136, 775, 777

SGC (Server-Gated Cryptography), 681

SHA-1 (Secure Hash Algorithm 1), 408, 491, 903

Shadow Copies tab, 625

Shadow program, 671

Share this folder option, 291, 369

Shared Folders snap-in tool, 374–375

Shared keys in Kerberos authentication, 401–403

Shared resources

connections for, 844–845

in Dfs sharing, 381–382

displaying, 839–840, 848

Shared Secret Keys technology, 602

Shared System Volume, 205

SharePoint Portal Service, 10

SharePoint Team Services servers, 102

Sharing

Dfs. See Distributed file system

files, 834

folders, 904

creating shared folders for, 367–371

facilitating, 371–374

hidden shares, 374–376

permissions for, 366–371, 375

publishing for, 377

Sharing tab

for disk management, 626–627

for folders, 369, 371

for groups, 291

for printers, 854

Shell-Context-Menu, 184

Shell-Property-Pages, 184

Shell Update Release (SUR), 2

Shift command, 786

Shiva Password Authentication Protocol (SPAP),

571

Shortcuts

creating, 119, 345, 806

spoofing, 498

Show all files option, 794

Show Files option, 341

Show hidden files option, 269

Show IP Routing Table option, 583–584

Show Status option, 385

Shut Down Windows dialog box, 673

shutdown command, 135, 777

Shutdown scripts, 321–322

Shutting down, 777, 863

SIDs. See security identifiers

sidwalk.exe utility, 882, 884

Signatures, 890

in certificates, 410–411

in IPSec, 602

in PKI, 408–410
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Simple Authentication and Secure Layer (SASL),

390

Simple Mail Transfer Protocol (SMTP), 174, 700,

904

in Active Directory replication, 167

properties of, 699–704

transport link options for, 227

Simple Network Management Protocol (SNMP)

defined, 904

managing, 882

Simple Network Time Protocol (SNTP), 174

Simple Object Access Protocol (SOAP), 9

Simple TCP/IP Services, 843

Single-domain models, 85, 197

Site Gates tab, 735

Site hosting scalability, 684

Site link bridges, 169

Site links, 225–226

creating, 227

for replication, 169

Site Server, 11

Sites, 71, 904

in Active Directory, 163

creating, 227

domain controller membership in, 166

Global Catalogs for, 170–173

moving domain controllers between, 229

planning, 190–193

removing domain controller servers from,

230–231

subnets for, 227

Web. See Websites

Sites and Servers Management snap-in tool, 

171

Sites tab, 328, 330

Size

of Active Directory, 199

of Index Services, 725–726

of MSMQ messages, 739–740

of pagefiles, 56–57

in printing, 851

of Terminal Services, 654–656

Smart cards, 22

defined, 904

with Kerberos authentication, 431–432

SMP (symmetric multi-processing), 37–38

SMS. See System Management Server

SMTP. See Simple Mail Transfer Protocol

SNA Server, 11

Snap-in tools, 124–128, 904

SNMP. See Simple Network Management

Protocol

SNMP Utility Tool, 882

snmputilg.exe command, 883

SNTP (Simple Network Time Protocol), 174

SOAP (Simple Object Access Protocol), 9

Socket pooling, 684

Sockets, 904

Software. See also Applications

in current enterprise analysis, 73, 79

installation and distribution of, 746–747

categories in, 318–321

deployment method for, 313–314

file extensions in, 317–318

for group policies, 309–323

installation example, 311–313

modifications in, 319–321

packaging applications, 310–311

removing software, 317

for upgrading, 314–317

inventory management for, 746

managing, 19

metering, 746–747

tracing, 63–64

Software Config dialog box, 369, 371

Software Config Properties dialog box, 356

Software Configuration folder, 291

Software configuration Properties dialog box,

353

Software file, 62

Software Installation and Management feature,

309

Software patches, redeploying, 315–317

sort command, 813

Sorting

events, 49

file contents, 813

file listings, 797

Source IP addresses in packet filtering, 509

Spanned volumes, 620–621, 904

SPAP (Shiva Password Authentication Protocol),

571

Special characters in queries, 727

Special permissions, 350–351, 356–361, 904

Specialized administrative functions, 14

Specific GPO option, 315

Specific IP address option, 610

Specific IP subnets option, 610

Specify Group and Location dialog box, 344–345

Speed with subnets, 163

Split transactions, 154

Spoofing

e-mail, 514

IP, 512

shortcuts, 498

Spooler service, 843
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SQL Server 2000, 9, 11

Square brackets ([ ])

in reference guide, 758

in text searches, 856

SRM (Security Reference Monitor), 30

SRV RR (Service Resource Records), 175, 904

SSL. See Secure Sockets Layer

SSPs (Security Support Providers), 390

Stand-alone Root option, 383

Standalone Certificate Authorities, 419

Standalone distributed file systems, 377–378,

383–388

Standard attributes, 55

Standard Edition. See Web Server 2003

Standard permissions, 350–351

Standard zone information, 531–532

Standby mode, power management for, 772

Start Menu directory, 269

Start Service option, 462

Start toolbar, 116, 119

Starting

Certificate service, 462, 468

FTP services, 706

Index Services, 729

network services, 841

NNTP, 705

processes, 41–42

remote access clients, 591

services in boot process, 59

tasks, 862

Startup and Recovery dialog box, 58

Startup initialization in boot process, 57

Startup scripts, 321–322

Startup/shutdown events, 505

State option, 721

Stateful inspection, 511

Static Route dialog box, 582–583

Static router configuration, 582–584

Static routes, 904

Statistics for network services, 840–841

Status

of disks, 858–859

of folders, 346

of printing, 851–853

of remote access clients, 592–593

Status dialog box, 593

Status windows, 851–853

Still camera dialog box, 108

Stop Service option, 462

Stopping

Certificate service, 462, 468

FTP services, 706

Index Services, 729

network services, 841

NNTP, 705

processes, 778–779

remote access clients, 591

SMTP, 700

Storage Area Network (SAN) support, 722

Storage media, theft of, 499

Storage snap-in tool, 617

Storage tab, 471

Store password using reversible encryption

for all users in domain policy, 490, 492

Store the zone in Active Directory option, 532

Stored memory, 51–57

Stores

in Active Directory, 154

for certificates, 412–417, 439–446

Streaming media

in installation, 102

TAPI support for, 565–566

Strings, searching for, 855–858

Stripe sets, 904

Stripe sets with parity, 904

Striped volumes, 621–622

Strong encryption option, 589

Strongest encryption option, 589

Structural classes, 220

Structural layer modes, 26

Structures. See Logical structures; Physical

structures

Stub zones in DNS, 536

Subdirectories

copying, 808–810

displaying, 793, 798

Subfolder Properties window, 368

Subkeys

defined, 905

in Registry, 61

Subnet dialog box, 227–228

Subnet masks, 905

in DHCP, 549

for IP addresses, 523, 527

Subnets

in Active Directory, 162–163

for sites, 227–228

Subsystems, 34

Success Audit messages, 48

Summary tab, 753

Superscopes, 556–557

SUR (Shell Update Release), 2

Sustaining Properties dialog box, 334–337

Switching tasks, 862

Symbolic links, 54

Symmetric multi-processing (SMP), 37–38

950 Index

3930 P-20 (Ind)  3/12/03  10:51 AM  Page 950



Symmetrical encryption, 401–402

Symmetrical keys, 407

Synchronization

on networks, 816–817, 841

of offline operations, 122, 346–348

planning, 190–191

Synchronization Manager, 346–348

System Access Control Lists (SACLs), 903

in auditing, 503, 506

purpose of, 350

system.adm template, 302–303

System attribute, 793

System configuration, 104–105

System driver load, 57

System dumps, 871–872

System file, 62

System group, 219, 369

System Hook application dependencies, 65

System information, gathering, 876–877

System lockdown, 488

auditing in, 500–506

backup and restoration security in, 499

dual-boot environment issues in, 500

environmental path settings in, 496–498

extraneous services in, 498–499

password policies in, 492–494

physical security in, 499–500

Registry and file system permissions in,

494–495

Trojan horses and viruses in, 495–496

user account security in, 488–491

System Log, 503, 505

System logs, 50

System management

commands for, 858–864

tools for, 19

System Management Server (SMS), 11, 68,

745–747

for inventory management, 746

for network diagnostics, 747

remote administrative tools in, 746

for software installation and distribution,

745–746

for software metering, 746

System Monitor tool, 47

System partitions, 905

System Preparation tool, 105–106

System Properties dialog box, 273–274

System queues, 732

System requirements, 89–90

System Restore feature, 112

System security application, 84

System services, 28, 305, 480

System State

defined, 905

in domain controller backups, 229

System Variables, 864

systeminfo command, 135, 778

Systems, theft of, 499

SYSVOL directory, 374

defined, 905

in domain controller backups, 229

Take Ownership permission, 359, 363–365

takeown command, 136, 778, 780

TAPI (Telephony Application Programming

Interface), 565–566, 779, 781, 905

Task Manager, 39–42, 862–863

Performance screen in, 44–48

for Terminal Services, 667–668

Task pads, 128–129

Task Scheduler, 19, 43

taskkill command, 135, 779

tasklist command , 135, 778, 780

Tasks, 862

killing, 874

scheduling, 43

Tatooing Registry, 338

TCO (total cost of ownership), 70

TCP (Transmission Control Protocol), 520, 

528

TCP/IP. See Transmission Control

Protocol/Internet Protocol

TCP/IP NetBIOS Helper service, 843

TCP/IP Print Service, 854–855

Telephones tab, 261, 264

Telephony Application Programming Interface

(TAPI), 905

importing properties and rights for, 779, 

781

support for, 565–566

Telnet program, 828–829

defined, 905

security issues in, 516

Templates

administrative, 301–303

building, 483

certificate, 419–421, 451, 458

editing, 482–483

predefined, 481

SCA tool for, 483–487

snap-ins for, 479–481

Templates file, 270

Temporary folders, 664

Term weighting queries, 728

Terminal Server User group, 369
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Terminal Services, 95, 649–651, 905

Active Directory Users and Computers

snap-in for, 657–658, 666–667

clients for, 650–651, 659–660, 669–670

command line programs for, 670–671

connection configuration for, 656–664

enabling and disabling, 656

installing, 94–95, 651–656

for load management, 668–669

Local Users and Groups snap-in for, 666–667

Remote Desktops for, 665–666

server settings for, 664

sizing, 654–656

Task Manager for, 667–668

Terminal Services Manager for, 666–667

user perspective of, 671–673

Terminal Services Configuration snap-in tool,

656–657

Terminal Services Manager, 666–667

Terminal Services Profiles tab, 261, 667, 669

Terminal Services servers, 103

Terminating processes, 41–42, 863, 874

Test environments in current enterprise

analysis, 79

Testing

MSMQ connectivity, 735–736

network connectivity, 824–826, 877–878

in Windows NT upgrades, 88

TFTP. See Trivial File Transfer Protocol

tftp command, 820–821

TGS (ticket-granting service) exchange

defined, 905

in Kerberos authentication, 394–396

Theft, 499

Thin clients, 650–651

Third-party certificate authorities, 418

32-bit virtual memory, 53

Threads, 28, 35–37, 905

Throttling, 38

processes, 684, 691

processors, 773

Ticket-granting service (TGS) exchange

defined, 905

in Kerberos authentication, 394–396

Ticket-granting tickets (TGTs), 391–394, 397,

905

Tildes (~) in queries, 727

Time

displaying and setting, 815–817

in Index Services queries, 727

in installation, 99

synchronizing, 816–817, 841

time command, 816

Time tab, 815

timeout command, 136, 779, 781

Timestamps

in Active Directory, 169

in Kerberos authentication, 402–403

tlist.exe utility, 884

TLS. See Transport Layer Security protocol

Toolbar, 116–119

Tools tab, 625–626

Topology, 905

in Dfs sharing, 381–382

in MSMQ, 732–733

in replication, 192–193, 879–881, 903

Total cost of ownership (TCO), 70

Totals data for processes, 46

Tracerpt tool, 48

Tracing software, 63–64

Traffic issues

in clustering, 716

in current enterprise inventory, 73

Training

in current enterprise analysis, 80

in legacy analysis, 74

Transaction log files, 153

Transfer from master option, 544

transferring

files and settings in installation, 111–112

ownership, 363–365

Transit media type support capabilities, 574

Transitive trusts, 185, 905

explicit, 211

in native and mixed modes, 82

Transmission Control Protocol (TCP), 520, 528

Transmission Control Protocol/Internet

Protocol (TCP/IP), 175, 905

configuration settings for, 821–822

connections for, 823

network model in, 521

security issues in, 516

Transport layer in OSI model, 520

Transport Layer Security (TLS) protocol

in IIS, 681

in PKI, 407, 422

Transport links, 227

Transport mechanism of site links, 225

Transport mode in IPSec, 601

Traverse Folder/Execute File permission, 358

Trees, 150

in Active Directory, 157–158

creating, 208

planning, 195

scaling and extensibility of, 159–160

Trend analysis, 12
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Triggers

for events, 766

in MSMQ, 744

Trivial File Transfer Protocol (TFTP), 905

for BOOTP, 563

security issues in, 516

Trojan horses, 905

threats from, 495–496

user responsibility for, 517

Troubleshooting

Distributed File System, 866, 868

domain controllers, 866–867

installation, 107

permissions, 864–865

Troubleshooting Diagnostic Tool Help function,

140

Trust computer for delegation option, 430

Trust list signing, 411

Trust relationships, 906

in Active Directory, 184–185

creating, 211–213

identifying, 879–880

managing, 879

in Windows NT upgrades, 84

Trust Wizard, 405–406

Trusted authorities, 412–417

Trusted Domain Root Authority stores, 433

Trusted domains, 397–399

Trusted Root Authority stores, 415–416

Trusted Root Certificate stores, 413

Trusted Root Certificate Authorities stores, 438

Trusts, 185

in native and mixed modes, 82

for Remote Access Service, 514

removing, 212–213

verifying, 212

Tscon program, 671

Tsdiscon program, 671

tsecimp command, 135, 779, 781

Tskill program, 671

Tsprof program, 671

Tsshutdn program, 671

Tunnel Setting tab, 604–605, 608

Tunnel-Type attribute, 588

Tunnels

in IPSec, 604–605, 608

in VPNs, 570–572, 584–585

Two-way trusts, 86, 211

type command, 792

Typeperf tool, 48

UDP (User Datagram Protocol), 520

unattend.txt file, 103, 107

Unattended installation, 104–105

UNC. See Universal Naming Convention

Unicode in NTFS file system, 53

Uniform Resource Identifiers (URIs), 565

Uniform Resource Locators (URLs), 177, 906

Uninstall the existing package option, 315

Uninstall this application when it falls out

of the scope of management option,

313–314

Uninstalling Windows .NET, 113

Uninterrupted power supplies (UPSs), 647

Universal Data Format (UDF), 54

Universal Description, Discovery, and

Integration (UDDI), 9

Universal Disk Format, 22

Universal groups, 281

Universal Naming Convention (UNC), 906

for Active Directory, 177

for file access, 352

for folder sharing, 374

Universal run-time engine, 9

Universal serial bus (USB), 21

Universally unique identifiers (UUIDs), 184

UNIX features, 34

Unlimited connections option, 661

Up option

for group policies, 334

for scripts, 341

Update DNS only if DHCP client requests

option, 560

Update Sequence Numbers (USNs), 169

Upgrade tab, 314–317

Upgrades

to Active Directory, 197–198

dynamic disks, 618

software, 314–317

Windows NT. See Windows NT upgrades

UPN Suffixes, 214

UPNs. See user principal names

UPS service, 843

UPSs (uninterrupted power supplies), 647

URIs (Uniform Resource Identifiers), 565

URLs (Uniform Resource Locators), 177, 906

USB (universal serial bus), 21

Use temporary folders per session setting, 664

User accounts. See User profiles; Users and

user accounts

User cannot change password property, 260

User Certificate information, 448–449

User Certificate link, 448

User classes in DHCP, 555–556

User Datagram Protocol (UDP), 520

User interface, 17–18, 184
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User logons

in boot process, 59–60

UPN suffixes for, 214

User mode

in Microsoft Management Console, 128

in Windows 2000, 32–35

User must change password at next logon

property, 260

User must log on to change the password

policy, 492

User names, 253

User Names in Processes window, 44

User principal names (UPNs)

in Active Directory, 177

with cross-forest authentication, 405

suffixes for, 214

User profiles, 267–268, 906

common and personal, 269–271

creating, 271–276

in current enterprise analysis, 77

directory structure for, 268

paths for, 271–272

setup examples, 273–276

types of, 267–270, 281–282

User Profiles tab, 273–274

User rights, 906

User rights policies, 906

User Time counter, 46

User Variables, 864

Users and Passwords dialog box, 254, 256–257

Users and user accounts, 249–250, 905

configuring

disabling settings for, 332–338

policies for, 301

scripts for, 321

default membership for, 283–286

domain, 257–258

creating, 258–261

properties for, 260–266

local, 250–257

managing, 14, 829–830, 844–848

profiles in. See User profiles

security for, 479–480, 488–491

for shared folders, 371

Terminal Services for, 671–673

Users group, 257, 285

USNs (Update Sequence Numbers), 169

UUIDs (universally unique identifiers), 184

Variables, environment, 864

VBScript language, 18

VDMs (Virtual DOS Machines), 34, 906

Vector space model in queries, 728

Vendor classes in DHCP, 553–556

Verification

of trusts, 212

in Windows NT upgrades, 88

VERITAS WinInstall LE repackaging tool, 311

Versions

in Dfs sharing, 378

file, 871

server, 98–99

Vertical bars (|)

in batch commands, 786

in Index Services queries, 727

in reference guide, 758

Very Large Memory (VLM) APIs, 29

Video camera dialog box, 108

video streaming, 566

View option in MMC, 126

View Files option, 346

View tab

for path names, 801

for profile files, 269

View the session option, 658

View the status of a pending certificate request

link, 449

Viewing. See Displaying

Virtual DOS Machines (VDMs), 34, 906

Virtual memory, 51, 906

in NTFS file system, 53

paging in, 56–57

Virtual Memory Manager (VMM), 29

Virtual private networks (VPNs), 20–21,

569–570, 906

authentication in, 570–571

Connection Manager for, 144–145

encryption in, 570–572

IAS for, 592–600

IP security in, 574, 601–614

L2TP for, 573–574

PPTP for, 573–574

RADIUS account logging in, 599–600

RADIUS proxy servers for, 600

remote access. See Remote access VPNs

router-to-router configuration for, 575–576

tunnels in, 570–572

voluntary and compulsory tunnels in, 576

Virtual servers, 721

Virtual Studio.NET and C#, 9

Viruses, 495–496

in e-mail, 514, 516

user responsibility for, 517

Visual Basic Scripting Edition, 322

VLM (Very Large Memory) APIs, 29

$Volume file, 53
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Volumes, 906

compressing, 619–620

managing, 619–623

mirrored, 622–623

RAID-5, 623

spanned, 620–621

striped, 621–622

Voluntary tunnels, 576

VPNs. See Remote access VPNs; Virtual Private

Networks

W (Write) permissions, 239, 351

Waitfor.exe tool, 136

WANs. See wide area networks

Warning messages

in booting, 59

in Event Viewer, 48, 503–504

WAS (Web Administration Service), 683

WDM (Windows Driver Model), 21, 28–29

Web Administration Service (WAS), 683

Web-Based Enterprise Management (WBEM),

18–19, 116

Web browsers, 888

ActiveX components in, 513

security for, 512–513

Web Distributed Authoring and Versioning

(WebDAV), 686

Web Edition. See Windows Server 2003

Web gardens, 682

Web Publishing, 146

Web security, 511–512

HTTP, 512

PKI, 422–425

script restrictions for, 512

Web servers

in Dfs sharing, 383

in installation, 103

Web Service Description Language (WSDL), 9

Web Sharing tab, 626–627

Web Site Access Permissions dialog box,

688–689

Web Site Creation Wizard, 688–689

Web Site Description dialog box, 688

Web Site Directory Location dialog box, 688

Web Site tab, 690–691

Websites

administering, 688–690

creating, 687–689

permissions for, 689–690

properties for, 690–699

WebView technology, 121

“Well-connected” operating systems, 77

Where.exe tool, 136

whoami command, 136, 781–782

Wide area networks (WANs), 906

Wildcards

with comp, 788

with copy, 808

with del, 805

with dir, 796

with fc, 785

with find, 855

in Index Services queries, 728

with rename, 811

Win32 services, managing, 775

Win32 subsystem, 33–34

Win64 support in IIS, 684

winchat application, 817

WinDiff tool, 789

windows.adm templates, 303

Windows Components Wizard, 433–435, 653

Windows Driver Model (WDM), 21, 28–29

Windows-Group attribute, 588

Windows Image Acquisition (WIA) dialog 

boxes, 108

Windows Installer service, 22

Windows Integrated Authentication option, 

446

Windows Internet Name Service (WINS), 175,

563–565, 843, 906

Windows Management Instrumentation 

(WMI), 116

for Group policies, 343

for IIS, 678

for load management, 668

for MOM, 748–749

Windows Manager, 31

Windows Media component, 95

Windows NT upgrades, 81

domain models in, 85–86

in legacy analysis, 72

mixed-mode security in, 83–84

mixed-mode variations in, 84–85

native vs. mixed-mode installations in, 81–85

PDC emulator in, 83

steps in, 86–88

Windows on Windows (WOW), 34, 655

Windows Open Services Architecture (WOSA),

183

Windows Product Activation (WPA), 109–110

Windows Scripting Host (WSH), 18, 750

for running scripts, 322, 751–754

sample scripts, 754–756

Windows Server 2003, 2–3, 8

and administrative  roles, 12–14

components of, 9–11
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Windows Server 2003 (cont.)
DataCenter Edition, 5–7, 29

editions conpared, 6–7

Enterprise Editions, 5–7,29

foundation technologies in, 8–9

history, 2–3

Setup wizard, 99

Standard Edition, 5–7

system requirements, 7

Web Edition, 5–7

Windows Update Integration Help function,

139

Windows XP, 4

WinFrame technology, 657

Winkey quick keys, 146–147

winnt.adm templates, 303

Winnt.exe utility, 100, 103–104

WINS. See Windows Internet Name Service

WINS Server option, 552

WINS servers in installation, 103

Wizards, 18

WMI. See Windows Management

Instrumentation

wmplayer.adm templates, 303

WordPad application, 791

Work process isolation mode in IIS, 681

Work queues, mount order of, 634

Workgroups

defined, 906

in installation, 92–94

Working directories, 496–497

Workstation service, 843

Workstations, 4

locking, 336–338

settings for, 832–833

in Windows NT upgrades, 87

WOSA (Windows Open Services Architecture),

183

WOW (Windows on Windows), 34, 655

WPA (Windows Product Activation), 109–110

Write permissions, 239, 351

Write Attributes permission, 356, 359

Write Extended Attributes permission, 356, 359

Wscript.exe program, 751–752

WSDL (Web Service Description Language), 9

WSH. See Windows Scripting Host

X.500 standard, 907

X.509 v3 certificates standard, 174

xcopy command, 808–810

XML (Extensible Markup Language), 8, 677

Yes, create a forward lookup zone now 

option, 532

Yes, create the reverse lookup zone now

option, 532

Yes, make this folder and all its subfolders

available offline option, 345

.ZAP packages, 310–311

Zero Administration Windows (ZAW), 18

Zombies, 42

Zone Name window, 534

Zone Transfers tab, 541, 543

Zone Type window, 533

Zones, 531–537, 907

and fault-tolerance, 537–544

replication in, 538–539

956 Index

3930 P-20 (Ind)  3/12/03  10:51 AM  Page 956


