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delayed response, 143
encryption, 148
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lack of interoperability, 349
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Working Group), 340–
342

Intellectual property, 330
Intellectual property rights, 321
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low pay-per-use model, 334
messages, 17
metering and billing 

infrastructure for payments 
lack, 333

NAT (network address 
translation), 8

network level, 24
packets, 34
payment schemes, 332–334
phases, 60–61
protocol layers, 23–25
search engines, 132
streaming media, 34
subscriptions, 333–334
TCP/IP, 12, 24
transient nodes, 8
transport constraints, 34–35
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gateways, 167
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metadata and structure, 168
modular, extensible 

architecture, 169
modular open source server, 

167
namespace support, 168
namespaces, 175–176
open protocol and codebase, 

169
P-A communication, 167
presence, 168, 169
protocol, 168, 175–177
roster, 168
server-side programs, 170
specialized services, 167
transports, 170–172
XML components, 172
XML foundation, 169
XML-based peer architecture, 

167
Jabber Central Web site, 173
Jabber clients, 172–175
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service gateways, 169
simplicity, 172
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Jabber Protocol Overview 

document, 177
Jabber servers, 172–175

atomistic p2p network, 169
complexity, 172
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user identity, 169–170
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Jabbernaut for MacOS, 173
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project, 169
Java runtime environment, 115
Java-enabled Web browser, 115
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JOSL (Jabber Open Source 
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Journalizing, 62, 390
Joy, Bill, 302
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agency, 303
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application projects, 309–312
architecture, 302–304
browsing, 303
Caservice Project, 306
codats, 304
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JXTA Shell, 311
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vendors and connectivity 
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file sharing, 87–90
IPR (intellectual property 

rights), 90–96
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LICQ, 151
LimeWire, 197
Linux, 52, 83
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Loss of control, 108
Low-bandwidth connectivity, 6
LP2P (leveraged p2p), 45–47
Luby, Michael, 243
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Möller, Erik, 357, 362, 369–

370
Macintosh, 51
Mactella, 197
Madster, 189
Magi Enterprise, 345
Magi Express, 345

Mail, 261
Mailbox services, 141, 390
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Mandragore, 209
Mapping identical files on 

different hosts, 71
Market meme, 35, 390
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innovation, 375
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MB (megabyte), 391
McCoy, Jim, 236
McNab, David, 178, 260, 261
Media-embedded copy 

prevention, 91
Message container, 175
Message inbox, 148
Message-based protocols, 33
Messages, 17, 391

authenticity, 231
digital signature, 231
intelligent routing, 125
Jabber, 175
relative timing, 33

Messaging, 110
Messaging networks, 112–113
Messaging technologies, 145–

149
Meta tracker, 217, 226, 227, 

228
Metcalfe’s Law, 7–9, 219, 318
Micropayment systems

DoS attacks, 216
highly automated, 225

Microsoft LAN Manager, 52
Microsoft Office XP

security risks, 86–87
Microsoft Zone gaming site, 55
Middleware, 169, 379, 391
Miller, Jeremie, 167
Minimal knowledge agent 

approach, 244
mIRC, 330
Mission-critical services, 103
Mitzenmacher, Michael, 243
Mnnet, 236
Mobile phones, 16
Mobile telephony, 18
Modems, 12, 391
Modular open source server, 
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Mojo

default amount, 217
digitally signed, 224
as distributed load balancer, 

216
earning, 217, 218
as incentive to contribute 

resources, 216
IOU for, 223
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Mojo Nation, 53, 60, 213, 354
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agency, 216
architecture, 216
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autodetected client running on 

dynamic dial-up 
connection, 221

block, search, retrieval and 
publication with content 
tracking, 233

block server, 217
Broker, 216, 218, 221–223
browsing, 216
building and maintaining 

network messages, 231–232
business logic, 223
client-server application, 221
community services, 217
content management 

messages, 232
content search, 227
content tracker, 217–218
contributing content, 219
conversation layer, 229
cooperative content storage, 

218–219
credit rating, 234
distributed load balancing, 

216
encryption and authentication 

layer, 229
faster transactions, 225
fault tolerance, 224–225
file fragmentation, 225–226
file management, 225–228
finding files, 227–228
flexible and secure 

communications 
abstraction, 229–230

identity, 216
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discovery, 232
infrastructure, 215
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interface to content search, 

218
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232–233
matching messages, 231
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message management, 231–
234
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messages, 230–231
meta trackers, 217, 218, 220–

221
Mojo, 215–218
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Mojo transaction layer, 229
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peer discovery, 220
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server, 221
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227
protocol, 216, 229–234
publication trackers, 217, 218
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Q0S (quality of service) issues, 

234
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relay messages, 233
relay server, 217
relay services, 235
reputation management, 234–
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responding messages, 232
retrieving files, 228
roster, 216
search-based content, 215
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218
speed, 224–225
swarm distribution, 218–219
swarm storage, 225
token server, 223
transaction header, 231
transport layer, 229
unified search approach, 67
uninterrupted service, 225
upload cost, 219
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221
workable micropayments, 

223–225
Mojo Transaction, 222
mojohttpd, 222
MojoID, 218
Moore’s Law, 9, 367
Morpheus, 347
MP3 files, 6
mp3.com, 89

MPL (Mozilla Public License), 
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MS bCentral portal service, 56
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MSN network, 149, 183
Musicnet, 146
myAddress, 55
myBuddies, 55
myCalendar, 55
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myJXTA, 311
myProfile, 55
myWallet, 55
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.nap file extension, 191
Napigator, 193
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file sharing, 44, 191–193
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metaserver, 192
MP3 files, 6
MP3 spoofing, 193
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rapid response times, 130
reappearance of, 191
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smaller size of CD-quality 
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peer networking in Apple 
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actors, 37–38
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dynamic, 111–112
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future of, 367–386
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implementation overview, 59–
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issues, 116
local caching, 106
messaging, 112–113
multitier hierarchy, 125
nodes, 8
persistent connections, 12
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published content, 213
reliable transport links, 126
searching, 63–68
security, 61
social value, 318
state-aware, 33
stateless, 33
static, 111–112
usage patterns, 367
value created by, 105
value of, 7
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infrastructure, 355
virtual, 47

News, 261
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NGI (Next Generation 
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18, 391
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Nodes, 8, 391
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responding to pings, 123
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Nonrepudiation, 298
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OoB (out-of-band), 391
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Open PGP Alliance Web site, 

358
Open protocol, 391
Open source, 331, 391
Open source applications, 47
Open Source Gnutella project, 
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OpenCola, 237
OpenNap, 193
OpenPrivacy initiative, 357–

358
Opera (Web browser), 281
Operating system, update 
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with, 83
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OSI (Open Systems 

Interconnect) reference 
model, 24, 391

Otella, 197
Outgoing flow control block, 
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Out-of-band, 143
Overt resistance, 109–110
Ownership, 69
Ownership rights, 322–323
Ozzie, Ray, 291
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P2P (peer-to-peer), 5
architectural models, 40–47
client-server models, 31
components and properties, 

38–40
conceptual models, 31–32
content, 84
control, 329–330
conversations between equals, 

11–12
as cutting edge, 343
dumb-terminal systems, 31
dynamic conversations, 12–14
end-to-end connectivity, 11–12
file-sharing solution for 

general content, 6
focus areas for 

implementation, 36
future of, 368–369
IM (instant messaging), 7
intermittent variable 

connectivity, 22
killer applications, 6–9
legal issues, 85–96
loosely coupled business 

process, 103
low-bandwidth connectivity, 6
natural, bidirectional 

conversational modes, 35
as outsider and rogue 

technology, 343
as person-to-person 

communication, 10–15
as reaction to server-centric 

structure, 23
relay server, 295
social criteria, 320
transient connectivity, 12–13
used in sensitive situations, 

343
vision, 371–374

P2P (peer-to-peer) applications
conflict with centralized 

control, authentication, and 
traditional security 
measures, 86

digital signatures, 211
early, 9
encryption, 211
Macintosh, 51
trust or reputation 

management, 211
P2P (peer-to-peer) clients

automatic upgrade, 83
dynamic indeterminism, 112
rogue programs, 83
security, 77

P2P (peer-to-peer) deployments
benefits, 105–108
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business considerations, 104
cost of use, 103
cost savings, 104
costs, 106
decentralized collaboration 

tools, 103
de-emphasis on hierarchies, 

109
ease of use, 103
inappropriateness of, 109
indifferent users, 109–110
informal cooperation, 109
loss of control, 108
necessity of use, 103
reasons for, 101–103
security, 108–109
selecting best software for, 

110–111
social benefits, 108
technical benefits, 107
usage, 89
utility of use, 103
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implementations

application capabilities, 116
deficient or incomplete search 

functionality, 132
network issues, 116
performance, 115
platform dependencies, 115
platform extensibility, 116
practical considerations, 101–

111
scalability barriers, 117–138
selecting, 115–116

P2P (peer-to-peer) networks, xv
agency, 38
architecture, 39
atomistic search, 63–68
autonomous behavior, 102
bandwidth management 

issues, 351–353
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automatic DoS (denial-of-
service) attacks, 94

broadcast protocols, 41
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conversations, 37–38
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DCP2P (data-centric p2p), 45
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distributed search, 68
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LP2P (leveraged p2p), 45–47
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purpose of, 36–40
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searching, 63–68
static, 111–112
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44
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books, 395–397
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Internet history, 397–398
Internet interoperability, 398
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content delivery, 344
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distributed content delivery, 

113
distributed content search, 113
distributed control of 
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based in, 113
file sharing, 189
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focus, 59–62
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identity, 61
identity resolution, 21
individual or content identity, 

21
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outside clients, 80
peer servers, 53
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persistent storage of content, 
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purpose and scope, 112–114
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secure content storage, 112
security, 61–62
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116
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and resharing content, 355
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P-A (person to application) 

communication, 167
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conversations, 37–38

Packet switching, 17
Packet transport, 34
Packets, 24, 34, 391

ICQ, 155–156
reliable transfer, 135
sequence numbers, 156
session ID, 155–156
unreliable transfer, 135

Packet-switching router 
technology, 13–14

PAM (Pluggable Authentication 
Module), 305

Parabon, 377
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Passport, 55–56
Passport server, 54–55
Patent, 325
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legal for-free alternatives, 335
micropayment solution, 332–

334
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Peer computers, 102
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Peer groups, 105, 108, 304, 

318
Peer Information and 

Management Protocol, 
303
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Peer networks, 47

Apple Macintosh, 50–51
file sharing, 87–88
innovative services to simple 

queries, 66
Microsoft Windows, 48–50
OS/2, 51–52

Peer servers, 53
Peer technology

endpoint messaging, 102
enterprise, 339–347
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304

PeerGroup Sharing Protocol, 
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Peer-readiness, 375
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communication, 86–87
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embedded, 374–375
example of future, 372–374
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Peer-to-peer politics, 362
Pepper, Tom, 193, 194
Performance, 115, 121
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content, 84–85
IM (instant messaging), 143
offline-stored information, 85
security, 84–85

Persistency, 143, 391
Persistent p2p (peer-to-peer) 

technologies, 62
Persistent storage, 26, 354
PGP certificates, 359
Phex, 197
Philips, 91
Phone.com, 149
Physical items, public 

perception of ownership, 
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PIM (personal information 
managers), 146–147

Ping descriptor, 202
Platforms, xxii, 391–392

dependencies, 115
DVD movies playable on, 95
extensibility, 116

PnP support, 188
Pong descriptor, 202
Portarius, 346
P-P (person to person) 

applications, 37–38
P-P (person to person) 

conversations, 37–38
PPTP (point-to-point tunneling 

protocol), 50
Preferred nodes, 125
Presence, 38

AIM, 161
content sharing, 81
as crucial issue, 40
extensive information on, 144
Freenet, 248
Gnutella, 195
Groove, 293
ICQ, 152
IM (instant messaging), 144
Jabber, 168, 169

JXTA, 303
Mojo Nation, 216
security, 78
Swarmcast, 238
undervaluing, 40

Presence container, 175
Presence entity, 148
Presence transience, 128–129
Presentity, 148
Pressplay, 146
Prior restraint, 95
Privacy and Groove, 298
Process-oriented systems, 103
Prodigy, 149
Profiles, 44
Proof of ownership, 92
Proprietary protocols, 155
Protocol, 29, 392

AIM, 161
bidirectional conversations, 35
connection-based, 33
content sharing, 81
conversational modes, 35–36
Freenet, 248
Gnutella, 195
Groove, 293
ICQ, 152
Jabber, 168
JXTA, 303
layers, 23–25
message-based, 33
modality focus of 

communications, 33
Mojo Nation, 216
p2p (peer-to-peer) networks, 
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proprietary, 155
relative timing of messages, 33
security, 78
state, 33
Swarmcast, 238
types, 33–36

Proxies, 66, 389, 392
Proxy subversion, 82
Psst, 178–180
Psst Web site, 178
PtPTL (Peer-to-Peer Trusted 

Library), 340
Public domain, 90
Public key encryption, 359
Public key signatures, 61
Public licensing, 90–91
Publication tracker, 217, 226
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Publishing and retrieval usage 

patterns and problems, 
353–354

Publishing information openly, 
321

Push, 392
Push channels, 146
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