
I N D E X

A
A (forward lookups) records (DNS), 286-287
ACCEPT packet target (iptables), 215
access, NFS (Network File System) servers,

limiting, 476
access control lists (ACLs). See ACLs (access 

control lists)
accounts. See also users

NIS (Network Information Services),
adding, 487

passwords, changing, 142-143
root accounts, 144
trust accounts, Samba workstations, 163-164

ACE/SecurID, 586
Acknowledgment Number field (TCP headers), 588
ACLs (access control lists), 256

limiting, Squid Web caching proxy servers, 525
Active Directory Service, 499
active FTP, 32, 238-239
address assignments, subnet masks, calculating, 22
address ranges, calculating, 22-23
addresses

169.254.0.0 addresses, DHCP clients, 140
IP addresses

APIPA (Automatic Private IP 
Addressing), 140

assignment automation, 19-20
changing, 37-38
checking, 85
configuring, 36-46
determining, 36-37
dynamic IP addresses, 40
grouping, 21-24
localhost IP address, 18
network device access, 17-21
private IP addresses, 17
publicizing, 18-19
static IP addresses, 40
Web domain linking, 20

MAC (media access control) addresses, 26-27
viewing, 62-63

overlapping e-mail addresses, handling, 363
administrator users, creating for PDCs (Primary

Domain Controllers), 162-163
adsl-setup script, 43-44
AH (authentication header), 583

aliases
interfaces, 39
IP aliases, 39
sudoers file, 147

aliases (CNAME) resource record (DNS), 284-287
Alternate Address for Host ICMP code, 590
ampersand wildcard (NFS automounter), 471
anonymous FTP, 32, 238, 240

RPMs (Red Hat Package Manager) files,
downloading, 104-106

automounter (NFS)
map files, 468-471
starting, 471-472

Apache, 313
Browser 403 Forbidden messages, 332
configuring, 315-323, 331

IP addresses, 323-327
multiple sites, 323-327

DHCP, 314
DNS, configuring for, 314
downloading, 313
error log files, 335
file permissions, 316
HTTP connectivity, testing, 332
installing, 313
MRTG (Multi-Router Traffic Grapher),

configuring for, 377-378
NAT firewalls, running behind, 329-330
server name errors, 333
starting, 314
status log files, 333-334
troubleshooting, 332-335
upgrades, incompatability, 333
virtual hosting

IP-based virtual hosting, 321-322
named virtual hosting, 320-321
SSL, 322-323

Web pages
data compression, 327-328
directories, password protection, 330-331
placement, 315-320

Apache File Permissions script, 591
APIPA (Automatic Private IP Addressing), 140
Application Layer (OSI), 12
ARP (Address Resolution Protocol)

MAC (media access control) addresses,
mapping to IP addresses, 26-27

proxy ARP, 53-54
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assignments
addresses, subnet masks, 22
IP addresses

cable modem connections, 45
DHCP (Dynamic Host Configuration

Protocol), 19-20
DSL connections, 40-43

users to groups, 143
asterisk wildcard (NFS automounter), 471
attacks, sources, determining, 88
authconfig command, 488
authentication

HMAC (hashed message authentication 
code), 584

RADIUS (Remote Authentication Dial-in User
Service), 499

VPNs (virtual private networks), 583-584
temporary connections, 586-587

authentication header (AH), 583
authoritative DNS servers, 276
automated assignments, IP addresses, DHCP

(Dynamic Host Configuration Protocol),
19-20

Automatic Private IP Addressing (APIPA), 140
automating installations, Kickstart servers, 417
automounter, NFS (Network File System), 468-472

B
background mounting, NFS (Network File

System), 459
backups, 443

MySQL databases, 555
Bad Length ICMP code, 590
Berkeley Internet Name Domain Project (BIND).

See BIND (Berkeley Internet Name Domain
Project)

bidirectional traceroutes, 75
BIND (Berkeley Internet Name Domain Project),

276, 279
caching DNS name servers, configuring, 280-281
configuring, 279-293
downloading, 279
file locations, 281
installing, 279
regular DNS servers, configuring, 282-293
starting, 279
troubleshooting, 294-301

bind errors (LDAP), 513
BIND views, DNS zone files, 609-612
blacklists, spam, sendmail, 358
boot CDs, creating, 416, 544-545
boot loader code (MBR), 121
boot partitions, 122
boot process, 121

boot partitions, 122
GUI consoles, 124-125
MBR (master boot process), 121-122
rebooting, 125-128

runlevels, 122-123
default runlevels, 123-124, 128
running programs at, 129-133

system shutdown, 125-126
text terminals, attaining, 125

branches (SMI trees), 365
bridging mode firewalls, proxy ARPs, 53
Browser 403 Forbidden messages, Apache, 332
business DSL lines, subnet masks, 24

C
cable modem connections, IP addresses,

assigning, 45
cables

color-coding, 8
crossover cables, DCE/DTE connections, 28
labeling, 8
straight-through cables, DCE/DTE connections,

28
testing, 58

caching
DNS name servers, 276-277, 280-281
read ahead caches, 459
VFS (virtual filesystem), 459

carrier errors, NICs (Network Interface Cards), 62
CAs (Certification Authorities), 585
CATOS switches, 623

configurations, saving to TFTP servers, 258
CD (collision detect), data transmission garblings,

detecting, 24
CD-ROMs, RPMs (Red Hat Package Manager)

files, installing from, 113-114
Certification Authorities (CAs), 585
CGIs (Common Gateway Interfaces), security 

contexts, 318-320
chains

iptables, user-defined chains, 219
nat table, iptables, 212

Checksum field (TCP headers), 588
Checksum field (UDP headers), 588
chroot jails, 281
Cisco CSS11000 load balancer series, 625
CLI (command line interpreter), MySQL servers, 550
clients

configuring, syslog servers, 95
DDclient, dynamic DNS, 307-310
DHCP clients, 169.254.0.0 addresses, 140
DHCP servers, configuring to use, 139
DNS (Domain Name System), 276
dynamic DNS clients, installing, 306
firewalls, FTP (File Transfer Protocol), 240-241
LDAP clients, configuring, 505-507
NFS clients, configuring, 463-467, 481-483
NIS clients

configuring, 488-491
passwords, 495-496
troubleshooting, 497-498

NTP clients, configuring, 407
RPCs (remote procedure calls), 459
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Samba
adding to, 164-166
automated mounting, 178
connectivity, 181-185
Windows drives shares, 175-178

sendmail clients
configuring, 343
converting, 343-345

TELNET, 252
clocks, synchronizing, NTP (Network Time

Protocol), 401
CNAME (aliases) records (DNS), 286-287
code

Apache File Permissions script, 591
iptables scripts, 598-600
Sendmail Spam Filter script, 592-593

collision detect (CD), data transmission garblings,
detecting, 24

collisions, NICs (Network Interface Cards), 62
color-coding cables, 8
command line

link status, testing, 60
MySQL servers, accessing, 550

command switch operations, iptables, 216-219
command-line anonymous FTP, RPMs (Red Hat

Package Manager) files, 104-106
commands

add, 139
adsl-status, 43-44
authconfig, 488
cd, 440
cfgmaker, 375
chgrp, 155, 510
chkconfig, 129-133, 151, 265, 268, 514
chmod, 155, 510
chown, 144, 507
chroot, 281
curl, 68-69
d, 438
date, 404
describe, 553
df -k, 427
dir, 240
dump, 440
edquota, 453
edquota -u, 454
ethtool, 50-51, 60
exit, 128, 452
fdisk, 428, 444
fdisk -1, 427
free, 382-383
FTP, 105
get, 240
getent, 489
grep, 461
groups, 143
help, 104
host, 86, 278
ifconfig, 36-37, 59, 61, 200
ifconfig –a, 59

ifdown, 38, 45, 190
ifup, 38, 45, 190
indexmaker, 376, 389
init, 125-126, 128
ipsec auto --status, 569
iwconfig, 189-190, 200
iwlist, 200-201
iwspy, 201-202
L, 429
last, 89
ldapsearch, 505, 511
locate, 386
logging host, 625
logging trap, 625
ls, 240
ls -a, 264
lsmod, 538
lspci, 538
make, 154, 340, 494
make dep, 542
make install, 543
make mrproper, 539
man, 32
mii-tool, 49-50
mil-tool, 60
minicom, 581
mkfs, 439
mkisofs, 414
mkraid, 431
modprobe, 538
mount, 177-178, 414, 452, 459
mtr, 79
netstat, 70, 88
netstat -nr, 45
nmap, 87-88
nslookup, 85-86, 278
ntp server, 407
ntp update-calendar, 407
ntpdate, 404
ntpq, 404
p, 429
passwd, 162, 514
ping, 64-65
pkill, 158
portmap, 488
quotacheck, 453
rmmod, 538
route add, 47-48
rpcinfo, 497
rpm -e, 119
rpm -qa, 117
select, 554
service, 502
service iptables save, 236
service iptables status, 211
show databases, 551
show tables, 553
shutdown, 126
smbmount, 177
snmpget, 387
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snmpwalk, 387
ssh, 267, 269
stunnel, 508-511
sudo commands, tracking, 148
tar, 119-120, 443
tcpdump, 79-82, 512
tcpdump command, 571
telnet, 65-68
test, 554
tethereal, 83-85
top, 381-382
traceroute, 71-75, 77-78
tracert, 72
uname -a, 269
useradd, 141-144, 154, 509
userdel, 143
usermod, 141-144
vgcreate, 446
visudo, 145
vmstat, 382
w, 429
wall, 441, 443
wget, 69, 88, 107
who, 89, 441, 443, 451
ypbind, 488, 495
ypcat, 489
ypmatch, 489
yppasswd, 488, 496
ypxfrd, 492
yum, 107-113
yum update, 110

comments, sendmail.mc files, putting in, 341
Communication Administratively Prohibited

ICMP code, 589
community strings, SNMP (Simple Network

Management Protocol), 368
compiling code, 542
compression

logrotate log files, 98-99
Web pages, Apache, 327-328

configuration
/etc/hosts files, 54-55
Apache servers, 315-323, 331

IP addresses, 323-327
MRTG (Multi-Router Traffic Grapher),

377-378
multiple sites, 323-327
virtual hosting, 320-323

DHCP servers, 139, 416
Fedora Linux

MRTG, 621-622
version differences, 617-620
Webalizer, 622

FTP servers, 414
gateways, 47-48
installation servers, 412-416
kernel, 540-542
Kickstart servers, 412-416
LDAP (Lightweight Directory Access Protocol),

501-511

Linux-WLAN, 194-196
logrotate, 96-97
LVM (Logical Volume Manager), 443-449
MRTG (Multi-Router Traffic Grapher), 375-377,

389-395
MySQL databases, 554
NFS (Network File System), 462-468
NFS clients, 481-483
NFS servers, 415, 480-481
NIS clients, 488-491
NIS servers, 483-486
NIS slave servers, 491-495
NTP (Network Transfer Protocol), 402-403
NTP clients, 407
NTP servers, 406-407
POP mail servers, 362-363
RADIUS for LDAP, 517-522
routers, 623
Samba, 151

as PDC (Primary Domain Controller),
158-162

SWAT, 152-158
sendmail, 337-357

clients, 343-345
DNS, 342-343
incoming mail, 338
installing, 340
macros, 338-339
masquerading, 350-352
outgoing mail, 338
restarting, 340-341
sender address changes, 352-353
starting, 340
troubleshooting, 353-357

servers, 35, 45-54
/etc/hosts files, 54-55
IP addresses, 36-46

software-based RAID disk controllers, 427-434
Squid Web caching proxy servers, 524-530
SSH (Secure Shell), 265-266
Syslog, 623-625

Cisco network devices, 96
clients, 95
servers, 94-95

TELNET servers, 254
TFTP servers, 257-262
VPNs (virtual private networks), 563-569
VSFTPD, 243-245
Web servers, 414
Wireless Tools, 189-190
yum automatic RPM update program, 108-109

configuration files (DNS), loading, 292
congestion, detecting, mtr command, 79
connection channels, FTP (File Transfer 

Protocol), 237-238
connections

breaking, 66
cable modem connections, IP address 

assignations, 45
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DSL connections, IP address assignations,
40-43

establishing, TCP (Transmission Control
Protocol), 14-15

LANs (local area networks), routers, 29
connectivity

Apache, testing, 332
disconnections, causes, 58
iptables firewall, 71
MySQL servers, testing, 557
network congestion, detecting, 79
testing

netstat command, 70
ping command, 64-68
Samba, 181-185
traceroute command, 71-78

VPNs, testing, 570
Web sites, testing, 304-305

containers, Web sites, 315
conversions, servers into routers, 52-54
copying

files, 269-271
kernel, 543

counter values, tracking, MIBs, 386
CPUs, monitoring

MIBs, 388
top command, 381

crash recoveries, 544
CRC errors, NICs (Network Interface Cards), 62
crossover cables, DCEs/DTEs, connecting, 28
CSMA (carrier sense, multiple access) methodoly,

data transmissions, 24
CSS 11000 Arrowpoints, configurations, saving to

TFTP servers, 259
CSS11000 load balancer series, 625
current routing tables, viewing, 45-46
custom kernels

/boot partition, copying, 543
compiling, 542
creating, 539-543
modules, 542-543

D
daemons, NFS (Network File System), 460
daisy chaining LANs (local area networks), 29
data, backing up, 443
Data Circuit-Terminating Equipment. See DCEs

(Data Communications Equipment)
data communications

DCEs (Data Communications Equipment), 27-28
OSI (Open System Interconnection) model, 12

layers, 12-13, 24-25
TCP, 14-16
TCP/IP, 13, 16-24
UDP (User Datagram Protocol), 15

Data Communications Equipment (DCE). See DCE
(Data Communications Equipment)

data compression, Web pages, Apache, 327-328
Data field (TCP headers), 588

data migration, hard disk partitions, 440-442
Data Offset field (TCP headers), 588
data packets. See packets
data storage disks

directories, mounting, 457
file systems, 457
NFS (Network File System)

access limitations, 476
automounter, 468-472
configuring, 462-468
daemons, 460
export nesting, 476
file locking, 476
file permissions, 476
hanging, 475-476
installing, 461-462
root access limitations, 476
rules, 458
security, 475
troubleshooting, 472-474
VFS (virtual filesystem), 458-460

data tables, MySQL servers, 552-553
Data Terminal Equipment (DTE). See DTE 

(Data Terminal Equipment)
data transmissions, CSMA (carrier sense, multiple

access) methodology, 24
databases, MySQL servers

backing up, 555
configuring, 554
creating, 550-551
deleting, 550
directories, 501, 505
preparing for, 548
restoration, 556
viewing, 552-554

DCEs (Data Communications Equipment), 27
connecting, 28

DCs (domain components), 500
DDclient, dynamic DNS, 307-310
DDNS (dynamic DNS). See dynamic DNS
dedicated hosting, 5-6
default gateways, 31

changing, 46
WLANs, pinging, 203

deleting users, 143
dependencies, failed dependencies, RPM 

installations, 115
Destination Host Unknown ICMP code, 589
Destination Host Unreachable for Type of Service

ICMP code, 589
Destination Network Unknown ICMP code, 589
Destination Network Unreachable for Type of

Service ICMP code, 589
destination unreachable codes (ICMP), 589
Detailed View page (MRTG), 389
devices

polling, MRTG (Multi-Router Traffic 
Grapher), 377

routers, configuration, 623
DF Bit field (IP headers), 587
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DHCP (Dynamic Host Configuration Protocol),
37-38

Apache servers, 314
DNS, 39, 299
DNS zone files, conflicts, 303
Fedora Linux, version differences, 618
IP addresses, assigning, 19-20

DHCP DSL, port forwarding type NAT, iptables, 230
DHCP servers

clients, 139-140
configuring, 416
installing, 135-137
multiple NICs, 138-139
starting, 138
troubleshooting, 139-140

dial up connections, authentication, VPNs (virtual
private networks), 586

direct maps (NFS automounter), 469
directives, Web sites, 315
directories

Active Directory Service, 499
exporting, NFS (Network File System), 458
hard disk partitions, placing on, 439-440
Kickstart servers, creating, 412
LDAP, 500-501
NDS (Novell Directory Services), 499
root directories, 499
tree hierarchies, 499

disconnections
causes, 58
performing, 66

disk mirroring (RAID 1), 423
disk quotas, 451

/etc/fstab file, editing, 452
file system, remounting, 452
grace periods, editing, 454
group quotas, editing, 455
partition quota configuration files, creating, 453
quota tables, initializing, 453
reports, getting, 455
setting, 451-454
single-user mode, 451-452
testing, 454
user quota information, editing, 453

disks
adding, 435-442
directories, mounting, 457
filesystems, 457
names, conventions, 436
NFS (Network File System)

access limitations, 476
automounter, 468-472
configuring, 462-468
daemons, 460
export nesting, 476
file locking, 476
file permissions, 476
hanging, 475-476
installing, 461-462
root access limitations, 476

rules, 458
security, 475
troubleshooting, 472-474
VFS (virtual filesystem), 458-460

partitions
data migration, 440-442
deleting, 438
directory structure, 439-440
LVM (Logical Volume Manager), 442-449
preparing, 437-439
primary partitions, 438
verifying, 439

types, determining, 436
distribution CDs, RPMs (Red Hat Package

Manager) files, 102
DNAT packet target (iptables), 215
DNS (Domain Name System), 275

Apache servers, configuring for, 314
BIND (Berkeley Internet Name Domain

Project), 276
configuring, 279-293
downloading, 279
file locations, 281
installing, 279
starting, 279
troubleshooting, 294-301

clients, 276
configuration files, loading, 292
DHCP, 299
domains, 276

migration plans, 298-299
registering, 277, 293

dynamic DNS, 20, 303-304
clients, 306
connectivity testing, 304-305
DDclient, 307-310
free dynamic DNS, 306
NAT routers/firewalls, 307
paid customized DNS, 306
registering, 305-306
SOHO firewalls/routers, 307
testing, 310

Fedora Linux, version differences, 618
forward zone files, 287-288
FQDNs (fully qualified domain names), 278-279
IP addresses, linking to Web domain, 20
iptables, access, 227
NAT, 289-292
NFS (Network File System), 464
resource records, 284-287
reverse zone files, 288-289
security, 299-301
sendmail, configuring, 342-343
static DNS, 303
testing

host command, 86
nslookup command, 85-86

troubleshooting, 85
zone files, DHCP conflicts, 303
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DNS servers
authoritative DNS servers, 276
caching DNS name servers, 276-277

configuring, 280-281
DHCP, 39
dynamic DNS servers, 277
querying, nslookup command, 86
regular DNS servers, configuring, 282-293
static DNS servers, 277

DNS zone files, BIND views, 609-612
DocumentRoot statement, 315
domain name system (DNS). See DNS (domain

name system)
domains

BIND (Berkeley Internet Domain Name
Project), 279

configuring, 279-293
file locations, 281
starting, 279
troubleshooting, 294-301

DNS (domain name system), 276
FQDNs (fully qualified domain names), 278
IP addresses, linking to, 20
migration plans, 298-299
NIS (Network Information Services),

initializing, 485
registering, 277, 293

downloading
Apache, 313
BIND (Berkeley Internet Name Domain)

Project, 279
FreeRADIUS, 518
iptables, 211
kernel source RPM package, 534
LDAP (Lightweight Directory Access 

Protocol), 501
MRTG (Multi-Router Traffic Grapher), 374
Squid Web caching proxy servers, 524
VSFTPD, 242

drivers, 533
drives, sharing, Samba client, 175-178
DROP packet target (iptables), 215
DSL

connections, IP address assignments, 40-43
DHCP DSL, port forwarding type NAT, 230
lines, subnet masks, 24

DTE (Data Terminal Equipment), 27-28
dumb terminals, 581-582
duplex NICs, changing, 49-51
duplex data paths, 25-26
dynamic DNS (DDNS), 20, 303-304

clients, installing, 306
DDclient, 307-310
free dynamic DNS, 306
ISP connectivity, testing, 304-305
NAT routers/firewalls, conflictions, 307
paid customized DNS, 306
registering, 305-306
SOHO routers/firewalls, 307
testing, 310

dynamic DNS servers, 277
Dynamic Host Configuration Protocol (DHCP). See

DHCP (Dynamic Host Configuration
Protocol)

dynamic IP addresses, 40

E
e-mail

envelopes, 352
headers, 352
incoming mail, sendmail servers, 338
outgoing mail, sendmail servers, 338
overlapping addresses, handling, 363

emulation
Samba, PDCs (Primary Domain Controllers), 150
VT100 dumb terminals, 581-582

encapsulating security protocol (ESP), 583
encryption

LDAP (Lightweight Directory Access Protocol),
configuring, 508-511

Linux-WLAN, 197-199
SSH encryption, 263-264
SWAT, 154-158
VPNs (virtual private networks), 583-584
Wireless Tools, 191

encryption keys, 189
envelopes, e-mail, 352
error log files, Apache, 335
errors

Ethernet errors, causes, 62
installation, RPMs (Red Hat Package Manager)

files, 115-117
NICs, viewing, 61

ESP (encapsulating security protocol), 583
ESSIDs (Extended Service Set IDs), 189
eth0 Ethernet port, 36
Ethernet

NIC errors, causes, 62
ports, 36

Ethernet cards, 25-27
export nesting, NFS (Network File System), 476
exporting directories, NFS (Network File 

System), 458
Extended Service Set ID (ESSIDs), 189

F
failed dependencies, RPM installations, 115
fast-input-queue chain (iptables), 219
fast-output-queue chain (iptables), 219
Fedora Core 1 startup errors, MySQL servers,

557-558
Fedora Linux

boot process, 121-125
Red Hat Linux, compared, 9
version differences, 617

DHCP, 618
DNS, 618
FTP, 617
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iptables, 619
MRTG, 621-622
routing, 619
software installation, 619
Webalizer, 622
wireless networking, 620
WLAN file locations, 620

FIFO errors, NICs (Network Interface Cards), 62
file formats, network scripts, 38
file locking, NFS (Network File System), 476
file permissions, NFS (Network File System), 476
File Transfer Protocol (FTP). See FTP (File

Transfer Protocol)
files

copying
Kickstart servers, 412
SCP (Secure Copy), 269-270
SFTP (Secure FTP), 271

formats, TCP Wrappers, 576
permissions, changing, 144
sendmail files, 613, 615

filesystems
data storage disks, 457
directories, mounting, 457
NFS (Network File System)

access limitations, 476
automounter, 468-472
configuring, 462-468
daemons, 460
export nesting, 476
file locking, 476
file permissions, 476
hanging, 475-476
installing, 461-462
root access limitations, 476
rules, 458
security, 475
troubleshooting, 472-474
VFS (virtual filesystem), 458-460

pointers, 458
filter table (iptables), 212
firewalls, 31, 209

bridging mode firewalls, proxy ARPs, 53
FTP (File Transfer Protocol), conflictions,

240-242
ipchains, 210
iptables, 66, 209-210

command switch operations, 216-219
connectivity issues, 71
creation of, 210
downloading, 211
firewall logs, 234-235
installing, 211
kernel modules, 222
lokkit rule generator, 220
packet jumps, 215
packet processing, 211-214
packet targets, 215
scripts, 220-233
starting, 211, 236

status checks, 211
troubleshooting, 234-236
user-defines chains, 219

NAT firewalls
Apache, 329-330
dynamic DNS, 307

NTP servers, 407
OIDs (object identifiers), 365-368
PIX firewalls, Syslog numbering scheme, 624-625
Samba, 180-181
SOHO firewalls, dynamic DNS, 307
syslog, 96
VPNs (virtual private networks), 586

Flags field (TCP headers), 588
formats

files, TCP Wrappers, 576
packets, TCP/IP, 587-588

formatting RAID sets, 431
forward lookups (A) resource record (DNS), 284-287
forward zone files (DNS), 287-288
forwarding, packet forwarding, enabling, 52-53
FQDNs (fully qualified domain names), 278-279
Fragment Offset field (IP headers), 587
Fragment Reassembly Time Exceeded ICMP 

code, 590
Fragmentation Needed and Don’t Fragment 

Was Set ICMP code, 589
frames, errors, NICs (Network Interface Cards), 62
free utility, 382-383
FreeRADIUS servers, LDAP, configuring for,

517-522
FTP (File Transfer Protocol), 32, 237

active FTP, 32, 238-239
anonymous FTP, 32, 238, 240
commands, 105
connection channels, 237
Fedora Linux, version differences, 617
firewalls, conflictions, 240-242
passive FTP, 32, 238-239
regular FTP, 32, 238-239
RPMs (Red Hat Package Manager) files,

downloading from, 103-106
SCP (Secure Copy), compared, 269-270
SFTP (Secure FTP), compared, 271

FTP servers
configuring, 414
login sessions, conducting, 248-249
read-only access, creating, 247-248
security issues, 245-246
troubleshooting, 246

full duplex data paths, 25-26
fully qualified domain names (FQDNs), 278-279

G
gateways

default gateways, 31
changing, 46

routers, compared, 30
two gateways, configuring, 47-48
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gauge values (MRTG), 387
global variables (MRTG), defining, 395
[global] section (smb.conf file), 158-159
grace periods, disk quotas, editing, 454
graphing router statistics, MRTG (Multi-Router

Traffic Grapher), 373-380
graphs, MRTG (Multi-Router Traffic Grapher),

viewing, 378
group quotas, editing, 455
group shares, Samba, creating in, 174-175
grouping IP addresses into networks, 21-24
groups

domain groups, Samba, 168
users, assigning to, 143

GRUB MBR boot loader, 121-122
Grub splash screen, single-user mode, entering, 128
GUI consoles, 124-125

H
half duplex data paths, 25-26
hangings, 67

NFS (Network File System), 475-476
hard disks

adding, 435-442
directories, mounting, 457
file systems, 457
names, conventions, 436
NFS (Network File System)

access limitations, 476
automounter, 468-472
configuring, 462-468
daemons, 460
export nesting, 476
file locking, 476
file permissions, 476
hanging, 475-476
installing, 461-462
root access limitations, 476
rules, 458
security, 475
troubleshooting, 472-474
VFS (virtual file system), 458-460

partitions
data migration, 440-442
deleting, 438
directory structure, 439-440
LVM (Logical Volume Manager), 442-449
preparing, 437-439
primary partitions, 438
verifying, 439

types, determining, 436
hard mounts, NFS (Network File System), 459
hardware-based RAID disk controllers, 424
hashed message authentication code (HMAC), 584
Header checksum field (IP headers), 588
headers

e-mail, 352
IP headers, 587
IP packets, 13

port values, 14
TCP headers, 588
UDP headers, 588

headless system operations, 579-580
help files, 32-33

DDclient, 310
HMAC (hashed message authentication code), 584
home networking

topologies, 4
iptables, access, 229

[homes] section (smb.conf file), 160
hops (routers), 30
Host Precedence Violation ICMP code, 589
Host Unreachable ICMP code, 589
hosting

dedicated hosting, 5-6
in-house Web hosting, 6-8

migration to, 8
servers, 8-10

virtual hosting, 4-5
hot standby (RAID 1), 423
HTTP connectivity, Apache, testing, 332
HTTP update sites, yum automatic RPM update

program, 109
hubs, 28-29

I
IANA (Internet Assigned Numbers Authority), 500
ICMP (Internet Control Message Protocol)

codes, 588-590
match criteria, packets, 217
TCP/IP (Transmission Control

Protocol/Internet Protocol), 16
icmp-queue-in chain (iptables), 219
icmp-queue-out chain (iptables), 219
IDE drives, software-based RAID disk 

controllers, 424
IHL field (IP headers), 587
IKE (Internet Key Exchange), VPNs (virtual 

private networks), 584-585
IKE-XAUTH secured RADIUS, 586
imap, 362-363
in-house Web hosting, 6-8
in-house Web sites, migration, 298-299
incoming mail, handling, sendmail servers, 338
indirect maps (NFS automounter), 469-470
initial synchronizations, NTP (Network Transfer

Protocol), performing, 403-404
initialization

iptables, basic initialization, 225
NIS domains, 485
RAID, 431

INPUT chain (iptables), 219
installation

Apache, 313
BIND (Berkeley Internet Name Domain)

Project, 279
DHCP servers, 135-137
dynamic DNS clients, 306
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FreeRADIUS, 518
iptables, 211
kernel modules, 543
kernel source RPM package, 534
Kickstart servers, automating, 417
LDAP (Lightweight Directory Access 

Protocol), 501
Linux, network installation, 416-420
MRTG (Multi-Router Traffic Grapher), 374
MySQL servers, 548
NFS (Network File System), 461-462
NTP (Network Time Protocol), 402
Openswan RPM, status checks, 562-563
POP mail servers, 362
RPMs (Red Hat Package Manager) files, 113-

117
Samba, 150
sendmail, 340
software, tar command, 119-120
source RPMs, 114-115
TELNET servers, 253
TFTP servers, 257
VSFTPD, 242

installation CDs, kernel RPMs, 533
installation servers, configuring, 412-416
integer values, tracking, MIBs, 386
interconnecting LAN (local area networks) 

routers, 29
interfaces

activated interfaces, viewing, 59
aliases, 39
loopback interface, localhost entries, 55-56
shutting down, aliases, 39
viewing, 59
wlan:0, 39

International Organization for Standardization, OSI
(Open System Interconnection) model, 12

Internet Assigned Numbers Authority (IANA), 500
Internet Protocol (IP). See IP (Internet Protocol)
interrupt (IRQ) values, 202
interrupt conflicts, WLANs, checking for, 202-203
IP (Internet Protocol), 13

aliases, creating, 39
IPv6 (IP version 6), 21
network devices, accessing, 17-21
packets, 13

IP addresses
Apache, configuring for, 323-327
APIPA (Automatic Private IP Addressing), 140
assigning, 135

cable modem connections, 45
DSL connections, 40-43
assignment automation, 19-20

changing, 37-38
checking, nslookup command, 85
determining, 36-37
dynamic IP addresses, 40
grouping into networks, 21-24
localhost IP address, 18
mapping MAC addresses to, 26-27
NIC cards, configuring on, 36-46

private IP addresses, 17
publicizing, 18-19
ranges calculations, 22-23
static IP addresses, 40
Web domain linking, 20

IP forwarding, configuring, 52-53
IP headers, 587
IP masquerading, 18-19
IP packets, TTL (Time to Live) sections, 16
IP Version field (IP headers), 587
IP-based virtual hosting, Apache, 321-322
ipchains, 210
IPSec, VPNs (virtual private networks), 583
iptables, 209-210

chains, user-defines chains, 219
creation of, 210
DNS access, permitting, 227
downloading, 211
Fedora Linux, version differences, 619
firewall, 66, 71
firewall logs, checking, 234-235
home network access, permitting, 229
initialization, basic initialization, 225
installing, 211
Internet access, permitting, 228
kernel modules, loading, 222
log files, ICMP codes, 588, 590
lokkit rule generator, 220
many to one NAT, 229-230
operating systems, defending, 223-224
packets

command switch operations, 216-219
ICMP (Ping) match criteria, 217
jumps, 215
multiport match criteria, 218
processing, 211-214
targets, 215
TCP match criteria, 217
UDP match criteria, 217

port forwarding type NAT, 230
Samba servers, 180-181
scripts, 598-600

lost scripts, 221-222
sample script, 222-233
saving, 220

SSH (secure shell) access, permitting, 227
starting, 211, 236
static NAT, 232
status, checking, 211
tables, 211

filter table, 212
nat table, 212

troubleshooting, 234-236
WWW access, permitting, 227

ISO files, creating, mkisofs command, 414
ISPs (Internet service providers)

connectivity, testing, 304-305
dedicated hosting providers, 5-6
in-house Web hosting, migration, 8
virtual hosting providers, 4-5
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J-K
kernel, 533

boot CDs, creating, 544-545
configuring, 540-541
crash recoveries, 544
custom kernels

compiling, 542
copying to /boot partition, 543
creating, 539-543

/etc/grub.conf files, updating, 544-545
installation CDs, 533
iptables, loading, 222
kernel source RPM package, 534
log errors, WLANs, 203
Makefile, editing, 542
modules, 535-536

building, 542
installing, 543
loading, 536-537
loading on demand, 537-538

parameters, tuning, 577-579
updating, 545
upgrades, 534

keys
encryption keys, 189
IKE (Internet Key Exchange), VPNs (virtual

private networks), 584-585
signature keys, RPM installations, 116-117

Kickstart servers, 411
configuring, 412-416
installation, automating, 417

L
labeling cables, 8
LAM (LDAP Account Manager), 517
LANs (local area networks), 29

daisy chaining, 29
routers, 29
VLANs (Virtual LANs), 29
WLANs (Wireless LANs), 187-191

layers (OSI), 12
Layer 1 (Physical), 12-13, 24-25
Layer 2 (Link), 12-13, 24-25
Layer 3 (Network), 12-13
Layer 4 (Transport), 12-13
Layer 5 (Session), 12
Layer 6 (Presentation), 12
Layer 7 (Application), 12

LDAP (Lightweight Directory Access Protocol), 499
administrative tasks, 514-517
bind errors, 513
configuring, 501-507
database directories

creating, 501
testing, 505

DCs (domain components), 500
directories, 500
downloading, 501

encrypted communication, configuring, 508-511
installing, 501
LAM (LDAP Account Manager), 517
LDIF (LDAP Data Interchange Files) format,

503-505
logins, troubleshooting, 511-514
passwords, changing, 514
RADIUS, configuring for, 517-522
root passwords, creating, 502
starting, 514
stopping, 514
users

adding, 516
deleting, 517
modifying, 515

LDIF (LDAP Interchange Files) format, 503-505
leaves (SMI trees), 365
legend parameters (MRTG), 390
length errors, NICs (Network Interface Cards), 62
Length field (UDP headers), 588
Lightweight Directory Access Protocol (LDAP). See

LDAP (Lightweight Directory Access Protocol)
Linear RAID, 421
Link Layer (OSI), 12, 24-25
link lights, NICs (network interface cards), 25
linking IP addresses to Web domains, 20
links, testing, 58-60
Linksys WMP11 wireless cards, 188
Linux

Fedora Core 3, 575
Fedora Linux, 9

version differences, 617-622
headless system operations, 579-580
help files, 32-33
installing, network installation, 416-420
Red Hat Linux, 9

Linux Home Networking Web site, 3
Linux-WLAN, 188-192

configuring, 194-196
encryption, 197-199
RPMs, 192-194
starting, 196
testing, 196

listing associated files, RPMs (Red Hat Package
Manager) files, 117-119

loading
DNS configuration files, 292
iptables kernel modules, 222
kernel modules, 536-537

on demand, 537-538
local area networks (LANs). See LANs (local area

networks)
Local Director

configurations, saving to TFTP servers, 259
numbering scheme, 624

localhost entries, loopback interfaces, 55-56
localhost IP address, 18
log errors, WLANs, 203
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log files
analyzing, Webalizer, 380-381
Apache, 333-335
iptables, ICMP codes, 588-590
logrotate log files, compressing, 98-99

LOG packet target (iptables), 215
logging syslog messages to remote servers, 94-95
Logical Volume Manager (LVM). See LVM (Logical

Volume Manager)
logins

FTP servers, 248-249
LDAP

directory structure, 500
troubleshooting, 511-514

NIS (Network Information Services), 483
client configuration, 488-491
configuring, 483-486
non-NFS environments, 497
passwords, 495-497
slave servers, 491-494
troubleshooting, 497-498
users, 487

logrotate, 91, 96-99
logs

iptables, checking, 234-235
Samba, checking, 186
syslog, real-time viewing, 93

lokkit rule generator (iptables), 220
loopback interfaces, 55-56, 343
lost scripts, iptables, recovering from, 221-222
LVM (Logical Volume Manager), 435, 442-449

configuring, 443-449
logical volumes, 443
partition types, determining, 444
PEs (physical extents), 443
PV (physical volume), 442
VG (volume group), 443

M
MAC (media access control) addresses, 26-27

IP addresses, mapping to, 26-27
viewing, 62-63

machine trust accounts, Samba workstations,
creating for, 163-164

macros, sendmail servers, 338-339
mail (MX) resource record (DNS), 284-287
mail servers

POP servers
configuring, 362-363
installing, 362
starting, 362
troubleshooting, 363

sendmail servers, 337-357
client configuration, 343
client conversions, 343-345
DNS configuration, 342-343

incoming mail, 338
installing, 340
macros, 338-339
masquerading, 350-352
outgoing mail, 338
restarting, 340-341
sender address changes, 352-353
spam, 358-362
starting, 340
troubleshooting, 353-357

Makefile, editing, 542
managed applications, xinetd, controlling, 252
Management Information Bases (MIBs). See MIBs

(Management Information Bases)
mangle table (iptables), 211
manual installations, RPMs (Red Hat Package

Manager) files, 113-117
many-to-one NAT (network address translation),

18, 229-230
map files

NFS, 468
NFS automounter, 468

direct maps, 469
indirect maps, 469-470
wildcards, 471

mapping
localhost entries, 56
MAC (media access control) addresses to 

IP addresses, 26-27
MASQUERADE packet target (iptables), 216
masquerading

iptables, 229-230
sendmail, 350-352

MBR (master boot record), 121-122
media access control (MAC) addresses. See MAC

(media access control) addresses
memory, monitoring, MIBs, 388
MF Bit field (IP headers), 587
MIBs (Management Information Bases), 365-368

CPUs, monitoring, 388
memory, monitoring, 388
MRTG, compared, 387
objects, 386
OIDs, 386, 399
TCP/IP, monitoring, 388
values

counter values, 386
integer values, 386
non-linux monitoring, 398-399
testing, 387

viewing, 385-387
Microsoft Active Directory Service, 499
migration

data migration, hard disk partitions, 440-442
in-house Web sites, 298-299

Missing a Required Option ICMP code, 590
modem cables. See straight-through cables
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modules
iptables, loading, 222
kernel, 535-536

building, 542
installing, 543
loading, 536-537
loading on demand, 537-538

monitoring
servers

MRTG, 395, 397-398
SNMP (Simple Network Management

Protocol), 365-373
values, MIBs, 398-399

monitors, foregoing, headless system operations,
579-580

mounting
automating, Samba clients, 178
NFS (Network File System), 459

mounting directories, hard disks, 457
MRTG (Multi-Router Traffic Grapher), 373, 385

advanced server monitoring, 395-398
Apache, configuring for, 377-378
configuring, 375-377

manually configuring, 389-395
Detailed View page, 389
downloading, 374
Fedora/Red Hat Linux, version differences,

621-622
global variables, defining, 395
graphs, viewing, 378
installing, 374
MIBs, 387
multiple devices, polling, 377
parameter formats, 389-392
subsystems, monitoring, 378
Summary View page, 389
troubleshooting, 379-380, 400
Web pages, 374

Multi-Router Traffic Grapher (MRTG). See MRTG
(Multi-Router Traffic Grapher)

multiple collisions, NICs (Network Interface
Cards), 62

multiple gateways, configuring, 47-48
multiple IP addresses, single NIC card, 39
multiport match criteria, packets, iptables, 218
MX (mail) resource records (DNS), 286-287
MySQL servers, 547

CLI (command line interpreter), 550
data tables, 552-553
databases

backup, 555
configuring, 554
creating, 550-551
deleting, 550
network security, 556
preparing for, 548
restoration, 556
troubleshooting, 557-558
viewing, 552-554

/etc/my.cnf file, 549
Fedora Core 1 startup errors, 557-558
installing, 548
privileges, granting, 551-552
root accounts, creating, 549
root passwords, recovering and changing, 554
starting, 549

N
named virtual hosting, Apache, 320-321
names

DNS, naming conventions, 301
domains

BIND (Berkeley Internet Name Domain)
Project, 279-301

FQDNs (fully qualified domain names), 278
hard disk device names, conventions, 436
mail servers, configuring, 342
Web sites, checking, 85

NAT (network address translation), 307
DNS, 289-290, 292
many to one NAT, iptables, 229-230
port forwading type NAT, iptables, 230
post forwarding, 19
private IP addresses, publicizing, 18
static NAT, iptables, 232

NAT firewalls
Apache, running behind, 329-330
dynamic DNS, conflictions, 307

NAT routers, dynamic DNS, conflictions, 307
nat table (iptables), 212
NDS (Novell Directory Services), 499
Net Unreachable ICMP code, 589
Netfiler, iptables, creation of, 210
netfs daemon (NFS), 461
[netlogon] share section (smb.conf file), 161
netmasks. See subnet masks
network address translation (NAT). See NAT 

(network address translation)
network devices

accessing, IP addresses, 17-21
syslog, 96

Network File System (NFS). See NFS (Network
File System)

Network Information Services (NIS). See NIS
(Network Information Services)

network interface cards (NICs). See NICs (network
interface cards)

Network Layer (OSI), 12
network scripts, file formats, 38
Network Time Protocol (NTP). See NTP (Network

Time Protocol)
networks

congestion, detecting, 79
connectivity

iptables firewall, 71
testing, 64-78
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disconnections, causes, 58
Linux, installing on, 416-420
slow response times, causes, 58
VPNs (virtual private networks), 583-587
wireless networks

802.11 standard, 187
business implementation, 205
default gateway pinging, 203
encryption keys, 189
ESSIDs (Extended Service Set IDs), 189
interrupt conflicts, 202-203
kernel log errors, 203
Linux-WLAN, 188-199
NIC status checks, 200-202
troubleshooting, 199-205
unknown device errors, 203
WAPs (wireless access points), 188
wireless Linux-compatible NICs, 188
Wireless Tools, 187-191

NFS (Network File System), 457
access, limiting, 476
advantages of, 480
automounter

map files, 468-471
starting, 471-472

clients, configuring, 481-483
configuring, 462-467
daemons, 460
directories, exporting, 458
DNS, 464
export nesting, 476
file locking, 476
file permissions, 476
hanging, 475-476
installing, 461-462
map files, 468
modifications, activating, 467-468
mounting

automounter, 468-472
hard mounts, 459
soft mounts, 459

root access, limiting, 476
rules, 458
security, 475
servers, configuring, 480-481
troubleshooting, 472-474
versions, 460
VFS (virtual filesystem), 458-460

background mounting, 459
caching, 459
stateless operation, 458
symbolic links, 459

nfs daemon, 461
nfslock daemon, 461
NICs (network interface cards), 25-27

activated interfaces, viewing, 59
activating, 45
DHCP servers, multiple NICs, 138-139
duplex, changing, 49-51

duplex data paths, 25-26
errors, viewing, 61
Ethernet errors, causes, 62
interfaces, viewing, 59
IP addresses

configuring on, 36-46
multiple IP addresses, 39

link light, 25
link status, testing, 60
MAC (media access control) address, 26-27
packet flow, viewing, 79-85
shutting down, 45
speed, changing, 49-51
testing, 59-62
wireless Linux-compatible NICs, 188
WLANs, status checks, 200-202

NIS (Network Information Services), 479
clients, configuring, 488-491
domains, initializing, 485
non-NFS environments, 497
passwords, changing, 495-496
servers, configuring, 483-486
slave servers, 491-495
troubleshooting, 497-498
users, adding, 487

Novell Directory Services (NDS). See NDS (Novell
Directory Services)

NTP (Network Time Protocol), 401
clients, configuring, 407
configuring, 402-403
initial synchronizations, performing, 403-404
installing, 402
servers, configuring, 406-407
sites, types, 401
starting, 403
testing, 403-406
troubleshooting, 405-406

null modem cables. See crossover cables
numbering scheme, Local Directors, 624

O
OIDs (object identifiers), 365, 368

locating, 399
retrieving, 365-368
structure of management information (SMI)

trees, 365
testing, 399

on-demand loading, kernel modules, 537-538
one-to-one NAT (network address translation), 18
Open System Interconnection (OSI) model. See

OSI (Open System Interconnection) model
OpenSSH, 263

SCP (Secure Copy), 263, 269-273
SFTP (Secure FTP), 263, 271
SSH (Secure Shell), 263, 271-273

configuring, 265-266
encryption, 263-264
reinstallation failures, 268
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remote commands on demand, 269
remote logins, 267-268
TELNET deactivation, 268
testing, 265

starting, 265
Openswan

downloading, 561
installation status, 562-563
starting, 561
troubleshooting, 569-572
tunnel status, determining, 569-570
VPNs (Virtual Private Networks), 560-561

operating systems
defending, iptables, 223-224
in-house hosting, 9

options parameters (MRTG), 390
OSI (Open System Interconnection) model, 12

layers, 12-13, 24-25
TCP/IP, 13-14

connection establishment, 14-15
ICMP (Internet Control Message Protocol), 16
IP address grouping, 21-24
network device access, 17-21
packets, 13
ports, 16
TTLs (Time to Live), 16

UDP (User Datagram Protocol), 15
outgoing mail, handling, sendmail servers, 338
OUTPUT chain (iptables), 219
overlapping e-mail addresses, handling, 363
overrun errors, NICs (Network Interface Cards), 62
ownership, files, changing, 144

P
packages, updating, 108
packet forwarding, servers, enabling, 52-53
packets (IP), 13

flow
viewing, 79-85
port values, 14

iptables, 215-219
processing, iptables, 211-214
TCP/IP, formats, 587-588
TTLs (Time to Live) sections, 16

parameters
kernel, tuning, 577-579
MRTG, 389-392

parameter problem codes (ICMP), 590
partitions

hard disks
data migration, 440-442
deleting, 438
directory structure, 439-440
LVM (Logical Volume Manager), 442-449
preparing, 437-439
primary partitions, 438
verifying, 439

software-based RAID disk controllers, 426-430
type determination, LVM (Logical Volume

Manager), 444
passive FTP, 32, 238-239
password authentication, NCSA compliance, Squid

Web caching proxy servers, 526
passwords

Apache, 330-331
changing, 142
disabling, 147
LDAP

changing, 514
creating, 502

MySQL databases, root passwords, 554
NIS (Network Information Services), changing,

495-496
root passwords, recovering, 128
Samba, 162

modifying, 169
yppasswd, 495-496

PDCs (Primary Domain Controllers), 149
Samba PDCs

automated mounting, 178
domain groups, 168
emulation, 150
group shares, 174-175
passwords, 169
printers, 171-174
users, 166-168
Windows drives shares, 175-178

Samba servers
administrator users, 162-163
configuring as, 158-162
workstations, 163-166

Windows Workgroup members, compared, 149
PERL programming language, spam, stopping,

361-362
permissions

Apache, 316
changing, 144
full access permissions, granting, 146
limited access permissions, granting, 146-147
NFS (Network File System), 476
passwords, disabling, 147
read-only access, FTP servers, 247-248

PEs (physical extents), LVM (Logical Volume
Manager), 443

Physical Layer (OSI), 12, 24-25
pinging, 64-65

default gateways, WLANs, 203
PIX firewalls

configurations, saving to TFTP servers, 258
syslog numbering scheme, 624-625

Pointer indicates the error ICMP code, 590
pointers, filesystems, 458
polling devices, MRTG (Multi-Router Traffic

Grapher), 377
POP mail servers, configuring, 362-363
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port forwarding, 307
port forwarding type NAT, iptables, 230
Port Unreachable ICMP code, 589
port values (packet headers), 14
portmap daemon (NFS), 460
ports

TCP (Transmission Control Protocol), 16
TCP/IP ports, checking, 87-88
UDP (User Datagram Protocol), 15

post forwarding, NAT (network address 
translation), 19

post installation commands, 418
pre-shared keys (PSK). See PSK (pre-shared keys)
Presentation Layer (OSI), 12
Primary Domain Controller (PDCs). See PDCs

(Primary Domain Controllers)
primary partitions, hard disks, 438
printer configuration screen, 172
printers, Samba PDCs, adding to, 171-174
[printers] share section (smb.conf file), 161
private IP addresses, 17

publicizing, 18-19
privileges, granting, MySQL servers, 551-552
[profiles] share section (smb.conf file), 161
Protocol field (IP headers), 587
Protocol Unreachable ICMP code, 589
protocols

ARP (Address Resolution Protocol), MAC
address mapping, 26-27

ESP (encapsulating security protocol), VPNs
(virtual private networks), 583

FTP (File Transfer Protocol), 32, 237-240
IP (Internet Protocol), 13-20
LDAP (Lightweight Directory Access 

Protocol), 499
NFS (Network File System), 457
NTP (Network Time Protocol), 401
SMTP (Simple Mail Transport Protocol), 338
TCP (Transmission Control Protocol), 14-16
TCP/IP (Transmission Control

Protocol/Internet Protocol), 13-24
UDP (User Datagram Protocol), 14-15

proxy ARP, 53-54
PSK (pre-shared keys), VPNs, configuring, 568-569
PTR (reverse lookups) resource records (DNS),

286-287
public encrypted keys, VPNs (virtual private 

networks), 584
public IP addresses, 18-19
public spam blacklists, sendmail, 358
purpose-built Web servers, 8
PV (physical volume), LVM (Logical Volume

Manager), 442

Q-R
queries, SNMP queries, performing, 369-373
querying DNS servers, nslookup command, 86
queues (iptables), 211-212

quota reports, disk quotas, getting, 455
quotas, disk quotas, 451-454

RADIUS, LDAP (Lightweight Directory Access
Protocol), configuring for, 517-522

RAID (redundant arrays of inexpensive disks),
421-425

hardware-based RAID disk controllers, 424
Linear RAID, 421
software-based RAID disk controllers, 424

configuring, 427-434
IDE drives, 424
initialization, 431
partitioning, 427-430
partitions, 426
SCSI drives, 425-426
serial ATA drives, 425
set creation, 431
set formatting, 431
sets, 432
single-user mode, 426
system backups, 426

RAM, determining, free utility, 382
ranges, addresses, calculating, 22-23
read ahead caches, 459
read-only access, FTP servers, creating, 247-248
rebooting process, 125-128
Red Hat Linux

Fedora Linux, compared, 9
version differences, 621-622

redirect codes (ICMP), 590
Redirect Datagram for the Host ICMP code, 590
Redirect Datagram for the Network (or subnet)

ICMP code, 590
Redirect Datagram for the Type of Service and

Host ICMP code, 590
Redirect Datagram for Type of the Service and

Network ICMP code, 590
redundant arrays of inexpensive disks (RAID). See

RAID (redundant arrays of inexpensive disks)
Register.com, 5
RegisterFree.com, 5
registration

domains, 277, 293
dynamic DNS, 305-306

regular DNS servers, configuring, 282-293
regular FTP, 32, 238-239
reinstallation failures, SSH (Secure Shell), 268
REJECT packet target (iptables), 215
Remote Authentication Dial-in User Service

(RADIUS). See RADIUS (Remote
Authentication Dial-in User Service)

remote logins, SSH (Secure Shell), 267-269
remote procedure calls (RPCs), clients, 459
remote servers

slow response times, causes, 58
syslog messages, logging to, 94-95
TCP/IP ports, checking, 87-88

reports, disk quotas, getting, 455
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resource records (DNS), 284-288
response times, slow response times, causes, 58
restarting sendmail, 340-341
restoration, MySQL databases, 556
return code symbols, traceroute messages, 72
reverse lookups (PTR) resource record (DNS),

284-287
reverse zone files (DNS), 288-289
root access, limiting, NFS (Network File 

System), 476
root accounts, 144

MySQL servers, creating, 549
root authoritative DNS servers, 276
root directories, 499
root nodes (SMI trees), 365
root passwords

LDAP, creating, 502
MySQL servers, recovering and changing, 554
recovery, 128

routers, 30
configuration, 623

restoring, 261-262
saving to TFTP servers, 259

gateways, 30-31
hops, 30
LANs (local area networks), interconnecting, 29
monitoring, MRTG (Multi-Router Traffic

Grapher), 373-380
NAT routers, dynamic DNS, 307
OIDs (object identifiers), 365-368
servers, converting into, 52-54
SOHO routers, dynamic DNS, 307
wireless routers, placement, 8

routers of last resort. See default gateways
routes

servers, 47-49
VPNs, checking, 571

routing, Fedora Linux, version differences, 619
routing tables, viewing, 45-46
RPCs (remote procedure calls), clients, 459
rpmfind.net, RPMs, downloading from, 103
RPMs

anonymous FTP, downloading from, 104-106
Apache, 313

Browser 403 Forbidden messages, 332
configuring, 315-327, 331
configuring for DNS, 314
data compression, 327-328
DHCP, 314
downloading, 313
error log files, 335
file permissions, 316
HTTP connectivity, 332
installing, 313
NAT firewalls, 329-330
passwords, 330-331
server name errors, 333
starting, 314
status log files, 333-334
troubleshooting, 332-335

virtual hosting, 320-323
Web page placement, 315-320

associated files, listing, 117-119
attaining, 102-107
automatically updating, yum automatic RPM

update program, 107-113
BIND (Berkeley Internet Name Domain)

Project, 279
caching DNS name servers, 280-281
configuring, 279-293
file locations, 281
regular DNS servers, 282-293
starting, 279
troubleshooting, 294-301

boot time, starting at, 119
compatibility, 103
DDclient, 307-310
DHCP package, 135-140
distribution CDs, installing from, 102
Fedora, downloading from, 102
identifying, Linux-WLAN, 192-193
imap, 362-363
installed RPMs, listing, 117
installing

errors, 115-117
Linux-WLAN, 193-194

iptables, 209-210
command switch operations, 216-219
downloading, 211
firewall logs, 234-235
installing, 211
kernel modules, 222
lokkit rule generator, 220
packet jumps, 215
packet processing, 211-214
packet targets, 215
scripts, 220-233
starting, 211, 236
status checks, 211
troubleshooting, 234-236
user-defined chains, 219

kernel source package, 534-538
kernel

updating, 545
upgrades, 534

LDAP (Lightweight Directory Access Protocol)
configuring, 501-511
downloading, 501
installing, 501
troubleshooting, 511-514

manually installing, 113-114
MRTG (Multi-Router Traffic Grapher), 373-380
NFS (Network File System)

access limitations, 476
automounter, 468-472
configuring, 462-468
export nesting, 476
file locking, 476
file permissions, 476
hanging, 475-476
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installing, 461-462
root access limitations, 476
security, 475
troubleshooting, 472-474

NTP (Network Time Protocol), 402-406
rpmfind.net, downloading from, 103
Samba

as PDC (Primary Domain Controller),
158-162

configuring, 151-158
domain groups, 168
installing, 150
passwords, 162, 169
PDC administrator users, 162-163
starting, 151
users, 166-168
workstations, 163-166

sendmail
configuring, 337-357
installing, 340
masquerading, 350-352
restarting, 340-341
sender address changes, 352-353
spam, 358-359, 361-362
starting, 340
troubleshooting, 353-357

source RPMs, 101
installing, 114-115

sudo, 144-148
TELNET, 252-256
uninstalling, 119
VSFTPD (Very Secured FTP Daemon), 237-248
Web-based FTP, downloading from, 103-104
Webalizer, 380-381
wget command, downloading with, 107
xinetd, 251-252

RSA keys
obtaining, 564
VPNs, configuring, 563-567

rules
generating, iptables, 220
NFS (Network File System), 458

runlevels, 122-123
default runlevels

determining, 123-124
reverting to, 128

programs, running at, 129-133

S
Samba, 149

configuring, 151-158
connectivity testing, 181-185
domain groups, 168
firewalls, 180-181
group shares, creating, 174-175
installing, 150
logs, checking, 186
mounting, automating, 178

networks, troubleshooting, 186
passwords, 162

modifying, 169
PDC administrator users, creating, 162-163
PDCs (Primary Domain Controllers)

Configuring as, 158-162
emulation, 150

printers, adding to, 171-174
security, 186
smb.conf file

editing, 150
testing, 179-180

starting, 151
users, 166-168
Windows drives, sharing, 175-178
workstations, adding to, 163-166

SAs (security associations), IKE (Internet Key
Exchange), 585

saving iptables scripts, 220
scaling parameters (MRTG), 391
SCP (Secure Copy), 263, 269-270

passwords, using without, 271-273
scripts

adsl-setup script, 43-44
Apache File Permissions script, 591
iptables, 598-600

basic initialization, 225
DNS access, 227
home network access, 229
Internet access, 228
lost scripts, 221-222
many to one NAT, 229-230
operating system defense, 223-224
port forwarding type NAT, 230
sample script, 222-233
saving, 220
SSH (secure shell) access, 227
static NAT, 232
WWW access, 227

MySQL scripts, data table creation, 552
network scripts, file formats, 38
Sendmail Spam Filter script, 592-593

SCSI drives, software-based RAID disk controllers,
425-426

second stage boot loaders, 122
Secure Copy (SCP). See SCP (Secure Copy)
Secure FTP (SFTP). See SFTP (Secure FTP)
Secure Shell (SSH). See SSH (Secure Shell)
security

AH (authentication header), VPNs (virtual 
private networks), 583

attacks, source determination, 88
authentication

RADIUS (Remote Authentication Dial-in
User Service), 499

VPNs (virtual private networks), 583-587
chroot jails, 281
DNS, 299-301
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encryption
LDAP (Lightweight Directory Access

Protocol), 508-511
Linux-WLAN, 197-199
public encrypted keys, 584
SSH encryption, 263-264
SWAT, 154-158
VPNs (virtual private networks), 583-584
Wireless Tools, 191

ESP (encapsulating security protocol), VPNs
(virtual private networks), 583

firewalls, 31, 209
FTP (File Transfer Protocol), 240-242
ipchains, 210
iptables, 180-181, 209-236
NTP server, 407
syslog, 96
Windows XP built-in, 181
Zone Alarm, 181

FTP servers, 245-246
importance of, 209
IPSec, VPNs (virtual private networks), 583
MySQL servers, 556
NFS (Network File System), 475
Samba, 186
SAs (security associations), IKE (Internet Key

Exchange), 585
SNMP (Simple Network Management

Protocol), 371, 373
TCP Wrappers, 576-577
TELNET servers, 254-256
users, tracing, 89
VPNs (virtual private networks), 586

security associations (SAs). See SAs (security 
associations)

security contexts
CGIs (Common Gateway Interfaces), 318-320
disabling, 320
SELinux, 317
Web sites, 317-318

segmentation fault errors, 496
SELinux, security contexts, 317
sendmail, 337, 613-615

clients, 343-345
configuring, 337-357
DNS, configuring for, 342-343
incoming mail, handling, 338
installing, 340
macros, 338-339
masquerading, 350-352
outgoing mail, handling, 338
reactivating, 130
restarting, 340-341
sender addresses, changing, 352-353
spam, combating, 358-362
starting, 340
startup, switching off, 129
troubleshooting, 353-357

Sendmail Spam Filter script, 592-593

Sequence Number field (TCP headers), 588
serial ATA drives, software-based RAID disk 

controllers, 425
ServerName directive, Apache, 333
servername statement, 315
servers

Apache servers
configuration, 315-327, 331
configuring for DNS, 314
data compression, 327-328
DHCP, 314
file permissions, 316
NAT firewalls, 329-330
passwords, 330-331
Web site placement, 315-320

cables, 8
configuring, 35, 45-54

/etc/hosts files, 54-55
IP addresses, 36-46
NIC cards, 45

connectivity, iptables firewall, 71
dedicated areas for, 8
DHCP servers

client configuration, 139
configuring, 416
installing, 135-137
multiple NICs, 138-139
starting, 138
troubleshooting, 139-140

disks, adding, 435-442
DNS servers

authoritative DNS servers, 276
caching DNS name servers, 276-281
DHCP, 39
dynamic DNS servers, 277
regular DNS servers, 282-293
root authoritative DNS servers, 276
static DNS servers, 277

firewalls, FTP (File Transfer Protocol), 241-242
FreeRADIUS servers, LDAP configuration,

517-522
FTP servers

configuring, 414
login sessions, 248-249
read-only access, 247-248
security issues, 245-246
troubleshooting, 246

in-house Web hosting, 8, 10
installation servers, configuring, 412-416
Kickstart servers, 412-417
LDAP servers

configuring, 501-505
troubleshooting, 511-514

log files, analyzing, 380-381
monitoring

free utility, 382
MIBs, 388
MRTG (Multi-Router Traffic Grapher),

373-380, 395-398
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SNMP (Simple Network Management
Protocol), 365-373

top command, 381
Webalizer, 380-381

MySQL servers, 547
CLI (command line interpreter), 550
data tables, 552-553
databases, 548-556
/etc/my.cnf file, 549
installing, 548
network security, 556
privileges, 551-552
root accounts, 549
root passwords, 554
starting, 549
troubleshooting, 557-558

NFS servers
access limitations, 476
configuring, 415, 462-463, 480-481

NIS servers
configuring, 483-486
non-NFS environments, 497
troubleshooting, 497-498
users, 487

NTP servers
Cisco device configuration, 406-407
firewalls, 407

OIDs (object identifiers), retrieving, 365-368
packet forwarding, enabling, 52-53
POP mail servers, 362-363
proxy ARP, 53-54
purpose-built Web servers, 8
remote servers, TCP/IP ports, 87-88
routers, converting into, 52-54
routes, 47-49
Samba servers

as PDC (Primary Domain Controller),
158-162

automated mounting, 178
configuring, 151-158
connectivity, 181-185
domain groups, 168
firewalls, 180-181
group shares, 174-175
installing, 150
logs, 186
network troubleshooting, 186
passwords, 162, 169
PDC administrator users, 162-163
printers, 171-174
security, 186
smb.conf file tests, 179
starting, 151
users, 166-168
Windows drives shares, 175-178
Windows XP Built-in, 181
workstations, 163-166

sendmail servers, 337-357
client configuration, 343
client conversions, 343-345

DNS configuration, 342-343
incoming mail, 338
installing, 340
macros, 338-339
masquerading, 350-352
outgoing mail, 338
restarting, 340-341
sender address changes, 352-353
spam, 358-362
starting, 340
troubleshooting, 353-357

slave servers, NIS (Network Information
Services), 491-495

slow response times, causes, 58
Squid Web caching proxy servers, 523

configuring, 524-530
downloading, 524
hostname assignment, 524
starting, 524
troubleshooting, 530

syslog servers, configuring, 94-95
TELNET servers, 252-256
TFTP servers

Cisco configurations, 258-261
configuring, 257-258
installing, 257
router configurations, 261-262

Web servers, configuring, 414
yum automatic RPM update program servers,

creating, 109-110
Session Layer (OSI), 12
sets (RAID), 431-432
SFTP (Secure FTP), 263, 271
shared encryption key, 189
shared private keys, VPNs (virtual private 

networks), 585
shares, creating in Samba, 174-178
shutting down

interfaces, aliases, 39
NICs, 45

signature keys, RPM installations, 116-117
Simple Mail Transport Protocol (SMTP), 338
single collisions, NICs (Network Interface 

Cards), 62
single-user mode, 451

disk quotas, 451
entering, 127-128
quitting, 452
software-based RAID disk controllers,

configuring in, 426
slave servers, NIS (Network Information Services),

491-495
slow response times

cables, testing, 58
causes, 58
connectivity, testing, 64-68
links, testing, 58
MAC addresses, viewing, 62-63
NICs (Network Interface Cards), testing, 59-62
Web sites, testing, 68-69

646 Index

43Harrison_index.qxd  2/25/05  11:06 AM  Page 646



Small Office/Home Office (SOHO) environments, 11
smb.conf file, testing, 179-180
smbmount command, 177
SMI (structure of management information) trees,

OIDs (object identifiers), 365
SMTP (Simple Mail Transport Protocol), 338
SNAT packet target (iptables), 215
SNMP

community strings, 368
MIBs (Management Information Bases),

365-368, 385-387
OIDs (object identifiers), retrieving, 365-368
queries, performing, 369-371
security, 371, 373
servers, monitoring, 365-373
troubleshooting, 373
versions, 368

SOA (Start of Authority) resource records (DNS),
285-286

soft mounts, NFS (Network File System), 459
software

installing, 119-120, 619
RPMs

anonymous FTP, 104-106
associated file lists, 117-119
attaining, 102-107
automatically updating, 107-113
boot time startups, 119
compatibility, 103
distribution CDs, 102
Fedora, 102
installation errors, 115-117
installed RPM lists, 117
manually installing, 113-114
rpmfind.net, 103
source RPMs, 114-115
uninstalling, 119
Web-based FTP, 103-104
wget command, 107

software-based RAID disk controllers, 424
configuring, 426-434
IDE drives, 424
initialization, confirming, 431
partitioning, 426-430
SCSI drives, 425-426
serial ATA drives, 425
sets, 431-432
system backups, 426

SOHO (Small Office/Home Office) environments, 11
dynamic DNS, 307

SOHO Linux VPNs, 559
configuring

PSK (pre-shared keys), 568-569
RSA keys, 563-567

iptables, possible changes to, 567
Openswan, 560-561, 568-572

downloading, 561
installation status, 562-563
starting, 561

requirements, 560

SOHO routers
dynamic DNS, 307

Source Address field (IP headers), 588
Source and Destination Port field

TCP headers, 588
UDP headers, 588

Source Host Isolated ICMP code, 589
Source Route Failed ICMP code, 589
source RPMs, 101

installing, 114-115
spam, combating, sendmail, 358-362
spamassassin filter (sendmail), 359-361
speed, NICs, changing, 49-51
Squid Web caching proxy servers, 523

configuring, 524-527
ACLs (access control lists), 525
disk usage, 530
NCSA password authentication, 526
transparent proxy configurations, 528-529
troubleshooting, 530
use force, 528-529
Web access restrictions, 525-526

downloading, 524
hostnames, assigning, 524
starting, 524

SSH (Secure Shell), 263
configuring, 265-266
encryption, 263-264
iptables, access, 227
passwords, using without, 271-273
reinstallation failures, 268
remote logins, 267-269
TELNET, deactivating, 268
testing, 265

SSL (secure socket layer), virtual hosting, Apache,
322-323

Start of Authority (SOA) resource record (DNS),
285-286

starting
Apache, 314
DDclient, 309
DHCP servers, 138
FreeRADIUS, 518
iptables, 211, 236
LDAP, 514
Linux-WLAN, 196
MySQL servers, 549
NFS automounter, 471-472
NTP (Network Transfer Protocol), 403
Openswan RPM, 561
POP mail servers, 362
RPMs (Red Hat Package Manager) files, boot

time, 119
Samba, 151
sendmail, 340
Squid Web caching proxy servers, 524
VSFTPD, 243

stateless operations, VFS (virtual filesystem), 458
statements, Web sites, 315
static DNS, 303
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static DNS servers, 277
static IP addresses, 40
static NAT, iptables, 232
static routes, 30
status checks

iptables, 211
VSFTPD, 243

status log files, Apache, 333-334
storage, hard disks

adding, 435-442
directory mounting, 457
filesystems, 457
NFS (Network File System), 458-476

straight-through cables, DCEs/DTEs,
connecting, 28

striping space (RAID 0), 422
structure of management information (SMI) trees,

OIDs (object identifiers), 365
stunnel users, 508-511

creating, SWAT, 154
subnet masks, 21-24
subsystems, monitoring, MRTG (Multi-Router

Traffic Grapher), 378
sudo utility, 144

aliases, 147
command tracking, syslog, 148
full access, granting, 146
installing, 145-148
limited access, granting, 146-147
passwords, disabling, 147
visudo command, 145

Summary View page (MRTG), 389
super users, 141
SWAT

controlling, 154
encrypting, 154-158
Samba, configuring, 152-162
Samba group shares, creating, 174
setup, 152-153
stunnel users, creating, 154

switches, 29
CAT switches, 623
CATOS switches, saving configurations, 258
daisy chaining, 29
hubs, compared, 29

symbolic links, NFS (Network File System), 459
synchronization, system clocks, NTP (Network

Time Protocol), 401-404
syslog, 91-96

clients, configuring, 95
configuration, 96, 623-625
/etc/syslog.conf file, 92-96

change activation, 93
configuring, 92

firewalls, 96
logs, real-time viewing, 93
messages, logging to remote servers, 94-95
servers, configuring, 94-95
sudo commands, tracking, 148
system messages, 92

system backups, software-based RAID disk 
controllers, 426

system clocks, synchronizing, NTP (Network Time
Protocol), 401

system messages, syslog, 92
system shutdowns, performing, 125-126

T
tables (iptables), 211-212
TAR files, 102
target parameters (MRTG), 391-394
TCP (Transmission Control Protocol), 14

connection establishment, 14-15
ports, 16

TCP daemons, name determination, TCP
Wrappers, 577

TCP headers, 588
TCP match criteria, packets, iptables, 217
TCP ports, listening to, TELNET, 254
TCP Wrappers, 576-577
TCP/IP (Transmission Control Protocol/Internet

Protocol), 13
ICMP (Internet Control Message Protocol), 16
IP addresses, 18-24
IPv6 (IP version 6), 21
monitoring, MIBs, 388
network devices, accessing, 17-21
packets

formats, 587-588
headers, 13

TTLs (Time to Live), 16
TCP/IP ports, checking, 87-88
TELNET, 65-68, 252

clients, 252
configuring, 254
deactivating, 254
installing, 253
security, 254-256
SSH (Secure Shell), replacing with, 268
TCP ports, listening to, 254

temporary connections, authentication, VPNs 
(virtual private networks), 586-587

terminals, DTEs (Data Terminal Equipment), 27-28
testing

Apache, HTTP connectivity, 332
cabling, 58
connectivity

ping command, 64-68
Samba, 181-185
VPNs, 570

DNS, 85-86
dynamic DNS, 310
FTP servers, login sessions, 248-249
LDAP database directories, 505
links, 58
Linux-WLAN, 196
MIB OIDs, 399
MIB values, 387
MySQL servers, connectivity, 557
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NICs (Network Interface Cards), 59-62
NTP (Network Transfer Protocol), 403-406
RADIUS, 520-522
smb.conf file, 179-180
SSH (Secure Shell), 265
Web sites, 68-69

testparm (Samba), 179-180
text terminals, attaining, GUI consoles, 125
TFTP servers, 256

Cisco configurations
saving to, 258-259
uploading from, 260-261

configuring, 257-258
installing, 257
router configurations, restoring, 261-262

time exceeded codes (ICMP), 590
time to live (TTL) values, DNS zone files, 284
Time to Live Exceeded in Transit ICMP code, 590
timeouts, 67
title parameters (MRTG), 391
topologies, wireless home networking topology, 4
Total Length field (IP headers), 587
tracing users, 89
tracking sudo commands, syslog, 148
Transmission Control Protocol (TCP). See TCP

(Transmission Control Protocol)
Transmission Control Protocol/Internet Protocol

(TCP/IP). See TCP/IP (Transmission Control
Protocol/Internet Protocol)

transparent proxy configuration, Squid Web
caching proxy servers, 528-529

transport adjacency, 583
Transport Layer (OSI), 12
transport mode VPNs, 583-584
tree hierarchies (directories), 499
troubleshooting

Apache, 332-335
cables, testing, 58
connectivity, 70-78
DHCP servers, 139-140
DNS, 85-86
FTP servers, 246
iptables, 234-236
LDAP logins, 511-514
links, 58
MRTG (Multi-Router Traffic Grapher),

379-380, 400
MySQL servers, 557-558
networks, Samba, 186
NFS (Network File System), 472-474
NICs (Network Interface Cards), 59-62
NIS (Network Interface Protocol), 497-498
NTP (Network Transfer Protocol), 405-406
Openswan, 569-572
packet flow, viewing, 79-85
POP mail servers, 363
RADIUS, 520-522
sendmail, 353-357
SNMP (Simple Network Management

Protocol), 373

Squid Web caching proxy servers, 530
WLANs, 199-205

trust accounts, Samba workstations, creating for,
163-164

TTL (time to live) values, DNS zone files, 284
TTL (time to live) field (IP headers), 587
TTL (time to live) packet sections, 16
tunnel status, Openswan, determining, 569-570
tunnels, VPNs (virtual private networks), 586
type fields, IP packet headers, 14

U
UDP (User Datagram Protocol), 14-15

headers, 588
packets, iptables, 217

uninstalling RPMs (Red Hat Package Manager)
files, 119

update sites, yum automatic RPM update 
program, 109

updating
kernels, 545
packages, 108
RPMs (Red Hat Manager Package) files, yum

automatic RPM update program, 107-113
upgrades, kernel, 534
usage, disk quotas, 451-454
User Datagram Protocol (UDP). See UDP (User

Datagram Protocol)
user privileges, granting, MySQL servers, 551-552
user-defined chains, iptables, 219
users

adding, 141-144
administrator users, PDCs (Primary Domain

Controllers), 162-163
deleting, 143
directories, 499-501
FTP users, creating, 415
groups, assigning, 143
LDAP, 515-517
logins, LDAP (Lightweight Directory Access

Protocol), 511-514
NIS (Network Information Services), adding, 487
passwords, changing, 142
permissions, changing, 144
read-only access, FTP servers, 247-248
Samba domains, 166-168
stunnel users, creating, 154
sudo utility, 144-147
super users, 141
tracing, 89

V
values, MIBs, 386

non-linux monitoring, 398-399
testing, 387

variables, yum configuration file, 109
verification, hard disk partitions, 439
Verisign, 5
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VFS (virtual filesystem), 458-460
VG (volume group), LVM (Logical Volume

Manager), 443
vi editor, MIBs, viewing, 386
viewing

activated interfaces, 59
graphs, MRTG (Multi-Router Traffic 

Grapher), 378
interfaces, 59
MAC addresses, 62-63
MIBs, 386
MySQL databases, 552-554
NIC errors, 61
packet flow, 79-85
routing tables, 45-46
syslog logs, 93

virtual filesystem (VFS). See VFS (virtual filesystem)
virtual GUI consoles, 125
virtual hosting, 4-5

Apache, 320-323
virtual LANs (VLANs), 29
virtual loopback interfaces, localhost entries, 55-56
VLANs (virtual LANs), 29
VPNs (virtual private networks), 583-587

AH (authentication header), 583
authentication, 583-587
configuring, 563-567
connectivity, testing, 570
encryption, 583-584
ESP (encapsulating security protocol), 583
firewalls, 586
IKE (Internet Key Exchange), 584

public encrypted keys, 584
SAs (security associations), 585
shared private keys, 585

IPSec, 583
iptables, possible changes to, 567
Openswan RPM

downloading, 561
installation status, 562-563
starting, 561
startup rebooting, 568
troubleshooting, 569-572

requirements, 560
routes, checking, 571
transport mode VPNs, 583-584
tunnels, 586

VSFTPD
configuring, 243-245
downloading, 242
FTP

login sessions, 248-249
security issues, 245-246
troubleshooting, 246

installing, 242
read-only access, creating, 247-248
starting, 243
status, testing, 243

VT100 dumb terminals, emulating, 581-582

W
WAPs (wireless access points), 188
Web domains, IP addresses, linking to, 20
Web hosting

dedicated Web hosting, 5-6
in-house Web hosting, 6-8

migration to, 8
servers, 8, 10

virtual Web hosting, 4-5
Web pages

MRTG (Multi-Router Traffic Grapher), 374
passwords, Apache, 330-331

Web servers
Apache servers

configuration, 315-327, 331
data compression, 327-328
DHCP, 314
DNS configuration, 314
file permissions, 316
NAT firewalls, 329-330
passwords, 330-331
Web page placement, 315-320

cables, 8
configuring, 35, 45-54, 414

/etc/hosts files, 54-55
IP addresses, 36-46
NIC cards, 45

dedicated areas for, 8
packet forwarding, enabling, 52-53
proxy ARP, 53-54
purpose-built Web servers, 8
routes, 47-49
Squid Web caching proxy servers, 523-530

Web sites, 3
containers, 315
Linux Home Networking Web site, 3
migration, 298-299
names, checking, 85
placement, Apache servers, 315-320
Register.com, 5
RegisterFree.com, 5
security contexts, 317-318
statements, 315
testing, 68-69
Verisign, 5

Webalizer, 380-381
Fedora/Red Hat Linux, version differences, 622

WEP (Wireless Encryption Protocol) keys, 197-199
wildcards, NFS automounter map files, 471
Window field (TCP headers), 588
Windows clinets, DHCP servers, configuring to

use, 139
Windows Domain, 587
Windows drives, Samba, sharing, 175-178
Windows Workgroup members, PDCs (Primary

Domain Controllers), compared, 149
Windows XP, built-in firewall, Samba servers, 181
wireless access points (WAPs), 188
Wireless Encryption Protocol (WEP) keys, 197-199
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wireless Ethernet cards, 25-27
wireless home networking topology, 4
wireless networking

802.11 standard, 187
business implementation, 205
default gateways, pinging, 203
encryption keys, 189
ESSIDs (Extended Service Set IDs), 189
Fedora Linux, version differences, 620
interrupt conflicts, checking for, 202-203
kernel log errors, 203
Linux-WLAN, 188, 191-192

configuring, 194-196
encryption, 197-199
RPM identification, 192-193
RPM installation, 193-194
starting, 196
testing, 196

NICs, status checks, 200-202
troubleshooting, 199-205
unknown device errors, 203
WAPs (wireless access points), 188
wireless Linux-compatible NICs, 188
Wireless Tools, 187, 189

configuring, 189-190
encryption, 191

wireless routers, placement, 8
Wireless Tools, 187-191
wlan:0 interface, 39
WLANs (wireless LANs), 187

business implementation, 205
default gateways, pinging, 203
encryption keys, 189
ESSIDs (Extended Service Set IDs), 189
File locations, 620
interrupt conflicts, checking for, 202-203
kernel log errors, 203
Linux-WLAN, 188, 191-192

configuring, 194-196
encryption, 197-199
RPM identification, 192-193
RPM installation, 193-194
starting, 196
testing, 196

NICs, status checks, 200-202
troubleshooting, 199-205
unknown device errors, 203
WAPs (wireless access points), 188
wireless Linux-compatible NICs, 188
Wireless Tools, 187-191

WMP11 wireless cards (Linksys), 188
workstations, Samba domains, adding to, 163-166

X-Y-Z
X.500 standard, 499
xinetd, 251-252

Yellow Pages (NIS), 483
yum automatic RPM update program, 107-113

Zone Alarm, Samba servers, 181
zone files (DNS)

BIND views, 609-612
configuring, 284

zone transfers (DNS), 300
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