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CHAPTER 16

Monitoring a Sun ONE Messaging 
Server

Monitoring your systems and the Sun ONE Messaging Server software that 
comprises your email infrastructure is an important part of the overall management 
effort. Tools can range from simple monitoring of the basic hardware and network 
infrastructure to more complex monitoring such as response time and error logging. 
They can be homegrown, open source, or commercial products. You can implement 
one or many.

The important part of the management effort is to understand that such tools exist, 
map out your specific needs with regard to what you want to monitor and what data 
you want to keep or graph over X period of time, then examine the tools available to 
see what meets your needs (or most of your needs).

SNMP
Since version 5.1 of the Sun ONE Messaging Server product, support for the SNMP 
protocol has been available. Using an SNMP client (sometimes called a network 
manager) such as Sun Net Manager or HP OpenView (not provided as part of the 
messaging server product), you can monitor certain parts of the Sun ONE Messaging 
Server.

The Messaging Server implements two standardized management information bases 
(MIBs), the Network Services Monitoring MIB (RFC 2788) and the Mail Monitoring 
MIB (RFC 2789). The Network Services Monitoring MIB provides for the monitoring 
of network services such as POP, IMAP, HTTP, and SMTP servers. The Mail 
Monitoring MIB provides for the monitoring of MTAs. The Mail Monitoring MIB 
allows monitoring of the active and historical state of each MTA channel. The active 
information focuses on currently queued messages and open network connections 
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(for example, counts of queued messages or source IP addresses of open network 
connections), while the historical information provides cumulative totals (for 
example, total messages processed, total inbound connections).

SNMP is not enabled by default and must be configured. See “Appendix A” of the 
Sun ONE Messaging Server Administrator’s Guide at:

http://docs.sun.com/source/816-6009-10/snmp.htm#23526.

SNMP monitoring is fine for organizations that already have this in place, but it can 
be awfully burdensome to implement SNMP just for monitoring a single 
application—though it does perform a most valuable service.

Some of the following applications are listed as alternatives or additions to the 
SNMP method of system and application monitoring.

Alternative Tools
This section describes the following alternative tools:

■ What’s Up Gold

■ Sun Management Center

■ Orca

■ Big Brother

■ BMC Patrol

What’s Up Gold
What’s Up Gold is a very basic commercial monitoring tool with some nice features. 
Its main advantage is that it is easy to install, configure, and get working very 
quickly. It monitors whether a server (via TCP or UDP) is available via the 
network—in other words, “what’s up?” Another thing in its favor is that it requires 
no agents or anything loaded on to the servers themselves. A downside is that it has 
no specific hardware or software knowledge, so it does not monitor specific 
applications or hardware—there is no performance or throughput data. The biggest 
downside is that it requires a Windows system (98/ME/NT/2000/XP).

With Sun™ Management Center 3.0 Basic being offered at no charge for Sun 
systems, the need for something as basic as What’s Up Gold has been greatly 
diminished.
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There might also be some usable open-source offerings in lieu of What’s Up Gold, 
which is located at:

http://www.ipswitch.com/Products/WhatsUp/index.html.

Sun Management Center
Sun Management Center software is an open, extensible system monitoring and 
management solution that uses the Java software protocol and SNMP to provide an 
integrated and comprehensive enterprise-wide management of Sun products and 
their subsystems, components, and peripheral devices. Sun Management Center 
technology provides a solution to extend and enhance the management capability of 
Sun’s hardware and software solutions.

Sun Management Center Basic Edition is available at no charge, and provides basic 
monitoring features for a single server. The Sun Management Center Enterprise 
Edition provides the ability to monitor a large number of servers and systems in a 
client-server configuration, with an agent running on each server and system to be 
monitored. The data gathered by these agents is then collected by a central server 
and viewed by the Sun Management Center main management console. Additional 
components can be added on to the Sun Management Center Enterprise Edition for 
various enhanced capabilities and applications.

Sun Management Center works with accompanying software packages: Service 
Availability Manager, a set of modules that test and measure the availability of 
network services, as well as a System Reliability Manager—a component that 
enhances reliability, helping to increase service levels and decrease administrative 
costs, and a Performance Reporting Manager—software that adds analysis, 
reporting, and graphing capabilities.

The newest addition to the Sun Management Center component list is Change 
Manager. Based on the concept of managing and provisioning entire software 
configurations as a single, integrated software stack, the Sun Management Center 
Change Manager software delivers a fast and easy way to install, configure, 
upgrade, provision, and audit the integrated software application payloads running 
on your systems.

An important point to note is that there are application specific modules that plug 
into the Sun Management Center. These modules are developed by Halcyon Inc. and 
are compatible with the Sun ONE Management Center 3.0 product. The modules of 
interest are:

■ PrimeAlert for Sun ONE Directory Server

■ PrimeAlert for Sun ONE Messaging Server

■ PrimeAlert for Sun ONE Web Server

If you are using the VERITAS Cluster Server for failover, you might be interested in:
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■ PrimeAlert for Veritas Cluster Server

For details see:

http://wwws.sun.com/software/solaris/sunmanagementcenter
/index.html and

http://www.halcyoninc.com/downloads/home.html.

Orca
Orca is a general web-based graphing package. However, combined with the SE 
Toolkit (which collects system data) it is a nice foundation for keeping track of 
overall system performance data over a period of time. Performance and throughput 
data from the Sun ONE Messaging Server can be easily incorporated and graphed 
using Orca.

While Orca (Orcallator) might not be flashy, it does provide a good start for simple 
monitoring of the system and application data.

For details see:

http://www.orcaware.com/orca/ and

http://www.setoolkit.com/.

Big Brother
Big Brother monitors system and services for availability. It is a web-based tool with 
the status of your various systems and services displayed on a color-coded web page 
in near-real time. When problems are detected, administrators can be notified by 
email, pager, or text messaging. Big Brother has a pretty good following for many 
reasons, including their licensing policy and availability of source. The original Big 
Brother is free for non-commercial use, as defined by its license. Big Brother is 
provided in source code format for UNIX and Linux, and precompiled for Windows 
NT and Windows 2000.

Big Brother extensions for Sun ONE Messaging and Sun ONE Calendar are available 
from Sun “as is” upon request from Sun. Other extensions can be found at the Big 
Brother archive site. For details see:

http://bb4.com/ and

http://www.deadcat.net/.
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BMC Patrol
BMC Patrol is a commercial software application monitoring product. While it can 
be configured to monitor some of the basic system functions, to get the most out of 
BMC Patrol implementation you must have two knowledge modules. Knowledge 
Modules are additional extensions and pre-configured thresholds for warnings and 
alerts for the BMC Patrol software. The two specific modules of value in a Sun ONE 
messaging environment are:

■ Solaris Knowledge Module

■ Sun ONE Messaging Server Knowledge Module

The Sun ONE Messaging Server Knowledge Module specifically provides proactive 
monitoring of key messaging server components including LDAP Server, Messaging 
Server including SMTP Server, IMAP/POP Server, WebMail Server, Administration 
Server, and the underlying message store.

Additional modules for some specific hardware (for example, Sun Fire™ F15K) and 
configurations (for Sun Cluster software) are also available.

Information about these Sun-specific modules is located at:

http://www.sun.com/service/sunps/systemsandnetworkmanagement
/bmcpatrol/ and

http://www.bmc.com/.

or contact your local Sun Sales Representative.


