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Foreword

Microsoft is just wrapping up our Solorigate investigation and have shared our final update.
Cyberattacks continue to be on the rise across our customers, regardless of industry or where
their resources reside, and whether it is on-premises or in the cloud. Together, we need to con-
tinue to be vigilant in protecting Azure, multi-cloud, and hybrid assets. It takes a team of both
you and Microsoft to continually ensure the bad guys are kept out.

This starts with Cloud Security Posture Management (CSPM) and creating defense-in-depth
for your resources. Yuri and Tom cover Azure Security Center in-depth in this book to provide
you with all the insights to enable CSPM in your environments. It is imperative that you con-
tinue to strengthen your security posture using Azure Secure Score and the newly integrated
Azure Security Benchmark. This is the equivalent of adding locks to your doors and windows.

While protection is a must, it is just as important to provide detection across your cloud and
hybrid estate in case the thief decides to break the window! Integrated with Azure Security
Center, Azure Defender provides that cloud workload protection, especially for Platform-as-a-
Service (PaaS), where you are not able to do so. Yuri and Tom do a wonderful job sharing their
knowledge on cyberattacks and how to respond using Azure Defender. Seconds matter, and
with the knowledge they share, you can detect and respond to attacks against your workloads.

If you are an IT or Security leader, | highly recommend you share this book with your teams.
It is relevant to any organization that needs to protect and defend IT workloads across clouds
and hybrid environments.

Bharat Shah
Corporate Vice President
Microsoft Cloud Security
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Introduction

Welcome to Azure Security Center, Third Edition—a book that was developed together with the
Azure Security Center product group to provide in-depth information about Azure Security
Center and Azure Defender, to demonstrate best practices based on real-life experience with
the product in different environments.

The purpose of this book is to introduce the wide array of security features and capabilities
available in Azure Security Center and Azure Defender. After being introduced to all these se-
curity options, you will dig in to see how they can be used in a number of operational security
scenarios so that you can get the most out of the protection, detection, and response skills
provided only by Azure Security Center and Azure Defender.

Who is this book for?

Azure Security Center is for anyone interested in Azure security: security administrators, sup-
port professionals, developers, and engineers.

Azure Security Center is designed to be useful for the entire spectrum of Azure users. You
will get value from Azure Security Center regardless of whether you have no security experi-
ence, have some experience, or are a security expert. This book provides introductory, interme-
diate, and advanced coverage on a large swath of security issues that are addressed by Azure
Security Center and Azure Defender.

The approach is a unique mix of didactic, narrative, and experiential instruction. The didac-
tic instruction covers the core introductions to the services. The narrative instruction leverages
what you already understand, and we bridge your current understanding with new concepts
introduced in the book. Finally, the experience component is presented in two ways. First, we
share our experiences with Azure Security Center and Azure Defender. Second, we show you
how to get the most from both by providing a stepwise and guided book that helps you con-
figure both ASC and Defender and gain all the benefits each has to offer.

In this book you will learn:
= How to secure your Azure assets, regardless of your level of security experience
= How to save hours, days, and weeks of time by eliminating the trial-and-error approach

m How to protect, detect, and respond to security threats better than ever by knowing
how to get the most out of Azure Defender

Introduction
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System requirements

Anyone with access to a Microsoft Azure subscription can use the information in this book.

Download the code files

The sample files for this book can be downloaded from:

https://github.com/Azure/Azure-Security-Center

Errata, updates & book support

We've made every effort to ensure the accuracy of this book and its companion content. You
can access updates to this book—in the form of a list of submitted errata and their related
corrections—at:

MicrosoftPressStore.com/AzureSecurityCenter3E/errata

If you discover an error that is not already listed, please submit it to us at the same page.
For additional book support and information, please visit:
MicrosoftPressStore.com/Support

Please note that product support for Microsoft software and hardware is not offered
through the previous addresses. For help with Microsoft software or hardware, go to
http://support.microsoft.com.

Stay in touch

Let's keep the conversation going! We're on Twitter: http.//twitter.com/MicrosoftPress.
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Introduction to Azure
Security Center

iven the threat landscape presented in Chapter 1, it is clear that there is a need for a sys-
tem that can both unify security management and provide advanced threat protection
for workloads running in Azure, on-premises, and on other cloud providers.

Azure Security Center gives organizations complete visibility and control over the security
of hybrid cloud workloads, including compute, network, storage, identity, and application
workloads. By actively monitoring these workloads, Security Center enhances the overall
security posture of the cloud deployment and reduces the exposure of resources to threats.
Security Center also uses intelligent threat detection to assist you in protecting your environ-
ment from rapidly evolving cyberattacks.

Security Center also assesses the security of your hybrid cloud workload and provides rec-
ommendations to mitigate threats. And it provides centralized policy management to ensure
compliance with company or regulatory security requirements.

In this chapter, you will learn how you can use Security Center in your security operations,
you will learn key considerations for adoption, and you'll learn how to onboard resources.

Deployment scenarios

As enterprises start their journey to the cloud, they will face many challenges trying to adapt
their on-premises tools to a cloud-based model. In a cloud environment, where there are
different workloads to manage, it becomes imperative to have ongoing verification, and
corrective actions to ensure that the security posture of those workloads are always at the
highest quality possible.

Security Center has a variety of capabilities that can be used in two categories of
cloud solutions:

m Cloud Security Posture Management (CSPM) Enable organizations to assess
their cloud infrastructure to ensure compliance with industry regulations and identify
security vulnerabilities in their cloud workloads.

23
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m Cloud Workload Protection Platform (CWPP) Enable organizations to assess their
cloud workload risks and detect threats against their server (laaS), containers, databases
(PaaS), and storage. It also allows organizations to identity faulty configurations and re-
mediate those with security best practices recommendations. To use the CWPP capabili-
ties you need to upgrade to Azure Defender.

Understanding Security Center

Because Security Center is an Azure service, you must have an Azure subscription to use it—
even if it's just a trial subscription.

With an Azure subscription, you can activate the free tier of Security Center. This free tier moni-
tors compute, network, storage, and application resources in Azure. It also provides security policy,
security assessment, security recommendations, and the ability to connect with other security
partner solutions. Organizations that are getting started with Infrastructure as a Service (laaS)
in Azure can benefit even from this free service because it will improve their security postures.

In addition to the free tier, Security Center offers an option to upgrade to Azure Defender.
This option offers a complete set of security capabilities for organizations that need more
control and threat detection. Specifically, migrating your Security Center subscription from the
free tier to Azure Defender enable the following features:

m Security event collection and advanced search

m  Network Map

m Just-in-time VM Access

= Adaptive application controls

m Regulatory compliance reports

m File integrity monitoring

m  Network Security Group (NSG) hardening

m Security alerts

m Threat protection for Azure VMs, non-Azure VMs, and PaaS services
m Integration with Microsoft Defender for Endpoint (MSDE)

m  Multi-cloud support for Amazon Web Services (AWS) and Google Cloud Platform (GCP)
m Vulnerability assessment integration with Qualys

Another advantage of upgrading to Azure Defender is that it enables you to monitor on-
premises resources and VMs hosted by other cloud providers. You achieve this by onboard-
ing your machine using Azure Arc and then installing the Log Analytics agent in the target
machine. (This is covered in more detail later in this chapter.)

When you upgrade to Azure Defender, you can use it free for 30 days. This is a good op-
portunity to evaluate these features, see how your current environment will benefit from them,
and decide whether they're worth the investment. For the latest information about Azure
Security Center pricing, visit http.//aka.ms/ascpricing.

Introduction to Azure Security Center


http://aka.ms/ascpricing

Security Center architecture

To better understand how Security Center communicates with different resources, it is impor-
tant to understand its core architecture. Figure 2-1 shows the core Security Center features and
how they interact with external components.

AWS On-premises
Vulnerability Scanning Powered
Security Hub by Qualys
i ‘ B
Non-Azure
Azure Arc Machine

v

g

a

E

ey

"o BT ey

Workspace mm
Azire VM CEL i =9
Cloud Connector r
for AWS
e —————— . Recommendations Alerts Azure Security
: Center
External Partners i i
................................ | Continuows Export
/ . Y
A Microsoft Azure =7 Event Hub
o]

FIGURE 2-1 Connectivity between Security Center and other services

In Figure 2-1, if you look at the core diagram, which represents Security Center, you will see
three major boxes: Recommendations, Alerts, and Continuous Export. The recommendations
are an important component of the CSPM scenario because it is via the remediation of recom-
mendations that you will enhance your security posture. Alerts contains the security alerts that
are triggered when suspicious activities are identified. Alerts are based on a variety of threat
detections, which are enabled when you upgrade to Azure Defender. Recommendations and
alerts can be streamed to the Log Analytics workspace of your choice using the Continuous Ex-
port feature, and they can also be streamed to an Event Hub to be consumed by a third-party
security information and event management (SIEM) system.

Recommendations can also be received based on the connectivity with other cloud provid-
ers such as AWS and GCP, which you will learn how to onboard later in this chapter. Another
form of ingesting external recommendations is via third-party partners, which usually will be
sending those recommendations via Application Program Interface (API). By the time this third
edition was written, the partners available were Tenable, Cyberark, and Checkpoint.

Understanding Security Center
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Security Center uses the Log Analytics Agent, which is configured to send information to a
particular Log Analytics workspace. Regardless of the VM location (in Azure or not), the agent
must always be installed to enable Security Center to have more visibility about the machine’s se-
curity events. In Windows systems, Security Center installs the Log Analytics Agent, and in Linux
systems, besides the agent for Linux, Security Center also creates the omsagent daemon, which
runs under the omsagent account. This account is automatically created during agent installation.

In Linux systems, Security Center collects audit records from Linux machines using the
auditd framework (it doesn't require the auditd daemon to be running). The auditd system
consists of two major components:

m First is a set of user-space utilities offering a wide collection of operations allowing
administrators to better adjust rules, analyze audit log files, or troubleshoot if things
are misconfigured.

m Second is a kernel-level subsystem that is responsible for monitoring system calls,
filtering them by given rule set, and writing match messages to a buffer.

Both components are communicating through a netlink socket. Auditd records are col-
lected, aggregated into events, and enriched using the latest version of the Log Analytics
Agent for Linux.

In Windows systems, Log Analytics Agent scans for various security-related configurations
and events in Event Tracing for Windows (ETW) traces. In addition, this agent collects the
following:

m Operating system logs, such as Windows events
m  Operating system type and version

® Running processes

m  Machine name

m [P addresses

m Logged in user (username)

m TenantID

m  User mode crash dump created by Windows Error Reporting (WER)

NOTE Later in this chapter, you will learn how to change the level of granularity of the data
collection for Windows systems.

This information is sent to your workspace, which is an Azure resource used as a container
to store your data. A workspace provides a geographic location for data storage, granularity
for billing, and data isolation, and it helps you to better scope the configuration.

Introduction to Azure Security Center



If you are using Azure Log Analytics and you already have a workspace, this workspace can
be used by Security Center to store data coming from the agent. If you are not using Azure Log
Analytics, a new workspace will be automatically created when you start using Security Center.
The location of the workspace created by Security Center is based on the geolocation of the VM.

If you are a global company and you need to store data in specific regions for data sov-
ereignty or compliance reasons, you might consider creating multiple workspaces. Another
scenario that might call for multiple workspaces is if you want to isolate various users. For
example, you might want each customer, department, or business group to see their own data
but not the data for others.

TIP You need to use Log Analytics to create multiple workspaces. If you need to perform
this operation, read this article: https://aka.ms/ascworkspaces.

Once you upgrade from Security Center Free to Azure Defender, you will also have threat
detection enabled for different workloads. Figure 2-2 shows how Azure Defender uses the
information collected from VMs to generate a VM-based alert. In this example, non-Azure ma-
chines and Azure VMs send data collected by the agent to the workspace. Azure Defender uses
this data for advanced threat detection analysis and generates recommendations that fit within
the prevention module or issues alerts that are part of the detection module. Azure Defender
employs advanced security analytics—a method that is far more powerful than the traditional
signature-based approach.

A Microsoft Azure

Azure Defender @

Azure VMs

Detection and
Prevention

I

1

1

1

1

1

1
Workspace name : o
DefaultWorkspace- 1 Q
[subscription-ID]-[geo] 1, \ 4

m Advanced Threat
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M- - - >
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€mm e

=

Non-Azure Security Center
Machines dashboard

FIGURE 2-2 Azure Defender threat detection
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One scenario in which multiple workspaces are needed is when you need to isolate data,
such as if a company wants a separate workspace for each branch office, as shown in Figure 2-3.

Organization Level Subscription
Contoso IT

‘ East Branch Office
Central Branch Office

West Branch Office

FIGURE 2-3 Workspace organization based on geolocation

Once the data is in the workspace, Azure Defender uses machine-learning technologies to
evaluate all relevant events across the entire cloud fabric. By using this approach, it is possible
to quickly identify threats that would be extremely hard to identify using manual processes.
Azure Defender uses the following analytics:

m Integrated threat intelligence This leverages global threat intelligence from
Microsoft to look for known bad actors.

m Behavioral analytics This looks for known patterns and malicious behaviors—for
example, a process executed in a suspicious manner, hidden malware, an exploitation
attempt, or the execution of a malicious PowerShell script.

= Anomaly detection This uses statistical profiling to build a historical baseline and
triggers an alert based on deviations from this baseline. An example of this would be
a VM that normally receives remote desktop connections 5 times a day but suddenly
receives 100 connection attempts. This deviation would trigger an alert.

TIP Read more about Azure Defender detection capabilities and other relevant scenarios

at https://aka.ms/ascdetections.
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Security Center dashboard

To access the Security Center dashboard, sign in to Azure portal (https.//portal.azure.com)

and click Security Center in the left pane. What happens the first time you open the Security
Center dashboard may vary. For the purposes of this example, the dashboard is fully populated
with resources, recommendations, and alerts, as shown in Figure 2-4.

@ Security Center | Overview
2 1 @: & 1139 =82 028
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FIGURE 2-4 Security Center dashboard

As you can see in Figure 2-4, the Security Center Overview dashboard has four major areas:
Secure Score, Regulatory Compliance, Azure Defender and Firewall Manager. This break-
down provides a quick overview of the main areas in Security Center. There are more options
available in the left navigation pane. These options are organized in the following categories:

m General In this area, you will find options that can be used by your daily cloud security
posture management activities, such as recommendations and inventory. It also can be
used to onboard non-Azure machines and search for alerts.

m Cloud Security The options that are here will be used to manage your Secure Score,
regulatory compliance, and to access Azure Defender features.

= Management The options that are here will be used to govern Security Center,
including policies, workflow automation, and many others.

Throughout this book, all these options will be covered. However, for now, just browse each
one of these options to familiarize yourself with the interface.

Understanding Security Center
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Planning adoption

Although Security Center is a cloud service, which means you don't really need to deploy any
server on-premises, there are still some aspects around the adoption that you should take into
consideration. One of the most critical areas is to determine who should have access to Security
Center. Depending on the size and structure of your organization, multiple individuals and
teams may use Security Center to perform different security-related tasks.

Roles and permissions

Security Center uses Role-Based Access Control (RBAC) based in Azure. By default, there are
two roles in Security Center: Security Reader and Security Admin. The Security Reader role
should be assigned to all users that need read access only to the dashboard. For example,
security operations personnel that need to monitor and respond to security alerts should be
assigned the Security Reader role. It is important to mention that the assignment of this role is
done at the Azure level, under the resource group that Security Center is monitoring, and using
Access Control (IAM), as shown in Figure 2-5.

#

FIGURE 2-5 Access control in Azure

Workload owners usually need to manage a particular cloud workload and its related
resources. Besides that, the workload owner is responsible for implementing and maintain-
ing protections in accordance with company security policy. Because of those requirements,
it would be appropriate to assign the Security Admin role to users who own a workload.

IMPORTANT Only subscription owners/contributors and security admins can edit a secu-
rity policy. Only subscription owners, resource group owners, and contributors can apply
security recommendations for a resource. To enable Azure Defender, you need either the
Security Admin or Subscription Owner privileges. To learn more about role-based access
control (RBAC) in Azure, visit http://aka.ms/azurerbac.
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Centralized management

Large organizations that have different business units and are adopting Azure in a non-
cohesive way might find challenges when trying to adopt Security Center because they don't
have visibility of all subscriptions that are part of their tenant. For this reason, even before
enabling Security Center, you need to work with your IT Team to identify all subscriptions that
belong to the tenant and verify whether you have the right privileges to manage Security
Center. In some scenarios, the same company might even have multiple tenants with different
subscriptions on each tenant.

When multiple subscriptions are part of the same tenant and you need to centralize policy
across subscriptions, you can use Azure management groups. By aggregating multiple sub-
scriptions under the same management group, you can create one role-based access control
(RBAC) assignment on the management group, which will inherit that access to all the subscrip-
tions. This saves time on management because you can enable users to have access to every-
thing they need instead of scripting RBAC across different subscriptions. Security Center also
supports to assign security policy to a management group.

If you plan to use centralized policy management with a management group, we recom-
mend that you remove the ASC Default initiative from the subscription since the initiative will
be inherited from the management group. You can use the instructions from this article to
automate this process: http.//aka.ms/ascbookmg.

When planning your Security Center adoption, make sure to determine what needs to be
monitored and whether the default policy provided by Security Center is enough for your or-
ganization or if you need to create new definitions. You will learn more about security policies
in Chapter 3, “Policy management.”

Storage

As explained previously, the agent will be collecting information and sending it to the work-
space. If you are using Azure Defender for Server, you have up to 500 MB per day per node,
and after that, Log Analytics charges will apply.

When planning Security Center adoption, consider the fact that workspaces that were cre-
ated by Security Center have the data retained for 30 days. For existing workspaces, retention
is based on the workspace pricing tier.

IMPORTANT If you plan to use the same workspace for Azure Sentinel and Azure
Security Center, make sure to read the best practices highlighted in this post:
http://aka.ms/ascbooklawbp.
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Recommendations

Security Center will identify resources (compute, network, storage, identity, and application)
that need security recommendations, and will automatically suggest changes. You can see all
recommendations in a single place, which is available by choosing General > Recommenda-
tions. There, you have all security controls, as shown in Figure 2-6. You just need to open each
security control to see the recommendations for that security control. Another option is to set
the option Group By Controls to Off and see the list of all recommendations. When planning
your Security Center adoption, make sure to review all recommendations before exploring
more capabilities in Security Center. You should use Security Center’s Secure Score impact to
prioritize which security controls you should be addressing first. You will learn more about
Secure Score in Chapter 4, "Strengthening your security posture.”

i st 2 Seleted ton st 7 Seleched Aprommendstion matiety | A Rescurce trpe -l

sastale © Al

#
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FIGURE2-6 Aggregation of all security controls that contain recommendations in Security Center

Automation

Security Center deployment and configuration can be automated using Azure Resource
Manager (ARM) templates, and PowerShell. In Chapter 10, “Deploying Azure Security Center at
scale,” you will learn more about the use of ARM templates for large deployments of Security
Center. Later in this chapter, you will learn how to use PowerShell for task automation.

Incorporating Security Center into your security operations

It's critical that your IT security and IT operations departments constantly collaborate to pro-
vide better protection, detection, and response. Security operations (SecOps) describes this
support function. Many organizations already have a SecOps team dedicated to maintaining
the security operations and a cloud security posture management (CSPM) team responsible to
monitor the security posture of cloud workloads. Security Center has capabilities that can be
leveraged by the SecOps team, as well as by the CSPM team.
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Before using Security Center to monitor resources, you must review your organization's Sec-
Ops process and identify how you can incorporate Security Center into your routine. Figure 2-7
shows the tasks performed by a typical security operations center (SOC), typical tasks for the
CSPM team, and the set of Security Center features that can be leverage by these teams

SOC
Incident Response Alert Triage

SIEM

Dashboard/Reporting Threat Hunting

Continuous Export )
Azure Security
Center
Secure Recommendations Azure Defender
Score -
— Regulatory Threat Detection
Vulnerability Compliance || for different Azure
Assessment — workloads
Multi Cloud Throat Detoct
; reat Detection
Speé)c“ucrlgz ﬂ received from
Microsoft Defender
- FIM, JIT, AAC for Endpoint
Recommendations
from Partners via AP Integration with Qualys
Workflow Automation
A\
— CSPM
\21 neral |t%/ Security Hygiene
ssessmen Dashboard/ | | Multi-Cloud
- Reporting Management
Security Posture A .
utomation
Management

FIGURE 2-7 Mapping security operations and CSPM with Security Center
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Here are a few key points for incorporating Security Center into your security operations
and CSPM:

Security Center will continuously evaluate compute, network, storage, and application
resources for compliance. The CSPM team is responsible for ongoing security assess-
ment and should track and apply recommendations issued by Security Center on an
ongoing basis. This team should also leverage Secure Score as their security Key.

Some of the capabilities that are related to CSPM, such as multi-cloud support, regula-
tory compliance, and Qualys integration for vulnerability assessment, will require you to
upgrade your subscription to Azure Defender.

The security roles available in Security Center, along with Azure’s RBAC capability, can
help SOC management control who has access to what part of the platform.

You can leverage Azure Monitor Workbooks to provide a specific level of visual-
ization for the SOC Team. You can leverage some workbook samples available in
the Azure Security Center community page, located at https.//github.com/Azure/
Azure-Security-Center/tree/master/Workbooks.

You should use the Workflow Automation feature for your CSPM team automated
tasks. Make sure to leverage existing automations located on the Azure Security Center
community page at https.//github.com/Azure/Azure-Security-Center/tree/master/
Workflow%20automation.

The SOC has its own incident response (IR) team, which can consume security alerts
generated by Azure Defender threat detection via the Continuous Export feature.

SOC Analysts who are in charge of triaging alerts can also take advantage of Azure
Defender Security Alerts dashboard to filter and suppress alerts. This team can also
leverage the Workflow Automation feature to trigger response to specific alerts.

Another important consideration when incorporating Security Center as part of your
SecOps is to establish how the data will be consumed by the team responsible for reviewing
those alerts. Some organizations might already have a security information and event
management (SIEM) system as part of their security operations, and they might not want
to introduce another dashboard to their teams to query alerts. In this case, it is very common
that you need to export Security Center alerts to their SIEMs by using the Continuous Export
feature. In Chapter 8, "SIEM Integration,” you will learn how to perform this operation.

Onboarding resources

To fully utilize all features available in Security Center, you need to first upgrade the subscrip-
tion from Free to Azure Defender. You can see the current state of your subscription by clicking
the Subscription option in the Overview blade. From there, you can see which subscription:
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Not Covered (using free tier), Partially Covered (at least one workload is upgraded to use
Azure Defender), or Fully Covered (all workloads were upgraded to Azure Defender), as
shown in Figure 2-8.

Home » Security Center

Security Center - Coverage &

Mot covered Partially covered Fully covered
Looking good! The subscriptions below are fully protected

1 SUBSCRIPTIONS
+ Search subscriptior
NAME T4 MY ROLE

Contoso Hotels Reader

FIGURE 2-8 Subscription coverage shows the three possible states of your
Azure subscription in Security Center.

If your subscription is using the Free Tier option, you can click Getting Started in the left
navigation pane to upgrade to Azure Defender. If this is the first time you are upgrading this
subscription from Free to Azure Defender, you will be able to test all capabilities for free in
the first 30 days. Keep in mind that if you do not downgrade before the trial finishes, it will
automatically start charging after the 30-day trial period ends. To upgrade, click the Upgrade
button, as shown in Figure 2-9.

& Security Center | Getting started

Enable Azure Defender on your subscriptions.
Get started with 30-day free trial
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FIGURE 2-9 When you first upgrade from Free to Azure Defender, you have a 30-day free trial.
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After you click this button, a notification will pop up indicating that you have started the
trial, and you will be redirected to the Install Agents blade, as shown in Figure 2-10.

& Security Cen.ter Getting started

rutall Aguees G Staries

Make the most of Security Center by enabling
data collection agents

Install agents automatically wlll) Install agents manually
Thel L vy it i

....... 4 P

A Continue without installing agents

FIGURE 2-10 Options to install the agents in the selected subscriptions

To finish this step, click the Install Agents button, and you will be redirected back to the
Overview page. To review pricing selection, click the Price & Settings option in the left
navigation pane. Under Management, click the subscription that you just upgraded, and the
Azure Defender plans appear, as shown in Figure 2-11.

i3 Settings | Azure Defender plans

o Azure Defender provides enhanced security. Learn mone

Azure Defender off

¢ moew

EEFEET

X X XXX

Azure Defender plan will apply to: 1 resources in this subscription

2

FIGURE 2-11  Azure Defender plans for different workloads

Introduction to Azure Security Center




NOTE From here on out, this book assumes you upgraded from Azure Security Free tier to
Azure Defender.

Auto provisioning

Because you selected the option to install the agents, you enabled the capability to automatically
install the Log Analytics Agent on all VMs that are provisioned on this subscription. This capability
is called auto provisioning, and it is the preferred method to configure Security Center.

However, there are some very specific scenarios in which customers may want to disable
auto provisioning and control the onboarding process manually. To change these settings,
follow the steps below:

1. Open the Azure portal and sign in as a user who has Security Admin privileges.
2. Inthe left navigation, click Security Center.

3. Inthe Security Center left navigation under Management, click the Pricing &
Settings option.

4. Click the subscription for which you want to review the auto provisioning settings.

5. Under the Settings section on the left, click Auto Provisioning, and the Auto Provi-
sioning settings appear, as shown in Figure 2-12.

Auto provisianing - Extersians

FIGURE 2-12 Auto provisioning settings in Security Center

6. Inthe Configuration column for the Log Analytics Agent For Azure VMs, click
Edit Configuration.

NOTE The steps used in this book assume that auto provisioning is enabled. If you are building
alab to simulate the steps of this book, make sure to leave auto provisioning selected.
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7. Inthe Extension Deployment Configuration blade shown in Figure 2-13, you will
have the options to allow Security Center to manage the workspace (default) or select
another workspace to be used by Security Center, which is the preferred option when
you have multiple subscriptions and you want to centralize the workspace.

Extension deployment configuration X

Log A

lytics agent for virtual machines

o If a VM already has either SCOM or OMS agent installed locally,
extension will still be installed and connected to the configured

og Analytics agent

o Any other solutions enabled on the selected workspace will be applied to Azure VMs
nected to it. For paid solutions, this cou ult in additional charges.

privac siderations, please make sure yi arkspace is in your
desired regio

Workspace configuration

Data collecte
have data col

<), You can select to
i by Security Center or in

it stored in Log Analy
Jis stored in workspa

an existing workspace you created, Learn more >

é Connect Azure VMs to the default workspace(s) created by ity Center

Connect Azure VMs to a different workspace

Store additional raw data - Windows security events

To help audit, i
additional se

te, and analyze threats, you can collect raw events, logs, and
ata and save it to your Log Analytics workspace.

Select the level of data to store for this workspace. Charges will apply for all settings other
than “None
Learn more

All Events

All Windows secunty and Applocker events.

Common

A standard set of events for suditing purposes
| Minimal

A small set of events that might indicate potential threats. By enabling this option, you won't be
able to have & full audit trail

@) None

No security or Applocker events.

Apply Cancel |

FIGURE 2-13 Options to control the workspace and data collection

NOTE At the time this book was written, the auto provisioning feature was not available
for VM Scale Set (VMSS) and Azure Kubernetes. To install the agent on those services, you
need to configure an Azure Policy to deploy the agent.
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In the Store Additional Raw Data section, you can configure the level of data collection
granularity for Windows systems. Each setting will determine the type of events that will be
collected. If you are using Group Policy Object (GPO) to configure your servers where the
agent will be installed, we recommend that you enable the audit policies Process Creation
Event 4688 and the CommandLine fields inside event 4688. Audit Process Creation determines
whether the operating system generates audit events when a process is created (starts). This
information includes the name of the program or the user who created the process. Below you
have a summary of what each option collects:

m All Events If you select this option, all security events will be stored in your workspace.

m Common When you select this option, only a subset of events will be stored in your
workspace. Microsoft considers these events—including login and logout events—
to provide sufficient detail to represent a reasonable audit trail. Other events, such as
Kerberos operations, security group changes, and more, are included based on industry
consensus as to what constitutes a full audit trail.

m Minimal Choosing this setting results in the storage of fewer events than the Com-
mon setting, although we aren’t sure how many fewer or what types of events are omit-
ted. Microsoft worked with customers to ensure that this configuration surfaces enough
events that successful breaches are detected and that important low-volume events are
recorded, but logout events aren’t recorded, so it doesn't support a full user audit trail.

m None This option disables security event storage.

To enable data collection for Adaptive Application Controls, Security Center configures a
local AppLocker policy in Audit mode to allow all applications. This will cause AppLocker to
generate events that are then collected and stored in your workspace. It is important to note
that this policy will not be configured on any machines on which there is already a configured
AppLocker policy. To collect Windows Filtering Platform Event ID 5156, you need to enable
Audit Filtering Platform Connection (Auditpol /set /subcategory:"Filtering Platform
Connection" /Success:Enable).

NOTE For details about the event ID that is collected for Windows, visit
http://aka.ms/ascdatacollection.

Onboard virtual machines located on-premises

As explained previously, VMs that are located in Azure will be provisioned automatically, which
means that the monitoring agent will be automatically installed. If you need to onboard Com-

puters located on-premises, you need to install the agent manually. Follow the steps below to

onboard non-Azure computers or VMs:

1. Open the Azure portal and sign in as a user who has Security Admin privileges.

2. Inthe left navigation, click Security Center.

Onboarding resources
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In the Security Center left navigation under General, click the Getting Started option
and click the Get Started tab.

Under Add Non-Azure Computers, click the Configure button, as shown in
Figure 2-14.

Azure Security Center

B Gain tenant-wide visibility /*"‘“j. Configure security policies ’ Add non-Azure servers
-

Y sy o o %

Learn More Canfigure Canfigure

FIGURE 2-14 Option to onboard non-Azure computers

In the Add New Non-Azure Computers blade, select the workspace in which you
want to store the data from these computers, and before onboarding any computers,
make sure to click Upgrade to upgrade the Workspace to Azure Defender, as shown in
Figure 2-15.

Onboard servers to Security Center
e

™ Onboard servers to Security Center

T4 WMs & serven 25 Subscription

FIGURE 2-15 Upgrading the workspace to Azure Defender

If you don't see that the Upgrade button has changed to Add Servers, click the
Refresh button and you should see the Add Servers button, as shown in Figure 2-16.
Click it to proceed.
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FIGURE 2-16 Adding servers to the workspace
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7.

Once you click this button, the Agents Management page appears, as shown in
Figure 2-17.

Secunty Center Jnboard servers to Secunty Center

.M lawcontoso2021 | Agents management
L] kspace
28 Windows servers B Linux servers

©® 0 Windows computers connected

Download agent

1 configure it using the keys for your workspace ID.

Log Analytics Gateway

f you have machines with no intemet connectivity to Log Analytics workspace, download the Log Analytics Gateway to act as a proxy.

FIGURE 2-17 Agent selection

On this page, you should click the appropriate Windows agent (64- or 32-bit version),
and if you are installing this in a Linux operating system, click the Linux Servers tab and
follow the instructions from there. Make sure to copy the Workspace ID and Primary
Key values to the clipboard. You will need those values when installing the agent in the
target system.

When you finish downloading it, you can close the Security Center dashboard (close
your browser) and copy the agent installation file to a shared network location where
the client can access it.

For this example, the agent installation will be done in a Windows Server 2016 computer

located on-premises. However, the same set of procedures apply to a non-Azure VM located in
the cloud. Log in in the target system and follow the steps below to perform the installation:

Double-click the MMASetup-AMD64.exe file, and if the Open File-Security Warning
dialog appears, click Run.

If the User Access Control dialog appears, click Yes.
On the Welcome To The Microsoft Monitoring Agent Setup Wizard page, click Next.

Read the Microsoft License Terms, and click | Agree.
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5. On the Destination Folder page, leave the default selection and click Next. The Agent
Setup Options page appears, as shown in Figure 2-18.

#¥ Microsoft Monitoring Agent Setup X

Agent Setup Options
Specify setup options for this installation of Microsoft Monitoring Agent.

Enable local collection of IntelliTrace logs (requires NET Framework 3.5
or higher)
This instalis a PowerShell interface for gathering advanced application diagnostics data in
local iTrace files.

[ Connect the agent to Azure Log Analytics (OMS)

Connects the agent to the Microsoft Azure Log Analytics (OMS) service and lets you to
choose the workspace that the agent uses to register with, For more information, see
hittps: [ fwww . microsoft.com joms.

["] Connect the agent to Sy Center

This connects the agent to System Center Operations Manager and lets you speafy the
management group for which this agent will participate in monitoring.

T

FIGURE 2-18 Selecting the target service

6. Select Connect The Agent To Azure Log Analytics (OMS), as shown in Figure 2-18,
and click Next. The Azure Log Analytics page appears, as shown in Figure 2-19.

29 Microsoft Monitoring Agent Setup x

Azure Log Analytics
Connect the agent to an Azure Log Analytics workspace.

‘Workspace [D: [
Workspace Key: ]

Azure Cloud: Azure Commercial ~

Your workspace ID and key are avaiable within the Azure Log Analybcs portal. The Log
Analytics portal for Azure Commerdal is at https: //www.microsoft. com foms/.

Click Advanced to provide HTTP proxy configuration.
Advanced

When you dick Next, these propertes will be validated by the Azure Log Analytics
service.

TN e

FIGURE 2-19 Providing the workspace ID and primary key

7. On this page, you need to write the Workspace ID and the Primary Key that were
obtained in step 8 of the previous procedure. Notice that the Primary Key should be
entered in the Workspace Key field. If this computer is behind a Proxy Server, you need
to click the Advanced button and provide the Proxy URL and authentication if needed.
Once you finish filling these options, click Next.

8. Onthe Microsoft Update page, select Use Microsoft Update For Updates (Recom-
mended) and click Next.
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9. On the Ready To Install page, review the Summary field and click Install.

The Installing The Microsoft Monitoring Agent page appears, and the installation
proceeds.

10. Once the installation is finished, the Microsoft Monitoring Agent Configuration
Completed Successfully page appears. Click Finish.

You can also perform this installation using the command line interface (CLI) using the
following code:
MMASetup-AMD64.exe /Q:A /R:N /C:"setup.exe /qn ADD_OPINSIGHTS_WORKSPACE=1 OPINSIGHTS_

WORKSPACE_AZURE_CLOUD_TYPE=0 OPINSIGHTS_WORKSPACE_ID=<yourworkspaceID> OPINSIGHTS_
WORKSPACE_KEY=<yourworkspaceprimarykey> AcceptEndUserLicenseAgreement=1"

IMPORTANT The /Cswitch in this example uses IExpress as its self-extractor.

Most of the parameters that you saw in the agent installation are self-explanatory; the only
one that might not be readily apparent is OPINSIGHTS_WORKSPACE_AZURE_CLOUD_TYPE, which
is the cloud environment specification. The default is 0, which represents Azure commercial
cloud. Only use 1 if you are installing the agent in an Azure government cloud.

It can take some time for this new non-Azure computer to appear in Security Center, but
if you want to validate the connectivity between this computer and the workspace, you can
use the TestCloudConnection tool. On the target computer, open the command prompt and
navigate to the folder \Program Files\Microsoft Monitoring Agent\Agent. From there, ex-
ecute the command TestCloudConnection.exe, and if the connectivity is working properly, you
should see all tests followed by this message: Connectivity test passed for all hosts for

workspace id <workspace id>.

Onboard resources from other cloud providers

After upgrading to Azure Defender, you will be able to use cloud connectors to connect to
AWS or GCP. When connecting Security Center with AWS, you are integrating with AWS Securi-
ty Hub, and the insights that are gathered from Security Hub will appear on the Security Center
recommendations page. With GCP, Security Center integrates with the GCP Security Com-
mand, and you will also be able to see the insights in the Security Center recommendations.

For this example, you will connect AWS with Security Center. You will need to complete the
following work on the AWS side before you start configuring Security Center:

Enable AWS Config
m Enable AWS Security Hub

Verify that there is data flowing to the Security Hub

Configure AWS authentication, which can be done by creating the following:
= AnIAM role for Security Center
m  An AWS user for Security Center
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m Regardless of the authentication method you selected previously, make sure that this
role/user has the following permissions policies:
m SecurityAudit
m  AmazonSSMAutomationRole
m  AWSSecurityHubReadOnlyAccess

m  When configuring the Account ID in AWS, make sure to use the Microsoft Account ID
158177204117.

With those steps in place, you are ready to configure the cloud connector, but if you also
want to onboard servers that are in AWS, you will need to ensure that the following tasks are
done prior to configuring the cloud connector in Azure Security Center:

m [nstall the AWS Systems Manager on your servers (EC2 instances) that reside in AWS.
For instructions, see http.//aka.ms/ascbookaws.

m Configure this Server (EC2 Instance) to use Azure Arc. For instructions, see
http://aka.ms/ascbookarc.

m In Azure, make sure to create a service principal that will be used for Azure Arc. Follow
the steps found in this article to configure it: http://aka.ms/ascbookspn.

Now that all pre-requisites are fulfilled, you can follow the steps below to start the configu-
ration of the AWS connector in Security Center:
1. Open Azure portal and sign in as a user who has ownership privileges in the subscription.
2. Inthe left navigation, click Security Center.

3. Inthe Security Center left navigation, under Management, click the Cloud Connectors
option, and click the Add AWS Account button. The Connect AWS Account page ap-
pears, as shown in Figure 2-20.

Connect AWS account

AWS authentication  Azure Arc configuration Review » create

Basics

AWS authentication

FIGURE 2-20 Connecting to AWS
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In the Basics section, type a name for the connector and select the appropriate sub-
scription from the drop-down menu.

In the AWS Authentication section, use the appropriate method (Assume Role if you
created a role or Credentials if you created a user). Assuming that you used a role, the

AWS role ARN number must be provided. This number is located in the summary of the
role you created in AWS. Click the Next Azure Arc Configuration button, and the set-
tings shown in Figure 2-21 appear.

Connect AWS account

AWS authentication Azure Arc configuration  Review + create
The following configurations are used to onboard AWS EC2 instances from the AWS account to Azure Arc. This will enly apply for EC2

nstances with supported O5 and have 55M agent installed. Learn more

Project details

Select the resource group where you want the onboarded AWS EC2 instances to be managed within Azure.

Resource group * (0 ~

Region * East US A

Authentication

An account with the permission to onboard the non-Azure machines to Azure is required. Please create a Service Principal following
these instructions

Service principal client 1D *

Service principal client secret * (0

Proxy server

If your environment requires a proxy server in order to be connected to the internet, specify the proxy server information,

Prowxy server url

<Previous || Next: Review + create >

FIGURE 2-21 Configuring Azure Arc settings

Select the Resource Group and Region.

In the Authentication section, you need to provide the Service Principal Client ID
and the Client Secret.
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8. Click the Review + Create button and complete this operation.

Once you finish, you will see the connector, as shown in Figure 2-22.

|- Add AWS account + Add GCP account (1_) Refresh
( Subscriptions AN ) Providers All
Display name Environment Account / Org ID Subscription Status
ContosoAWS AWE 548032645484 Free Trial Valid

FIGURE 2-22 Configured AWS connector

After some time, you will be able to see recommendations for your AWS account. These
recommendations will appear with the AWS tag, as shown in Figure 2-23.

Controls Potential score increase Unhealthy resources
»  Enable MEA + 18% (10 points) 10f 1 resources
MFA should be enabled on accounts with cwner permissions on your subscription 1 of 1 subsenptios
MFA should be enabled on accounts with write permissions on your subscription @ Completed Mone
Ensure multi-factor authentication (MFA) is enabled for all |AM users that have a... Erwee
Ensure MFA is enabled for the “root” account Prevviw.
Ensure AWS Config is enabled in all regions @ Completed —— Nane

FIGURE 2-23 Recommendations appear with the AWS tag.

At this point, your Azure Arc machines will be discovered, but you still need to install the
Log Analytics agent on those machines, and there is a specific recommendation for that, as
shown in Figure 2-24.

Log Analytics agent should be installed on your Windows-based Azure Arc machines

Severity Erastnis o
IHigl\ (1) 24 Hours
-~ Description

Security Temer wies the Lo Anahylus speat [abo eown 35 MMA) to coliedt secuily events Som your Azure A madhines. To depioy the agent o ol ypour Azure AnC mdchises, fofllom the remediation steps

 Remediation steps

~  Affectad resources
Unhaalthy resoarces (1) Haatthy rescurces () Mot apphcable resourcas [0}
L] mame T4 Subscription
| ML ectamar-beisiml e Trd

FIGURE 2-24 Recommendations to install the Log Analytics agent on the Azure Arc machine
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You can leverage the Quick Fix feature to quickly deploy the agent to this Azure Arc ma-
chine. You just need to select the server and click the Remediate button. In Figure 2-24, the
Freshness Interval indicates that it might take 24 hours for this remediation to take effect.

IMPORTANT To onboard resources in Google Cloud Platform (GCP), follow the instruc-
tions here: http://aka.ms/ascbookgcp.

Onboard resources using PowerShell

In large deployments, you might consider using Security Center PowerShell modules to help
you quickly performing onboarding operations. To prepare the environment you must first
install the Az.Security module using the commands below:

Set-ExecutionPolicy -ExecutionPolicy Al1Signed
Install-Module -Name Az.Security -Force

When finished, use the Connect-AzAccount PowerShell command to log in to your Azure
account. Next, register your subscriptions to the Security Center Resource Provider. Run the
commands below, and make sure to replace the <subscription ID> field for your subscription
number, which can be obtained using the command Get-AzSubscription.

Set-AzContext -Subscription "<subscription ID>"
Register-AzResourceProvider -ProviderNamespace ‘Microsoft.Security’

At this point, you can start performing all operations that you need to onboard Security
Center in your subscription. Usually, the first one is to upgrade from Free to Standard tier. First,
you will set the context for the subscription that you want to upgrade, and then you perform
the upgrade using the commands below:

Set-AzContext -Subscription "<subscription ID>"
Set-AzSecurityPricing -Name "default" -PricingTier "Standard"

You can use Get-AzSecurityPricing to verify if your subscription was correctly upgraded to
the Standard version. If you already have a workspace and you want to connect Security Center
to it, use the Set-AzSecurityWorkspaceSetting command. You will need the Workspace ID to
perform this operation, which you can retrieve using the Get-AzSecurityWorkspaceSetting
command. Another common operation to perform at this stage is to enable auto provisioning.
For that, use the command below:

Set-AzSecurityAutoProvisioningSetting -Name "default" -EnableAutoProvision

To verify if the auto provisioning was correctly enabled, use the Get-AzSecurityAuto
ProvisioningSetting command. One last operation we recommend is to configure the security
contact information for email notifications. To configure this option, use the command below:

Set-AzSecurityContact -Name "YourName" -Email "youremailaddress" -Phone "yourphone"
-AlertAdmin -NotifyOnAlert

Onboarding resources
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You can use the Get-AzSecurityContact command to verify your settings were configured
properly. Make sure to visit the Azure Security Center community page to take advantage
of many PowerShell samples: https.//github.com/Azure/Azure-Security-Center/tree/master/
Powershell%20scripts.

Inventory

After onboarding all resources from Azure and other cloud providers, you may want to list all
resources available or query specific resources that you need more information about. You can
use the Inventory feature in Security Center to accomplish that.

This feature uses Azure Resource Graph (ARG) in the background. ARG is an Azure service
that provides the ability to query Security Center’s data across multiple subscriptions using
Kusto Query language. In a case where you want to query only resources that are available in
AWS, you can easily create a resource type filter to see only those resources. Follow the steps
below to access the Inventory feature and create this filter:

1. Open the Azure portal and sign in as a user who has read permission in the subscription.
2. Inthe left navigation, click Security Center.

3. Inthe Security Center left navigation, under General, click the Inventory option.
The Inventory page appears, as shown in Figure 2-25.
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FIGURE 2-25 The Inventory page
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Click the Resource Types filter, click Select All to uncheck all the items, and then only
select aws account and aws resources, as shown in Figure 2-26.
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FIGURE 2-26 Filtering by resource types

After selecting those items, click outside the drop-down menu to commit the changes.

At this point, you should see only your AWS resources/account.

After applying the filter, you can also select a particular resource from the list to see
more details about that resource. The Resource Health page for the opened resource
also presents the list of recommendations that are open, as shown in Figure 2-27.
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FIGURE 2-27 Filtering by resources types
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Besides filtering on resource types, you can also create filters based on the following variables:
m Resource name

m Resource groups

m Recommendations

m  Agent monitoring status

m  Azure Defender status (on, off, or partially enabled)

m Security findings (including values from the vulnerability assessment)

m Tag

If you need to create filters that are beyond the options that are available, you can also
customize your own query using ARG. You can create the base visualization using the filters
that are available in the Inventory dashboard, and from there click the Open Query button,
as shown in Figure 2-28.

Inventory

U~ Subscnptions ) Refresh —+ Add non-Azureservers o Open quen

FIGURE 2-28 Accessing the ARG interface via the Open Query button

After you click this button, the Azure Resource Graph Explorer page appears, as shown
in Figure 2-29.

Azure Resource Graph Explorer = x

ower{assessmentStatusCode

FIGURE 2-29 Azure Resource Graph Explorer with a pre-defined query

From this page, you can click Run Query, which will produce a similar result to what you
have in the Inventory page since this query is based on the filtering that was configured on that
page. Also, you can customize this query according to your own needs.

NOTE For other sample ARG queries, consult the Azure Security Center community
page at https://github.com/Azure/Azure-Security-Center/tree/master/Kusto/Azure %20
Resource%20Graph.
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