
Chapter 3

routing Dynamically

3.0 routing Dynamically

3.0.1.1  Introduction

The data networks that we use in our everyday lives to learn, play, and work range from small, 
local networks to large, global internetworks. At home, a user may have a router and two or 
more computers. At work, an organization may have multiple routers and switches servicing 
the data communication needs of hundreds or even thousands of PCs.

Routers forward packets by using information in the routing table. Routes to remote networks 
can be learned by the router in two ways: static routes and dynamic routes.

In a large network with numerous networks and subnets, configuring and maintaining static 
routes between these networks requires a great deal of administrative and operational over-
head. This operational overhead is especially cumbersome when changes to the network occur, 
such as a down link or implementing a new subnet. Implementing dynamic routing protocols 
can ease the burden of configuration and maintenance tasks and give the network scalability.

This chapter introduces dynamic routing protocols. It explores the benefits of using dynamic 
routing protocols, how different routing protocols are classified, and the metrics routing pro-
tocols use to determine the best path for network traffic. Other topics covered in this chapter 
include the characteristics of dynamic routing protocols and how the various routing protocols 
differ. Network professionals must understand the different routing protocols available in order 
to make informed decisions about when to use static or dynamic routing. They also need to 
know which dynamic routing protocol is most appropriate in a particular network environment.

3.0.1.2  Class Activity How Much Does This Cost?
Activity - How Much Does This Cost?

This modeling activity illustrates the network concept of routing cost.

You will be a member of a team of five students who travel routes to complete the activity sce-
narios. One digital camera or bring your own device (BYOD) with camera, a stopwatch, and the 
student file for this activity will be required per group. One person will function as the pho-
tographer and event recorder, as selected by each group. The remaining four team members will 
actively participate in the scenarios below.

A school or university classroom, hallway, outdoor track area, school parking lot, or any other 
location can serve as the venue for these activities.

Activity 1

The tallest person in the group establishes a start and finish line by marking 15 steps from 
start to finish, indicating the distance of the team route. Each student will take 15 steps from 

Refer to
Lab Activity
for this chapter
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the start line toward the finish line and then stop on the 15th step—no further steps are 
allowed.

Note Not all of the students may reach the same distance from the start line due to their 
height and stride differences. The photographer will take a group picture of the entire 
team’s final location after taking the 15 steps required.

Activity 2

A new start and finish line will be established; however, this time, a longer distance for the 
route will be established than the distance specified in Activity 1. No maximum steps are 
to be used as a basis for creating this particular route. One at a time, students will “walk 
the new route from beginning to end twice”.

Each team member will count the steps taken to complete the route. The recorder will time 
each student and at the end of each team member’s route, record the time that it took to 
complete the full route and how many steps were taken, as recounted by each team mem-
ber and recorded on the team’s student file.

After both activities have been completed, teams will use the digital picture taken for 
Activity 1 and their recorded data from Activity 2 file to answer the reflection questions.

Group answers can be discussed as a class, time permitting.

3.1 Dynamic routing protocols

3.1.1 Dynamic routing protocol Operation

3.1.1.1  The Evolution of Dynamic Routing Protocols
Dynamic routing protocols have been used in networks since the late 1980s. One of the 
first routing protocols was Routing Information Protocol (RIP). RIP version 1 (RIPv1) was 
released in 1988, but some of the basic algorithms within the protocol were used on the 
Advanced Research Projects Agency Network (ARPANET) as early as 1969.

As networks evolved and became more complex, new routing protocols emerged. The 
RIP routing protocol was updated to accommodate growth in the network environment, 
into RIPv2. However, the newer version of RIP still does not scale to the larger network 
implementations of today. To address the needs of larger networks, two advanced routing 
protocols were developed: Open Shortest Path First (OSPF) and Intermediate System-to-
Intermediate System (IS-IS). Cisco developed the Interior Gateway Routing Protocol (IGRP) 
and Enhanced IGRP (EIGRP), which also scales well in larger network implementations.

Additionally, there was the need to connect different internetworks and provide routing 
between them. The Border Gateway Protocol (BGP) is now used between Internet service 
providers (ISPs). BGP is also used between ISPs and their larger private clients to exchange 
routing information.

Figure 1 displays the timeline of when the various protocols were introduced.

Figure 2 classifies the protocols.
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With the advent of numerous consumer devices using IP, the IPv4 addressing space is 
nearly exhausted; thus, IPv6 has emerged. To support the communication based on IPv6, 
newer versions of the IP routing protocols have been developed, see the IPv6 row in the 
figure.

RIP is the simplest of dynamic routing protocols and is used in this section to provide a 
basic level of routing protocol understanding.

3.1.1.2  Purpose of Dynamic Routing Protocols
Routing protocols are used to facilitate the exchange of routing information between rout-
ers. A routing protocol is a set of processes, algorithms, and messages that are used to 
exchange routing information and populate the routing table with the routing protocol’s 
choice of best paths. The purpose of dynamic routing protocols includes:

 ■ Discovery of remote networks

 ■ Maintaining up-to-date routing information

 ■ Choosing the best path to destination networks

 ■ Ability to find a new best path if the current path is no longer available

The main components of dynamic routing protocols include:

 ■ Data structures - Routing protocols typically use tables or databases for its opera-
tions. This information is kept in RAM.

 ■ Routing protocol messages - Routing protocols use various types of messages to dis-
cover neighboring routers, exchange routing information, and other tasks to learn and 
maintain accurate information about the network.

 ■ Algorithm - An algorithm is a finite list of steps used to accomplish a task. Routing 
protocols use algorithms for facilitating routing information and for best path determi-
nation.

The figure highlights the data structures, routing protocol messages, and routing algorithm 
used by EIGRP.

3.1.1.3  The Role of Dynamic Routing Protocols
Routing protocols allow routers to dynamically share information about remote networks 
and automatically add this information to their own routing tables; see the animation in the 
figure.

Routing protocols determine the best path, or route, to each network. That route is then 
added to the routing table. A primary benefit of dynamic routing protocols is that routers 
exchange routing information when there is a topology change. This exchange allows rout-
ers to automatically learn about new networks and also to find alternate paths when there 
is a link failure to a current network.

Compared to static routing, dynamic routing protocols require less administrative over-
head. However, the expense of using dynamic routing protocols is dedicating part of a 
router’s resources for protocol operation, including CPU time and network link bandwidth. 
Despite the benefits of dynamic routing, static routing still has its place. There are times 
when static routing is more appropriate and other times when dynamic routing is the better 
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choice. Networks with moderate levels of complexity may have both static and dynamic 
routing configured.

3.1.1.4  Activity - Identify Components of a Routing Protocol

3.1.2 Dynamic versus Static routing

3.1.2.1  Using Static Routing
Before identifying the benefits of dynamic routing protocols, consider the reasons why 
network professionals use static routing. Dynamic routing certainly has several advantages 
over static routing; however, static routing is still used in networks today. In fact, networks 
typically use a combination of both static and dynamic routing.

Static routing has several primary uses, including:

 ■ Providing ease of routing table maintenance in smaller networks that are not expected 
to grow significantly.

 ■ Routing to and from a stub network, which is a network with only one default route 
out and no knowledge of any remote networks.

 ■ Accessing a single default route (which is used to represent a path to any network that 
does not have a more specific match with another route in the routing table).

The figure provides a sample scenario of static routing.

3.1.2.2  Static Routing Scorecard
The table in the figure highlights the advantages and disadvantages of static routing. Static 
routing is easy to implement in a small network. Static routes stay the same, which makes 
them fairly easy to troubleshoot. Static routes do not send update messages and, therefore, 
require very little overhead.

The disadvantages of static routing include:

 ■ They are not easy to implement in a large network.

 ■ Managing the static configurations can become time consuming.

 ■ If a link fails, a static route cannot reroute traffic.

3.1.2.3  Using Dynamic Routing Protocols
Dynamic routing protocols help the network administrator manage the time-consuming 
and exacting process of configuring and maintaining static routes.

Imagine maintaining the static routing configurations for the seven routers in Figure 1.

What if the company grew and now had four regions and 28 routers to manage, as shown 
in Figure 2? What happens when a link goes down? How do you ensure that redundant 
paths are available?

Dynamic routing is the best choice for large networks like the one shown.

Refer to
Interactive Graphic
in online course.



Chapter 3: Routing Dynamically    71

3.1.2.4  Dynamic Routing Scorecard
The table in the figure highlights the advantages and disadvantages of dynamic routing. 
Dynamic routing protocols work well in any type of network consisting of several rout-
ers. They are scalable and automatically determine better routes if there is a change in the 
topology. Although there is more to the configuration of dynamic routing protocols, they 
are simpler to configure in a large network.

There are disadvantages to dynamic routing. Dynamic routing requires knowledge of addi-
tional commands. It is also less secure than static routing because the interfaces identified 
by the routing protocol send routing updates out. Routes taken may differ between pack-
ets. The routing algorithm uses additional CPU, RAM, and link bandwidth.

Notice how dynamic routing addresses the disadvantages of static routing.

3.1.2.5  Activity - Compare Static and Dynamic Routing

3.1.3 routing protocol Operating Fundamentals

3.1.3.1  Dynamic Routing Protocol Operation
All routing protocols are designed to learn about remote networks and to quickly adapt 
whenever there is a change in the topology. The method that a routing protocol uses to 
accomplish this depends upon the algorithm it uses and the operational characteristics of 
that protocol.

In general, the operations of a dynamic routing protocol can be described as follows:

 1. The router sends and receives routing messages on its interfaces.

 2. The router shares routing messages and routing information with other routers that are 
using the same routing protocol.

 3. Routers exchange routing information to learn about remote networks.

 4. When a router detects a topology change the routing protocol can advertise this 
change to other routers.

Click Play in the figure to view an animation of dynamic routing protocols 
in operation.

3.1.3.2  Cold Start
All routing protocols follow the same patterns of operation. To help illustrate this, consider 
the following scenario in which all three routers are running RIPv2.

When a router powers up, it knows nothing about the network topology. It does not even 
know that there are devices on the other end of its links. The only information that a 
router has is from its own saved configuration file stored in NVRAM. After a router boots 
successfully, it applies the saved configuration. If the IP addressing is configured correctly, 
then the router initially discovers its own directly connected networks.

Click Play in the figure to view an animation of the initial discovery of connected net-
works for each router.

Refer to
Interactive Graphic
in online course.
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Notice how the routers proceed through the boot up process and then discovers any 
directly connected networks and subnet masks. This information is added to their routing 
tables as follows:

 ■ R1 adds the 10.1.0.0 network available through interface FastEthernet 0/0 and 10.2.0.0 is 
available through interface Serial 0/0/0.

 ■ R2 adds the 10.2.0.0 network available through interface Serial 0/0/0 and 10.3.0.0 is 
available through interface Serial 0/0/1.

 ■ R3 adds the 10.3.0.0 network available through interface Serial 0/0/1 and 10.4.0.0 is 
available through interface FastEthernet 0/0.

With this initial information, the routers then proceed to find additional route sources for 
their routing tables.

3.1.3.3  Network Discovery
After initial boot up and discovery, the routing table is updated with all directly connected 
networks and the interfaces those networks reside on.

If a routing protocol is configured, the next step is for the router to begin exchanging rout-
ing updates to learn about any remote routes.

The router sends an update packet out all interfaces that are enabled on the router. The 
update contains the information in the routing table, which currently are all directly con-
nected networks.

At the same time, the router also receives and processes similar updates from other con-
nected routers. Upon receiving an update, the router checks it for new network informa-
tion. Any networks that are not currently listed in the routing table are added.

Refer to the figure for a topology setup between three routers, R1, R2, and R3. Based 
on this topology, below is a listing of the different updates that R1, R2, and R3 send and 
receive during initial convergence.

R1:

 ■ Sends an update about network 10.1.0.0 out the Serial0/0/0 interface

 ■ Sends an update about network 10.2.0.0 out the FastEthernet0/0 interface

 ■ Receives update from R2 about network 10.3.0.0 and increments the hop count by 1

 ■ Stores network 10.3.0.0 in the routing table with a metric of 1

R2:

 ■ Sends an update about network 10.3.0.0 out the Serial 0/0/0 interface

 ■ Sends an update about network 10.2.0.0 out the Serial 0/0/1 interface

 ■ Receives an update from R1 about network 10.1.0.0 and increments the hop count by 1

 ■ Stores network 10.1.0.0 in the routing table with a metric of 1

 ■ Receives an update from R3 about network 10.4.0.0 and increments the hop count by 1

 ■ Stores network 10.4.0.0 in the routing table with a metric of 1
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R3:

 ■ Sends an update about network 10.4.0.0 out the Serial 0/0/1 interface

 ■ Sends an update about network 10.3.0.0 out the FastEthernet0/0

 ■ Receives an update from R2 about network 10.2.0.0 and increments the hop count by 1

 ■ Stores network 10.2.0.0 in the routing table with a metric of 1

Click Play in the figure to view an animation of R1, R2, and R3 starting the initial 
exchange.

After this first round of update exchanges, each router knows about the connected net-
works of their directly connected neighbors. However, did you notice that R1 does not yet 
know about 10.4.0.0 and that R3 does not yet know about 10.1.0.0? Full knowledge and a 
converged network do not take place until there is another exchange of routing informa-
tion.

3.1.3.4  Exchanging the Routing Information
At this point the routers have knowledge about their own directly connected networks 
and about the connected networks of their immediate neighbors. Continuing the journey 
toward convergence, the routers exchange the next round of periodic updates. Each router 
again checks the updates for new information.

Refer to the figure for a topology setup between three routers, R1, R2, and R3. After ini-
tial discovery is complete, each router continues the convergence process by sending and 
receiving the following updates.

R1:

 ■ Sends an update about network 10.1.0.0 out the Serial 0/0/0 interface

 ■ Sends an update about networks 10.2.0.0 and 10.3.0.0 out the FastEthernet0/0 interface

 ■ Receives an update from R2 about network 10.4.0.0 and increments the hop count by 1

 ■ Stores network 10.4.0.0 in the routing table with a metric of 2

 ■ Same update from R2 contains information about network 10.3.0.0 with a metric of 1. 
There is no change; therefore, the routing information remains the same

R2:

 ■ Sends an update about networks 10.3.0.0 and 10.4.0.0 out of Serial 0/0/0 interface

 ■ Sends an update about networks 10.1.0.0 and 10.2.0.0 out of Serial 0/0/1 interface

 ■ Receives an update from R1 about network 10.1.0.0. There is no change; therefore, the 
routing information remains the same

 ■ Receives an update from R3 about network 10.4.0.0. There is no change; therefore, the 
routing information remains the same
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R3:

 ■ Sends an update about network 10.4.0.0 out the Serial 0/0/1 interface

 ■ Sends an update about networks 10.2.0.0 and 10.3.0.0 out the FastEthernet0/0 interface

 ■ Receives an update from R2 about network 10.1.0.0 and increments the hop count by 1

 ■ Stores network 10.1.0.0 in the routing table with a metric of 2

 ■ Same update from R2 contains information about network 10.2.0.0 with a metric of 1. 
There is no change; therefore, the routing information remains the same

Click Play in the figure to view an animation of R1, R2, and R3 sending the latest routing 
table to their neighbors.

Distance vector routing protocols typically implement a routing loop prevention technique 
known as split horizon. Split horizon prevents information from being sent out the same 
interface from which it was received. For example, R2 does not send an update contain-
ing the network 10.1.0.0 out of Serial 0/0/0, because R2 learned about network 10.1.0.0 
through Serial 0/0/0.

After routers within a network have converged, the router can then use the information 
within the route table to determine the best path to reach a destination. Different routing 
protocols have different ways of calculating the best path.

3.1.3.5  Achieving Convergence
The network has converged when all routers have complete and accurate information about 
the entire network, as shown in Figure 1. Convergence time is the time it takes routers to 
share information, calculate best paths, and update their routing tables. A network is not 
completely operable until the network has converged; therefore, most networks require 
short convergence times.

Convergence is both collaborative and independent. The routers share information with 
each other, but must independently calculate the impacts of the topology change on their 
own routes. Because they develop an agreement with the new topology independently, 
they are said to converge on this consensus.

Convergence properties include the speed of propagation of routing information and the 
calculation of optimal paths. The speed of propagation refers to the amount of time it 
takes for routers within the network to forward routing information.

As shown in Figure 2, routing protocols can be rated based on the speed to convergence; 
the faster the convergence, the better the routing protocol. Generally, older protocols, such 
as RIP, are slow to converge, whereas modern protocols, such as EIGRP and OSPF, con-
verge more quickly.

3.1.3.6  Packet Tracer - Investigating Convergence
This activity will help you identify important information in routing tables and witness the 
process of network convergence.

Refer to Packet
Tracer Activity
for this chapter
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3.1.4 types of routing protocols

3.1.4.1  Classifying Routing Protocols
Routing protocols can be classified into different groups according to their characteristics. 
Specifically, routing protocols can be classified by their:

 ■ Purpose - Interior Gateway Protocol (IGP) or Exterior Gateway Protocol (EGP)

 ■ Operation - Distance vector, link-state protocol, or path-vector protocol

 ■ Behavior - Classful (legacy) or classless protocol

For example, IPv4 routing protocols are classified as follows:

 ■ RIPv1 (legacy) - IGP, distance vector, classful protocol

 ■ IGRP (legacy) - IGP, distance vector, classful protocol developed by Cisco (deprecated 
from 12.2 IOS and later)

 ■ RIPv2 - IGP, distance vector, classless protocol

 ■ EIGRP - IGP, distance vector, classless protocol developed by Cisco

 ■ OSPF - IGP, link-state, classless protocol

 ■ IS-IS - IGP, link-state, classless protocol

 ■ BGP - EGP, path-vector, classless protocol

The classful routing protocols, RIPv1 and IGRP, are legacy protocols and are only used in 
older networks. These routing protocols have evolved into the classless routing protocols, 
RIPv2 and EIGRP, respectively. Link-state routing protocols are classless by nature.

Figure 1 displays a hierarchical view of dynamic routing protocol classification.

Figures 2 to 5 highlight the purpose, operation, and behavior of the various routing proto-
cols.

3.1.4.2  IGP and EGP Routing Protocols
An autonomous system (AS) is a collection of routers under a common administration such 
as a company or an organization. An AS is also known as a routing domain. Typical exam-
ples of an AS are a company’s internal network and an ISP’s network.

The Internet is based on the AS concept; therefore, two types of routing protocols are 
required:

 ■ Interior Gateway Protocols (IGP) - Used for routing within an AS. It is also referred 
to as intra-AS routing. Companies, organizations, and even service providers use an 
IGP on their internal networks. IGPs include RIP, EIGRP, OSPF, and IS-IS.

 ■ Exterior Gateway Protocols (EGP) - Used for routing between AS. It is also referred 
to as inter-AS routing. Service providers and large companies may interconnect using 
an EGP. The Border Gateway Protocol (BGP) is the only currently-viable EGP and is 
the official routing protocol used by the Internet.
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Note Because BGP is the only EGP available, the term EGP is rarely used; instead, most 
engineers simply refer to BGP.

The example in the figure provides simple scenarios highlighting the deployment of IGPs, 
BGP, and static routing:

 ■ ISP-1 - This is an AS and it uses IS-IS as the IGP. It interconnects with other autono-
mous systems and service providers using BGP to explicitly control how traffic is 
routed.

 ■ ISP-2 - This is an AS and it uses OSPF as the IGP. It interconnects with other autono-
mous systems and service providers using BGP to explicitly control how traffic is 
routed.

 ■ AS-1 - This is a large organization and it uses EIGRP as the IGP. Because it is multi-
homed (i.e., connects to two different service providers), it uses BGP to explicitly con-
trol how traffic enters and leaves the AS.

 ■ AS-2 - This is a medium-sized organization and it uses OSPF as the IGP. It is also mul-
tihomed; therefore, it uses BGP to explicitly control how traffic enters and leaves the 
AS.

 ■ AS-3 - This is a small organization with older routers within the AS; it uses RIP as the 
IGP. BGP is not required because it is single-homed (i.e., connects to one service pro-
vider). Instead, static routing is implemented between the AS and the service provider.

Note BGP is beyond the scope of this course and is not discussed in detail.

3.1.4.3  Distance Vector Routing Protocols
Distance vector means that routes are advertised by providing two characteristics:

 ■ Distance - Identifies how far it is to the destination network and is based on a metric 
such as the hop count, cost, bandwidth, delay, and more.

 ■ Vector - Specifies the direction of the next-hop router or exit interface to reach the 
destination.

For example, in the figure, R1 knows that the distance to reach network 172.16.3.0/24 is 
one hop and that the direction is out of the interface S0/0/0 toward R2.

A router using a distance vector routing protocol does not have the knowledge of the 
entire path to a destination network. Distance vector protocols use routers as sign posts 
along the path to the final destination. The only information a router knows about a 
remote network is the distance or metric to reach that network and which path or interface 
to use to get there. Distance vector routing protocols do not have an actual map of the net-
work topology.

There are four distance vector IPv4 IGPs:

 ■ RIPv1 - First generation legacy protocol

 ■ RIPv2 - Simple distance vector routing protocol
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 ■ IGRP - First generation Cisco proprietary protocol (obsolete and replaced by EIGRP)

 ■ EIGRP - Advanced version of distance vector routing

3.1.4.4  Link-State Routing Protocols
In contrast to distance vector routing protocol operation, a router configured with a link-
state routing protocol can create a complete view or topology of the network by gathering 
information from all of the other routers.

To continue our analogy of sign posts, using a link-state routing protocol is like having a 
complete map of the network topology. The sign posts along the way from source to des-
tination are not necessary, because all link-state routers are using an identical map of the 
network. A link-state router uses the link-state information to create a topology map and to 
select the best path to all destination networks in the topology.

RIP-enabled routers send periodic updates of their routing information to their neighbors. 
Link-state routing protocols do not use periodic updates. After the network has converged, 
a link-state update is only sent when there is a change in the topology. For example, the 
link-state update in the animation is not sent until the 172.16.3.0 network goes down.

Click Play in the figure to view link-state operations.

Link-state protocols work best in situations where:

 ■ The network design is hierarchical, usually occurring in large networks

 ■ Fast convergence of the network is crucial

 ■ The administrators have good knowledge of the implemented link-state routing proto-
col

There are two link-state IPv4 IGPs:

 ■ OSPF - Popular standards based routing protocol

 ■ IS-IS - Popular in provider networks

3.1.4.5  Classful Routing Protocols
The biggest distinction between classful and classless routing protocols is that classful 
routing protocols do not send subnet mask information in their routing updates. Classless 
routing protocols include subnet mask information in the routing updates.

The two original IPv4 routing protocols developed were RIPv1 and IGRP. They were cre-
ated when network addresses were allocated based on classes (i.e., class A, B, or C). At that 
time, a routing protocol did not need to include the subnet mask in the routing update, 
because the network mask could be determined based on the first octet of the network 
address.

Note Only RIPv1 and IGRP are classful. All other IPv4 and IPv6 routing protocols are 
classless. Classful addressing has never been a part of IPv6.
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The fact that RIPv1 and IGRP do not include subnet mask information in their updates 
means that they cannot provide variable-length subnet masks (VLSMs) and classless inter-
domain routing (CIDR).

Classful routing protocols also create problems in discontiguous networks. A discontigu-
ous network is when subnets from the same classful major network address are separated 
by a different classful network address.

To illustrate the shortcoming of classful routing, refer to the topology in the Figure 1. 
Notice that the LANs of R1 (172.16.1.0/24) and R3 (172.16.2.0/24) are both subnets of 
the same class B network (172.16.0.0/16). They are separated by different classful network 
addresses (192.168.1.0/30 and 192.168.2.0/30).

When R1 forwards an update to R2, RIPv1 does not include the subnet mask information 
with the update; it only forwards the class B network address 172.16.0.0.

R2 receives and processes the update. It then creates and adds an entry for the class B 
172.16.0.0/16 network in the routing table, as shown in Figure 2.

Figure 3 shows that when R3 forwards an update to R2, it also does not include the subnet 
mask information and therefore only forwards the classful network address 172.16.0.0.

In Figure 4, R2 receives and processes the update and adds another entry for the classful 
network address 172.16.0.0/16 to its routing table. When there are two entries with identi-
cal metrics in the routing table, the router shares the load of the traffic equally among the 
two links. This is known as load balancing.

As shown in Figure 5, this has a negative effect on a discontiguous network. Notice the 
erratic behavior of the ping and traceroute commands.

3.1.4.6  Classless Routing Protocols
Modern networks no longer use classful IP addressing and the subnet mask cannot be 
determined by the value of the first octet. The classless IPv4 routing protocols (RIPv2, 
EIGRP, OSPF, and IS-IS) all include the subnet mask information with the network address 
in routing updates. Classless routing protocols support VLSM and CIDR.

IPv6 routing protocols are classless. The distinction whether a routing protocol is classful 
or classless typically only applies to IPv4 routing protocols. All IPv6 routing protocols are 
considered classless because they include the prefix-length with the IPv6 address.

Figures 1 through 5 illustrate how classless routing solves the issues created with classful 
routing:

 ■ Figure 1 - In this discontiguous network design, the classless protocol RIPv2 has been 
implemented on all three routers. When R1 forwards an update to R2, RIPv2 includes 
the subnet mask information with the update 172.16.1.0/24.

 ■ Figure 2 - R2 receives, processes, and adds two entries in the routing table. The first 
line displays the classful network address 172.16.0.0 with the /24 subnet mask of the 
update. This is known as the parent route. The second entry displays the VLSM net-
work address 172.16.1.0 with the exit and next-hop address. This is referred to as the 
child route. Parent routes never include an exit interface or next-hop IP address.

 ■ Figure 3 - When R3 forwards an update to R2, RIPv2 includes the subnet mask infor-
mation with the update 172.16.2.0/24.
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 ■ Figure 4 - R2 receives, processes, and adds another child route entry 172.16.2.0/24 
under the parent route entry 172.16.0.0.

 ■ Figure 5 - R2 is now aware of the subnetted networks.

3.1.4.7  Routing Protocol Characteristics
Routing protocols can be compared based on the following characteristics:

 ■ Speed of Convergence - Speed of convergence defines how quickly the routers in the 
network topology share routing information and reach a state of consistent knowledge. 
The faster the convergence, the more preferable the protocol. Routing loops can occur 
when inconsistent routing tables are not updated due to slow convergence in a chang-
ing network.

 ■ Scalability - Scalability defines how large a network can become, based on the routing 
protocol that is deployed. The larger the network is, the more scalable the routing pro-
tocol needs to be.

 ■ Classful or Classless (Use of VLSM) - Classful routing protocols do not include the 
subnet mask and cannot support VLSM. Classless routing protocols include the subnet 
mask in the updates. Classless routing protocols support VLSM and better route sum-
marization.

 ■ Resource Usage - Resource usage includes the requirements of a routing protocol 
such as memory space (RAM), CPU utilization, and link bandwidth utilization. Higher 
resource requirements necessitate more powerful hardware to support the routing pro-
tocol operation, in addition to the packet forwarding processes.

 ■ Implementation and Maintenance - Implementation and maintenance describes the 
level of knowledge that is required for a network administrator to implement and main-
tain the network based on the routing protocol deployed.

The table in the figure summarizes the characteristics of each routing protocol.

3.1.4.8  Routing Protocol Metrics
There are cases when a routing protocol learns of more than one route to the same destina-
tion. To select the best path, the routing protocol must be able to evaluate and differentiate 
between the available paths. This is accomplished through the use of routing metrics.

A metric is a measurable value that is assigned by the routing protocol to different routes 
based on the usefulness of that route. In situations where there are multiple paths to the 
same remote network, the routing metrics are used to determine the overall “cost” of a 
path from source to destination. Routing protocols determine the best path based on the 
route with the lowest cost.

Different routing protocols use different metrics. The metric used by one routing protocol 
is not comparable to the metric used by another routing protocol. Two different routing 
protocols might choose different paths to the same destination.

The animation in the figure shows that RIP would choose the path with the least amount 
of hops; whereas, OSPF would choose the path with the highest bandwidth.
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3.1.4.9  Activity - Classify Dynamic Routing Protocols

3.1.4.10  Activity - Compare Routing Protocols

3.1.4.11  Activity - Match the Metric to the Protocol

3.2 Distance Vector Dynamic routing

3.2.1 Distance Vector routing protocol Operation

3.2.1.1  Distance Vector Technologies
Distance vector routing protocols share updates between neighbors. Neighbors are routers 
that share a link and are configured to use the same routing protocol. The router is only 
aware of the network addresses of its own interfaces and the remote network addresses it 
can reach through its neighbors. Routers using distance vector routing are not aware of the 
network topology.

Some distance vector routing protocols send periodic updates. For example, RIP sends a 
periodic update to all of its neighbors every 30 seconds. RIP does this even if the topology 
has not changed; it continues to send updates. RIPv1 reaches all of its neighbors by send-
ing updates to the all-hosts IPv4 address of 255.255.255.255, a broadcast.

The broadcasting of periodic updates is inefficient because the updates consume band-
width and consume network device CPU resources. Every network device has to process a 
broadcast message. RIPv2 and EIGRP, instead, use multicast addresses so that only neigh-
bors that need updates will receive them. EIGRP can also send a unicast message to only 
the affected neighbor. Additionally, EIGRP only sends an update when needed, instead of 
periodically.

As shown in the figure, the two modern IPv4 distance vector routing protocols are RIPv2 
and EIGRP. RIPv1 and IGRP are listed only for historical accuracy.

3.2.1.2  Distance Vector Algorithm
At the core of the distance vector protocol is the routing algorithm. The algorithm is used 
to calculate the best paths and then send that information to the neighbors.

The algorithm used for the routing protocols defines the following processes:

 ■ Mechanism for sending and receiving routing information

 ■ Mechanism for calculating the best paths and installing routes in the routing table

 ■ Mechanism for detecting and reacting to topology changes

In the animation in the figure, R1 and R2 are configured with the RIP routing protocol. 
The algorithm sends and receives updates. Both R1 and R2 then glean new information 
from the update. In this case, each router learns about a new network. The algorithm on 
each router makes its calculations independently and updates the routing table with the 

Refer to
Interactive Graphic
in online course.

Refer to
Interactive Graphic
in online course.

Refer to
Interactive Graphic
in online course.



Chapter 3: Routing Dynamically    81

new information. When the LAN on R2 goes down, the algorithm constructs a triggered 
update and sends it to R1. R1 then removes the network from the routing table.

Different routing protocols use different algorithms to install routes in the routing table, 
send updates to neighbors, and make path determination decisions. For example:

 ■ RIP uses the Bellman-Ford algorithm as its routing algorithm. It is based on two algo-
rithms developed in 1958 and 1956 by Richard Bellman and Lester Ford, Jr.

 ■ IGRP and EIGRP use the Diffusing Update Algorithm (DUAL) routing algorithm devel-
oped by Dr. J.J. Garcia-Luna-Aceves at SRI International.

3.2.1.3  Activity - Identify Distance Vector Terminology

3.2.2 types of Distance Vector routing protocols

3.2.2.1  Routing Information Protocol
The Routing Information Protocol (RIP) was a first generation routing protocol for IPv4 
originally specified in RFC 1058. It is easy to configure, making it a good choice for small 
networks.

RIPv1 has the following key characteristics:

 ■ Routing updates are broadcasted (255.255.255.255) every 30 seconds.

 ■ The hop count is used as the metric for path selection.

 ■ A hop count greater than 15 hops is deemed infinite (too far). That 15th hop router 
would not propagate the routing update to the next router.

In 1993, RIPv1 evolved to a classless routing protocol known as RIP version 2 (RIPv2). 
RIPv2 introduced the following improvements:

 ■ Classless routing protocol - It supports VLSM and CIDR, because it includes the sub-
net mask in the routing updates.

 ■ Increased efficiency - It forwards updates to multicast address 224.0.0.9, instead of the 
broadcast address 255.255.255.255.

 ■ Reduced routing entries - It supports manual route summarization on any interface.

 ■ Secure - It supports an authentication mechanism to secure routing table updates 
between neighbors.

The table in the figure summarizes the differences between RIPv1 and RIPv2.

RIP updates are encapsulated into a UDP segment, with both source and destination port 
numbers set to UDP port 520.

In 1997, the IPv6 enabled version of RIP was released. RIPng is based on RIPv2. It still has 
a 15 hop limitation and the administrative distance is 120.
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3.2.2.2  Enhanced Interior-Gateway Routing Protocol
The Interior Gateway Routing Protocol (IGRP) was the first proprietary IPv4 routing proto-
col developed by Cisco in 1984. It used the following design characteristics:

 ■ Bandwidth, delay, load, and reliability are used to create a composite metric.

 ■ Routing updates are broadcast every 90 seconds, by default.

In 1992, IGRP was replaced by Enhanced IGRP (EIGRP). Like RIPv2, EIGRP also intro-
duced support for VLSM and CIDR. EIGRP increases efficiency, reduces routing updates, 
and supports secure message exchange.

The table in the figure summarizes the differences between IGRP and EIGRP.

EIGRP also introduced:

 ■ Bounded triggered updates - It does not send periodic updates. Only routing table 
changes are propagated, whenever a change occurs. This reduces the amount of load 
the routing protocol places on the network. Bounded triggered updates means that 
EIGRP only sends to the neighbors that need it. It uses less bandwidth, especially in 
large networks with many routes.

 ■ Hello keepalive mechanism - A small Hello message is periodically exchanged to 
maintain adjacencies with neighboring routers. This means a very low usage of network 
resources during normal operation, instead of the periodic updates.

 ■ Maintains a topology table - Maintains all the routes received from neighbors (not 
only the best paths) in a topology table. DUAL can insert backup routes into the 
EIGRP topology table.

 ■ Rapid convergence - In most cases, it is the fastest IGP to converge because it main-
tains alternate routes, enabling almost instantaneous convergence. If a primary route 
fails, the router can use the alternate route identified. The switchover to the alternate 
route is immediate and does not involve interaction with other routers.

 ■ Multiple network layer protocol support - EIGRP uses Protocol Dependent Modules 
(PDM), which means that it is the only protocol to include support for protocols other 
than IPv4 and IPv6, such as legacy IPX and AppleTalk.

3.2.2.3  Activity - Compare RIP and EIGRP

3.2.2.4  Packet Tracer - Comparing RIP and EIGRP Path Selection
PCA and PCB need to communicate. The path that the data takes between these end 
devices can travel through R1, R2, and R3, or it can travel through R4 and R5. The process 
by which routers select the best path depends on the routing protocol. We will examine 
the behavior of two distance vector routing protocols, Enhanced Interior Gateway Routing 
Protocol (EIGRP) and Routing Information Protocol version 2 (RIPv2).
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3.3 rIp and rIpng routing

3.3.1 Configuring the rIp protocol

3.3.1.1  Router RIP Configuration Mode
Although RIP is rarely used in modern networks, it is useful as a foundation for under-
standing basic network routing. For this reason, this section provides a brief overview of 
how to configure basic RIP settings and to verify RIPv2.

Refer to the reference topology in Figure 1 and the addressing table in Figure 2. In this sce-
nario, all routers have been configured with basic management features and all interfaces 
identified in the reference topology are configured and enabled. There are no static routes 
configured and no routing protocols enabled; therefore, remote network access is currently 
impossible. RIPv2 is used as the dynamic routing protocol. To enable RIP, use the router 
rip command, as shown in Figure 3. This command does not directly start the RIP pro-
cess. Instead, it provides access to the router configuration mode where the RIP routing 
settings are configured.

To disable and eliminate RIP, use the no router rip global configuration command. This 
command stops the RIP process and erases all existing RIP configurations.

Figure 4 displays the various RIP commands that can be configured. The highlighted key-
words are covered in this section.

3.3.1.2  Advertising Networks
By entering the RIP router configuration mode, the router is instructed to run RIP. But 
the router still needs to know which local interfaces it should use for communication with 
other routers, as well as which locally connected networks it should advertise to those 
routers.

To enable RIP routing for a network, use the network network-address router configura-
tion mode command. Enter the classful network address for each directly connected net-
work. This command:

 ■ Enables RIP on all interfaces that belong to a specific network. Associated interfaces 
now both send and receive RIP updates.

 ■ Advertises the specified network in RIP routing updates sent to other routers every 30 
seconds.

Note If a subnet address is entered, the IOS automatically converts it to the classful net-
work address. Remember RIPv1 is a classful routing protocol for IPv4. For example, enter-
ing the network 192.168.1.32 command would automatically be converted to network 
192.168.1.0 in the running configuration file. The IOS does not give an error message, but 
instead corrects the input and enters the classful network address.

In Figure 1, the network command is used to advertise the R1 directly connected net-
works.

Use the Syntax Checker in Figure 2 to configure a similar configuration on R2 and R3.
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3.3.1.3  Examining Default RIP Settings
The show ip protocols command displays the IPv4 routing protocol settings currently 
configured on the router. This output displayed in Figure 1 confirms most RIP parameters 
including:

 1. RIP routing is configured and running on router R1.

 2. The values of various timers; for example, the next routing update, is sent by R1 in 16 
seconds.

 3. The version of RIP configured is currently RIPv1.

 4. R1 is currently summarizing at the classful network boundary.

 5. The classful networks are advertised by R1. These are the networks that R1 include in 
its RIP updates.

 6. The RIP neighbors are listed including their next-hop IP address, the associated AD 
that R2 uses for updates sent by this neighbor and when the last update was received 
from this neighbor.

Note This command is also very useful when verifying the operations of other routing 
protocols (i.e., EIGRP and OSPF).

The show ip route command displays the RIP routes installed in the routing table. In 
Figure 2, R1 now knows about the highlighted networks.

Use the Syntax Checker in Figure 3 to verify the R2 and R3 RIP settings and routes.

3.3.1.4  Enabling RIPv2
By default, when a RIP process is configured on a Cisco router, it is running RIPv1, as 
shown in Figure 1. However, even though the router only sends RIPv1 messages, it can 
interpret both RIPv1 and RIPv2 messages. A RIPv1 router ignores the RIPv2 fields in the 
route entry.

Use the version 2 router configuration mode command to enable RIPv2, as shown in 
Figure 2. Notice how the show ip protocols command verifies that R2 is now config-
ured to send and receive version 2 messages only. The RIP process now includes the subnet 
mask in all updates, making RIPv2 a classless routing protocol.

Note Configuring version 1 enables RIPv1 only, while configuring no version returns 
the router to the default setting of sending version 1 updates but listening for version 1 or 
version 2 updates.

Figure 3 verifies that there are no RIP routes still in the routing table. This is because 
R1 is now only listening for RIPv2 updates. R2 and R3 are still sending RIPv1 updates. 
Therefore, the version 2 command must be configured on all routers in the routing 
domain.

Use the Syntax Checker in Figure 4 to enable RIPv2 on R2 and R3.
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3.3.1.5  Disabling Auto Summarization
As shown in Figure 1, RIPv2 automatically summarizes networks at major network bound-
aries by default, just like RIPv1.

To modify the default RIPv2 behavior of automatic summarization, use the no auto-
summary router configuration mode command as shown in Figure 2. This command has no 
effect when using RIPv1. When automatic summarization has been disabled, RIPv2 no lon-
ger summarizes networks to their classful address at boundary routers. RIPv2 now includes 
all subnets and their appropriate masks in its routing updates. The show ip protocols 
now states that automatic network summarization is not in effect.

Note RIPv2 must be enabled before automatic summarization is disabled.

Use the Syntax Checker in Figure 3 to disable automatic summarization on R2 and R3.

3.3.1.6  Configuring Passive Interfaces
By default, RIP updates are forwarded out all RIP enabled interfaces. However, RIP 
updates really only need to be sent out interfaces connecting to other RIP enabled routers.

For instance, refer to the topology in Figure 1. RIP sends updates out of its G0/0 inter-
face even though no RIP device exists on that LAN. R1 has no way of knowing this and, 
as a result, sends an update every 30 seconds. Sending out unneeded updates on a LAN 
impacts the network in three ways:

 ■ Wasted Bandwidth - Bandwidth is used to transport unnecessary updates. Because 
RIP updates are either broadcasted or multicasted; therefore, switches also forward the 
updates out all ports.

 ■ Wasted Resources - All devices on the LAN must process the update up to the trans-
port layers, at which point the devices will discard the update.

 ■ Security Risk - Advertising updates on a broadcast network is a security risk. RIP 
updates can be intercepted with packet sniffing software. Routing updates can be 
modified and sent back to the router, corrupting the routing table with false metrics 
that misdirect traffic.

Use the passive-interface router configuration command to prevent the transmission 
of routing updates through a router interface, but still allow that network to be advertised 
to other routers. The command stops routing updates out the specified interface. However, 
the network that the specified interface belongs to is still advertised in routing updates 
that are sent out other interfaces.

There is no need for R1, R2, and R3 to forward RIP updates out of their LAN interfaces. 
The configuration in Figure 2 identifies the R1 G0/0 interface as passive. The show ip 
protocols command is then used to verify that the Gigabit Ethernet interface was passive. 
Notice that the G0/0 interface is no longer listed as sending or receiving version 2 updates, 
but instead is now listed under the Passive Interface(s) section. Also notice that the net-
work 192.168.1.0 is still listed under Routing for Networks, which means that this network 
is still included as a route entry in RIP updates that are sent to R2.

Note All routing protocols support the passive-interface command.
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Use the Syntax Checker in Figure 3 to configure the LAN interface as a passive interface 
on R2 and R3.

As an alternative, all interfaces can be made passive using the passive-interface 
default command. Interfaces that should not be passive can be re-enabled using the no 
passive-interface command.

3.3.1.7  Propagating a Default Route
Refer to Figure 1. In this scenario, R1 is single-homed to a service provider. Therefore, all 
that is required for R1 to reach the Internet is a default static route going out of the Serial 
0/0/1 interface.

Similar default static routes could be configured on R2 and R3, but it is much more scal-
able to enter it one time on the edge router R1 and then have R1 propagate it to all other 
routers using RIP. To provide Internet connectivity to all other networks in the RIP rout-
ing domain, the default static route needs to be advertised to all other routers that use the 
dynamic routing protocol.

To propagate a default route, the edge router must be configured with:

 ■ A default static route using the ip route 0.0.0.0 0.0.0.0 exit-intf next-hop-
ip command.

 ■ The default-information originate router configuration command. This instructs 
R1 router to originate default information, by propagating the static default route in 
RIP updates.

The example in Figure 2 configures a fully specified default static route to the service pro-
vider and then the route is propagated by RIP. Notice that R1 now has a Gateway of Last 
Resort and default route installed in its routing table.

Use the Syntax Checker in Figure 3 to verify that the default route has been propagated to 
R2 and R3.

3.3.1.8  Packet Tracer - Configuring RIPv2
Although RIP is rarely used in modern networks, it is useful as a foundation for under-
standing basic network routing. In this activity, you will configure a default route, RIP 
version 2 with appropriate network statements and passive interfaces, and verify full con-
nectivity.

3.3.2 Configuring the rIpng protocol

3.3.2.1  Advertising IPv6 Networks
As with its IPv4 counterpart, RIPng is rarely used in modern networks. It is also useful as a 
foundation for understanding basic network routing. For this reason, this section provides a 
brief overview of how to configure basic RIPng.

Refer to the reference topology in the figure. In this scenario, all routers have been config-
ured with basic management features and all interfaces identified in the reference topology 
are configured and enabled. There are no static routes configured and no routing protocols 
enabled; therefore, remote network access is currently impossible.
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To enable an IPv6 router to forward IPv6 packets, the ipv6 unicast-routing must be 
configured.

Unlike RIPv2, RIPng is enabled on an interface and not in router configuration mode. In 
fact, there is no network network-address command available in RIPng. Instead, use the 
ipv6 rip domain-name enable interface configuration command.

In Figure 1, IPv6 unicast routing is enabled and the Gigabit Ethernet 0/0 and Serial 0/0/0 
interfaces are enabled for RIPng using the domain name RIP-AS.

Use the Syntax Checker in Figure 2 to configure a similar configuration on R2 and R3.

The process to propagate a default route in RIPng is identical to RIPv2 except that an IPv6 
default static route must be specified. For example, assume that R1 had an Internet con-
nection from a Serial 0/0/1 interface to IP address 2001:DB8:FEED:1::1/64. To propagate a 
default route, R3 would have to be configured with:

 ■ A default static route using the ipv6 route 0::/0 2001:DB8:FEED:1::1 global 
configuration command.

 ■ The ipv6 rip domain-name default-information originate interface configura-
tion mode command. This instructs R3 to be the source of the default route informa-
tion and propagate the default static route in RIPng updates sent out of the configured 
interface.

3.3.2.2  Examining the RIPng Configuration
In Figure 1, the show ipv6 protocols command does not provide the same amount of 
information as its IPv4 counterpart. However, it does confirm the following parameters:

 1. That RIPng routing is configured and running on router R1.

 2. The interfaces configured with RIPng.

The show ipv6 route command displays the routes installed in the routing table as 
shown in Figure 2. The output confirms that R1 now knows about the highlighted RIPng 
networks.

Notice that the R2 LAN is advertised as two hops away. This is because there is a differ-
ence in the way RIPv2 and RIPng calculate the hop counts. With RIPv2 (and RIPv1), the 
metric to the R2 LAN would be one hop. This is because the metric (hop count) that is 
displayed in the IPv4 routing table is the number of hops required to reach the remote net-
work (counting the next-hop router as the first hop). In RIPng, the sending router already 
considers itself to be one hop away; therefore, R2 advertises its LAN with a metric of 1. 
When R1 receives the update, it adds another hop count of 1 to the metric. Therefore, R1 
considers the R2 LAN to be two hops away. Similarly it considers the R3 LAN to be three 
hops away.

Appending the rip keyword to the command as shown in Figure 3 only lists RIPng net-
works.

Use the Syntax Checker in Figure 4 to verify the R2 and R3.
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3.3.2.3  Packet Tracer - Configuring RIPng
RIPng (RIP Next Generation) is a distance vector routing protocol for routing IPv6 
addresses. RIPng is based on RIPv2 and has the same administrative distance and 15 hop 
limitation. This activity will help you become more familiar with RIPng.

3.3.2.4  Lab - Configuring RIPv2
In this lab you will complete the following objectives:

 ■ Part 1: Build the Network and Configure Basic Device Settings

 ■ Part 2: Configure and Verify RIPv2 Routing

 ■ Part 3: Configure IPv6 on Devices

 ■ Part 4: Configure and Verify RIPng Routing

3.4 Link-State Dynamic routing

3.4.1 Link-State routing protocol Operation

3.4.1.1  Shortest Path First Protocols
Link-state routing protocols are also known as shortest path first protocols and are built 
around Edsger Dijkstra’s shortest path first (SPF) algorithm. The SPF algorithm is discussed 
in more detail in a later section.

The IPv4 link-state routing protocols are shown in the figure:

 ■ Open Shortest Path First (OSPF)

 ■ Intermediate System-to-Intermediate System (IS-IS)

Link-state routing protocols have the reputation of being much more complex than their 
distance vector counterparts. However, the basic functionality and configuration of link-
state routing protocols is equally straight-forward.

Just like RIP and EIGRP, basic OSPF operations can be configured using the:

 ■ router ospf process-id global configuration command

 ■ network command to advertise networks

3.4.1.2  Dijkstra’s Algorithm
All link-state routing protocols apply Dijkstra’s algorithm to calculate the best path route. 
The algorithm is commonly referred to as the shortest path first (SPF) algorithm. This algo-
rithm uses accumulated costs along each path, from source to destination, to determine 
the total cost of a route.

In the figure, each path is labeled with an arbitrary value for cost. The cost of the short-
est path for R2 to send packets to the LAN attached to R3 is 27. Each router determines 
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its own cost to each destination in the topology. In other words, each router calculates the 
SPF algorithm and determines the cost from its own perspective.

Note The focus of this section is on cost, which is determined by the SPF tree. For this 
reason, the graphics throughout this section show the connections of the SPF tree, not the 
topology. All links are represented with a solid black line.

3.4.1.3  SPF Example
The table in Figure 1 displays the shortest path and the accumulated cost to reach the iden-
tified destination networks from the perspective of R1.

The shortest path is not necessarily the path with the least number of hops. For example, 
look at the path to the R5 LAN. It might be assumed that R1 would send directly to R4 
instead of to R3. However, the cost to reach R4 directly (22) is higher than the cost to 
reach R4 through R3 (17).

Observe the shortest path for each router to reach each of the LANs, as shown in Figures 2 
to 5.

3.4.2 Link-State Updates

3.4.2.1  Link-State Routing Process
So exactly how does a link-state routing protocol work? With link-state routing protocols, 
a link is an interface on a router. Information about the state of those links is known as 
link-states.

Examine the topology in the figure. All routers in the topology will complete the following 
generic link-state routing process to reach a state of convergence:

 1. Each router learns about its own links and its own directly connected networks. This is 
done by detecting that an interface is in the up state.

 2. Each router is responsible for meeting its neighbors on directly connected networks. 
Link state routers do this by exchanging Hello packets with other link-state routers on 
directly connected networks.

 3. Each router builds a Link-State Packet (LSP) containing the state of each directly con-
nected link. This is done by recording all the pertinent information about each neigh-
bor, including neighbor ID, link type, and bandwidth.

 4. Each router floods the LSP to all neighbors. Those neighbors store all LSPs received 
in a database. They then flood the LSPs to their neighbors until all routers in the area 
have received the LSPs. Each router stores a copy of each LSP received from its neigh-
bors in a local database.

 5. Each router uses the database to construct a complete map of the topology and com-
putes the best path to each destination network. Like having a road map, the router 
now has a complete map of all destinations in the topology and the routes to reach 
them. The SPF algorithm is used to construct the map of the topology and to deter-
mine the best path to each network.
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Note This process is the same for both OSPF for IPv4 and OSPF for IPv6. The examples 
in this section refer to OSPF for IPv4.

3.4.2.2  Link and Link-State
The first step in the link-state routing process is that each router learns about its own links, 
its own directly connected networks. When a router interface is configured with an IP 
address and subnet mask, the interface becomes part of that network.

Refer to the topology in Figure 1. For purposes of this discussion, assume that R1 was 
previously configured and had full connectivity to all neighbors. However, R1 lost power 
briefly and had to restart.

During boot up R1 loads the saved startup configuration file. As the previously configured 
interfaces become active, R1 learns about its own directly connected networks. Regardless 
of the routing protocols used, these directly connected networks are now entries in the 
routing table.

As with distance vector protocols and static routes, the interface must be properly config-
ured with an IPv4 address and subnet mask, and the link must be in the up state before the 
link-state routing protocol can learn about a link. Also, like distance vector protocols, the 
interface must be included in one of the network router configuration statements before it 
can participate in the link-state routing process.

Figure 1 shows R1 linked to four directly connected networks:

 ■ FastEthernet 0/0 - 10.1.0.0/16

 ■ Serial 0/0/0 - 10.2.0.0/16

 ■ Serial 0/0/1 - 10.3.0.0/16

 ■ Serial 0/1/0 - 10.4.0.0/16

As shown in Figures 2 to 5, the link-state information includes:

 ■ The interface’s IPv4 address and subnet mask

 ■ The type of network, such as Ethernet (broadcast) or Serial point-to-point link

 ■ The cost of that link

 ■ Any neighbor routers on that link

Note Cisco’s implementation of OSPF specifies the OSPF routing metric as the cost of 
the link based on the bandwidth of the outgoing interface. For the purposes of this chapter, 
we are using arbitrary cost values to simplify the demonstration.

3.4.2.3  Say Hello
The second step in the link-state routing process is that each router is responsible for meet-
ing its neighbors on directly connected networks.
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Routers with link-state routing protocols use a Hello protocol to discover any neighbors 
on its links. A neighbor is any other router that is enabled with the same link-state routing 
protocol.

Click Play in the figure to view an animation on the link-state neighbor discovery process 
with Hello packets.

In the animation, R1 sends Hello packets out its links (interfaces) to discover if there are 
any neighbors. R2, R3, and R4 reply to the Hello packet with their own Hello packets 
because these routers are configured with the same link-state routing protocol. There 
are no neighbors out the FastEthernet 0/0 interface. Because R1 does not receive a Hello 
on this interface, it does not continue with the link-state routing process steps for the 
FastEthernet 0/0 link.

When two link-state routers learn that they are neighbors, they form an adjacency. These 
small Hello packets continue to be exchanged between two adjacent neighbors and serves 
as a keepalive function to monitor the state of the neighbor. If a router stops receiving 
Hello packets from a neighbor, that neighbor is considered unreachable and the adjacency 
is broken.

3.4.2.4  Building the Link-State Packet
The third step in the link-state routing process is that each router builds a link-state packet 
(LSP) containing the state of each directly connected link.

After a router has established its adjacencies, it can build its LSPs that contain the link-state 
information about its links. A simplified version of the LSP from R1 displayed in the figure 
would contain the following:

 1. R1; Ethernet network 10.1.0.0/16; Cost 2

 2. R1 -> R2; Serial point-to-point network; 10.2.0.0/16; Cost 20

 3. R1 -> R3; Serial point-to-point network; 10.3.0.0/16; Cost 5

 4. R1 -> R4; Serial point-to-point network; 10.4.0.0/16; Cost 20

3.4.2.5  Flooding the LSP
The fourth step in the link-state routing process is that each router floods the LSP to all 
neighbors, who then store all LSPs received in a database.

Each router floods its link-state information to all other link-state routers in the routing 
area. Whenever a router receives an LSP from a neighboring router, it immediately sends 
that LSP out all other interfaces except the interface that received the LSP. This process 
creates a flooding effect of LSPs from all routers throughout the routing area.

Click Play in the figure to view an animation on LSP flooding.

In the animation, notice how the LSPs are flooded almost immediately after being received 
without any intermediate calculations. Link-state routing protocols calculate the SPF algo-
rithm after the flooding is complete. As a result, link-state routing protocols reach conver-
gence very quickly.
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Remember that LSPs do not need to be sent periodically. An LSP only needs to be sent:

 ■ During initial startup of the routing protocol process on that router (e.g., router restart)

 ■ Whenever there is a change in the topology (e.g., a link going down or coming up, a 
neighbor adjacency being established or broken)

In addition to the link-state information, other information is included in the LSP, such as 
sequence numbers and aging information, to help manage the flooding process. This infor-
mation is used by each router to determine if it has already received the LSP from another 
router or if the LSP has newer information than what is already contained in the link-state 
database. This process allows a router to keep only the most current information in its link-
state database.

3.4.2.6  Building the Link-State Database
The final step in the link-state routing process is that each router uses the database to con-
struct a complete map of the topology and computes the best path to each destination 
network.

Eventually, all routers receive an LSP from every other link-state router in the routing area. 
These LSPs are stored in the link-state database.

The example in the figure displays the link-state database content of R1.

As a result of the flooding process, R1 has learned the link-state information for each 
router in its routing area. Notice that R1 also includes its own link-state information in the 
link-state database.

With a complete link-state database, R1 can now use the database and the shortest path 
first (SPF) algorithm to calculate the preferred path or shortest path to each network 
resulting in the SPF tree.

3.4.2.7  Building the SPF Tree
Each router in the routing area uses the link-state database and SPF algorithm to construct 
the SPF tree.

For example, using the link-state information from all other routers, R1 can now begin to 
construct an SPF tree of the network. To begin, the SPF algorithm interprets each router’s 
LSP to identify networks and associated costs.

In Figure 1, R1 identifies its directly connected networks and costs.

In Figures 2 through 5, R1 keeps adding any unknown network and associated costs to the 
SPF tree. Notice that R1 ignores any networks it has already identified.

The SPF algorithm then calculates the shortest paths to reach each individual network 
resulting in the SPF tree as shown in Figure 6. R1 now has a complete topology view of the 
link-state area.

Each router constructs its own SPF tree independently from all other routers. To ensure 
proper routing, the link-state databases used to construct those trees must be identical on 
all routers.
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3.4.2.8  Adding OSPF Routes to the Routing Table
Using the shortest path information determined by the SPF algorithm, these paths can now 
be added to the routing table. The figure shows the routes that have now been added to 
R1’s IPv4 routing table.

The routing table also includes all directly connected networks and routes from any other 
sources, such as static routes. Packets are now forwarded according to these entries in the 
routing table.

3.4.2.9  Activity - Building the Link-State Database and SPF Tree

3.4.3 Why Use Link-State routing protocols

3.4.3.1  Why Use Link-State Protocols?
As shown in the figure, there are several advantages of link-state routing protocols com-
pared to distance vector routing protocols.

 ■ Builds a Topological Map - Link-state routing protocols create a topological map, or 
SPF tree of the network topology. Because link-state routing protocols exchange link-
states, the SPF algorithm can build an SPF tree of the network. Using the SPF tree, 
each router can independently determine the shortest path to every network.

 ■ Fast Convergence - When receiving an LSP, link-state routing protocols immediately 
flood the LSP out all interfaces except for the interface from which the LSP was 
received. In contrast, RIP needs to process each routing update and update its routing 
table before flooding them out other interfaces.

 ■ Event-driven Updates - After the initial flooding of LSPs, link-state routing protocols 
only send out an LSP when there is a change in the topology. The LSP contains only 
the information regarding the affected link. Unlike some distance vector routing proto-
cols, link-state routing protocols do not send periodic updates.

 ■ Hierarchical Design - Link-state routing protocols use the concept of areas. Multiple 
areas create a hierarchical design to networks, allowing for better route aggregation 
(summarization) and the isolation of routing issues within an area.

Link-state protocols also have a few disadvantages compared to distance vector routing 
protocols:

 ■ Memory Requirements - Link-state protocols require additional memory to create and 
maintain the link-state database and SPF tree.

 ■ Processing Requirements - Link-state protocols can also require more CPU process-
ing than distance vector routing protocols. The SPF algorithm requires more CPU time 
than distance vector algorithms such as Bellman-Ford, because link-state protocols 
build a complete map of the topology.

 ■ Bandwidth Requirements - The flooding of link-state packets can adversely affect 
the available bandwidth on a network. This should only occur during initial startup of 
routers, but can also be an issue on unstable networks.

Refer to
Interactive Graphic
in online course.



94    Routing Protocols Course Booklet

3.4.3.2  Disadvantages of Link-State Protocols
Modern link-state routing protocols are designed to minimize the effects on memory, CPU, 
and bandwidth. The use and configuration of multiple areas can reduce the size of the link-
state databases. Multiple areas can also limit the amount of link-state information flooding 
in a routing domain and send LSPs only to those routers that need them. When there is 
a change in the topology, only those routers in the affected area receive the LSP and run 
the SPF algorithm. This can help isolate an unstable link to a specific area in the routing 
domain.

For example, in the figure, there are three separate routing domains: area 1, area 0, and area 
51. If a network in area 51 goes down, the LSP with the information about this downed 
link is only flooded to other routers in that area. Only those routers in area 51 need to 
update their link-state databases, rerun the SPF algorithm, create a new SPF tree, and 
update their routing tables. Routers in other areas learn that this route is down, but this is 
done with a type of LSP that does not cause them to rerun their SPF algorithm. Routers in 
other areas can update their routing tables directly.

3.4.3.3  Protocols that Use Link-State
There are only two link-state routing protocols, OSPF and IS-IS.

Open Shortest Path First (OSPF) is the most popular implementation. It was designed by 
the Internet Engineering Task Force (IETF) OSPF Working Group. The development of 
OSPF began in 1987 and there are two current versions in use:

 ■ OSPFv2 - OSPF for IPv4 networks (RFC 1247 and RFC 2328)

 ■ OSPFv3 - OSPF for IPv6 networks (RFC 2740)

Note With the OSPFv3 Address Families feature, OSPFv3 includes support for both IPv4 
and IPv6.

IS-IS was designed by International Organization for Standardization (ISO) and is 
described in ISO 10589. The first incarnation of this routing protocol was developed at 
Digital Equipment Corporation (DEC) and is known as DECnet Phase V. Radia Perlman 
was the chief designer of the IS-IS routing protocol.

IS-IS was originally designed for the OSI protocol suite and not the TCP/IP protocol suite. 
Later, Integrated IS-IS, or Dual IS-IS, included support for IP networks. Although IS-IS has 
been known as the routing protocol used mainly by ISPs and carriers, more enterprise net-
works are beginning to use IS-IS.

OSPF and IS-IS share many similarities and also have many differences. There are many 
pro-OSPF and pro-IS-IS factions who discuss and debate the advantages of one routing 
protocol over the other. Both routing protocols provide the necessary routing functional-
ity.
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3.5 the routing table

3.5.1 parts of an Ipv4 route entry

3.5.1.1  Routing Table Entries
The topology displayed in Figure 1 is used as the reference topology for this section. 
Notice that in the topology:

 ■ R1 is the edge router that connects to the Internet. Therefore, it is propagating a 
default static route to R2 and R3.

 ■ R1, R2, and R3 contain discontiguous networks separated by another classful network.

 ■ R3 is also introducing a 192.168.0.0/16 supernet route.

Figure 2 displays the IPv4 routing table of R1 with directly connected, static, and dynamic 
routes.

Note The routing table hierarchy in Cisco IOS was originally implemented with the 
classful routing scheme. Although the routing table incorporates both classful and classless 
addressing, the overall structure is still built around this classful scheme.

3.5.1.2  Directly Connected Entries
As highlighted in Figure 1, the routing table of R1 contains three directly connected net-
works. Notice that two routing table entries are automatically created when an active 
router interface is configured with an IP address and subnet mask.

Figure 2 displays one of the routing table entries on R1 for the directly connected net-
work 172.16.1.0. These entries were automatically added to the routing table when the 
GigabitEthernet 0/0 interface was configured and activated. The entries contain the follow-
ing information:

 ■ Route source - Identifies how the route was learned. Directly connected interfaces 
have two route source codes. C identifies a directly connected network. Directly con-
nected networks are automatically created whenever an interface is configured with an 
IP address and activated. L identifies that this is a local route. Local routes are auto-
matically created whenever an interface is configured with an IP address and activated.

 ■ Destination network - The address of the remote network and how that network is 
connected.

 ■ Outgoing interface - Identifies the exit interface to use when forwarding packets to 
the destination network.

Note Local routing table entries did not appear in routing tables prior to IOS release 15.
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A router typically has multiple interfaces configured. The routing table stores information 
about both directly connected and remote routes. As with directly connected networks, 
the route source identifies how the route was learned. For instance, common codes for 
remote networks include:

 ■ S - Identifies that the route was manually created by an administrator to reach a spe-
cific network. This is known as a static route.

 ■ D - Identifies that the route was learned dynamically from another router using the 
EIGRP routing protocol.

 ■ O - Identifies that the route was learned dynamically from another router using the 
OSPF routing protocol.

 ■ R - Identifies that the route was learned dynamically from another router using the RIP 
routing protocol.

3.5.1.3  Remote Network Entries
The figure displays an IPv4 routing table entry on R1 for the route to remote network 
172.16.4.0 on R3. The entry identifies the following information:

 ■ Route source - Identifies how the route was learned.

 ■ Destination network - Identifies the address of the remote network.

 ■ Administrative distance - Identifies the trustworthiness of the route source.

 ■ Metric - Identifies the value assigned to reach the remote network. Lower values indi-
cate preferred routes.

 ■ Next hop - Identifies the IPv4 address of the next router to forward the packet to.

 ■ Route timestamp - Identifies from when the route was last heard.

 ■ Outgoing interface - Identifies the exit interface to use to forward a packet toward the 
final destination.

3.5.1.4  Activity - Identify Parts of an IPv4 Routing Table Entry

3.5.2 Dynamically Learned Ipv4 routes

3.5.2.1  Routing Table Terms
A dynamically built routing table provides a great deal of information, as shown in the fig-
ure. Therefore, it is crucial to understand the output generated by the routing table. Special 
terms are applied when discussing the contents of a routing table.

The Cisco IP routing table is not a flat database. The routing table is actually a hierarchical 
structure that is used to speed up the lookup process when locating routes and forwarding 
packets. Within this structure, the hierarchy includes several levels.
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Routes are discussed in terms of:

 ■ Ultimate route

 ■ Level 1 route

 ■ Level 1 parent route

 ■ Level 2 child routes

3.5.2.2  Ultimate Route
An ultimate route is a routing table entry that contains either a next-hop IPv4 address or 
an exit interface. Directly connected, dynamically learned, and local routes are ultimate 
routes.

In the figure, the highlighted areas are examples of ultimate routes. Notice that all of these 
routes specify either a next-hop IPv4 address or an exit interface.

3.5.2.3  Level 1 Route
A level 1 route is a route with a subnet mask equal to or less than the classful mask of the 
network address. Therefore, a level 1 route can be a:

 ■ Network route - A network route that has a subnet mask equal to that of the classful 
mask.

 ■ Supernet route - A supernet route is a network address with a mask less than the class-
ful mask, for example, a summary address.

 ■ Default route - A default route is a static route with the address 0.0.0.0/0.

The source of the level 1 route can be a directly connected network, static route, or a 
dynamic routing protocol.

Figure 1 highlights how level 1 routes are also ultimate routes.

Figure 2 highlights level 1 routes.

3.5.2.4  Level 1 Parent Route
As illustrated in Figure 1, a level 1 parent route is a level 1 network route that is subnetted. 
A parent route can never be an ultimate route.

Figure 2 highlights the level 1 parent routes in the routing table of R1. In the routing table, 
it basically provides a heading for the specific subnets it contains. Each entry displays the 
classful network address, the number of subnets and the number of different subnet masks 
that the classful address has been subdivided into.

3.5.2.5  Level 2 Child Route
A level 2 child route is a route that is a subnet of a classful network address. As illustrated 
in Figure 1, a level 1 parent route is a level 1 network route that is subnetted. A level 1 par-
ent routes contain level 2 child routes, as shown in Figure 2.
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Like a level 1 route, the source of a level 2 route can be a directly connected network, a 
static route, or a dynamically learned route. Level 2 child routes are also ultimate routes.

Note The routing table hierarchy in Cisco IOS has a classful routing scheme. A level 1 
parent route is the classful network address of the subnet route. This is the case even if a 
classless routing protocol is the source of the subnet route.

Figure 3 highlights the child routes in the routing table of R1.

3.5.2.6  Activity - Identify Parent and Child IPv4 Routes

3.5.3 the Ipv4 route Lookup process

3.5.3.1  Route Lookup Process
When a packet arrives on a router interface, the router examines the IPv4 header, identifies 
the destination IPv4 address, and proceeds through the router lookup process.

In Figure 1, the router examines level 1 network routes for the best match with the destina-
tion address of the IPv4 packet.

 1. If the best match is a level 1 ultimate route, then this route is used to forward the pack-
et.

 2. If the best match is a level 1 parent route, proceed to the next step.

  In Figure 2, the router examines child routes (the subnet routes) of the parent route for 
a best match.

 3. If there is a match with a level 2 child route, that subnet is used to forward the packet.

 4. If there is not a match with any of the level 2 child routes, proceed to the next step.

  In Figure 3, the router continues searching level 1 supernet routes in the routing table 
for a match, including the default route, if there is one.

 5. If there is now a lesser match with a level 1 supernet or default routes, the router uses 
that route to forward the packet.

 6. If there is not a match with any route in the routing table, the router drops the packet.

Note A route referencing only a next-hop IP address and not an exit interface must be 
resolved to a route with an exit interface. A recursive lookup is performed on the next-hop 
IP address until the route is resolved to an exit interface.

3.5.3.2  Best Route = Longest Match
What is meant by the router must find the best match in the routing table? Best match is 
equal to the longest match.

For there to be a match between the destination IPv4 address of a packet and a route in the 
routing table, a minimum number of far left bits must match between the IPv4 address of 
the packet and the route in the routing table. The subnet mask of the route in the routing 
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table is used to determine the minimum number of far left bits that must match. Remember 
that an IPv4 packet only contains the IPv4 address and not the subnet mask.

The best match is the route in the routing table that has the most number of far left match-
ing bits with the destination IPv4 address of the packet. The route with the greatest num-
ber of equivalent far left bits, or the longest match, is always the preferred route.

In the figure, a packet is destined for 172.16.0.10. The router has three possible routes 
that match this packet: 172.16.0.0/12, 172.16.0.0/18, and 172.16.0.0/26. Of the three 
routes, 172.16.0.0/26 has the longest match and is therefore chosen to forward the packet. 
Remember, for any of these routes to be considered a match there must be at least the 
number of matching bits indicated by the subnet mask of the route.

3.5.3.3  Activity - Determine the Longest Match Route

3.5.4 analyze an Ipv6 routing table

3.5.4.1  IPv6 Routing Table Entries
Components of the IPv6 routing table are very similar to the IPv4 routing table. For 
instance, it is populated using directly connected interfaces, static routes, and dynamically 
learned routes.

Because IPv6 is classless by design, all routes are effectively level 1 ultimate routes. There 
is no level 1 parent of level 2 child routes.

The topology displayed in the figure is used as the reference topology for this section. 
Notice that in the topology:

 ■ R1, R2, and R3 are configured in a full mesh topology. All routers have redundant 
paths to various networks.

 ■ R2 is the edge router and connects to the ISP; however, a default static route is not 
being advertised.

 ■ EIGRP for IPv6 has been configured on all three routers.

3.5.4.2  Directly Connected Entries
The routing table of R1 is displayed in Figure 1 using the show ipv6 route command. 
Although, the command output is displayed slightly differently than in the IPv4 version, it 
still contains the relevant route information.

Figure 2 highlights the connected network and local routing table entries of the directly 
connected interfaces. The three entries were added when the interfaces were configured 
and activated.

As shown in Figure 3, directly connected route entries display the following information:

 ■ Route source - Identifies how the route was learned. Directly connected interfaces 
have two route source codes (C identifies a directly connected network while L identi-
fies that this is a local route.)

 ■ Directly connected network - The IPv6 address of the directly connected network.
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 ■ Administrative distance - Identifies the trustworthiness of the route source. IPv6 uses 
the same distances as IPv4. A value of 0 indicates the best, most trustworthy source.

 ■ Metric - Identifies the value assigned to reach the remote network. Lower values indi-
cate preferred routes.

 ■ Outgoing interface - Identifies the exit interface to use when forwarding packets to 
the destination network.

Note The serial links have reference bandwidths configured to observe how EIGRP 
metrics select the best route. The reference bandwidth is not a realistic representation of 
modern networks. It is used only to provide a visual sense of link speed.

3.5.4.3  Remote IPv6 Network Entries
Figure 1 highlights the routing table entries for the three remote networks (i.e., R2 LAN, 
R3 LAN, and the link between R2 and R3). The three entries were added by the EIGRP.

Figure 2 displays a routing table entry on R1 for the route to remote network 
2001:DB8:CAFE:3::/64 on R3. The entry identifies the following information:

 ■ Route source - Identifies how the route was learned. Common codes include O 
(OSPF), D (EIGRP), R (RIP), and S (Static route).

 ■ Destination network - Identifies the address of the remote IPv6 network.

 ■ Administrative distance - Identifies how trustworthiness of the route source. IPv6 
uses the same distances as IPv4.

 ■ Metric - Identifies the value assigned to reach the remote network. Lower values indi-
cate preferred routes.

 ■ Next hop - Identifies the IPv6 address of the next router to forward the packet to.

 ■ Outgoing interface - Identifies the exit interface to use to forward a packet toward the 
final destination.

When an IPv6 packet arrives on a router interface, the router examines the IPv6 header and 
identifies the destination IPv6 address. The router then proceeds through the following 
router lookup process.

The router examines level 1 network routes for the best match with the destination address 
of the IPv6 packet. Just like IPv4, the longest match is the best match. For example, if 
there are multiple matches in the routing table, the router chooses the route with the lon-
gest match. A match is made by matching the far left bits of the packet’s destination IPv6 
address with the IPv6 prefix and prefix-length in the IPv6 routing table.

3.5.4.4  Activity - Identify Parts of an IPv6 Routing Table Entry
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3.6 Summary

3.6.1.1  Class Activity IPv6 - Details, Details...

IPv6 – Details, Details...

After studying the concepts presented in this chapter concerning IPv6, you should be able 
to read a routing table easily and interpret the IPv6 routing information listed within it.

With a partner, use the IPv6 routing table diagram and the .pdf provided with this activity.

Record your answers to the Reflection questions.

Then compare your answers with, at least, one other group from the class.

3.6.1.2  Summary
Dynamic routing protocols are used by routers to facilitate the exchange of routing infor-
mation between routers. The purpose of dynamic routing protocols includes: discovery of 
remote networks, maintaining up-to-date routing information, choosing the best path to 
destination networks, and ability to find a new best path if the current path is no longer 
available. While dynamic routing protocols require less administrative overhead than static 
routing, they do require dedicating part of a router’s resources for protocol operation, 
including CPU time and network link bandwidth.

Networks typically use a combination of both static and dynamic routing. Dynamic rout-
ing is the best choice for large networks and static routing is better for stub networks.

Routing protocols are responsible for discovering remote networks, as well as maintaining 
accurate network information. When there is a change in the topology routing protocols 
propagate that information throughout the routing domain. The process of bringing all 
routing tables to a state of consistency, where all of the routers in the same routing domain 
or area have complete and accurate information about the network, is called convergence. 
Some routing protocols converge faster than others.

Routing protocols can be classified as either classful or classless, distance-vector or link-
state, and an interior gateway protocol or an exterior gateway protocol.

Distance vector protocols use routers as “sign posts” along the path to the final destination. 
The only information a router knows about a remote network is the distance or metric to 
reach that network and which path or interface to use to get there. Distance vector routing 
protocols do not have an actual map of the network topology.

A router configured with a link-state routing protocol can create a complete view or topol-
ogy of the network by gathering information from all of the other routers.

Metrics are used by routing protocols to determine the best path or shortest path to reach 
a destination network. Different routing protocols may use different metrics. Typically, a 
lower metric means a better path. Metrics can be determined by hops, bandwidth, delay, 
reliability, and load.

Routers sometimes learn about multiple routes to the same network from both static 
routes and dynamic routing protocols. When a router learns about a destination network 
from more than one routing source, Cisco routers use the administrative distance value to 
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determine which source to use. Each dynamic routing protocol has a unique administrative 
value, along with static routes and directly connected networks. The lower the administra-
tive value, the more preferred the route source. A directly connected network is always the 
preferred source, followed by static routes and then various dynamic routing protocols.

The show ip protocols command displays the IPv4 routing protocol settings currently 
configured on the router. For IPv6, use show ipv6 protocols.

With link-state routing protocols such as OSPF, a link is an interface on a router. 
Information about the state of those links is known as link-states. All link-state routing 
protocols apply Dijkstra’s algorithm to calculate the best path route. The algorithm is com-
monly referred to as the shortest path first (SPF) algorithm. This algorithm uses accumulat-
ed costs along each path, from source to destination, to determine the total cost of a route.
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Chapter 3 Quiz
This quiz is designed to provide an additional opportunity to practice the skills and knowl-
edge presented in the chapter and to prepare for the chapter exam. You will be allowed 
multiple attempts and the grade does not appear in the gradebook.

Chapter 3 exam
The chapter exam assesses your knowledge of the chapter content.
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