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Corrections for October 7, 2016
	Pg
	Error – Fourth Printing
	Correction

	143
	Chapter 3, Table 3-11, Kernel proxy firewalls, Advantages and Disadvantages columns

Remove sentence from Disadvantage column and list under Advantages column
	Sentence to move from Disadvantage column to Advantages column:

Don’t impact performance as a do application layer proxies


Corrections for October 7, 2016
	Pg
	Corrected Page Number 
	Correction - 

	589
	Appendix A, Chapter 3, Question 6, Answer

Reads:

6.  B.
	Should read:  (the explanation is correct)

6.  D.


Corrections for August 12, 2016
	Pg
	Error – Fourth Printing
	Correction

	597
	Appendix A, Chapter 2, Answer to Question 6 (note: the explanation is correct)

Reads:

6. A.
	Should read:

6. B.


Corrections for July 15, 2016
	Pg
	Error – Fourth Printing
	Correction

	3
	Introduction, The CASP Exam, Second Paragraph, Last Sentence

Reads:

While no perquisites exist to take the exam, it is often the next step for many security professionals after passing the CompTIA Security+ exam.
	Should read:

While no prerequisites exist to take the exam, it is often the next step for many security professionals after passing the CompTIA Security+ exam.


Corrections for January 20, 2016
	Pg
	Error – Second Printing
	Correction

	44
	Chapter 1, Table 1-1, Block Size for AES

Reads:

128,192,or 256 bits
	Should read:

128


Corrections for September 11, 2015
	Pg
	Error – Second Printing
	Correction

	589
	Appendix A, Chapter 3, Question 6, Answer

Reads:

6.  B.
	Should read:  (the explanation is correct)

6.  D.


Corrections for June 12, 2015
	Pg
	Error – First Printing
	Correction

	210
	Chapter 4, Type I Hypervisor, Last Sentence of Paragraph

Reads:

Examples of these are VMware Workstation and Oracle VirtualBox.
	Should read:

Examples of these are Citrix XenServer, Microsoft Hyper-V and VMware vSphere.


Corrections for June 2, 2015
	Pg
	Error
	Correction

	38
	Chapter 1, SSL/TLS, First Paragraph, First Sentence

Reads:

Secure Sockets Layer (SSL) is a transport-layer protocol that provides encryption, server and client authentication, and message integrity.
	Should read:

Secure Sockets Layer (SSL) is a protocol that provides encryption, server and client authentication, and message integrity.  It interfaces with the Application and Transport layer but does not really operate within these layers.

	68
	Chapter 1, First Paragraph, Last Sentence

Reads:

But compromise of a user’s public key in the PGP system means that the user must contact everyone with whom she has shared his key to ensure that this key is removed from the key ring file.
	Should read:

But compromise of a user’s private key in the PGP system means that the user must contact everyone with whom she has shared his key to ensure that this key is removed from the key ring file.97

	68
	Chapter 1, Secure Sockets Layer (SSL), Second Paragraph, Second Sentence

Reads:

It works at the application layer of the OSI model and is used mainly to protect HTTP traffic or the web servers.
	Should read:
It interfaces with the Application and Transport layers but does not really operate within these layers.  It is mainly used to protect HTTP traffic or web servers.


	97
	Chapter 2, Figure 2-15

Replace with new figure
	Replace with:

[image: image1.emf]

	149
	Chapter 3, Figure 3-18

Remove both D M Z lines (vertical)
	Place the D M Z line between the Firewall and Web Server (horizontal)

	153
	Chapter 3, Table 3-13, Service for FTP, Transport Protocols and Port Numbers

Reads:

TCP and UDP: port 20, UCP: port 21
	Should read:

TCP: port 20 and port 21

	153
	Chapter 3, Table 3-13, Service for SFTP, Transport Protocols and Port Numbers

Reads:

TCP and UDP: port 22 (uses SSH)
	Should read:

TCP:  port 22 (SSH)

	174
	Chapter 3, Route Protection, Second Paragraph, Third Sentence

Reads:

You should always use MD5 authentication when possible as it encrypts the exchanges between the routers, while simple password authentication does not.
	Should read:

You should always use MD5 authentication when possible as it ensures the integrity of the information contained in the update and it verifies that source of the exchange between the routers, while simple password authentication does not.

	174
	Chapter 3, Route Protection, Last Paragraph

Reads:

After that, you tell OSPF to use MD5 authentication on the OSPF routing process as follows, entering the commands on both routers:
	Should read:

The first example configured the MD5 authentication at the interface level. It can be done on ALL interfaces on the router that belong to the same OSPF area by configuring the MD5 authentication on an area basis instead as shown below:

	186
	Chapter 3, Question 1, Answer d

Reads:

d. NAT
	Should read:

d. nslookup
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