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Foreword
When I entered law enforcement in 1983, there were no personal comput-
ers and therefore no type of cyber crime. Had anyone said the name
“cyber crime” back then, we would have thought they were talking about
a movie involving superheroes! Fast forward to today, and law enforce-
ment along with the rest of the world comes to a grinding halt when com-
puters malfunction or are otherwise interrupted.  

We often joke about how were we able to get along before we had comput-
ers and cell phones. But if there is one crime that has changed how we do
business, it is indeed cyber crime. It has revolutionized the field of law
enforcement. Child predators in particular are now able to trade images
worldwide of real children being sexually exploited and tortured from the
comfort of their own homes. These crimes defy jurisdictional and political
boundaries. Adults who are sexually attracted to children can easily find
and manipulate children online. These are the worst of the cyber crimes,
and there are simply not enough trained police officers in the world to
stop them.

As history shows, where there is a new way to commit crimes, criminals
will find it. Computers and the associated technology that comes with
them is the proverbial double-edged sword. It is an avenue that opens up
all possibilities for good and for evil. We live in a unique time when chil-
dren are growing up in what can best be described as an Internet society.
Their parents (my generation) know far less about the Internet than they
do. But the criminals are right there with them.

There is no better time than now for Cyber Crime Fighters: Tales from the
Trenches to be written and published. Both authors bring their own unique
perspective and firsthand experience to this subject. This book should be
mandatory reading for every rookie officer attending the police academy,
as well as every seasoned officer, and for all citizens who want to protect
themselves and their families. We may never have enough trained officers
to defeat these crimes, but through education, we can enable the public to
defend themselves so that they never become victims in the first place. 

—Janet Champlin

Retired Captain Janet Champlin is the 2008 recipient of the Women in Law
Enforcement Excellence in Performance Award. As Captain of Detectives, she
oversaw the Internet Crimes Against Children Task Force. A graduate of the FBI
National Academy, she now operates the Black Dog Investigative Agency LLC.
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1
Cyber Stalking

Toni emerged from her hairdressing appointment to find her ex-
boyfriend, Frank, a violent young man who once put her in the emer-
gency room with a broken rib, sitting across the street on a bench.
Walking quickly to her car, Toni, hands shaking, fumbled to find the
release lock. Once inside, she locked all the doors and sped off. This
was the fourth time in the last week that Frank had found out where
she was going. She headed toward her friend Claire’s house, checking
in the rearview mirror the whole way to see if she spotted Frank’s car.
She deliberately made several wrong turns and circled the block three
times to ensure no one was following her. Two hours later and feeling
much better from her visit with her friend, Toni stepped out of Claire’s
house only to find Frank sitting across the street again.

How did Frank always know where Toni was? Just prior to their
breakup, Frank had installed a small receiver inside Toni’s car that he
had purchased on the Internet for $500 (see Figure 1.1). This GPS
Snitch device is no bigger than a set of keys and can be hidden in just
about anything—a bag, a car—to give a stalker instantaneous knowl-
edge of someone’s whereabouts. It runs on batteries but can be hard-
wired into a vehicle to eliminate the need for batteries. It was hidden
behind the dashboard. The receiver, which was hard-wired into the
vehicle, was feeding Toni’s whereabouts to Frank 24 hours a day, 7
days a week. All Frank had to do was dial up his cell phone or access
a computer to find out exactly where Toni’s car was (see Figure 1.2).
The map overlay shows the path of a vehicle equipped with GPS
Snitch. The path and location can be retrieved via an Internet browser
or a web-enabled cell phone. If the cell phone is not web-enabled
(meaning it cannot display an Internet page), the location can be sent
via text message (“123 Main Street @ 10:05AM”) at regular intervals.
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FIGURE 1.1

GPS Snitch device

(Courtesy Max Borges Agency)

FIGURE 1.2

Map overlay that shows the path of a vehicle equipped with GPS Snitch

High-Tech Stalkers
Many people are familiar with the term stalking, but few understand the
concept of cyber stalking, which is stalking with a technology component
to it. Whether someone is stalking via the Internet or stalking using the
many tech tools available for purchase for tracking and snooping on
another person, it is cyber stalking.



Many stalkers consider finding
and tracking someone a personal
challenge, a way of proving that
they are smarter than their target.
Other times, stalkers’ efforts are
aimed at trying to upset and pro-
voke their victims by constantly
reminding them of their presence.
Combine that warped mentality
with a little technical knowledge,
and it’s like leaving a car unlocked with the keys in the ignition.
Unfortunately, many people (both men and women) lack the knowledge to
understand how someone is tracking them.

In this book, we provide numerous examples of cases from both the media
and our own experiences in law enforcement with one goal in mind—to
make you aware of all the dangers of cyber crime. The more you know,
the better your chances are of never becoming a victim.

We not only want to share the tools of cyber criminals, but in the case of
cyber stalkers, we explain how they think. We’ll put you inside the head of
someone who derives devious pleasure in proving he is smarter than his
victim and controlling his victim.

GPS FOR THE EX-SPOUSE
Sonya could not understand how her ex-husband always managed to find
her. Their marriage had ended rather amicably, or so she thought, so it
seemed like more of a coincidence than anything that Peter always
seemed to know where she’d been.

“How was the new restaurant?” he asked her one day on the phone.

Sonya knew she hadn’t told him about going to the newly opened restaurant
with her date, a man she had just begun seeing. But Peter seemed to know
everywhere she’d been—whether she’d walked there or had driven. Peter
knew when Sonya was at the public library, when she’d taken their son to
the pediatrician, and when she went out with Hank, the new man in her life.

How did Peter know Sonya’s whereabouts? One day, while Peter came to
pick up their son, Sonya left her cell phone on the counter. When Peter
insisted that their son would need warmer clothes, Sonya went with her
son up into his bedroom to pack more clothing. In the 3 minutes that
Sonya was upstairs, Peter had managed to enable GPS (Global Positioning
System) tracking on Sonya’s cell phone (see Figure 1.3).
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FIGURE 1.3

GPS cell phone tracking

The genesis of GPS was to try and track fleets of trucks making deliveries.
By tracking fleets, companies could find the most cost-effective routes to
send the trucks on. The technology later emerged on cell phones, whereby
a person’s location could be determined if ever they had an emergency.
When you purchase a cell phone these days, it likely has a feature that
can be turned on or off to broadcast the general area you’re calling from.
But this same feature can easily be used to determine your whereabouts
at all times to someone who wants to track you.

“How I Stalked My Girlfriend”
In his February 1, 2006 blog, “How I Stalked My Girlfriend,” appearing in
The Guardian (London), columnist Ben Goldacre writes about how easy it
was to set up GPS tracking on his girlfriend’s cell phone. He did so with
her permission, of course, but even so, he was astounded at how quick
and easy it was to do:

I unplugged her phone and took it upstairs to register it on a website I had
been told about…. I ticked the website’s terms and conditions without read-
ing them, put in my debit card details, and bought 25 GPS Credits for £5.

Almost immediately, my girlfriend’s phone vibrated with a new text message.
“Ben Goldacre has requested to add you to their Buddy List! To accept, sim-
ply reply to this message with ‘LOCATE.’” I sent the requested reply. The



phone vibrated again. A second text arrived: “WARNING: [this service]
allows other people to know where you are. For your own safety make sure
that you know who is locating you.” I deleted both these text messages.

On the website, I see the familiar number in my list of “GPS devices” and I
click “locate.” A map appears of the area in which we live, with a person-
shaped blob in the middle, roughly 100 yards from our home. The phone
doesn’t go off at all. There is no trace of what I’m doing on her phone. I can’t
quite believe my eyes: I knew that the police could do this, and telecommuni-
cations companies, but not any old random person with five minutes access
to someone else’s phone. I can’t find anything in her mobile that could possi-
bly let her know that I’m checking her location. As devious systems go, it’s
foolproof. I set up the website to track her at regular intervals, take a snap-
shot of her whereabouts automatically, every half hour, and plot her path on
the map, so that I can view it at my leisure. It felt, I have to say, exceedingly
wrong.” (Source: http://www.guardian.co.uk/technology/2006/feb/01/news.g2)

COMPUTER KEY STROKE STALKING
When Annette ended her relationship with her partner, Deborah, she imme-
diately changed her email address, advising only those she most closely
trusted of what her new address was. But Deborah seemed to always be able
to find out what Annette’s new address was. Annette switched from Yahoo!
to Google Mail thinking it would make a difference, but it did not. Annette
knew her closest friends and family would not divulge her new address, yet
within a day or two, she would receive another email from Deborah.

Unbeknownst to Annette, prior to the end of their relationship, Deborah
had installed a keylogging program, one of dozens available on the
Internet, on Annette’s computer (see Figure 1.4). This keystroke-logging
program, many types of which are available for free, was not only record-
ing every keystroke Annette made, but was also recording the passwords
to every account Annette had. Annette frequently checked her bank bal-
ance and paid her bills online. When Annette continued to reject
Deborah’s efforts to renew their relationship, Annette discovered that her
credit cards had been used for unauthorized online purchases.

“How I Stalked My Girlfriend” 5
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FIGURE 1.4

The SnoopStick is a computer thumb drive (USB drive) that, within 60 seconds, launches a

secret program that allows someone to view everything typed on the target computer from

any other computer in the world. 

The keystroke-logging program is not easily detected, and it can monitor
websites visited, online chatting, instant messaging programs, and email
messages, both incoming and outgoing. It is marketed as a parental con-
trol tool and has the ability to block access to websites or restrict access to
the target computer during certain hours. It is readily available from
www.snoopstick.com for $60.

A TALE OF TECHNOLOGICAL TERROR
In the summer of 2005, Sherri Peak, a mom in the suburbs of Seattle,
Washington, needed to separate from her husband’s overbearing behav-
ior. He was obsessive, jealous, and insisted on knowing everything she did
and everywhere she went. He even demanded to see shopping receipts to
match up the timeframes in which she was gone. Things escalated to the
point of physical altercations. He repeatedly called her coworkers to deter-
mine where she was, ultimately causing Sherri to fear for her safety. Sherri
sought a restraining order in October of 2005; however, the judge only
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granted a mutual order telling the two to stay away from each other.
Robert Peak somehow always knew where Sherri was and what she was
doing, and he repeatedly violated the order. At one point, he even found
out when Sherri was planning to go to the police station to report that he
had violated the restraining order. Imagine her surprise when he arrived
at the police department ahead of her and had already advised the police
that nothing was going on.

Robert’s behavior had Sherri fearing for her life. She told Women’s eNews,
“This is a case of ‘watch him come kill me…” and told Dateline NBC in an
interview, “I lived like a hostage.”

Sherri got a new job but did not tell Robert where she was working; how-
ever, she spotted him near her new office park. Robert also found his way
outside a restaurant where she was attending a birthday party and one
day appeared behind her vehicle at the airport. Robert had no reason to
know where she was going. Robert sometimes left letters and coffee for her
in her car in the morning, always letting her know he was close by.

Sherri changed her locks, but when the installer came to put them in, she
realized the seals had been broken on the boxes and that a set of keys
was missing. Robert even located a coworker of Sherri’s whose house was
on the market and showed up at his home pretending to be a homebuyer.
He then began asking questions about the women in the office. The
coworker later realized it had been Sherri’s ex when Sherri showed
coworkers a photo of him and asked them to be aware that he might
show up at work looking for her.

Sherri Peak knew that Robert had to be using surveillance technology to
stalk her; however, when she couldn’t find any evidence, she sought help
from the Bellevue Police Department, who took her case very seriously.
Sherri’s vehicle was searched from one end to the other. Police, as well as
customs and immigration officers, spent 2 hours going through her car.
Frustrated, they went so far as to remove the vehicle’s dashboard, and it was
there they realized Robert Peak had rigged a cellular telephone with a
Global Positioning System into the vehicle. Without Sherri suspecting, Robert
had connected the phone to the car battery and had enabled the device to
answer without ringing when he called its number. Robert could monitor
any conversation going on in Sherri’s vehicle at the dial of a number.

Eventually, cellular phone records were obtained, which revealed 99 hours
of documented calls placed between August of 2005 and February of
2006, when the device was discovered. There were calls of 1-minute dura-
tion and others lasted for more than 45 minutes.

“How I Stalked My Girlfriend” 7



Robert Peak was arrested, and he admitted to installing the cell
phone/tracking system. A search of his home netted the missing keys to
Sherri’s new locks, night-vision goggles, computer spyware, printouts of
emails Sherri had written to other people, as well as her bank account
numbers and passwords. Police also discovered an application for a pistol
permit. Peak was convicted of felony stalking and was sentenced 8
months in jail. Sherri obtained a 10-year restraining order.

note
It should be noted that Sherri Peak went public regarding her case, and to this
day, her experience is being used in training across the country for law-enforce-
ment officers, social workers, domestic violence advocates, and prosecutors.
This woman turned terror into triumph, and her strength, bravery, and tenacity
should be recognized.

The Victim’s Side
It is important for victims to work with law enforcement and advocacy
groups to develop a safety plan and then methodically build a case. Keeping
the victim safe and obtaining the best evidence to prosecute the criminal are
priorities. A stalker’s behavior is obsessive and can escalate suddenly at any
time, making deterrence and criminal apprehension difficult. Often the most
dangerous time for a victim is when he or she tries to leave to get help,
because a stalker feels threatened by the notion of the victim being inaccessi-
ble and this can trigger an escalation in violent behavior.

The good news is that law enforcement agencies are more sensitive these
days to victim needs and the dynamics of these dangerous relationships.
Laws are changing to reflect the seriousness of these violent crimes.
Responding officers and investigators are better trained to build these
cases from a behavioral approach as well as a technological approach.

Prosecutors are on board as well, but the reality is that these types of
cases are still difficult to prosecute. Typically, these infractions occur over
time and in various jurisdictions. Each single incident can initially appear
to be benign. A single occurrence of behavior does not often constitute a
crime, and even when a pattern of behavior is established, the crime is
often a lower-level misdemeanor, which results in very little jail time, if
any at all. It is not uncommon for these cases to take months and some-
times years to prosecute, and when a conviction is won, the jail time is
not necessarily significant given what terror the victim has endured.

8 Chapter 1 Cyber Stalking



One of our goals in writing Cyber
Crime Fighters: Tales from the
Trenches is that by detailing cases,
we help readers recognize specific
behavior patterns and steer clear
of the person exhibiting them
before the situation escalates into a dangerous one. We want you to
understand that other educated, level-headed, intelligent people have
fallen victim to cyber stalkers and predators because they did not recog-
nize those patterns. History, as the saying goes, repeats itself. By sharing
all these stories, it is our sincere hope that you will never become part of
the history of victimization.

COPS USE GPS,TOO
As a side note, we’d like to point out that the bad guys aren’t the only
ones using GPS tracking. In June of 2008, the Manchester, Connecticut
Police Department made quite a bit of news in their use of a tiny GPS
tracking device they placed inside a bottle of Vicodin.

According to news sources, Manchester Police Detective Jim Graham came
up with the idea of placing the device in a large pill bottle following a
string of bold robberies—including one in which a 16-year-old clerk was
held at knifepoint—that had area pharmacies on edge. The GPS device
could be set up via a transmitter to notify authorities if it was moved from
a designated area.

Police arrested 41-year-old Frederick Faunce of Connecticut for the rob-
beries following his latest break-in in which he scooped up the GPS-
enabled bottle. The device was easily tracked via computer to Faunce’s
truck, which was parked outside his workplace.

This case was widely publicized for law enforcement’s efforts to “think
outside the box,” or in this case “outside the pill bottle.”

Identity Assumption
Unlike identity theft, which is usually focused on perpetrating fraud, iden-
tity assumption is more commonly used to destroy someone’s reputation.

Identity Assumption 9
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AN EASY WAY TO TARNISH A REPUTATION
Consider the case of Margaret, who ended a 3-year relationship with a
man and did not resume dating for over a year until she met the man of
her life, Andrew, at a Catholic Singles meeting. Imagine Andrew’s shock
when he Googled Margaret’s name only to find comment after comment
that she had posted on pro-abortion websites in favor of abortion.
Andrew, a devout Catholic, ended the relationship. It was only after
Margaret begged for an explanation that Andrew mentioned the com-
ments he had found. Margaret was shocked.

Falsely posting comments in a public forum that specifically digresses
from someone’s known beliefs is identity assumption in its mildest form.
Imagine someone’s picture getting uploaded to the tens of thousands of
pornography websites. Imagine having a pornographic website created in
your own name along with compromising pictures of yourself. And by the
way, those pictures can easily be created using image-editing programs
such as Photoshop. This is the same software used by magazine and print
editors to make teeth whiter, remove an inch or two from waistlines, and
so on. A face from one photo can easily be placed on another or edited
using commonly available software.

The Wild,Wild Web
Much of the Internet is still the “Wild, Wild Web” and remains largely
unregulated. There is very little authentication of email accounts, web-
sites, and blogs. Anyone can establish them. In an effort to lure
pedophiles, law enforcement routinely establishes false identities as young
adolescents. There is no validation of age, gender, sex, or location on
most free email programs; hence, it is very easy for anyone to create a
false identity.

Websites are easy to create with just a bit of technical knowledge.
Remember all the phony websites established to accept donations in the
wake of Hurricane Katrina? Imagine if a website was created using your
name and image with links to such nefarious activities as pornography or
even worse, child pornography. This is the modern day equivalent of
scrawling “For a good time, call Jane Doe” on the bathroom wall.
Someone with an axe to grind can do much damage in little time.
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THE DEAN ISENBERG CASE
This is exactly what happened to a female realtor in Florida. This woman,
who is married with young children, received more than 700 phone calls, day
and night, some of which were answered by her 11-year-old daughter, asking
for sexual favors. Her phone was swamped with text messages propositioning
her. Finally, when the victim broke down on the phone in tears to one of the
callers, the man revealed that he had seen her ad on Craigslist.com.

Craigslist is a nationwide website that allows people to post ads for free.
We’ll discuss some of our personal experiences with Craigslist and other
social networking sites in more detail later on, but in this case, someone
posted the victim’s phone numbers in more than 20 raunchy personal ads
on Craigslist. One ad reads, “Are you looking for a little afternoon delight?
Stop by me and you’ll leave with a smile.” It also included detailed fees for
“services,” the victim’s personal cell phone number, and stated she was
operating “in or around Miami downtown.”

The female victim hired a private investigator, who was able to trace the
postings to a Yahoo! account created falsely in her name. The victim con-
tacted Craigslist and advised them of what was happening. The ads were
removed but continued to appear as fast as they were removed. The victim
suspected another realtor was behind the efforts because of a real-estate
deal that had gone sour between them. Armed with all the information
she and her private investigator had gathered, she went to the police.

Many of the ads were resolved back to the personal computers of a 42-
year-old rival Florida realtor, Dean Isenberg. By “resolved back,” we mean
that there is a clearly identifiable way to trace most, if not all, of a per-
son’s computer activity when they are on the Internet. We’ll get into this
further later on, but this is a clear case where it was traceable enough to
meet the definition of “probable cause” to obtain a search warrant. Armed
with their search warrant, police raided Isenberg’s home and seized four
computer towers, two laptops, and three BlackBerry smartphones. When
forensic investigators searched Isenberg’s computer hard drives, they
allegedly found evidence connecting him to the ads, along with several
photos of scantily clad women, which he purportedly used in the ads.

On January 2, 2008, Isenberg, who, up until then had maintained his inno-
cence, was sentenced to 4 years of probation. As part of a plea deal,
Isenberg pleaded guilty to four counts of misdemeanor stalking. Along with
the probation, Isenberg was sentenced to 300 hours of community service
and ordered to pay $12,500 to the victim to cover investigative costs.

The Wild,Wild Web 11



With no regulations whatsoever, people can put together a website for just
about anything. Websites can be used for professional reasons. They can be
used to sell cars, share recipes, or list team stats. They can provide critical
medical information or archive history that would otherwise be lost, but
they can also be built to completely damage a person’s reputation, promote
child sexual exploitation, or to perpetuate a dangerous infatuation.

THE AMY BOYER STORY
In a tragic story that took place not far from where the authors work, Amy
Boyer (shown in Figure 1.5) a young woman from Nashua, New
Hampshire, was murdered on October 15, 1999, by a young man who
claimed to have fallen in love with her while in the eighth grade. What
makes this story even more horrendous is that the young man, Liam
Youens, 21, had set up not one but two websites professing his love for Amy
and his plan to murder her. He made his move one afternoon as Amy left
her job at a dentist’s office, pulled up beside her, put his gun to the window,
and called her name. Seconds after killing Amy, he killed himself.

12 Chapter 1 Cyber Stalking
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FIGURE 1.5

Amy Boyer’s parents holding her photo



Detectives investigating this awful tragedy were shocked to find a website
with Amy Boyer’s name that Youens had built proclaiming his love for
Amy. On it, he described how he had been stalking her for years. It also
described the killing in detail, exactly as it eventually happened. “When
she gets in, I’ll drive up to the car blocking her in, window to window,”
the website read. “I’ll shoot her with my Glock.”

The website had existed for almost two and a half years. It should be noted
that there are millions of web pages are out there, even today, that few peo-
ple stumble upon unless they have a specific reason to go to them. No regu-
latory authority can oversee the billions of pages that change each and
every day. Websites are coded with “metadata” that lets them be located by
search engines. For example, if you type in “Cyber Crime Fighters,” you’ll
likely be taken to the “official” website of www.cybercrimefighters.biz. That
is because the website contains “metadata” to tell the search engines where
to find it. However, if someone doesn’t search for it in the first place, a web-
site could be out on the Web for years and never receive any visitors. That’s
why no one ever stumbled upon the site Youens created.

The websites were immediately taken down after the murder. According to
authorities, Youens had also used the Internet to buy Amy Boyer’s social
security number from an online company called DocuSearch. He paid $45
for this information. Using false pretenses, he was able to find out Amy’s
employer address and phone number.

In 2000, as part of the Violence Against Women Act, Congress extended
the federal interstate stalking statute to include cyber stalking and
adopted Amy Boyer’s Law (42 U.S.C. Section 1320 B-23 P.L 106-553),
which prohibits the sale or display of an individual’s social security num-
ber to the public, including sales over the Internet, without prior consent.

Sticks and Stones
Cyber stalking is a unique form of cyber crime because it has the poten-
tial to move from a web address to a real address—from the virtual to the
actual. Our experience has proven that, too often, cyber stalking is not
taken seriously by authorities because it may not involve physical contact
or because the victim and stalker do not live in close proximity to each
other. This needs to change.

When a victim in New Hampshire complains of being cyber stalked by
someone from California, her complaint needs to be taken just as seri-
ously as if the offender lived in the same town and posed a physical
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threat. It is not acceptable to tell a victim to “turn off your computer” or
“change your email address” if she needs that email address for profes-
sional purposes.

Even if the cyber stalking never crosses over to a physical threat (and we
sincerely hope it doesn’t), it is still as frightening, real, and distressing as
in-person threats. Words will hurt you—being terrified has both psycholog-
ical and physical manifestations.

The retail giant Wal-Mart was recently taken to task for selling t-shirts
that read, “Some call it Stalking. I call it Love” (see a similar t-shirt in
Figure 1.6). Women’s groups and victim advocacy groups across the coun-
try were outraged. Wal-Mart quickly pulled the t-shirts off their shelves
and stated, “It is not our desire to encourage or make light of such a seri-
ous issue through the sale of any products we carry.”

14 Chapter 1 Cyber Stalking
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FIGURE 1.6

A stalking t-shirt similar to the one once carried at Wal-Mart

The “Stalker” E-Card
Imagine you are checking your email and receive notification that you
have received an electronic greeting, or “e-card.” You click the link and
are taken to a site with a black background upon which the following let-
ters appear, one by one, as if they are being typed to you in real time:



Does it bother you to know that I am thinking of your beautiful green eyes
and soft brown hair? You can turn this off, you know, and I’ll be gone. Or
will I? Maybe I’m nearby. Where is that again? That’s right, Washington
Road. I’m watching you.

How frightening this would be to anyone, but especially to a victim of a
stalker, cyber stalker, or domestic violence. And yet the example we’ve
given here is very similar to the eerie stalker e-card message created by a
well-known, major greeting card company just a few years ago. The card’s
design centered around allowing the sender to “customize” it with very
specific details, such as hair and eyes, location, and so on.

Just like websites, electronic cards can be created by anyone. There is no
validation of who created them or where they came from without a
detailed forensic investigation, and that is not likely to occur unless the e-
card was somehow connected to a major crime.

Needless to say, this e-card was pulled from the site and is no longer
accessible, but we mention it to point out that cyber stalking can come
from many technologies. Even major corporations with millions of cus-
tomers and big public relations departments sometimes lack oversight of
their products or the insight that stalking is not a joke. Just ask anyone
who has ever been a victim.

The anonymity of the Internet lends itself to people expressing themselves
in ways they might not ordinarily express during face-to-face communica-
tions. As a result, people may say things that offend or outrage others.

Bestselling author Patricia Cornwell recently appealed to her readers to
counter negative reviews of her novel Book of the Dead. It wasn’t just one
bad review, but a sudden onslaught of hundreds of negative reviews
appearing on sites such as Amazon and eBay. Cornwell suspected an
organized group was behind the effort and appealed to her readers to
counter these negative reviews with positive ones. The negative reviews
did not stop the book from becoming a bestseller, but it points out just
how easy it is to use a very public and largely unregulated medium to
wreak havoc on someone’s reputation. Just like the female realtor who
became a victim of identity assumption, a person’s reputation can very
quickly plummet using the power of the Internet.
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Cyber Stalking and the Law
The general legal definition of stalking includes five parts (or elements)
that are necessary to prosecute the crime in most states:

1. A “willful course of conduct”…

2. …of repeated or continued harassment, without permission,…

3. …of another individual…

4. …that would cause a reasonable person to feel terrorized, frightened,
intimidated, threatened, or harassed… 

5. …and that actually causes the victim to feel terrorized, frightened,
intimidated, threatened, or harassed.

The term reasonable person refers to the average, everyday person and
how he or she might respond to a situation where they are exposed to
repeated harassment or other stalking behavior. The response to such a
situation would be based upon all of the information available to the per-
son at the time. Essentially, we can simplify the concept by generalizing
that a “reasonable person” would respond to a situation in a manner
similar to the response of a majority of people exposed to the same set of
circumstances. For instance, if a message is left on an answering machine
by an ex-spouse stating that he or she is going to come smash all your
car windows, and that ex-spouse has damaged your property before, it is
likely that if 10 people hear that message, the majority will respond that
the threat should be taken seriously. It is reasonable to believe that the
ex-spouse will follow through on the threat.   

Acts that qualify as stalking include following or appearing within the
sight of someone; approaching or confronting someone in a public or pri-
vate place; appearing at the workplace or home of another; entering the
person’s property (trespassing); contacting someone repeatedly via phone,
mail, or email; getting other friends or family to harass a person on the
stalker’s behalf; leaving notes, presents, or other items for the victim.

Although stalking is a crime in and of itself, it is important to remember
that stalking often occurs along with other crimes, such as trespassing,
assault, criminal threatening, sexual assault, vandalism, criminal mis-
chief, and prowling. Although stalking does not require that a person
know his or her stalker, more often than not, the stalker is someone the
victim knows or has been involved with.

Most states have stalking statutes with corresponding requirements and
sentences. Many states also offer the protection of a stalking order, an
order very similar to the civil domestic violence petition or order. The
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requirements can vary, but essentially a course of conduct, including two
or more behaviors, must occur that makes the victim afraid for his or her
personal safety. Your local law-enforcement agency or family court can
guide you as to the steps that can be taken to obtain a stalking order.

The Violence Against Women Act of 2000 made cyber stalking a part of
the Federal Interstate Stalking Statute, but federal legislation is still lack-
ing. Therefore, the bulk of legislation still falls at the state level.

In 2006, President Bush signed federal anti-cyber stalking legislation. At
the time of this writing, 45 states currently have cyber stalking-related
laws. Several states have pending laws, and the four remaining states
(Idaho, New Jersey, Utah, and Nebraska) have no legislation. It should be
noted that in some states, laws that are aimed at preventing cyber stalk-
ing are really meant to protect victims under the age of 18.

Cyber Stalking Facts
The following statistics shed some light on who the stalker is and who the
stalker targets: 

• Sixty-six percent of stalkers pursue their victim at least once per week.

• Seventy-eight percent of stalkers use more than one approach.

• Eighty-one percent of victims stalked by an intimate partner reported
that they had previously been assaulted.

• Eighty-seven percent of stalkers are men.

• Ninety-four percent of female victims are stalked by men.

• Sixty percent of male victims are stalked by other men.

• Just over 13% of college students reported being stalked.

• Sixty-two percent of cyber stalking victims are female, primarily ages
18–24.

(Source: www.wiredsafety.org/resources/powerpoint/cyberstalking_study.ppt)

Just like domestic violence, stalking and cyber stalking at the hands of a for-
mer intimate partner can escalate and result in danger to a victim. Factors
used in threat assessment include looking at the stalker’s level of motive,
means, ability, intent, and experience. A rise in these things, in combination
with one another, can determine the level of threat facing a victim. The dan-
ger potential is often seen in “dramatic moments” such as the arrest of the
perpetrator, the issuance of a restraining or stalking order, court hearings,
custody hearings, anniversary dates, and any family-oriented holiday. The
threat level is greater to a victim during these times.
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Lethality Assessment Tools
Many law-enforcement agencies are now using lethality assessment tools,
including the model used by most agencies in the State of Maryland. The
Maryland Lethality Assessment Program for First Responders was insti-
tuted in the State of Maryland through the Maryland Network Against
Domestic Violence and was recently recognized as one of the Harvard
Kennedy School’s Ash Institute’s “Top 50 Programs” of the 2008
Innovations in American Government competition. The Lethality
Assessment Program (LAP) is based on 25 years of research by Dr.
Jacquelyn Campbell, of the John Hopkins University School of Nursing,
and is a result of the following bodies of research:

• Only 4% of domestic violence–related homicide victims ever take
advantage of domestic violence program services.

• In 50% of domestic-related homicides, officers had previously
responded to a call at the scene.

• The re-assault of a high-danger victim is reduced by 60% if a domes-
tic violence shelter is utilized.

The goal of the LAP is to prevent serious injury, re-assault, and domestic-
related homicides by encouraging victims to seek out support and services
provided by domestic violence programs. It includes a screening tool for
first-responding law-enforcement officers and a protocol referral so that offi-
cers can initiate appropriate resources, with the goal of facilitating a con-
versation between the victim and a domestic violence hotline counselor.

These assessment tools primarily ask questions of victims in the form of
checklists and look at factors such as prior victimization and abuse, any
prior drug or alcohol abuse on behalf of the perpetrator, the perpetrator’s
threats toward the victim or her children, the perpetrator’s access and
degree of interest in weapons, violence outside the home, stalking behav-
ior, history of suicide attempts, history of the relationship including prior
breakups, the perpetrator’s physical access to the victim and her family
and/or relatives, and violence against family pets.

At this time, the Maryland Lethality Assessment Program may be the only
system in the country that utilizes a research-based screening tool and an
accompanying referral protocol that facilitates a cooperative effort between
law enforcement and domestic violence programs in helping high-risk vic-
tims seek support services and domestic violence intervention programs.

The lethality assessment tool results in a score that assists law enforce-
ment in understanding the potential threat toward a victim. It’s a valu-
able tool from a law-enforcement perspective, but one that victims don’t
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have available to them. Therefore, we’ll add perhaps the most important
tool you always have with you—your gut instinct. Listen to it. We’ve seen
hundreds of cases where victims said they heard “a tiny voice” or had a
“funny feeling” telling them not to respond to that email or that someone
seems to violating their personal space or is overly friendly, and so on.
Your gut instinct is there. Listen to it!

CYBER STALKING PREVENTION TIPS
Here are some suggestions to incorporate into your daily computer routine
that will decrease the likelihood that you will become a stalker’s target: 

• Use a gender-neutral screen name.

• Avoid giving your online passwords out to anyone else. Most compa-
nies do not require your password to assist you on account matters.

• Establish your primary email address for friends and family whom
you trust and set up a secondary email account for other activities,
such as online groups and posts. Most free email providers such as
Yahoo! and Google allow you to have more than one account. It is
even possible to run two sessions with two separate logons at the
same time for ease of message retrieval. Consider setting up the
“public” account with limited information and a gender-neutral
name such as “BookFan,” which does not give away your sex. There
is no validation on most free-email sites, and although everyone
wants to be honest, it is in the interest of your own personal safety
not to reveal your true address, city, date of birth, and gender.

• Learn to “lurk” online before posting actual messages to online
groups. This will give you a chance to get more familiar with how
the online group operates and to read the posts of its members to see
if you feel comfortable participating.

If You Think You Are Being Cyber Stalked
If you find that you have caught the eye of a cyber stalker, these are some
valuable suggestions to stop the unwanted intrusion of the stalker: 

• Make it clear to the other person you do not want any further con-
tact with him or her through one message and save that message. If
you send it by email, use the Blind Copy (BC:) feature of your email
program and send a copy to yourself for your records.
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• Save everything! Do not delete any emails or text messages. If you
can, print out any emails and save them. Do not alter them in any-
way. Save the original emails online because they may contain
important routing information that can help law enforcement deter-
mine the sender.

• Once you advise the person you want no further contact, do not reply
to him or her! Better yet, do not even open the emails or attachments
from a suspected stalker. Stalkers often derive pleasure out of provok-
ing someone. If you continue to reply, you continue to provoke.

• Have your own personal safety network of friends, family, and
resources. Always let someone know where you will be and when
you are expected to return.

• Take security measures at home, in your vehicle, and at work in con-
junction with your cyber safety measures. Memorize emergency
numbers and have them on speed dial on your cell phone. Keep
your cell phone charged and with you at all times. Block outgoing
Caller ID and do not accept private calls.

• Do not be afraid to seek counseling if necessary for your well-being.

• Contact your local law-enforcement agency. Oftentimes, the laws
regarding cyber crime and cyber stalking are murky. Only a profes-
sional police officer can advise you about the law. Follow the advice
and direction you are given. Unfortunately, many victims do not fol-
low through with law-enforcement advice.

• If it is determined that no law has been broken and the person per-
sists in contacting you, consider notifying his or her Internet service
provider and advising them. They may take action depending on
their internal policies.

• Make certain that if the abuser/stalker is an “ex,” there is no chance
he or she had the opportunity to download any programs that aid in
monitoring your online activity. Be aware of spyware and how it can
give a stalker the ability to monitor all of your computer use.

• Seek information on obtaining a stalking order or restraining order.
Laws and procedures vary from state to state. However, your local
law-enforcement agency can guide you toward the process that best
meets your needs.

• If you find a website that is focused on harassing you, it may violate
local harassment laws. Furthermore, becoming familiar with search
engines such as www.whois.net can assist you in determining the
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owner of any malicious website. Again, assistance can be found with
your local police department or victim advocacy group.

• If you can, create a new email account or an additional email
account using a free web-based email site. Do not provide detailed
information about yourself in the profile.

• Change your passwords and PIN numbers because email addresses
are often used by abusers and stalkers to impersonate their victims
or cause them harm. Change your passwords frequently.

• Search for your name on the Internet on major search engines such as
Google and Yahoo!. You will be amazed at what you may find about
yourself online. This may show that your contact information is easily
accessible. Be sure to search for your full name in quotation marks, as
this will give search engine results for your name in its entirety and
condense results. If you do not use quotes around your full name, you
will likely end up with many results that include your first name and
last name somewhere in an article or blog, but not together or even
referring to you. For example, searching for Jane Smith (without
quotes) could result in an article where Jane Doe and Charlie Smith are
mentioned together. Also check out sites that specialize in telephone
number, address, or name searches to see what is out there. (See
Chapter 2, “Two Bedrooms Up, One Bedroom Down—What Someone
Can Find Out About You on the Internet,” for more information.)

Teen/Tech Stalking
Anyone with teenagers knows how comfortable teens are with technology,
but this has led to a new form of cyber stalking dubbed “teen/tech stalk-
ing” in which cell phones and text messages—the staples of many teens
nowadays—are used to harass, dominate, and/or humiliate young peo-
ple, in most cases teen girls.

Teen Study
Teenage Research Unlimited recently conducted a nationwide survey of
615 teens between the ages of 13 and 18. The results are alarming:

• Thirty percent admit they’ve been text-messaged or emailed up to 30
times an hour by a boyfriend or girlfriend checking up on them.

• Eighteen percent said their partner has used a social-networking site
to harass them.
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• Seventeen percent said their partner made them “afraid not to
respond to a cell phone call, email, IM, or text message.”

• Ten percent said they had been threatened in calls or messages.

• Fifty-eight percent of parents whose teens were physically assaulted
by their partner did not know it had happened.

Online Games—The New Stalker’s Ground
We’re seeing an alarming trend in cases connected to online games being
used as a playground for cyber stalkers, pedophiles, and other forms of
cyber crime. Here are a few interesting cases:

• A 31-year-old Australian woman was arrested when she traveled to
North Carolina to lure a 16-year-old boy she encountered playing
World of Warcraft.

• A 26-year-old Florida resident is under investigation for allegedly
coaxing a 15-year-old girl he played World of Warcraft with to run
away with him.

• In China, a Legend of Mir 3 player is spending the rest of his life behind
bars for fatally stabbing another for the “theft” of a virtual sword.

Online gaming has evolved considerably in the last few years, from static
games where a player competed against the computer, to “virtual com-
munities” in which one player is virtually pitted against another.

Popular online games such as World of Warcraft, Second Life, and Halo are
known as massively multiplayer online games, or MMOGs. They allow play-
ers to interact and chat with each other in real time.

Players adopt virtual personas in the form of characters or “avatars”
when playing. Unlike social networking sites where participants might try
to be polite, these gaming sites pit player against player in a highly com-
petitive, and often “virtually violent” atmosphere. Because they include
socialization opportunities via web chats and instant messaging, they
also provide fertile ground for pedophiles.

Just recently, a 20-year-old man from Saratoga Springs, New York, was
arrested for allegedly stalking a 15-year-old girl he met while playing the
online game Halo. This man drove 40 hours from New York to Spokane,
Washington, a trip of almost 2,600 miles, to meet her and then sent her a
threatening text message when she rejected him. The girl’s parents
watched the man drive by their house, noted his license plate, and called
the police. His case is pending.
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Online Gaming and Malware
Of the 137 million computer users, it is estimated that a quarter of them
play some form of online game. In addition to the opportunities this
opens up for cyber stalkers, it also creates a fertile ground for malware—
malicious software that can do nasty things to your computer, including
stealing your account information. We will discuss malware in greater
depth in Chapter 11, “Phishing, Pharming, Spam, and Scams,” but it is
interesting that the majority of malware is found in China, where pass-
words are stolen surreptitiously to aid in identity theft and fraud. China
has become a breeding ground for skilled programmers and code writers
who cross the line from “hackers” to “crackers” (criminal hackers). The
more sophisticated online gaming becomes, the more opportunities it
presents for cyber crime to be committed.

Would You Say It to My Face?
The Internet can be a very safe place to travel if you know how to protect
yourself online. The most important line of defense to your online per-
sonal safety arsenal is to ask yourself one thing: Would I tell a stranger
who looks suspicious to me, someone I have just met for the very first
time in person, what I’m about to say online?

It is easy—due to the supposed “anonymity” of the Internet—to say
things you would never dream of saying to a stranger you’ve just met on
a bus or in a bar. The Internet is not anonymous, not by any means. The
perception that what you say online to a stranger 3,000 miles away won’t
come back to haunt you is a dangerous one to have. Always act under
the premise that the person you’re communicating with online is sitting
next to you just a few feet away before sending that email or posting that
blog. We’re not trying to limit anyone’s freedom of speech; we’re just sug-
gesting that you think about what the potential reaction of what you say
online could be before you post—for your own personal safety.

National School Board Survey
A recent National School Boards Association survey reports that more
than 25% of the educators polled report they are aware of false websites
and/or pages being created for the purposes of exacting revenge on an
educator.
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TEACHERS—THE NEW CYBER STALKER’S TARGET
In February of 2008, a North Carolina high school student, along with four
other students, was charged with cyber stalking after creating an online
message board that accused one of their teachers of being a pedophile.

The students went as far as to create a fictitious website called
www.teacherpedofiles.com and listed the teacher’s name on it. Teacher rating
websites such as www.ratemyteacher.com already exist. These fall within the
bounds of “free speech” and are legal. What made the North Carolina case
illegal was that the students falsely accused the teacher of criminal behavior.
North Carolina law makes it illegal to electronically communicate false state-
ments about “indecent conduct or criminal conduct…with the intent to
abuse, annoy, threaten, harass, or embarrass.”

The student who created the website has been charged with a misde-
meanor offense of cyber stalking. The school will impose further sanctions
on that student and the others.

In another case in March of 2007, two North Carolina students were
accused of impersonating two assistant principals by creating false
MySpace accounts. One was portrayed as a pedophile, whereas the other
was portrayed as a racist.

TEACHERS FIGHT BACK:THE ERIK TROSCH STORY
In Philadelphia, a high school senior used his grandmother’s computer to cre-
ate a fake MySpace account impersonating his school principal, Eric Trosch.
In fact, several students were involved in creating multiple fake MySpace
account pages with Trosch’s profile, picture, and title, along with allegations
that he was a pornography enthusiast who enjoyed urinating in women’s
mouths and considered Michael Jackson to be his hero (see Figure 1.7).

In a case that will test First Amendment rights, the principal has sued the
students he accused of creating these pages. In his civil lawsuit, he stated
that the online postings damaged his reputation and left him embarrassed
and humiliated. His attorney stated that “the profiles went far and beyond
what you would see on a bathroom wall in a school.” The principal
alleges that another profile created by a student said his favorite movie
was pornographic, and a third created by two brothers said he had had
intimate relationships with students and brutalized women.
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FIGURE 1.7

MySpace prank page profiling a high school principal in Pennsylvania

This will be an interesting test to see how far the online lampooning and
degrading can go.

Interestingly and disturbingly enough, this practice is fairly common, and
teens often find it humorous to set up MySpace pages for a principal or
teacher they are not particularly fond of. We have seen this with at least
two local educators who had been targeted for this type of degradation.
The MySpace pages contained their photos, address info, and even phone
numbers. The fake profiles were mean and humiliating. Ironically, we
stumbled upon one of the pages in the course of an investigation. The
other was discovered because the kids were bragging about it at the local
high school. For one of the victims, we found three separate prank pages.
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THE ANNA DRAKER CASE
In another interesting case, assistant principal Anna Draker of the Clark
High School in San Antonio, Texas, is suing two students for putting up a
MySpace website that depicted her as a lesbian and contained “obscene
comments, pictures, and graphics,” according to the court filing.

What makes this case unusual is that Draker is also suing the students’
parents for “negligence by failing to supervise their children.” The police
were able to determine that the computers used to create the site were
located in the students’ homes, and Draker’s lawsuit says that the parents
have a duty to know what their children are up to—especially in light of
both students’ past run-ins with Draker at school.

“Allowing access to the Internet, unsupervised and without restraint,
poses an obvious and unreasonable danger that such children would uti-
lize the Internet for illicit purposes such as the ones alleged above,” says
the suit in accusing the parents of “negligent supervision.”

Women as Perpetrators
In February of 2008, a 50-year-old Oregon tax attorney was arrested and
charged with trying to frame her ex-boyfriend by sending explicit pictures
of him to his boss. What we find interesting about this case—in addition
to the fact that a woman was doing the cyber stalking—was the elaborate
methods she used to try and cover her trail, including the use of prepaid
cell phones to make harassing phone calls and phony email accounts, as
well as regular mail to stalk and harass. This was also the first case to
invoke Washington State’s cyber stalking law from 2004, the state where
the offense was alleged to have occurred.

CYBER STALKING PREVENTION RESOURCES
• The Stalking Resource Center at The National Center for Victims of

Crime (www.ncvc.org, or call 1-800-FYI-CALL)

• CyberAngels (www.cyberangels.org)

• Safety Ed International (www.safetyed.org)

• End It Now (www.enditnow.gov, or call 1-800-799-SAFE)

• Love Is Respect (www.loveisrespect.com, or call the National Teen
Dating Abuse Hotline at 866-331-9474)

• National Domestic Violence Hotline (www.ndvh.org, or call 1-800-
799-SAFE [7233], 1-800-787-3224 [TTY])
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