
Foreword

As this book explains, the Internet was built without any way of
knowing who you are connecting to. This is now universally
recognized as an architectural flaw. It is as nonsensical as a
house without a door or plumbing. Attempts to compensate for
flaws in architecture usually turn out to be messy, expensive,
and unsatisfying. This has certainly been the case with the 
missing identity layer of the Internet.

However, while it is fairly easy to get people to recognize the
flaws in the present system, getting the whole world to agree on
a new Internet identity architecture is a daunting task. It means a
lot of people with different backgrounds have to think hard
about some pretty deep issues and breach many of the usual
divides. It also means that the benefits of the new architecture
should be obvious and the road to progress clear.

This book succeeds on all these fronts. It will be obvious to all
who read it that it benefits from the experience of people inti-
mately familiar with the problem space and passionate about
what they are doing.
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xvi Foreword

It starts with an expansive explanation of current problems, dan-
gers, and protective technologies. We get a tangible sense of the
fragility of today’s Internet when faced with increasingly profes-
sional criminal attackers and confused users.

Then the authors present the conceptual work that forms the
basis of a new architecture: the laws of identity and the Identity
Metasystem. The explanation includes a look at how the new
architecture can be realized through web services.

Next comes a detailed analysis and explanation of the part of
the Metasystem that puts users in control of their identities—the
“identity selector.” This includes a detailed explanation of how
Information Cards work to turn digital identities into “real” vi-
sual things. All three authors were involved in building and test-
ing out the first identity selector—Windows CardSpace—and so
have deep knowledge of the issues.

The book becomes progressively more concrete, with good
examples, and will be helpful to implementers, teachers, and
students. But, because of its breadth, I think that the more tech-
nical policy makers will also benefit from the work, getting a
real sense for how digital identity atoms fit together into mole-
cules.

I hope the chapter on the relying party will inspire people to
build websites that take full advantage of Information Cards to
deliver increased privacy and security. 

Vittorio has a distinguished background in security matters and
put together many of the first big Information Card pilots. Caleb
was part of the CardSpace design team, responsible for ensuring
that it actually did what it was designed to do. Garrett was the
first to integrate Information Cards into products like IIS and
worked closely with developers to develop an understanding of
best practices. 
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All three are passionate and charming people and have con-
tributed substantively to the emergence of Information Card
technology and the Identity Metasystem.

Have fun with their book! 

Kim Cameron
Chief Architect of Identity, Microsoft

October 29, 2007
http://www.identityblog.com
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