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requirements for PE-CE connectivity
EIGRP, 152
IS-IS, 137–138
OSPF, 120–122

process-id, 123
sham-links, 120

resistance to label spoofing, 228–229
static labels, 230

revealing core network addresses, 228
RFC 1483 bridged encapsulation, configuring 

MPLS VPN access via DSL, 80–81
RFC 1483 routed encapsulation, configuring MPLS 

VPN access via DSL, 79
RFC 3107 support, 289–290

route filtering on CSC CE routers to PE router 
links, 291

RIPv2
authentication on CE routers, 233
controlling routes injected into VRF, 243–244
key chains, 233

route export, troubleshooting, 447–448
route import, troubleshooting, 450–451
route leaking, 151
route redistribution, 6PE, 405–407
router reflectors, configuring in 6PE deployment, 

415–418
router-id (OSPF), modifying, 124
routers, 6PE, 392
routing, IPv6, 397
routing loops, preventing

between IS-IS sites, 151
between OSPF sites, 129–130

RPF (Reverse Path Forwarding), 339
RPF check, 360–361
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secret keys, 29
Securing a Cisco Router whitepaper, 224
security, 224

address space separation, 224–226
authentication, CE-to-CE, 238–240
comparing Layer 2-based VPNs and MPLS 

VPNs, 223–224
core network visibility, 226–227
neighbor authentication, 230–231

between PE routers, 235–236
on PE/CE circuits, 232–235
on P-networks, 236–237

resistance to label spoofing, 228–229
static labels, 230

separation of EIGRP VPN routing information, 
153–155

service providers
connectivity between, 296–297

back-to-back VRFs, 298–300
external Multiprotocol BGP, 306–314
Multihop MP-eBGP, 315–325
requirements, 297–298
route distribution across ASBR-ASBR 

links, 301–305
remote access services, 25

sham links, 17, 120
configuring, 133–136

shared Internet access with default routes, 260
shared trees 336–337
show ip route vrf command, 444–445
show mpls interface command, 431
show vpdn session command, 53
sites, 6
source IP address as VRF selection criteria, 195–198
source trees, 334–335
SSM, 342, 384–386
state flags, 364–365
static default routes on CSC CE routers, 287–288
static labels, 230

static NAT, 203
static routing between CSC PE/CE routers, 274–275
structure of IPv6 addresses, 394

interface ID, 394

 

T

 

TDP/LDP Hello protocol, verifying, 433–434
TDP/LDP session state, verifying, 435
three-way handshakes, 29

CHAP, 28
traceroute command, revealing hidden core network 

addresses, 228
translation tables, 202
transport address usage, 283–284
troubleshooting

control plane, 425, 432
verifying label exchange, 436–437
verifying local TDP/LDP parameters, 433
verifying TDP/LDP Hello protocol, 

433–434
verifying TDP/LDP session state, 435

data plane plane, 426
monitoring interface-level CEF, 437–438
oversized packets, 438

egress CE-PE routing exchange, 444–445
MPLS backbone, 427

verifying end-to-end LSP, 427–429
MPLS VPN route propagation, 448–449
MPLS VPN route redistribution, 452–453
provider control plane operation, 426
route export, 447–448
route import, 450–451

tunneling
GRE, creating links between adjacent routers, 

182–195
L2TP, 33

dial-in VPDN access, 40–56
MDTs, 352

Data-MDT, 355, 357, 359
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Default-MDTs, 352, 355
mBGP updates, 361–364
MTI, 359–360

multicast tunnel interfaces, 372–374
VPDNs, 31–33

 

U-V-W-X-Y-Z

 

unicast forwarding, 338
UPDATE authenticator attribute (BGP), 240

VCs (virtual circuits), 6
verifying

CEF operation, 429
switching, 442

connectivity between CE routers, 440–441
dial-in access on VPDNs, 51–55
end-to-end LSP, 427, 429
label exchange, 436–437
local TDP/LDP parameters, 433
LSR-wide MPLS operation, 430–431
MPLS VPN route propagation, 448–449
TDP/LDP Hello protocol, 433–434
TDP/LDP session state, 435

VPDNs (virtual private dialup networks), 30–33
dial-in access, 40–41

aggregating remote user host addresses, 
55–56

configuring access between RADIUS 
servers, 48–51

NAS/LAC configuration, 42
RADIUS server attributes, 43–48
verifying dial-in, 51–55
VHG/PE router configuration, 44–46

VRF (virtual routing and forwarding)
address space separation, 225
back-to-back, 298–300

controlling injected routes, 241–242
with eBGP as PE/CE routing protocol, 

247–249
with OSPF as PE/CE routing protocol, 

250
with RIPv2 as PE/CE routing protocol, 

243–247
enabling multicast, 371
monitoring OSPF processes, 124–126
multi-VRF functionality

BGP configuration, 174–178
configuring, 161–170
OSPF configuration, 170–174

PE-NAT, 199
accessing common services, 205–208
common server VRF configuration, 209
configuring, 200–205
customer VRF configuration, 210–213
NAT pool configuration, 209
shared firerwalls, 213–217

selection based on source IP address, 195–198
virtual routers, linking to MPLS backbone, 

182–195
VRF-aware support for DHCP Relay, 110–114
VSAs (vendor-specific attributes), 35–36

whitepapers, Securing a Cisco Router, 224
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