Example A.2: Dynamically Binding to ntdll.dll

#include “ntdll.h”

PVOID FindNT()

{

    ULONG n;

    NT::ZwQuerySystemInformation(NT::SystemModuleInformation,

                                 &n, 0, &n);

    PULONG q = PULONG(NT::ExAllocatePool(NT::PagedPool, n));

    NT::ZwQuerySystemInformation(NT::SystemModuleInformation,

                                 q, n * sizeof *q, 0);

    NT::PSYSTEM_MODULE_INFORMATION p

        = NT::PSYSTEM_MODULE_INFORMATION(q + 1);

    PVOID ntdll = 0;

    for (ULONG i = 0; i < *q; i++)

        if (_stricmp(p[i].ImageName + p[i].ModuleNameOffset,

                     “ntdll.dll”) == 0)

            ntdll = p[i].Base;

    NT::ExFreePool(q);

    return ntdll;

}

PVOID FindFunc(PVOID Base, PCSTR Name)

{

    PIMAGE_DOS_HEADER dos = PIMAGE_DOS_HEADER(Base);

    PIMAGE_NT_HEADERS nt = PIMAGE_NT_HEADERS(PCHAR(Base) + dos->e_lfanew);

    PIMAGE_DATA_DIRECTORY expdir

        = nt->OptionalHeader.DataDirectory + IMAGE_DIRECTORY_ENTRY_EXPORT;

    ULONG size = expdir->Size;

    ULONG addr = expdir->VirtualAddress;

    PIMAGE_EXPORT_DIRECTORY exports

        = PIMAGE_EXPORT_DIRECTORY(PCHAR(Base) + addr);

    PULONG functions = PULONG(PCHAR(Base) + exports->AddressOfFunctions);

    PSHORT ordinals  = PSHORT(PCHAR(Base) + exports->AddressOfNameOrdinals); 

    PULONG names     = PULONG(PCHAR(Base) + exports->AddressOfNames);

    PVOID func = 0;

    for (ULONG i = 0; i < exports->NumberOfNames; i++) {

        ULONG ord = ordinals[i];

        if (functions[ord] < addr  ||  functions[ord] >= addr + size) {

            if (strcmp(PSTR(PCHAR(Base) + names[i]), Name) == 0)

                func = PCHAR(Base) + functions[ord];

        }

    }

    return func;

}

VOID Unload(NT::PDRIVER_OBJECT)

{

}

typedef NTSTATUS (NTAPI *NtQueryPerformanceCounter)(PLARGE_INTEGER,

                                                    PLARGE_INTEGER);

extern “C”

NTSTATUS DriverEntry(NT::PDRIVER_OBJECT DriverObject, NT::PUNICODE_STRING)

{

    LARGE_INTEGER Count, Freq;

    NtQueryPerformanceCounter(FindFunc(FindNT(), “ZwQueryPerformanceCounter”))

        (&Count, &Freq);

    NT::DbgPrint(“Freq = %lx, Count = %lx\n”, Freq.LowPart, Count.LowPart);

    if (DriverObject) DriverObject->DriverUnload = Unload;

    return DriverObject ? STATUS_SUCCESS : STATUS_UNSUCCESSFUL;

}
