Example C.1: Pseudocode for KiDispatchException

enum CHANCE {

    FirstChance,

    LastChance

};

enum EVENT {

    ExceptionEvent,

    DebugEvent

};

VOID KiDispatchException(PEXCEPTION_RECORD Er, ULONG Reserved,

                         PKTRAP_FRAME Tf, MODE PreviousMode,

                         BOOLEAN SearchFrames)

{

    PCR->KeExceptionDispatchCount++;

    CONTEXT Context

        = {CONTEXT_FULL | (PreviousMode == UserMode ? CONTEXT_DEBUG : 0)};

    KeContextFromKframes(Tf, Reserved, &Context);

    if (Er->ExceptionCode == STATUS_BREAKPOINT) Context.Eip—;

    do {

        if (PreviousMode == KernelMode) {

            if (SearchFrames) {

                if (KiDebugRoutine &&

                    KiDebugRoutine(Tf, Reserved, Er, &Context, 

                                   PreviousMode, FirstChance) != 0) break;

                if (RtlDispatchException(Er, &Context) == 1) break;

            }

            if (KiDebugRoutine &&

                KiDebugRoutine(Tf, Reserved, Er, &Context,

                               PreviousMode, LastChance) != 0) break;

        }

        else {

            if (SearchFrames) {

                if (PsGetCurrentProcess()->DebugPort == 0

                    || KdIsThisAKdTrap(Tf, &Context)) {

                    if (KiDebugRoutine &&

                        KiDebugRoutine(Tf, Reserved, Er, &Context,

                                       PreviousMode, FirstChance) != 0) break;

                }

                if (DbgkForwardException(Tf, DebugEvent,

                                         FirstChance) != 0) return;

                if (valid_user_mode_stack_with_enough_space) {

                    // copy EXCEPTION_RECORD and CONTEXT to user mode stack; 

                    // push addresses of EXCEPTION_RECORD and CONTEXT 

                    // on user mode stack;

                    Tf->Eip = KeUserExceptionDispatcher;

                    return;

                }

            }

            if (DbgkForwardException(Tf, DebugEvent,

                                     LastChance) != 0) return;

            if (DbgkForwardException(Tf, ExceptionEvent,

                                     LastChance) != 0) return;

            ZwTerminateThread(NtCurrentThread(), Er->ExceptionCode);

        }

        KeBugCheckEx(KMODE_EXCEPTION_NOT_HANDLED, Er->ExceptionCode,

                     Er->ExceptionAddress, Er->ExceptionInformation[0],

                     Er->ExceptionInformation[1]);

    } while (false);

    KeContextToKframes(Tf, Reserved, &Context,

                       Context.ContextFlags, PreviousMode);

}
