Figure 6-33: Sequence diagram: Request authenticated but no role cookie.
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Because the session is authenticated, the Web server has
attached to the request context the UserID, saved with the
authentication ticket in sign-in. Start by retrieving UserID
from the Request context.

Because we use forms-based authentication, the current
thread's principal identity is not set. Thus we need to switch
the thread principal to Anonymous in order to pass role-based
security and have authorization to access AccountManager's
relevant operations.
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Encrypt the created ticket and assign it to role cookie.
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Decrypt ticket and create new generic principal.

Attach principal to current thread.

Because the session is authenticated, the Context.User is 9 : \User\,
already set for the HTTP request, but not to the same
principal as the one on the thread. Assign the thread's newly

attached principal to Context.User of the HTTP request.




