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CHAPTER 1

Introduction to
Webmin

T his chapter explains what Webmin is, why it was written, and what you
can expect from this book.

1.1 What is Webmin?

Webmin is a program that simplifies the process of managing a Linux or UNIX system. Tradi-
tionally, you have needed to manually edit configuration files and run commands to create
accounts, set up web servers, or manage email forwarding. Webmin now lets you perform these
tasks through an easy-to-use web interface, and automatically updates all of the required config-
uration files for you. This makes the job of administering your system much easier.

Some of the things that you can do with Webmin include:

¢ Creating, editing, and deleting UNIX login accounts on your system

* Exporting files and directories to other systems with the NFS protocol

« Setting up disk quotas to control how much space users can take up with their files

¢ Installing, viewing, and removing software packages in RPM and other formats

* Changing your system's IP address, DNS settings, and routing configuration

* Setting up a firewall to protect your computer or give hosts on an internal LAN access to
the Internet

* Creating and configuring virtual web sites for the Apache Web server

* Managing databases, tables, and fields in a MySQL or PostgreSQL database server

* Sharing files with Windows systems by configuring Samba

These are just a few of the available functions. Webmin lets you configure almost all of the com-
mon services and popular servers on UNIX systems using a simple web interface. It protects you

|l LYvd

4
-]
3
o
o
=
0
-]
o
4




2 Chapter 1 « Introduction to Webmin

from the syntax errors and other mistakes that are often made when editing configuration files
directly, and warns you before potentially dangerous actions.

Because Webmin is accessed though aweb browser, you can log in to it from any system that
is connected to yours through a network. There is absolutely no difference between running it
locally and running it remotely, and it is much easier to use over the network than other graphical
configuration programs.

Webmin has what is known as amodular design. This meansthat each of its functionsis con-
tained in a module that can generally be installed or removed independently from the rest of the
program. Each module is responsible for managing some service or server, such as UNIX users,
the Apache Web server, or software packages.

If you have been manually configuring your system up till now, any existing settings will be
recognized by Webmin. It always reads the standard configuration files on your system and
updates them directly, instead of using its own separate database. This means that you can freely
mix Webmin, manual configuration, and other programs or scripts that work in the same way.

Even though this book iswritten for Linux users, Webmin can be used on many other flavors
of UNIX aswell, such as Solaris, FreeBSD, and HP/UX. One of its biggest strengths is its under-
standing of the differences between all these operating systems and the way it adjustsits user inter-
face and behavior to fit your OS. This means that it can often hide the underlying differences
between each UNIX variant and present a similar or identical interface no matter which one you
areusing.

Webmin on its own is not particularly useful though—it is only a configuration tool, so you
must have programs installed for it to configure. For example, the Apache module requires that the
actua Apache Web server be ingtalled. Fortunately, all of the services and servers that Webmin
manages are either included with most Linux distributions as standard, or can be freely down-
loaded and installed.

1.2 Who Should Use Webmin?

Webmin was written for use by people who have some Linux experience but are not familiar
with the intricacies of system administration. Even though it makes the process of creating
UNIX users or managing the Squid proxy server easy, you must first have some idea of what a
UNIX account is and what Squid does. The average Webmin user is probably someone running
it on their Linux system at home or on a company network.

The program assumesthat you are familiar with basic TCP/IP networking concepts, such as|P
addresses, DNS servers, and hostnames. It also assumes that the user understands the layout of the
UNIX filesystem, what users and groups are, and where user files are located. If you use Webmin
to manage a server like Apache or Sendmail, you should first have an idea of what they can do and
what kind of configuration you want completed.

Webmin itself runs with full UNIX r oot privileges, which means thet it can edit any file and
run any command on your system. This means that it is quite possible to delete al of the files on
your system or make it un-bootable if you make a mistake when using the program, especialy if
you are configuring something that you don't understand. Even though Webmin will usually warn
you before performing some potentially dangerous action, thereis still plenty of scope for causing
damage.
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Even though it can be used on a system with no connection to the Internet, Webmin does ben-
efit if your Linux system ison anetwork. It can download new software packages, Perl modules, or
even new versions of Webmin for you, if connected. A permanent high-speed connection is best,
but even a dial-up connection is good enough for most purposes.

Because Webmin runs with r oot privileges, you must be able to log in to your system as
root toinstall and start it. Thismeansthat it cannot be used on a system on which you have only a
normal UNIX account, such as a virtual web server that is shared with other people. You might,
however, be able to get your system administrator to install and configure it for you.

If you are aready an experienced UNIX system administrator, Webmin may not fedl like the
tool for you because using it is generally slower than directly editing configuration files and run-
ning commands. However, even the experts can benefit from its automatic syntax checking and the
actionsthat it can perform automatically.

Itisaso possibleto give different people different levels of accessto Webmin, so that an expe-
rienced administrator can use it to safely delegate responsibility to less-skilled subordinates. For
example, you might want someone to be only able to manage the BIND DNS server and nothing
else, while giving yoursalf full access to the system and all of Webmin's functions.

1.3 How and Why Was it Developed?

Webmin, the program, was designed and created by me, Jamie Cameron—the author of this
book. | started it back in 1997 and released the first version (0.1) in October of that year. Since
that time, its user interface, features, and appearance have changed dramatically, and almost all
of the code has been re-written. The basic concept of a web-based administration tool, however,
has been the same since that very first release.

| started writing it when | was the administrator for a system running a DNS server and was
spending alot of time updating the server's configuration files to add new host records requested by
users. Giving them the r oot password was not an option—they did not have the experience to
properly edit the zone files and re-start the server. The solution was a simple web interface that
would display existing DNS records and allow them to be edited, created, and deleted. Users could
then safely be given access to this interface to make the changes that they needed.

DNS management was just the start though. Once | saw the possibilities for simplifying the
configuration of a UNIX system though aweb interface, | started adding other features to the pro-
gram and putting them into modules. Next came modules for UNIX users, Samba, mounting file-
systems, NFS, and Cron jobs. | thought up the name Webmin, made it available for anyone to
download, and announced it on a few mailing lists. The initial feedback was good, so | kept on
writing.

Over the years, the program has gone through three different user interfaces, grown to 83
modules, added support for non-English languages, provided advanced access control, included
lots more operating systems, and offered many other features. The Linux distribution companies
Calderaand MSC.Linux have supported the project financially, and many users have made contri-
butions of code patches, modules, trandations, and suggestions. In addition to the standard mod-
ules, over 100 have been written by other people and are available to be added to Webmin on your
system once you have installed the program.
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1.4 What is this Book About?

This book explains how to install Webmin, how to use almost al of its modules, and how to
write your own. The book focuses on the standard modules that come with the Webmin package,
not those written by other people. Not all of the 83 standard modules are covered, however, as
some are not very useful to the average administrator.

Although this book is written primarily for Linux users, the program behaves amost identi-
cally on other operating systems. Each chapter also lists any differences between Linux and other
UNIX variantsin their “Other Operating Systems” sections. This meansthat it is still very useful if
you are running Webmin on FreeBSD, Solaris, MacOS X, or some other variety of UNIX.

Each chapter in the book covers the use of Webmin for managing a particular service or
server, such as NFS exports, Sendmail, or the ProFTPD FTP server. Most chapters only discuss a
single module, but some cover two or three that have similar or related purposes. Each chapter is
pretty much self-contained, so there is no need to read through the entire book in sequence if you
just want to find out how to configure one server. Chapters 2, 3, and possibly Chapter 52, however,
should be read first as they explain how to install Webmin, how to secure it, and how to limit what
other users can do with amodule, respectively.

Each chapter is broken up into sections, and most sections explain how to perform a specific
task. A section will generally contain an introduction to the task explaining why you might want to
doit, followed by alist of stepsto follow in the Webmin user interface to carry it out. At the begin-
ning of each chapter are sections that introduce the server being configured and the concepts
behind it, and list the underlying configuration files that get modified when you use the module
covered in that chapter.

Chapters 55 to 60 cover the development of your own Webmin modules and themes, and
therefore have a different style. The average user does not need to read them, but if you have an
idea for amodule that is not currently available, they provide al the information that you need to
implement it.

1.5 Who Should Read this Book?

This book should be read by anyone wanting to use Webmin to manage their Linux or UNIX
systems. It was written for readers with a basic knowledge of UNIX commands and concepts—
people who have installed Linux and have used it for awhile.

Each chapter starts with an introduction to the service being configured so that readers have
some idea of what the DNS protocol is for or how a firewall works. Even so, a complete novice
should not try to set up a server until he understands how it works and what he wants it to do. The
best way to learn is to use the service on some other system as a user. For example, if you have
used a proxy server before on some other network, then you will have the background knowledge
needed to use this book to set up the Squid proxy on your own system.

The development chapters, on the other hand, are written for someone who aready under-
stands how to write Perl scripts and CGI programs on a UNIX system. This means that they are
more complex than the rest of the book, and assume some knowledge of programming and manual
system administration. They can be skipped, however, if you just want to learn how to use Webmin
rather than how to extend it.
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1.6 Conventions Used in this Book
The following special text styles are used in this book:

Bold Used for text that appears in Webmin itself, such as error messages, icon
names, buttons, and field labels.

Fi xed width Thisstyleisused for the names of shell commands, UNIX users,
directories and files. Also used for text in configuration files, program code and API
functions.

Italics Used to indicate example input entered by the user into Webmin, example
commands, or directories. Also used in Chapter 60 “The Webmin API” for the
names of parameters to functions.

1.7 Acknowledgments

This book could not have been written without the support of Jill Harry and the others at Pren-
tice Hall, Robert Kern for suggesting the idea, my wife Foong Ching for her constant support,
and all the members of the Webmin mailing list for their ideas and suggestions over the years.



CHAPTER 2

| nstalling Webmin

his chapter explains how to download the appropriate Webmin pack-
I age for your operating system, how to install it, and what you will see
after logging in for thefirst time.

2.1 Downloading Webmin for Your System

The latest version of Webmin can always be downloaded from www.webmin.conv. At the time of
writing, the latest release was Version 1.100, but new versions come out frequently. All of the
instructions below, however, will use Version 1.100 for the filenames. If you download a later
release, the version number in all the filenames and paths will have changed.

Some Linux distributions, such as Mandrake and Caldera, include Webmin as a standard fea-
ture, so it may already be installed on your system. The version that they include, however, may
not be the latest official version that is available for download. If you are happy with the release
that you already have, however, you can skip this chapter.

Other Linux distributions, like Debian and Gentoo, include Webmin as a package that can be
downloaded and installed automatically. On Debian, the command apt - get i nstall webmnin
will install the latest version available in the Debian APT repository. This can sometimes be afew
versions behind the newest officia release, however, so you may want to download from
www.webmin.conv instead. On Gentoo Linux, the command ener ge webmi n will install the latest
version from the Gentoo Portage repository, which should be the same as the newest official
release.

If you are upgrading from an older Webmin version, the processis exactly the same asinstall-
ing for the first time. Any changes that you have made to the configuration of Webmin itself, or to
other serverslike Apache or Sendmail, will be left unharmed by the upgrade.

While Webmin supports a wide variety of UNIX variants, it does not cover al of them.
Because it deals with system configuration files that differ in location and format between different
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kinds of UNIX operating systems, it has been written to behave differently depending on the type
of operating system that it is running on. To see a complete list of supported operating systems,
visit the web page www.webmin.convsupport.html. If your operating system is not on the list, you
cannot use Webmin.

Before downloading Webmin for installation on your system, you have to choose a package
format in which to download it. The available formats are;

RPM If you are running Red Hat, SUSE, Mandrake, Caldera, MSC, or any other
Linux distribution which supports the RPM packaging format, then the RPM
package is your best choice.

tar.gz Thetar.gz packaged version of Webmin will work on any operating system,
but is slightly harder to install than the RPM and Solaris packages.

Solaris package If you are running Solaris on Sparc or x86, then this is the
package format for you.

For instructions on installing your chosen package type, see Section 2.2 “Installing the RPM
Package” below.

2.2 Installing the RPM Package

In the top-right corner of every Webmin website pageisalink for the RPM package. A link can
also be found on the page www.webmin.com/download.html. Once you have downloaded it, you
should have a file on your Linux system named something like webnin-1.1. 100-
1. noar ch. r pm Toinstall, run the following command asr oot :

rpm —U webmi n-1. 1. 100- 1. noar ch. rpm

The RPM install can only fail if you do not have Perl installed, or if Webmin cannot identify
your operating system. If that occurs and your Linux distribution is on the list of supported operat-
ing systems, you should install the t ar . gz version instead. Because al Linux distributions are
dlightly different, the Webmin install process has to positively identify the exact distribution and
version that you are running, such as Red Hat 7.3. This can fail if one of the files that contain the
distribution name (such as/ et ¢/ i ssue) has been modified.

Assuming the RPM install successfully completes, you will be able to login to Webminimme-
diately. Open a web browser, and go to the URL http://localhost: 10000/ if you are running the
browser on the same Linux system on which Webmin was installed, or http://your-systems-host-
name: 10000/ if the browser is being run on another PC. Either way, a web form will appear
prompting for a username and password, as shown in Figure 2.1.

You should be ableto login asr oot , using the same password asther oot UNIX user on your
Linux system. If the password is changed using the command-line passwd command or the Users
and Groups module, your Webmin password will change too.

If the OpenSSL library and the Net::SSLeay Perl module have aready been ingtaled on your
system, Webmin will automatically start in SSL mode. This means that you should use a URL sart-
ing with https.// ingtead of http:// to connect to it. Attempting to connect with the non-SSL URL wiill
only bring up apage with alink to the https.// URL on it, which you should follow to log in.
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Figure 2.1 The Webmin login page.

2.3 Installing the tar.gz Package

In the top-right corner of every Webmin website page thereisalink for thet ar . gz package. A
link can aso be found on the page www.webmin.com/download.html. Once you have down-
loaded it, you should have a file on your system named something like webmi n-
1.1.100.tar.gz. Toinstal the package, follow these steps:

1. Login to your system asr oot .

2. Choose a directory under which you want Webmin installed. This is usualy / usr/
| ocal , but can be/ opt or any other location that you prefer. The instructions below will
use/usr/ | ocal for simplicity.

3. Copy thewebni n- 1. 1. 100. t ar. gz filetothe/ usr/ 1 ocal directory.

4. Run the following commands to uncompress and extract thet ar . gz file and run the fol-
lowing setup script:

cd /usr/local

gunzip webm n-1.1.100.tar.gz
tar xf webm n-1.1.100.tar

cd webmi n-1.1.100

./ setup. sh

5. After running the set up. sh script, you will be asked a series of questions that control
the installation process. The questions and their meanings are:



Installing the tar.gz Package 9

Config file directory [/etc/webnin] Thisis the directory in which
Webmin will store all of its own configuration files. It is best just to hit Enter to
accept the default of / et ¢/ webmi n. If this directory already exists from an older
version of Webmin that you are upgrading from, thisis the only question that will
be asked.

Log file directory [/var/webnmin] This is the directory in which
Webmin's log and process ID files will be stored. Just hit Enter to accept the
default of / var / webni n for this one as well.

Ful'l path to perl Thisisthelocation of the Perl executable onyour system. If
itisat/ usr/bin/perl or/usr/local/bin/perl,thenyou canjusttypeenter to
accept the default. Otherwise, you must enter the full path to the Perl interpreter.

Qperating system This question will only be asked if Webmin cannot
automatically identify your operating system. You must enter the number next to
one of the operating system names that appears in the list before the question.

Versi on Like the question above, this will only be asked if Webmin cannot
identify your operating system. Again, you must enter the number next to one of
the version numbers displayed.

Web server port (default 10000) This isthe HTTP port on which
Webmin listens. It is best to stick with the default, unless you are running some
other network server on port 10000.

Logi n nane (default adnin) Thisisasking for the username that you will
use for logging into Webmin. adni n is the traditional username, but anything can
be used.

Logi n password This is the password that must be entered along with the
username. You must enter thistwice, to verify that you haven't accidentally made a
mistake.

Use SSL (y/n) Thisquestion will only be asked if you have already installed
the OpenSSL and Net::SSLeay libraries on your system, as explained in Chapter 3.
If you enter y, Webmin will use SSL right from the start. If you enter n now,
however, you can till turn it on later.

Start Webnmin at boot time (y/n) This question controls whether
Webmin will be starting when your system boots up, which means that you do not
have to re-start it yourself manually every time you reboot. If you want to have it
started at boot, just enter y. If not, enter n.

6. After al the questions have been answered, the install process will finish, and a message
showing the URL that you can use to log in will appear. You can now delete the old
webni n- 1. 1. 100. t ar fileif you no longer need it. Do not delete the/ usr/ | ocal /
webni n- 1. 1. 100 directory that was created when thet ar file was extracted, however.
This contains all the scripts that Webmin needs to run.

Now that the package has been installed, you can open aweb browser, and go to the URL http://
localhost: 10000/ if you are running the browser on the same Linux system on which Webmin
was installed, or http://your-systems-hostname: 10000/ if the browser is being run on another
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PC. Either way, a web form will appear prompting for a username and password as shown in
Figure2.1. Log in using the username and password that you chose before in response to the
Logi n name and Logi n passwor d questions.

If you answered yesto the SSL question, you should use a URL starting with https:// instead
of http:// to connect. If Webmin detects anon-SSL connection when it isin SSL mode, it will dis-
play apage with alink to the correct URL.

2.4 Installing the Solaris Package

The Solaris version of Webmin is only available for download from www.webmin.com/down-
load.html. Once you have downloaded it, you should have afile on your Solaris system named
something likewebmi n- 1. 1. 100- 1. pkg. gz. Toinstall, run the following commands asr oot :

gunzi p webm n-1. 1. 100. pkg. gz
pkgadd —d webmin-1. 1. 100. pkg. gz Wswebmni n

The Solaris package can only fail if you already have Webmin installed, or if you do not have
the Perl executable at /usr/local/bin/perl. If you have Perl installed somewhere else on your sys-
tem, you should create a symbolic link from /usr/local/bin/per| to the real location.

Assuming the Solaris package install completes successfully, you will be able to log in to
Webmin immediately. Open a web browser, and go to the URL http://localhost: 10000/ if you are
running the browser on the same Linux system on which Webmin was installed, or http://your-sys-
tems-hostname: 10000/ if the browser is being run on another PC. Either way, a web form will
appear prompting for a username and password, as shown in Figure 2.1.

You should be ableto login asr oot , using the same password asther oot UNIX user on your
Solaris system. If you change the UNIX r oot password down the road, however, the Webmin
root user will not change. This is because the package install just copies the current password
from the/ et ¢/ shadowfile.

2.5 The Webmin User Interface

Assuming the installation process and login were successful, your browser should show the Web-
min main menu with the Webmin category selected, as shown in Figure 2.2. You can switch to
other categories by clicking on the icons along the top of the page, such as System, Servers, or
Others. Every module is a member of one category, and a table of icons for each module in the
selected category will appear in the body of the page. To enter amodule, just click on itsicon.

To log out of Webmin, just click on the Logout link that appears in the top-right corner of
every page. To send feedback to the author (that's me), click on the Feedback link that is next to
the L ogout button. To visit www.webmin.con, click on the Webmin logo in the top-left corner of
any page.

If you are using a different theme, the user interface will appear different to the screen, as
shown in Figure 2.2. Some versions of Webmin that come with Linux distributions use a different
theme by default, such as Mandrake and Caldera. The main menu, however, will still show catego-
ries and modules, maybe using different sized iconsin a different on-screen layout. All the screen
shotsin this book were captured using the default theme, so you may want to switch to it now (see
Chapter 52 for instructions on how to change the current theme).
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Figure 2.2 Modules in the Webmin category.

All Webmin modules have a common layout and user interface, in order to make navigation
easier. When you click on a module icon from the main menu, the main page of the module will
appear. For example, Figure 2.3 shows the main page of the Disk Quotas module.

At the top are the category icons that appear on every Webmin page, so that you can easily
switch to another module. Below are links for Help, M odule Config, and Search Docs. Not every
module will display al of these links, but where they appear they have common purposes:

Help Thislink opens a pop-up window containing an overview of the module and
the options available on the main page.

Module Config Thislink displays a form containing configurable options for the
current module. See Figure 2.4 for an example of the options available in the Disk
Quotas module. Each module has its own set of options, but al use a similar
interface for editing them. In most cases, you will not need to change any of these
configuration options for normal use of amodule.

Search Docs This link displays a list of UNIX nman pages, package
documentation, HOWTO files, and websites related to the server or program that the
module is configuring. This can be useful for finding out additional information
about the underlying configuration files and commands that Webmin is using.

Other pages below the first page in each module also have a common layout. Figure 2.5 shows a
sample page from the Disk Quotas module. Below the list of category iconsis a link labeled
M odule Index, which will always return you to the module’s main page. This can be found on
almost every page of every module. Next to it is another Help link that pops up a window dis-
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Figure 2.3 The Disk Quotas module main page.

Figure 2.4 The configuration page for the Disk Quotas module.
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Figure 2.5 An example page from the Disk Quotas module.

playing information on the current page. Not all pages have online help, so this link will not
always appear. Finally, at the bottom of the pageisalink, whose label startswith Return to, that
will take you back one level in the modul€’s hierarchy of pages.

2.6 Uninstalling Webmin

If, for some unimaginable reason, you want to remove Webmin from your system, you can just
loginasroot and run the command:

/ etc/webm n/uninstall.sh

This command will ask if you are sure you want to uninstall, and if you do it will delete the
Webmin scripts and configuration directories. This means that any configuration you have done to
Webmin itsalf, such as changing IP access control, switching themes, or creating new Webmin
users will be lost. There will, however, be no harm done to the configuration of other servers such
as Apache or Sendmail, even if they were done using Webmin.

2.7 Summary

After reading this chapter, you should understand how to install Webmin for the first time on a
server, or upgrade an existing installation to the latest release. You should aso know the differ-
ences between the three package formats, and which one is suitable for your operating system.
Because this entire book is about Webmin, it should definitely be installed before reading on!



CHAPTER 3

Securing Your
Webmin Server

his chapter covers the necessary steps for adding additional security to
Webmin on your system once it has been installed. It explains both IP
address restrictions and the use of SSL.

3.1 Network Security

Unless you are running Webmin on a system that is never connected to any other network, itisa
wise ideato restrict which client network addresses are allowed to log in. Because Webmin is so
powerful, anyone who manages to log in will have total control over your system—as though
they had r oot shell access. Even though a username and password is always required to log in,
it isaways good to have an additional layer of security in case an attacker guesses (or somehow
discovers) your password. IP access control also protects you from any bugs in Webmin that
may show up in future that will alow an attacker to log in without a password—some older
releases have had just this problem.

To restrict the | P addresses and networks from which Webmin will accept connections, follow
these steps:

1. In the Webmin category, click on the icon for the Webmin Configuration module.

2. Click on theicon for | P Access Control. The form shown in Figure 3.1 will appear for
restricting client |P addresses.

3. Select the option Only allow from listed addresses, and enter the | P addresses or host-
names of client systemsin the text box from which you will allow access. If you want to
allow access from an entire IP network, enter the address of the network with 0 for the
final octet. For example, if you wanted to allow al clients with IP addresses from
192.168.1.0 up to 192.168.0.255, you would enter 192.168.1.0.

14
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Networks can also be entered in the standard network/netmask format, like
192.168.1.0/255.255.255.0. You can also grant access from an entire domain by
entering a wildcard hostname like *.foo.com, assuming that reverse |P address
resolution has been set up for that domain.

4. When done, click the Save button to apply your changes. Webmin will warn you if the
restrictions will prevent the client system on which you are currently running your
browser from logging in so you do not accidentally lock yourself out!

Figure 3.1 The IP access control form.

3.2 SSL Encryption

If you are accessing your Webmin server over an untrusted network such as the Internet, you
should be aware that, by default, an attacker can capture your login and password by listening in
on network traffic. This is particularly easy if you are using a non-switched Ethernet network
shared by people that you do not fully trust, such as those in offices or universities.

Fortunately there is a solution that is relatively easy to set up—switching Webmin to use SSL
so that al network traffic between your web browser and the server is encrypted. The RPM pack-
age of Webmin will run in SSL mode by default if the OpenSSL library and Net::SSLeay Perl
module are installed. Most systems, however, do not meet these requirements so you will need to
follow the steps below to enable SSL:

1. Install the OpenSSL library, if you do not aready have it. Most recent Linux distribu-
tionswill include it as standard, but you may have to install it from your distribution CD.
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11.

12.
13.

14.

15.
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If there are separate packages for openss! and openssl - devel , make sure both are
installed. If your operating system does not come with OpenSSL, you can download it
from www.openssl.org/ instead.

. Install the Net::SSLeay Perl module, if it is not aready installed. If your system is con-

nected to the Internet, the easiest way to do thisis to enter the Perl M odules module of
Webmin (under the Other s category), enter Net::SSL eay into the From CPAN field and
click the Install button.

After the Perl module has finished downloading, click on Continue with install to have
Webmin automatically compile and install it.

. Once both are installed, go to the Webmin Configuration module and click on SSL

Encryption. The form shown in Figure 3.2 will appear.

. On the top part of the page, change the Enable SSL if available? option to Yes, and

click Save. If al goeswell, Webmin will be switched to SSL. mode and your browser will
connect to it securely.

. If thisis the first time you have connected to Webmin in SSL mode, your browser will

display awarning about the certificate being invalid. For now, you can ignore this warn-
ing and choose to accept the certificate. For more details, see Section 3.3 “Requesting a
Valid SSL Certificate”.

. From now on, when logging into Webmin you must use a URL starting with https://

instead of just http://. Oncein SSL mode, it will no longer accept insecure connections.

. Go back to the SSL Encryption page and scroll down to the second form. If a warning

starting with Because you are currently using the default Webmin SSL key... isdis-
played, you definitely should continue following these steps to create your own private
SSL certificate and key. If, however, it does not appear, then a private key was created at
installation time and there is no need to go on reading.

. If your system is always accessed using the same hostname in the URL, enter it into the

Server name in URL field, such as www.example.com. This will cause the generated
certificate to be associated only with that hostname. Otherwise select Any hosthame to
allow the certificate to be used with any URL hosthame. This is more convenient, but
dightly less secure.

. Inthe Email address field, enter your email address—such as joe@example.com.
10.

If appropriate, fill in the Department field with the name of the department or group
within the organization to which this system belongs, such as Network Engineering. This
can be left blank if inappropriate, such as on a home system.

In the Organization field, enter the name of the company or organization that owns this
system, such as Foo Corporation. Again, this can be left blank if it makes no sense.

In the State field, enter the name of the state that your system isin, such as California.
In the Country code field, enter the two-letter code for the country in which the system
resides, such asUS

Leave the Write key to file field unchanged, and the Use new key immediately field set
to Yes.

Hit the Create Now button to generate a new key and certificate, writethemto/ et ¢/
webni n/ i ni serv. pemand immediately activate them. Your browser will probably
prompt you again to accept the new certificate.
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Figure 3.2 The SSL activation form.

Older versions of Webmin just used a fixed SSL key that was included as part of the package.
This, however, was completely useless for securing network traffic because anyone with a copy
of that key can decrypt the data that is supposedly protected with SSL! For this reason, recent
Webmin versions create a new private key at installation timeif possible, and warn you if the old
fixed SSL key is being used.

3.3 Requesting a Valid SSL Certificate

If youwant to use avalid SSL certificate and do not have one for your hostname, it is possible to
generate one using the openssl command and a certificate authority. A valid certificate is one
that isrecognized by all browsers because it was signed by a recognized authority. Those created
by Webmin itself, by following the stepsin Section 3.2 “SSL Encryption”, do not meet this crite-
riaand will trigger awarning in all browsers when they connect to the Webmin server.

Unfortunately, certificate authorities charge money for signing and verifying that the owner of
the server in the hosthame actually matches the company details in the certificate. For this reason,
most people do not bother to use a signed certificate with Webmin, asthere isno real advantage in
security once you have accepted an unsigned certificate into your browser for the first time.

If you do want to obtain areal valid certificate, however, the steps to follow are:

1. At the shell prompt, run the openssl genrsa -out key. pem 1024 command. This
will createthe key. pemfile, which isyour private key.
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. Run the openssl req -new -key key.pem -out req.pemcommand. When it

asks for the common name, be sure to enter the full hostname of your server as used in
the URL, like www.yourserver.com. This will create the r eq. pemfile, which is the cer-
tificate signing request (CSR).

. Send the CSR to your certificate authority by whatever method they use. They should

send you back a file that starts with —-BEG N CERTI FI CATE—which can be put in the
cert. pemfile

. In Webmin, enter the Webmin Configuration module and click on SSL Encryption.
. Inthe SSL Encryption form (shown in Figure 3.2), enter the path to your key. pem file

into the Private key file field, and the path to your cer t . pemfile into the Certificate
filefield.
Click the Save button to switch to the new certificate.

From now on, your browser should no longer display a warning when connecting to Webmin in
SSL mode.

3.4 Summary

Securing your Webmin server to prevent unauthorized accessis critical, asthere are many poten-
tial attackers on the Internet who would love to use it to take over your system. This chapter has
covered the two different types of security configuration (1P access control and SSL) that should
be performed where possible. Because some versions of Webmin have had remotely exploitable
security holes, it is also advisable to always upgrade to the latest version as soon as it becomes
available to ensure your system's security.



CHAPTER 4

Users and Groups

T his chapter is devoted to the Users and Groups module, which allows
you to create and manage UNIX user accounts and UNIX groups.

4.1 Introduction to UNIX Users and Groups

On Linux and other UNIX operating systems, a user is a person who can login to the system via
SSH, telnet, FTP or at the console. Users can also receive email and own files on the server's
local filesystems. Each user has a login name, a password, and a home directory in which all its
files are stored. Users also have several additional attributes, such as a real name, shell (the pro-
gram that is run when the user logs in), and expiry date.

Each user is a member of at least one group, called a primary group. In addition, a user can be
a member of an unlimited number of secondary groups. Group membership can be used to control
the files that a user can read and edit. For example, if two users are working on the same project
you might put them in the same group so they can both edit a particular file that other users cannot
access.

Every system will have several standard user accounts like root and nobody that are created
when the system is installed-although most of these (except for root) cannot be used to login. If
your server will be used by more than one person, you will need to create an additional user
account for each person to keep their files and email separate. Even if you are the only person who
uses your machine, it is a good idea to create a user account for yourself that you use to login with
instead of using the root account.

Depending on your operating system, user and group information will be stored in different
files in the /etc directory. On modern versions of Linux, /etc/passwd and /etc/shadow are
used to store user details, and /etc/group for group details. The Users and Groups module works
by directly editing those files, not by calling any external programs or functions. This means that if
you are using NIS or storing users in an LDAP server, this module is not for you.
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4.2 The Users and Groups Module

The Webmin module Users and Groups that is found under the System category (as shown in
Figure 4.1) can be used to create, edit, and delete all the UNIX users and groups on your system.
You should aways be careful when using this module to edit existing system users like r oot
and daenon because changing or deleting them could stop your system from working. Some
users have their home directory setto/ (the root directory). Deleting such a user would cause all
the files on your system to be deleted!

In addition to managing the UNIX users on your system, this module can also affect user set-
tings in other modules. For example, Samba has its own list of users and passwords that should be
kept in sync with the UNIX password list. Webmin can handle this for you automatically using the
other modules option that appears on the user creation, editing, and deletion forms. You must,
however, enable thisin every other module that you want automatically updated. The module also
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Figure 4.1 The Users and Groups module icon.

has options for synchronizing UNIX groups in a similar way, such as with Samba groups. How-
ever, since this feature only works with Samba 3.0, which is still under development, it is not cov-
ered in this chapter.

Once you enter the module, the main page lists all the usersthat currently exist on your system
in one table (Figure 4.2), and al the groups in another (Figure 4.3). If there are too many users or
groups to sensibly display in atable, then asmall form allowing you to search for a user or group
will be displayed instead.
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Figure 4.2 List of existing users.

4.3 Creating a New User

To create anew UNIX user, complete the following steps:

1

2.

w

[S2 0

o

Click on the Create a new user link above or below the table of existing users. A form
for entering the details of the new user will appear, as shown in Figure 4.4.
At this point you have to decide on a username for the new user, which should be some-
thing simple without spaces in it—like jcameron or jamie—and not used by any other
user. If your server is receiving email, the username determines the part of the user’'s
email address to the left of the @ Enter your choice in the Username field.

. The User 1D field should generally be left unchanged, as it is worked out for you by

Webmin. If you set it to the same user ID as another user, they will be able to access each
other’sfiles. Thisis generally not agood idea.

. In the Real namefield, you should enter the user’s full name, such as Jamie Cameron.
. Every user has a home directory, in which the user stores his personal documents and

preference files. In the Home directory field, you should enter a directory that does not
exist yet, such as/home/jcameron. When the user is created, this directory will be created
and its ownership granted to the new user.

If Webmin on your system offers an Automatic option for the home directory, it is
generally best to stick with that.

. The user's shell is a program that is run when he makes a text mode login of some kind

(via SSH, for example), or opens a shell prompt after logging in graphically at the con-



22

Chapter 4 « Users and Groups

Figure 4.3 List of existing groups.

sole. The shell is responsible for running the commands that you type (such as| s and
cat ), running scripts on login and logout, and providing an interface for command edit-
ing. Shellslike bash andt csh are easier for users to use, because they allow the up and
down arrows to be used to scroll through previous commands, and the tab key to auto-
complete commands and filenames.

In some cases, you might not want a user to be able to make a shell login at al, asin
when the user is only meant to be able to read and send email. In that case, his shell
should be set to /bin/fal se, which is a program that does nothing and exits
immediately.

You should select whatever shell you want the user to have from thelist in the Shell field.
If your choiceis not on the list, select the Other option and enter the path to the shell in
the field below.

. For the Password field, you have four choices:

No password required The user can login without needing to enter any password.
No login allowed The user can never login.
Normal password You get to enter the user’s password.

Pre-encrypted password You must enter a password that is aready encrypted, such as
one taken from the/ et ¢/ shadowfile on another system.

Generdly you will want to use the Normal password option. Note that on many
operating systems, only the first eight characters of the password are actually used.
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8.

10.

11.

12.

13.

14.

15.

16.

17.

On most systems, a set of inputs under the heading Password options will be available.
The first of these is the Expiry date—if you want the user to be unable to login after a
particular date, fill in thisfield.

. The Minimum daysfield is the number of days after the user is created or the password

islast changed that the user must wait before changing it again. Leave it blank to allow
changing as soon as the user wants.

The Maximum daysfield is the number of days after the user is created or the password
is last changed that the password will expire and need to be changed. A user with this
option set will be forced to change his password periodically, which is good for system
security. Leave it blank to prevent the password from ever expiring.

The Warning days field is the number of days before the password expiry date that the
user will be warned at login that his password is about to expire. If left blank, the user
will not know that his account has expired until he triesto log in and is forced to choose
anew password.

The Inactive days field is the number of days after the password expires that the entire
account will be disabled if the user has not chosen a new password. If left empty, the
account will never expire.

For the Primary group, either select an existing group or enter the name of a new one
that Webmin will create for you.

If you want the user to be a member of more than one group, select some of the groups
from the Secondary group list.

If you want the user’s home directory to be created, select the Create home directory?
option. If the directory does not already exist, you should select thisas well as Copy files
to home directory? so that the user gets a basic set of preference files like . profil e
and Deskt op.

To create the user in other modules that you have configured for such action, select Cre-
ate user in other modules? It is possible to set up the Samba module to automatically
create auser initsuser list, and the MySQL module to create a new database user, among
others.

To create the user, click the Create button. After ashort delay, you will be returned to the
list of existing users, which should include your newly created user.

Once the Create button has been clicked, the new user will be able to login via SSH, telnet, or
whatever other services you have set up

4.4 Editing an Existing User

You can change any of the details of any user that already exists on your system by following
these steps:

1.

2.

3.

Click on the user you want to edit from the existing list. A form containing all the details
of the user will appear, as shown in Figure 4.5.

Change any of the details that you want to modify, including the username. The fields
have the same meanings as described inSection 4.3 “ Creating a New User”.

If you have modified the User ID or changed the Primary group, files owned by the
user may need to be updated to use the new I1Ds. The options at the bottom of the page
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Figure 4.4 The user creation form.

labeled Change user ID on files? and Change group 1D on files? control which direc-
tories will be searched for files with the old I1Ds.

4. If you have changed the user’s home directory, you can have Webmin rename it to the
new path. However, if the new home directory aready exists, this may not always be
what you want. The M ove home directory if changed? option determinesif it is moved
or not.

5. To have the user updated in other modules where this has been set up, select M odify
user in other modules? If you are changing the username, this will also rename the
user’'s Sendmail mail file and Cron jobs.

6. Click the Save button to have Webmin update the user. Once it is complete, you will be
returned to the lists of users and groups.

4.5 Deleting a User

You should always be careful when deleting a user, as important files in the user’s home direc-
tory may belost. It isgenerally never agood ideato delete any of the users that are created when
your system is first installed—especially r oot ! Even normal users that you have created can be
disabled by editing the user and setting the password option to No login allowed.

If you still want to go ahead and del ete a user, follow these steps:

1. Click on the user you want to edit from the existing list. A form containing all the details
of the user will appear, as shown in Figure 4.5.
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Figure 4.5 The user editing form.

2. Click the Delete button at the bottom of the page. Thiswill bring up aform asking you to
confirm the deletion, with buttons to delete just the user or his home directory as well.
The amount of disk space used by the user's home directory will be shown.

3. Select the Delete user in other modules? option if you want the user to be deleted from
other modules in which deletion has been set up. Any Cron jobs belonging to the user
will be deleted, aswill his Sendmail mail file.

4. Click either the Delete User or Delete User and Home Directory button to delete the
user. A page showing the progress of the deletion will be displayed while it is taking
place.

4.6 Creating a New Group
A new UNIX group can be added by following these steps:

1. Click on the Create a new group link at the top or bottom of the existing list of groups.
A form for entering the details of the group will appear, as shown in Figure 4.6.

2. Choose a name for the new group, and enter it into the Group name field. The name
must not be used by any other group, and should be short and contain no spaces.

3. The Group ID field should be left alone, asit is automatically determined by Webmin. If
for some reason you change it, make sure that it is not the same as any existing group’s 1D.

4. The Password field can be ignored, as group passwords are never used.
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5. In the Members field, enter the names of any existing users that you want included in
this group. You can use the button to the left of the field to pop up a selection window of
all existing users.

6. Click the Create button to have Webmin create the new group. Once it is complete, you
will be returned to the lists of users and groups.

Once the new group has been created, you can edit usersto make it their primary group or one of
their secondary groups.
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Figure 4.6 The group creation form.

4.7 Editing an Existing Group

You do not often need to edit an existing group, as users can be added to or removed from it by
editing them directly. However, if you do want to edit a group, follow these steps:

1. Click on the name of the group that you want to edit from the list of existing groups. This
will bring up the group editing form, as shown in Figure 4.7.

2. Change any of the details such as the group ID or member list. It is not possible to
change the name of an existing group.

3. If you are changing the group ID, files owned by the group may need to be updated to
use the new ID. Use the Change group ID on files? option to control which directories
will be searched for files that need updating.

4. Click on the Save button to make the changes active. Once they are complete, you will be
returned to the lists of users and groups.
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Figure 4.7 The group editing form.

4.8 Deleting a Group

You can safely delete a group at any time, but Webmin will only let you do so if there are no
users who have selected it as their primary group. To delete, follow these steps:

1. Click on the name of the group you want to delete from the list of existing groups. This
will bring up the group editing form as shown in Figure 4.7.

2. Click the Delete button at the bottom of the page. A page asking if you really want to
delete the group will appear.

3. Click the Delete Group button to confirm the deletion. A page showing the progress of
the deletion will be displayed.

4.9 Viewing Recent and Current Logins

All UNIX systems keep track of recent logins made by users using SSH, telnet, or at the console.
Some also track FTP logins as well. You can display recent user logins that include the date,
time, and source address by following these steps:

1. Below the lists of users and groups, enter the username of the one you want to track into
the Display logins by field, and click the button. If you want to seeloginsby ALL users,
just leave the field blank.
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2. A page listing recent logins by the user or userswill be displayed. Thelist may not cover
all logins from the date your system was first installed, as many operating systems auto-
matically truncate the log file periodically in order to save disk space.

Itisalso possible to display alist of userswho are currently logged in by clicking the Logged In
User s button below the lists of users and groups. If auser islogged in graphically at the console,
he may be listed multiple times—once for each shell window he has open.

4.10 Reading Users’ Email

When editing a user, you can view mail in the user's mailbox by clicking on the Read Email
button at the bottom of the page. This will take you directly to the mailbox viewing page of
either the Sendmail, Qmail, or Postfix module, depending on what you have chosen for the Dis-
play user email from option in the module configuration. For more documentation on using the
mail interface, see Chapter 37.

4.11 Creating Users from Batch Files

Sometimes you may want to create alarge number of users at once without having to go through
the process of filling out the user creation form over and over again. You will often have the
details of these usersin atext file of some kind containing their usernames, passwords, and real
names. Fortunately, Webmin has a feature that automates this task for you.

If you click on the Create, modify and delete usersfrom batch file link above or below the
list of existing users, a form will appear that allows you to upload a file containing the details of
usersto create, as shown in Figure 4.8. Your file must contain one line of text for each user that you
want to create, and the format of each line must match the format shown on the batch file page.

The exact file format depends on what information your system stores about each user, but on
most systems each line must follow this format:

cr eat e: username: passwd: uid: gid: realname: homedir: shell: min: max: war n: inactive: expire
An examplelineto create a user with the user ID automatically assigned by Webmin would be:
creat e: j carmeron: nysecret::3001: Jam e Caneron:/hone/j cameron:/bin/bash:::::

Asyou can see, the line is made up of a series of fields, each separated by acolon (:) . When
creating auser, the first field must be the cr eat e field. The meanings of the other fields are shown
inTable4.1.

Once you have created a file containing the details of usersto create, select it using either the
Upload batch file or Local batch file fields, and click the Execute batch button. A page display-
ing each user created and any errors encountered will be displayed. The most common error is a
missing field in one of the lines—each must have exactly the right number of fields, and even if a
field is blank the colon separator next to it must still be included.
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Figure 4.8 The batch file execution form.

Table 4.1 Batch File Fields and Their Meanings

user name The user’slogin name. This cannot be left blank.

passwd The user's password. If thisfield isleft blank, then no password will be needed for
the user. If it contains just the letter x, then the user will be locked and no login
allowed.

uid User ID for the new user. This should be left blank, so Webmin can assign one
automatically.

gid ID of the user’s primary group. This cannot be a group name, and cannot be left

blank. If morethan one GID is entered, the user will be added as a secondary mem-
ber to all of those listed after the first one as well.

r eal nane The user’s real name. Not mandatory, but should not be left blank.

honedi r A directory that is created with ownership assigned to the user. You can leave this
blank if the module has been configured to assign home directories automatically.
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Table 4.1 Batch File Fields and Their Meanings (Continued)

shel | The user’slogin shell. Thisfield cannot be left blank.

mn The number of days after the user is created or the password islast changed that the
user must wait before changing it again. Can be left blank to allow changing as
soon as the user likes.

max The number of days after the user is created or the password islast changed that the
password expires and must be changed again. If left blank, the password will never
expire.

war n The number of days before the password expiry date that the user will be warned at

login that his password is about to expire. If left blank, the user will not know that
his password has expired until it happens.

i nactive The number of days after the password expires that the entire account will be dis-
abled, if the user has not chosen a new password.

If left empty, the account will never expire.

expire The date on which this account will expire. Unfortunately, you must enter thisas a
number of days since January 1, 1970!

4.12 Configuring the Users and Groups Module

Like other Webmin modules, Users and Groups has several options that can be configured by
clicking on the M odule Config link above the lists of users and groups, as shown in Figure 4.9.
The options that you can safely change and their meanings are shown in Table 4.2.

Table 4.2 Module Configuration Options

Command torun Whatever shell command you enter into thisfield will be run just before any
before making action is performed, such as adding, deleting, or modifying a user or group. It
changes can be useful for doing things like making a backup copy of the/ et ¢/ passwd
file before Webmin makes any changes.
The command can determine exactly what Webmin is about to do by checking
environment variables, as explained in the Section 4.13 “ Before and After Com-
mands’.

Command torun Like the above option, but this command is run after any action is performed.

after making It can be very useful if you want to have acommand run after auser is created
changes in order to setup additional filesfor that user.

Permissionson The octal file permissions on newly created home directories, in the same for-
new home mat as used by the chmod command.

directories
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Table 4.2 Module Configuration Options (Continued)

Copy files
into new home
directoriesfrom

Directories or filesto copy into the home directory of newly created users,
assuming the Copy filesto homedirectory? option isturned on. If any of the
paths you enter isadirectory, all files and subdirectoriesin that directory will
be copied. Thisoptionisusually setto/ et c/ skel by default, whichisasys
tem directory containing fileslike. cshrc and. profil e.

Automatic home
directory base

The directory under which users’ home directories are usually created. If this
optionisset, an Automatic option will appear for the Homedirectory fieldin
the user creation form. If chosen, the home directory will be determined by
this option and the Automatic home directory style below.

Automatic home

This option controls the path to a new user’s home directory under the base.

directory style The most common default option of horre/ user name will makeit just a sub-
directory under the base, with the same name as the username. So if you were
creating auser called jcameron and the home directory base was set to/ honre,
then the resulting home directory would be/ hore/ j camer on.
Other options create subdirectories using the first one or two letters of the
username. They can be useful if you have a very large number of userson
your system, and want to avoid having thousands of entriesin / hone.

Lowest UID for When Webmin automatically chooses a user ID for anew user, it will never

new users pick onethat is lower than specified in this option. On most systems, normal
users have user 1Ds above 500, and system users have | Ds below that.

Lowest GID for Like the option above, but for group IDs.

new groups

Createnew group  If thisoptionis set to Yes when creating a new user, the default action isto

for new users?

create agroup of the same name and make it the user’s primary group.

Assign same D to

This option only worksif the previous oneis enabled. If set to Yeswhen anew

new user and group is created for anew user, Webmin will make sure that their UID and

group? GID arethe same. Thisdoesn't actually make any difference, but some admin-
istratorslikeit.

Don't use MD5 This option should only be changed to Yesif you run into an error when creat-

passwordsif ing anew user caused by amissing MD5 Perl module.

missing perl

M D5 module?

Check for send- If set to Yes when creating or renaming a user, Webmin will check if thereisa

mail alias clashes?

Sendmail alias of the same name. This can be useful to prevent the creation of
users who would be unable to receive mail due to an alias redirecting it all to
another address.

Only deletefiles
owned by user?

If set to Yeswhen deleting a user, filesin the user’s home directory that do not
belong to him will not be deleted.

31
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Table 4.2 Module Configuration Options (Continued)

Maximum user
and group name
length

The maximum allowed length for a user or group name. If thisis set by
default, it isnot agood ideato adjust it because your operating system will not
recognize longer usernames.

Default group for
new users

The default primary group on the new user creation form.

Default second-
ary groups for
new users

A space separated list of secondary groups that will be selected by default on
the new user creation form.

Default shell for
new users

The default shell on the new user creation form.

Default minimum
daysfor new users

The default number of days before which password changing is not allowed.

Default maxi-
mum daysfor new
users

The default number of days after which the password must be changed.

Default warning
daysfor new users

The default number of days before password expiry that the user is warned.

Default inactive
daysfor new users

The default number of days after password expiry that the user is disabled.

Maximum num-
ber of usersto

display

If the number of users or groups on the modul€’'s main page exceeds this num-
ber, the table of users or groups will be replaced by a search form. You may
want to adjust thisif the number of users on your systemisjust over the
default limit.

Sort usersand

This option controls the ordering of users and groups on the module’s main

groups by page.

Number of This option limits the number of recorded logins to display so the table does
previouslogins not become too large on systems that keep an unlimited login history.

to display

Display usersand
groups by

By default, users and groups are shown on the modul€’s main page in atable
with one row per user or group. However, if you change this option to Name
only then only the username of each appears, saving alot of screen space if
you have alarge number of users.

Changing to Primary group categorized also displays users by username
only, but categorized by their primary group.

Conceal plain-text
password?

If set to Yes when editing or creating a user, the Nor mal password field will
show only starsinstead of the actual password that you enter. Useful if you are
worried about people looking over your shoulder when creating users.
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Table 4.2 Module Configuration Options (Continued)

Get user and
group info from

Even though the modul e reads and edits system user, group, and password
files directly, there will in some cases be users and groups on your system that
come from another source, such as NIS. When displaying a user’s primary
group or the users who are members of a group, Webmin will use the get pw
family of system calls by default to get alist of users and groups, instead of
reading the user and group files directly.

Thisis normally the right thing to do, but in some cases it will not work prop-
erly or will be very slow. You should only change this option to Filesif you
are sure that you want the module to never use the get pw functions.

Generate
password for
new users?

If this option is set to Yes when creating a new user, Webmin will generate a
random password for you by default.

Show office and
phone details?

Normally, auser’'s Real name field only contains his name. However, it can
also contain additional information such as his office location, home phone,
and work phone. These extrafields are displayed by thef i nger command,
and are stored by the system in the real name field of the /etc/passwd file sep-
arated by commeas.

If you want to be able to edit this additional information separately, set this
option to Yes. It will not work well if usernames on your system contain com-
mas in them—Ilike Cameron, Jamie.

Display user email
from

This option controls which module is used when the Read Email button is
clicked on the user editing page. You should make sure it is set appropriately
depending on the mail system you are using because Sendmail and Qmail use
different locations and file formats for user mailboxes.

Minimum pass-
word length

If set, you will not be able to create or edit users whose plain-text passwords
are shorter than this length. This option and the three below also effect the
Change Passwords and Cluster Users and Groups modules. They can be use-
ful if you want to delegate user management to someone else, and don't trust
the quality of his passwords.

Prevent dictio-
nary word pass-
words?

If this option is set, passwords that exactly match any word from the dictio-
nary will not be allowed.

Per| regexp to
check password
against

If set, passwords must match this Perl regular expression. For example, you
could enter [0-9] for this option to force all passwordsto contain at least one
digit.

Prevent pass-
wor ds containing
username?

When this option is set to Yes, passwords that exactly match or contain the
user’s username will not be allowed.
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The other options under the System configuration heading control the files Webmin reads
and writes user and group information from and to. Because they are set automatically based on the
type of operating system you use, they should not be changed unless you know what you are doing.
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Figure 4.9 Configuration options for Users and Groups.

4.13 Before and After Commands

As Section 4.12 “Configuring the Users and Groups Module’ explains, you can specify shell
commands to be run before and after any action is taken in the module. Because these com-
mands are called for every addition, modification, or deletion of auser or group, they need some
way of telling exactly what action is being performed. They can do this using environment vari-
ables that are set before the command is run. The available environment variables are shown in
Table 4.3.

If you wanted to send out email when a user is created, for example, you could set the
Command to run after making changes option to:

[ “$USERADM N_ACTI ON' = “CREATE_USER’ ] && echo “Added user
$USERADM N_USER ( $USERADM N_REAL)” | mail -s “Added new user”
you@ our donmai n. com

414 Module Access Control

It ispossible to grant a Webmin user or group access to only a subset of featuresin the Users and
Groups module. This is most commonly used to allow a subadministrator the right to edit only
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Table 4.3 Environment Variables for Before and After Commands

USERADM N_ACTI ON

Indicates which action is being taken. Possible values are:
CREATE_USER

MODI FY_USER

DELETE_USER

CREATE_GROUP

MODI FY_GROUP

DELETE_GROUP

USERADM N_USER

The username of the user being created, modified, or deleted. Not
set when a group action is being performed.

USERADM N_UI D

The user ID of the user being created, modified, or deleted.

USERADM N_Gl D

The group ID of the user.

USERADM N_REAL

The real name of the user, including any office and phone infor-
mation.

USERADM N_SHELL

The shell of the user.

USERADM N_HOVE

The home directory of the user.

USERADM N_PASS

The plain text password of the user, if available.

USERADM N_SECONDARY

A comma-separated list of any secondary groups to which the
user belongs.

USERADM N_GROUP

The name of the group being added, modified, or deleted. Not set
when a user action is being performed.

selected users and groups on the system, and to change their attributesin only limited ways. Ina
virtual hosting environment, for example, you may want to give a Webmin user the ability to cre-
ate and edit up to 10 users with UIDs in a limited range, and home directories under a fixed
directory. These privileges give the user no way to gain root access and affect users that do not

belong to him.

Chapter 52 explains how to create additional Webmin users and edit their module access con-
trol in more detail. The following steps cover just the parts of the process that grant the kind of lim-
ited access that is specific to the Users and Groups module;

1. In the Webmin Users module, click on Users and Groups next to the name of the user
that you want to edit. This will take you to the access control form shown in Figure 52.3.
2. Change the Can edit module configuration? field to No.
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13.

14.
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The UNI X userswho can be edited field controls the users that can be changed by this
Webmin user. You would typically set it to Users with UIDs in range and enter maxi-
mum and minimum UIDsinto the fields next to it, such as 5000 and 5010.

. To allow the addition of new UNIX users, set the Can create new users? field to Yes.
. Set the Can view batch file form? option to No. Thiswill prevent the Webmin user from

creating and editing users from a batch script, which is not normally necessary. Allowing
it, however, does not grant the user any additional privileges and is not a security risk.

. For the Ul Dsfor new and modified user sfields, enter the same UIDs asin Step 4.
. Deselect the M ore than one user can have the same UID option, but |eave the Ul Ds of

existing users can be changed option selected. An untrusted subadministrator should
not normally be allowed to create multiple users with the same UID due to the problems
that this can cause.

When UID clashes are prevented, the Webmin user will not be able to create any more
UNIX usersthan fit in his allowed UID range.

. In the Allowed groups for new or modified users field, you would typically select the

Only groups option and enter the names of any groups of which new users can be pri-
mary or secondary members. Normally you would just enter a single group like users.
Leaving this field set to All groups is a very bad idea, because it would allow the cre-
ation of userswho are members of ther oot or bi n groups, and who can thus edit impor-
tant system files and executables. The Groupswith GIDs in range option can be useful
if this Webmin user is alowed to create multiple groups of his own within the same GID
range.

. To restrict the shells that a new user can be assigned, set the Allowed shells for new or

modifed usersto Listed and enter their paths into the text box below. This can be useful
to alow the creation of only mail-only users who always have the shell / bi n/ f al se.
Set the Home directories must be under field to a directory that will only be used for
accounts created by this Webmin user. Setting it to / hone is a bad idea, because this
would alow the subadministrator to rename or delete directories belonging to other users
that are under /home. Instead, enter something like / hone/ subadmin.

To force every user's home directory to be based on his username (such as / hone/
subadni n/ username), check the Home directory is always same as user name box.

To stop the Webmin user from desel ecting some of the options at the bottom of the user
creation, editing and deletion forms, deselect the matching Allowed on save options.
Any that are not chosen will effectively always be turned on.

Assuming you just want the Webmin user to create and edit UNIX users, set the UNIX
groups who can be edited field to No groups.

If you want to restrict the user from viewing recent logins, change the Can display log-
ins by field. Any user who can login with telnet or SSH can run the last command any-
way to display logins, so setting this option to No users does not usually make your
system any more secure.

Finally, click Save. You will be returned to the module’s main page and the new access
control restrictions will be immediately applied to the Webmin user.

Be careful when granting a Webmin user access to certain UNIX users, as a mistake may allow
him to edit the r oot user or create a new user who is equivalent to r oot . There are also many
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other users like bi n, uucp, and ht t pd that own important system files or are used for running
server and daemon processes. Someone who can edit or login as one of these users could gain
root privileges on your system or access files that heis not supposed to.

Often the access contral in the Disk Quotas and Scheduled Cron Jobs module is set up to
allow editing of the quotas and Cron jobs of the same UNIX users as those that can be edited and
created in this module. All modules support the UID range and primary group access control
options, which can be set in the same way.

It is also possible to use the Users and Groups access control form to alow a user to edit or
create selected UNIX groups, though thisis not generally as useful. Granting an untrusted user the
rights to edit al groups on the system is a bad idea, as he would make himself a member of the
root or bi n group and so be able to read or write critical files.

4.15 Other Operating Systems

Different operating systems store different information about users than Linux does. Thisis due
to the different files and file formats used for storing user information. Some, for example, do
not have an / et ¢/ shadow file, meaning that information about password change and expiry
times does not exist. The list below explains the major differences between other supported
operating systems and Linux:

FreeBSD, OpenBSD and NetBSD All these operating systems use the/ et c/
mast er . passwd file for storing user information, which combines / et ¢/ passwd
with some fields from / et ¢/ shadow. When editing or creating a user, you can enter
a Password change time which is the date and time after which the password must
be next changed, and an Account expiry time after which an account can no longer
be used. Each user can also have a Login class, which is used in conjunction with
the/ et c/ | ogi n. conf fileto determine memory, CPU, and other limits.

Sun Solaris and SCO UnixWare Both these operating systems use the same
files and formats as Linux, and so have all the same options.

HP/UX, SGI Irix, and Compaq Tru64/OSF1 Because none of these systems
use an / et ¢/ shadow file by default, none of the options related to password and
account expiration are available when editing or creating a user.

Apple MacOS X OSX does not store user and group information in files at all—
instead, it uses a network database called NetInfo, which Webmin manipulates using
the ni dunp and ni util commands. This database, however, stores the same
information asthe BSD mast er . passwd file, so when editing or creating a user the
same fields are available as for FreeBSD.

IBM AIX AIX uses the files / et ¢/ passwd and / et c/ security/ passwd for
storing user information. Therefore, when editing or creating users on Al X there are
some options that do not exist on other operating systems. The Expiry date field
can be used to set the date and time after which the account cannot be used. The
Minimum weeks and Maximum weeks fields are very similar to the Maximum
days and Minimum days fields on Linux, but deal with weeks instead of days. The
Warning days field has exactly the same meaning as on Linux, and deals with days
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not weeks. The unique Account flags field sets special options whose meanings are
explained on the form.

SCO OpenServer OpenServer uses/ et ¢/ passwd and/ et ¢/ shadowfiles, but
the shadowfile stores dlightly different information than on Linux. This means that
when editing a user, the Expiry date field is replaced with an option to control
whether the user is prompted for a password at their next login, and the Warning
days and I nactive days fields are not available.

Those few operating systems that are not listed above cannot use the Users and Groups module,
astheir file formats are not currently know to Webmin.

4.16 Summary

This chapter has explained how to create and manage users and groups on a UNIX system.
Because they are used to enforce file security, to protect processes from each other, and as mail-
boxes, user management is one of the most important tasks on a multi-user server system. This
means that the module covered in this chapter is one of the most commonly used in Webmin,
and also one of the most powerful.



CHAPTER 5

Disk and Networ k
Filesystems

he chapter explains how to mount filesystems, either from partitions on
your system’s hard disks or from other file servers.

5.1 Introduction to Filesystems

OnaUNIX system, al files exist in atree of directories under theroot / directory. Drive letters
used by other operating systems (like Windows) to identify different hard disks or network
drives do not exist. Instead, different hard disks, CD-ROMs, floppy disks, and network drives
are attached to the directory tree at different places, called mount points. For example, / hone
may be a mount point for a different hard disk on your system, and / usr /| ocal may be the
mount point for files that are shared from another server. The root directory is also a mount
point, almost always for a partition on a hard disk in your machine. The set of files that is actu-
ally mounted at amount point is called afilesystem.

All operating systems divide each hard disk up into partitions, each of which can be adifferent
size. Each filesystem is normally stored on one partition of one disk, so it is possible to have multi-
ple filesystems of different types on the same hard disk—one for Linux and one for Windows, for
example. If you have multiple hard disks in your system, you will normally need to mount at least
one filesystern from each in order to make use of them.

UNIX systems support many different kinds of filesystems—some for files stored on local hard
disks and some for files on networked file servers. On Linux, the filesystems on your hard disks will
probably bein ext 2 or ext 3 format. Many other local filesystem types exist, such asi so- 9660 for
CD-ROMs, vf at for Windows partitions, and xf s andr ei ser f s for high performance file access.
Every local filesystemn type uses a different format for storing data on disk, so if a partition has been
formatted as afilesystem of a particular type, then it must be mounted asthat type.

There are a <o filesystem types for different methods of accessing file servers across a network.
If the file server isrunning UNIX, then an nf s filesystem is usually mounted to access itsfiles. How-
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ever, if it isrunning Windows, an snbf s filesystem must be used instead. These different filesystem
types correspond to different network protocols for accessing files on another system.

Other specia filesystem types contain files that do not actually exist on any disk or file server.
For example, a pr oc filesystem contains files that contain information about currently running
processes. Different UNIX variants have different types of specia filesystems, most of which are
automatically mounted by the operating system and do not need to be configured.

No explanation of filesystems can be complete without also covering virtual memory. Often
aUNIX system will be running processes that take up more memory than is actually installed. This
is made possible by the operating system automatically moving some of those processes out of real
memory and into virtual memory, which is stored in afile or alocal hard disk. Because filesystems
and virtual memory are both stored on disk and can be mounted and unmounted, the Disk and Net-
work Filesystems Webmin module also manages with virtual memory.

Depending on your operating system, the files/ et c/ f st ab or / et ¢/ vf st ab contain alist
of filesystems that are known to your system and mounted at boot time. It isalso possiblefor afile-
system to be temporarily mounted using the mount command without being stored in the f st ab
file. Webmin directly modifies this file to manage filesystems that are mounted at boot time, and
calsthemount and unnount commands to immediately activate and deactivate filesystems.

5.2 The Disk and Network Filesystems Module

The Disks and Network Filesystems module isfound under the System category, and allows you
to configure which filesystems are mounted on your computer, where they are mounted from
and what options they have set. The main page of the module (shown in Figure 5.1) lists al the
filesystems that are currently mounted or available to be mounted.

For each filesystem, the following information is displayed:

Mounted As The mount point directory for thisfilesystem, or the message Virtual
Memory.

Type A description of the filesystem type, followed by the actual short type name.

Location The disk, fileserver, or other location from which this filesystem was
mounted. For nf s mounts, this column will be in the form servername: remotedirectory.
For smbf s mounts, it will be similar to \\servername\sharename.

Inuse? Yesor No, depending on whether the filesystem is currently mounted. For
most filesystems, you can click on thisfield to mount or unmount immediately.

Permanent Yes or No, depending on whether the filesystem is permanently
recorded so that it can be mounted at boot time.

5.3 Mounting an NFS Network Filesystem

Before you can mount a filesystem from another UNIX server, that server must be configured to
export the directory that you want to mount using NFS. For details on how to export a directory
using Webmin, see Chapter 6.

Assuming the directory that you want to mount has been exported properly, you can follow the
following steps to mount it on your system:
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Figure 5.1 The list of existing filesystems.

1.

3.

6.

On the main page of the Disk and Network Filesystems module, select Network Filesys-
tem from the dropdown box of filesystem types, and click the Add mount button. A
form will appear, as shown in Figure 5.2.

. In the Mounted As field, enter the directory on which you want the filesystem to be

mounted. The directory should be either nonexistent or empty, as any files that it cur-
rently containswill be hidden once the filesystem is mounted.

If you want the filesystem to be mounted at boot time, select Save and mount at boot
for the Save M ount option. If you want it to be permanently recorded but not mounted at
boot, select Save. Select Don't save if thisisto be only atemporary mount.

. For the Mount now? option, select Mount if you want the filesystem to be mounted

immediately, or Don’t mount if you just want it to be recorded for future mounting at
boot time. It makes no sense to set the Save and mount option to Don’t save and the
M ount now? option to Don’t mount, as nothing will be done!

. Inthe NFS Hostname field, enter the name or | P address of the fileserver that is export-

ing the directory that you want to mount. You can aso click on the button next to the
field to pop up alist of NFS servers on your local network.

In the NFS Directory field, enter the exported directory on the fileserver. If you have
already entered the NFS server’s hostname, click on the button next to the field to pop up
alist of directories that the server has exported.

. Change any of the options in the bottom section of the form that you want to enable.

Some of the most useful are as follows:
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Figure 5.2 Mounting a network filesystem.

Read-only? If set to Yes, files on this filesystem cannot be modified, renamed,
or deleted.

Retry mounts in background? When an NFS filesystem is mounted at boot
time, your system will normally try to contact the fileserver forever and ever if itis
down or unreachable, which can prevent the boot process from completing
properly. Setting this option to Yes will prevent this problem by having the mount
retried in the background if it takes too long.

Return error on timeouts? The normal behavior of the NFS filesystem in the
face of a fileserver failure is to keep trying to read or write the requested
information until the server comes back up again and the operation succeeds. This
means that if the fileserver goes down for a long period of time, any attempt to
access files mounted from the server will get stuck. Setting this option to Yes
changes this behavior so that your system will eventually give up on operations
that take too long.

8. To mount and/or record the filesystem, click the Create button at the bottom of the page.
If all goeswell, you will be returned to the filesystems list, otherwise an error will be dis-
played explaining what went wrong.

Once the NFS filesystem has been successfully mounted, all users and programs on your system
will be able to access files on the fileserver under the mount point directory. If userscanlogin to
both your system and the remote fileserver, any files that they own on one machine should be
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owned on the other because the NFS protocol supports UNIX file permissions and file owner-
ship information. This depends, however, on every user having the same user ID on both servers.
If thisis not the case, you may end up in a situation in which user j caner on owns afile on the
fileserver, but the file appears to be owned by user f r ed when it is mounted and accessed on
your system.

The best solution to this problem is to make sure that user IDs are in sync across all servers
that share files using NFS. The best ways to do that are using NIS (as explained in Chapter 17), or
Webmin's own Cluster Users and Groups module (as explained in Chapter 49).

5.4 Mounting an SMBFS Windows Networking Filesystem

smbfsis the protocol used by Windows systems to share files with each other. If you have files
on a Windows system that you want to be able to access on your Linux system, you must first
share the directory and assign it a share name using the Windows user interface.

Once that is done, follow these steps to mount the share on your UNIX system:

1. On the main page of the Disk and Network Filesystems module, select Windows Net-
working Filesystem from the drop-down box of filesystem types and click the Add
mount button. A form will appear, as shown in Figure 5.3.

2. In the Mounted As field, enter the directory on which you want the filesystem to be
mounted. The directory should be either nonexistent or empty because any files that it
currently contains will be hidden once the filesystem is mounted.

3. If you want the filesystem to be mounted at boot time, select Save and mount at boot
for the Save M ount option. If you want it to be permanently recorded but not mounted at
boot, select Save. Select Don’t save if thisisto be only atemporary mount.

4. For the Mount now? option, select Mount if you want the filesystem to be mounted
immediately, or Don’t mount if you just want it to be recorded for future mounting at
boot time.

5. In the Server Name field, enter the hostname or | P address of the Windows server. The
button next to the field will pop up alist of Windows servers on your network, requested
from the domain or workgroup master set in the module configuration.

6. In the Share Name field, enter the name of the share. This will be something like nov-
i es, not the full path on the Windows server like c:\fil es\ novi es. If you have
entered the server name, clicking on the button next to the field will pop up alist of avail-
able shares.

7. If the Windows server requires a username and password to access the file share, fill in
the Login Name and L ogin Password fields. If no authentication is needed, these fields
can be left blank.

8. Because Windows networking has no concept of UNIX users, al files from the fileserver
will be owned by a single UNIX user and group when the filesystem is mounted. That
user isr oot by default, but you can change this by filling in the User files are owned by
and Group filesare owned by fields.

9. Click the Create button at the bottom of the page to mount and/or record the filesystem.
If al goeswell, you will be returned to the filesystemslist, otherwise an error will be dis-
played explaining what went wrong.
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Figure 5.3 Mounting a windows networking filesystem.

Windows networking filesystems can al so be exported by UNIX servers using Samba, as explained
in Chapter 43. This means that you could share files between two UNIX servers using the Win-
dows file sharing protocol. As you might guess, however, this is not usually a good idea because
file permissions and ownership information will not be available on the mounting server.

5.5 Mounting a Local ext2 or ext3 Hard Disk Filesystem

Before you can mount a new filesystem from aloca hard disk, a partition must have been pre-

pared and formatted with the corrected filesystem type. For details on how to do this, see Chap-

ter 8. If you have a choice, ext 3 (called the New Linux Native Filesystem by Webmin) should

be used instead of ext 2 (the Linux Native Filesystem) because of its support for journaling. See

Section 5.13 “A Comparison of Filesystem Types’ for more details on the advantages of ext 3.
To mount your local filesystem, follow these steps:

1. On the main page of the Disk and Network Filesystems module, select Linux Native
Filesystem or New Linux Native Filesystem from the drop-down box of filesystem
types, and click the Add mount button. A form will appear for entering the mount point,
source, and options.

2. In the Mounted As field, enter the directory on which you want the filesystem to be
mounted. The directory should be either nonexistent or empty because any files that it
currently contains will be hidden once the filesystem is mounted.
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3. If you want the filesystem to be mounted at boot time, select Save and mount at boot
for the Save M ount option. If you want it to be permanently recorded but not mounted at
boot, select Save. Select Don't save if thisisto be only atemporary mount.

4. For the Mount now? option, select Mount if you want the filesystem to be mounted
immediately, or Don’t mount if you just want it to be recorded for future mounting at
boot time.

5. If the Check filesystem at boot? option exists, it controls whether the filesystem is vaidated
withthef sck command at boot time before mounting. If your system crashes or loses power,
any ext 2 or uf s filesystems that were mounted at the time will need to be checked before
they can be mounted. It is generdly best to set this option to Check second.

6. For the Linux Native Filesystem field, click on the Disk option and select the partition
which has been formatted for your new filesystem. All IDE and SCSI disks will appear
in the menu.

If any of the partitions on your system are labeled, you can mount one by selecting the
Partition labeled option and choosing the one you want. Labels are explained further in
Chapter 8.

If your system has any RAID devices configured (as also explained in Chapter 8), you can
select the RAID device option and choose the one you want to mount from the menu.

If you are using LVM (Logical Volume Management, covered in Chapter 8), alist of all
available logical volumes will appear next to the LVM logical volume option for you to
select from.

You can also click on the Other device option and enter the path to the device file for
your filesystem, like/ dev/ hda2.

7. Change any of the options in the bottom section of the form that you want to enable.
Some of the most useful are:

Read-only? If setto Yes, files on thisfilesystem cannot be modified, renamed, or deleted.
Use quotas? If you want to enforce disk quotas on this filesystem, you must enable
this option. Most filesystem types will give you the choice of user quotas, group quotas,
or both. To complete the process of activating and configuring quotas, see Chapter 7.

8. Click the Create button at the bottom of the page to mount and/or record the filesystem.
If all goeswell, you will be returned to the filesystems list, otherwise an error will be dis-
played explaining what went wrong.

5.6 Mounting a Local Windows Hard Disk Filesystem

If your system has a Windows partition on one of its hard disks, you can mount it using Webmin
so that al the files are easily accessible to UNIX users and programs. Windows 95, 98 and ME
all usethe older vf at format by default, called a Windows 95 filesystem by Webmin. Windows
NT, 2000, and XP, however, use the more advanced nt f s filesystem format (called Windows
NT filesystem) which only afew Linux distributions support.

1. On the main page of the Disk and Network Filesystems module, select either Windows
95 Filesystem or Windows NT Filesystem from the drop-down box of filesystem types,
and click the Add mount button. A form will appear for entering the mount point,
source, and options.
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2. In the Mounted As field, enter the directory on which you want the filesystem to be
mounted. The directory should be either nonexistent or empty because any files that it
currently contains will be hidden once the filesystem is mounted.

3. If you want the filesystem to be mounted at boot time, select Save and mount at boot
for the Save M ount option. If you want it to be permanently recorded but not mounted at
boot, select Save. Select Don’t save if thisisto be only atemporary mount.

4. For the Mount now? option, select Mount if you want the filesystem to be mounted
immediately, or Don’t mount if you just want it to be recorded for future mounting at
boot time.

5. For the Windows 95 Filesystem or Windows NT Filesystem field, click on the Disk
option and select the partition that has been formatted for your new filesystem. All IDE
and SCSI disks, RAID devices, and LVM logica volumes will appear in thelist.

You can aso click on the Other device option and enter the path to the device file for
your filesystem, like/ dev/ hda2.

6. Select any options that you want to enable. Some useful ones are:

User files are owned by Because the vfat filesystem format has no concept of users
and groups, al files in the mounted filesystem will, by default, be owned by r oot . To
change this, enter adifferent UNIX username for this option.

Group filesare owned by Like the previous option, this controls the group ownership
of al filesin the mounted filesystem.

File permissions mask The binary inverse in octal of the UNIX permissions that you
want filesin the mounted filesystem to have. For example, entering 007 would make files
readable and writable by their user and group, but totally inaccessible to everyone else.
Thisoption is not available for Windows NT filesystems.

7. Click the Create button at the bottom of the page to mount and/or record the filesystem.
If all goeswell, you will be returned to the filesystems list, otherwise an error will be dis-
played explaining what went wrong.

Because Windows 95 filesystems have no concept of file ownership, and Windows NT filesys-
tems have ownership information that is unsupported by Linux, it is impossible to change the
user, group, or permissions on filesin a mounted filesystem.

5.7 Adding Virtual Memory

As explained in the introduction, virtual memory is used when the processes running on your
system need to use more memory than is physicaly installed. Because not all processes run at
the same time, those that are inactive can be safely swapped out to virtual memory and then
swapped back in again when they need to run. Because disks are far slower than RAM, however,
the constant swapping in and out (known as thrashing) will slow the system to a crawl if pro-
Cesses on your system use up too much memory.

Filesin an existing local filesystem as well as entire partitions can be used for virtual memory.
Using apartition isalmost always faster, but can be inflexible if you have no free partitions on your
hard disk. A system can have more than one virtual memory file or partition, so if you are running
out of virtual memory it is easy to add more.
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The steps for adding additional virtual memory are:

1. On the main page of the Disk and Network Filesystems module, select Virtual Memory
from the drop-down box of filesystem types, and click the Add mount button. A form
will appear for entering the source and other options.

2. If you want the virtual memory to be added at boot time, select Save and mount at boot
for the Save M ount option. Otherwise, select Don’t saveif thisisto be only atemporary
addition.

3. For the M ount now? option, select M ount if you want the virtual memory to be added
immediately, or Don’t mount if you just want it to be recorded for future addition at
boot time.

4. If you want to add an entire partition as virtual memory, select Disk for the Swap File
option and select the partition from the list. Otherwise, select Swap File and enter the
path that you want to use as virtual memory. If you enter a path to afile that aready
exigts, that file will be overwritten when the virtual memory is added.

5. Click the Create button at the bottom of the page. If you are adding a swap file which
does not exist yet, you will be prompted to enter a size for the file, and Webmin will cre-
ate it for you. If al goes well, the browser will return to the list of filesystems on the
main page.

Once the new virtual memory has been added, your system’s available memory should increase
by the size of the partition or swap file. Use the memory display of the Running Processes mod-
ule (explained in Chapter 11) to see how much real and virtual memory is available.

5.8 Automounter Filesystems

Before you can access files on any filesystem using Linux, it must first be explicitly mounted.
Thisisfine for hard disks that are mounted at boot time, but is not so convenient for removable
media like CD-ROMs, floppy disks, and Zip disks. Having to mount a floppy before you can
read or write files on it, and then unmount it when done, is not very user friendly—especially
compared to other operating systems like Windows.

Fortunately, there is a sol ution—the automounter filesystem. This system does not contain any
files of its own, but automatically creates temporary directories and mounts filesystems when
needed. An automounter filesystem mounted at / aut o would normally be configured to mount a
floppy disk at / aut o/ f | oppy as soon as a user triesto cd into that directory. When the floppy’s
filesystem is no longer being used, it will be automatically unmounted so that the floppy can be
safely gected.

Automounter filesystems can be created, viewed and edited in Webmin. Each has a configura-
tion file that specifies which devicesit will mount and which subdirectories on which they will be
mounted. The editing of these configuration files cannot be done within Webmin, however—you
can only choose which one to use. Most modern Linux distributions come with an automounter
filesystem at /auto or / medi a set up by default, and configured to allow access to floppy and CD-
ROM drives.

Another common use for the automounter is to provide easy access to NFS servers. Often an
automounter on the / net directory is set up so that accessing the / net / hostname directory will
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mount all the exported directories from hostname under that directory. This is all done using
another automounter configuration file.

5.9 Editing or Removing an Existing Filesystem

After mounting a filesystem, you can go back and change the mount directory, source, and
options at any time. Even most filesystems that were set up as part of your operating system’s
installation process can be edited. Some special filesystem types like proc and devf s, however,
cannot be edited though Webmin because changing them would probably break your system.

The only catch isthat filesystems currently in use cannot be immediately edited. If any user
or process is accessing any file or isin any directory on afilesystem, it is considered busy and
cannot be unmounted and remounted by Webmin in order to change it. Because the r oot file-
system is always in use, making immediate changes to it is impossible. Fortunately, thereis an
alternative—changing only the permanent record of a filesystem so the new options are applied
when your system reboots.

The stepsto follow for editing afilesystem are;

1. From the list of filesystems on the main page, click on the mount point directory in the
Mounted as column. A form containing the current settings will appear, as shown in
Figure5.4.

2. Change any of the settings, including the Mounted As directory, the device or server
from which the filesystem is mounted, or the mount options.

3. If you want to unmount the filesystem while still keeping it recorded for future mount-
ing, change the M ount now? option to Unmount. If you want to mount afilesystem that
is permanently recorded, however, change the option to M ount.

4. Click the Save button to make your changes active. If all goes well, the browser will
return to the list of filesystems on the main page.

If you are changing a mounted filesystem that is busy, you will be given the option of having

your changes applied to the permanent list only. If you are trying to enable quotas on aLinux
native filesystemn, having the option applied to the permanent list is usualy al that is needed.

To totally remove a filesystem, just edit it and set the Save Mount? option to Don’t save, and
the Mount Now? option to Unmount. Assuming it is not in use, it will be unmounted and
removed from the list of recorded filesystems and will no longer show up in the list on the mod-
ule’s main page.

5.10 Listing Users of a Filesystem

If you cannot unmount or edit a filesystem because it is busy, you may want to kill the processes
that are currently using it.
To find which processes are using a filesystem, follow these steps:

1. From the list of filesystems on the main page, click on the mount point directory in the
M ounted as column. The form shown in Figure 5.4 will appear.

2. Click the List Users button in the bottom-right corner of the page. Thiswill display alist
of all processesthat are reading, writing, or in any file or directory in the filesystem.
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Figure 5.4 Editing an existing filesystem.

3. To kill them, click the Kill Processes button at the bottom of the page. You should now
be able to return to the Disk and Network Filesystems module and unmount successfully.

5.11 Module Access Control

A Webmin user can be given limited access to this module so he can only edit the settings for
certain filesystems or only mount and unmount. Allowing an untrusted user to mount any file-
system is a bad idea because he can gain complete control of your system by mounting an NFS
or floppy disk filesystem containing setuid-r oot programs. Giving someone the rights to only
mount and unmount certain filesystems that have their options set to prevent the use of setuid
programs, however, is quite safe. This can be useful if your system has a floppy or CD-ROM
drive and you are not using an automounter.

Once a user has been given access to the module (as explained in Chapter 52), you can limit
him to just mounting or unmounting selected filesystems by following these steps:

1. In the Webmin Users module, click on Disk and Network Filesystems next to the user's
name to bring up the access control form.

2. Change the Can edit module configuration? field to No to stop him from configuring
the module to use a different f st ab file or mount commands.

3. Inthe Filesystemsthat can be edited field, select Under listed directories and enter alist of
mount pointsinto the adjacent text box. For example, you might enter /mnt/floppy /mnt/cdrom.
It isdso possibleto enter adirectory like /mnt to dlow accessto al filesystems under it.
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4. Change the Can add new filesystems? field to No.

5. Change the Only allow mounting and unmounting? field to Yes, so that the user can-
not actually edit filesystem details.

6. Hit the Save button to activate the new restrictions.

On Linux systems, the Allow usersto mount thisfilesystem? field can be used to alow the use
of the command-line mount and unnount programs. Other tools like the Gnome mount panel
applet and Usermin also make use of this feature, which may be a better way to give normal
users mount and unmount privileges.

5.12 Configuring the Disk and Network Filesystems Module

Like other modules, this one has a few options that you can change. To see them, click on the
Module Config link in the top-left corner of the main page. This will take you to the standard
configuration editing page, on which the options shown in Table 5.1 are available under the
Configurable options header.

Table 5.1 Module Configuration Options

Server torequest browse When mounting an smbfs filesystem, the button next to the

list from Server name field will pop up alist of Windows servers on your
network. Thislist is fetched from the server specified by this
option, which should be the domain or workgroup master.

Show long filesystem If thisoption is set to No, the main page will display only short file-
type names system type names (like EXT2). By defaullt, it isset to YeSand long
filesystem types are displayed (like Linux Native Filesystem).

None of the other options on the configuration page should be changed, as they are set auto-
matically by Webmin based on your operating system type.

5.13 A Comparison of Filesystem Types

Unlike other operating systems, Linux supports several different types of filesystems that fully
support UNIX file permissions and ownership information. Originally, ext 2 was the only
choice, but newer kernel versions and distributions have added support for ext 3, rei serfs,
and xf s. Thislist explains the benefits of each of these alternative filesystem types.

New Linux Native Filesystem (ext 3) Very similar to ext 2, but with support for
journaling. This means that if your system crashes or loses power without having a
chance to properly unmount its filesystems, there is no need for the lengthy f sck
check of the entire ext 3 filesystem that would be needed with ext 2.

Because ext 3 filesystems are so similar to ext 2, they are stored on disk in almost
exactly the same format. This meansthat it isrelatively simpleto convert an existing
filesystem to ext 3 by creating a special journal file.

Rieser Filesystem (rei serfs) ReserFSisatotaly new filesystem designed to
be faster and more efficient than ext 2. It supports journaling like ext 3 does, and
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deals much better with large numbers of small files than other filesystems. It is
probably not as mature as ext 3 or xf s, however, and does not support quotas.

SGI Filesystem (xfs) XFS was originally developed by SGI for its IRIX
operating system, and if you are running Webmin on IRIX you can mount xf s
filesystems as well. It supports journaling and includes native support for ACLs
(access control lists) and file attribute lists. The ACL support in particular is very
useful, because it allows you to grant access to files in ways that would be
impossible with the normal UNIX user/group permissions. XFS has been used for
severa yearson IRIX, so it should be reasonably mature and reliable.

IBM Journaling Filesystem (j fs) JFSwas originaly developed by IBM for use on
its AIX and OS/2 operating systems, but has recently been ported to Linux. It supports
journaing and large (64-hit) file sizes, but does not current support quotas or ACLS.
Because JFS has been used for years on IBM operating systems, it should be reasonably
mature. It is quite new on Linux, however, and so may not be as well tested.

To see which of these filesystem types are supported by your system, go into the Partitions on
Loca Disks module (covered in Chapter 8) and select an unused partition of type Linux. At the
bottom of the page will be aform that you can use to create a new filesystem on the partition in
one of the types that is available on your system. Most new Linux distributions will support
ext 3, somewill support r ei ser f s, but only afew include xf s support.

Linux also supports several older filesystem types such asext , xi af s, and mi ni x. You will
never need to use these unless you have an old disk formatted with one of them.

5.14 Other Operating Systems

The Disk and Network Filesystems module supports several other operating systems in addition to
Linux, using basically the same user interface. The main differencesliein the filesystem types sup-
ported by each operating system, and the type used for hard disk UNIX filesystems. Only Linux,
Solaris, and Irix display adrop-down menu of available partitions when adding a hard disk filesys-
tem—on other systems, you must enter the IDE or SCSI controller and drive numbers manually.

The operating systems on which the module can be used, and the major differences between
each of them and Linux, are:

Sun Solaris  Solarisuses ufs (called the Solaris UNIX Filesystem by Webmin) as
its standard filesystem type for local hard disks. It has many of the same options as
ext2 on Linux, but does not support group quotas, only user quotas. Adding virtual
memory is also supported, in exactly the same way as on Linux.

The NFS filesystem type on Solaris is also similar to Linux, but supports mounting
from multiple NFS servers in case one goes down. When entering servers into the
Multiple NFS Servers field, they must be comma separated like host 1:/
pat h, host 2: / pat h, host 3: / pat h. Solaris systems can only mount Windows
Networking Filesystems if the r umba program has been installed. They can only be
mounted temporarily, however, not recorded for mounting at boot time.

One interesting filesystem type that only Solaris supportsisthe RAM Disk (t npf s).
Filesin afilesystem of this type are not stored on disk anywhere, and so will be lost
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when the system is rebooted or the filesystem is unmounted. By default, Solaris uses
t npf s for the/ t np directory.

FreeBSD FreeBSD also uses uf s asits standard local hard disk filesystem type,
although it is called the FreeBSD UNIX Filesystem by Webmin. It has most of the
same options as Linux, and supports user and group quotas. Virtual memory is also
supported on FreeBSD, but with the catch that once added it cannot be removed
without rebooting. NFS is supported with similar options to Linux, but Windows
networking filesystems are not.

OpenBSD OpenBSD uses the f f s filesystem type for local hard disk, which is
called the OpenBSD UNIX Filesystem by Webmin. Like FreeBSD, it supports
virtual memory and NFS, but not Windows networking filesystems.

HP/UX HP'sUNIX variant uses hf s (HP UNIX Filesystem) as its standard local
hard disk filesystem type, but also supports the superior, journaled vxf s, called HP
Journaled UNIX Filesystem by Webmin. Both have an option for disk quotas, but
for users only. Virtual memory is supported and can be added and removed at any
time, but is always mounted at boot if permanently recorded. NFSis also available,
with similar optionsto Linux, but there is no Windows networking filesystem type.

SGI Irix Newer versions of Irix use xf s (SGI Filesystem) as their standard hard
disk filesystem type, which supports all the same options as xf s on Linux, including
user quotas, ACLs, and file attributes. The ef s (Old SGI Filesystem) type is also
available, but should only be used if you have old partitions that are already
formatted for it, or are running an old version of Irix. Irix supports NFS with similar
options to Linux, but does not support Windows networking. AppleTak and
Netware filesystems can also be mounted using command-line tools, but they can
not yet be mounted or edited from within Webmin.

The operating system also has standard virtual memory support, but with the
peculiarity that the first swap partition on the first hard drive is always added as
virtual memory automatically, using the special / dev/ swap devicefile.

SCO UNIXWare UNIXWare has very similar filesystem support to Solaris, but
also adds support for the hard disk based vxf s (Veritas Filesystem) type.

If your operating system is not on the list above, then it is not supported by the Disk and Net-
work Filesystems module. In some cases, this is because the code has not yet been written, such
as with AIX or Tru64/OSF1. MacOS X, on the other hand, mounts al hard disk partitions at
boot time and automatically mounts network filesystems when requested by the user through the
GUI. It therefore has no need for a Webmin modul e for managing filesystems.

5.15 Summary

Unlike other operating systems, Linux and other variants of UNIX do not automatically make
files on hard disks and removable media available to you. This chapter has explained what file-
systems and partitions are and how to mount them to gain access to the data that they contain. It
has also covered the client-side part of file sharing between two or more systems over a network.
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NFS File Sharing

his chapter explains how to export files to other UNIX systems by
setting up an NFS server.

6.1 Introduction to File Sharing with NFS

NFS isthe most common protocol for sharing files between UNIX systems over anetwork. NFS
servers export directories from their local hard disks to NFS clients, which mount them so that
they can be accessed like any other directory. Unlike other file sharing protocols, such as Win-
dows networking, Netware, and AppleShare, NFS was designed to support client systems that
have multiple users. This means that a client never logs into a server, and that the server almost
completely trusts the client to authenticate users. The down side isthat NFSis not a good proto-
col for sharing files with client systems that are not fully trusted.

Instead of using usernames and passwords for authentication, NFS uses the | P address of the
client. Only trusted clients are allowed to mount directories from the server so that it is not vulner-
able to unauthorized file access from any client on the network. Some additional security can be
gained by restricting the access of particular UNIX users on aclient, or treating all requests from a
client asasingle user.

On Linux, the/ et c/ export s file contains a permanent list of directories exported by NFS
and the clients to which they are exported. Typicaly, thisfileisread at boot time by the nf sd and
nount d programs that run in the background to service NFS reguests. When you change or create
exports using Webmin, the expor t s fileisdirectly updated.

This chapter covers only the sharing of directories from a server using NFS. For details on
how to mount an NFS exported directory on aclient, see Chapter 5. If you want to share files with
Windows clients, you should read Chapter 43 (which covers Samba) instead, as NFS support is not
widely available for Windows.

53
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6.2 The NFS Exports Module

On Linux, NFS server configuration is done using the NFS Exports module, which can be found
under the Networking category. After entering the module, the main page will display alist of
exported directories and the clients that are allowed to access them, as shown in Figure 6.1.
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Figure 6.1 The NFS Exports module.

Most Linux distributions come with the programs required for NFS file sharing installed by
default. If Webmin detects that they are missing from your system, however, an error message will
be displayed when you enter the module. If that happens, you will need to install thenf s- ser ver
or nf s package from your distribution CD or website.

6.3 Exporting a Directory

Only directories on local filesystems can be exported via NFS, so it is not possible to re-export

files that have been mounted from another NFS server. It is also not possible to export directo-

ries from non-UNIX filesystems such asvf at, ntfs or i s09660. If an exported directory has

mount points under it, files under those mount points will not be accessible by NFS clients. So if

you exported the root directory / and it has a separate filesystem mounted at / hone, you would

need to also export / hone and clients would need to mount it in order to see the files under it.
The steps for exporting a directory are:

1. Click on the Add a new export link on the main page of the module. Thiswill take you
to aform for entering the details of the export, as shown in Figure 6.2.
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2. Enter the directory that you want to share in the Directory to export field.

3. Unless you want the export to be unavailable, make sure the Active? option is set to Yes.

4. The Export to option alows you to choose which clients will have access to the direc-
tory. The possible choices are:
Everyone Any system that can connect to yours over the network will be able to mount
the directory. Be very careful with this choice, asit may alow anyone on the Internet to
access your files.
Host(s) Only the single specified host or | P address will be allowed. You can also enter
a wildcard hostname like *.foo.com for this option to allow all hosts from a domain.
However, if you want to export a directory to several specific client hosts then the only
solution is to create multiple exports of the same directory, each with a different
hostname in thisfield.

WebNFSclients WebNFSisararely used protocol for accessing NFS exports over the
Internet. Don't use this option unless you know what you are doing, as it may alow
anyone to access your files.

Netgroup A netgroup isalist of hosts that is defined on an NIS server. Unfortunately,
your system must be an NIS client for thisto be useful.

Network and Netmask All hosts on the specified network will be alowed to connect.
To dlow al hosts with I P addresses from 192.168.1.0 to 192.168.1.255, you would enter
192.168.1.0 for the network, and 255.255.255.0 for the netmask.

5. If you want to prevent clients from modifying or creating files in the exported directory,
set the Access mode option to Read only.

6. If exporting only to trusted systems, set the Trust remote user s option to Everyone.

If you want to ensure that clients only have the permissions of a single UNIX user,
however, set Trust remote users to Nobody and enter the user and his primary group
into the Treat untrusted users as and Treat untrusted groups as fields respectively.
This can be very useful if exporting to a client workstation that is used by single user.

7. Click the Create button to save the export. If you have made any mistakes in any of the
fields, an explanatory error message will be displayed. Otherwise, the browser will
return to the list of exports.

8. Click the Apply Changes button to make your new export active.

Allowed clients should now be able to mount the exported directory. If not, check your system’s
error logs for messages from the NFS server processes that explain why the client is being
rejected.

6.4 Editing or Deleting an NFS Export
All the details of any existing NFS export can be edited at any time by following these steps:

1. On the main page of the module, click on the client under the Exported to column that
you want to edit. If asingle directory is exported multiple times to different clients, each
one must be edited individualy.

2. On the export editing form (which is almost identical to Figure 6.2), change any of the
options including the directory to share.
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Figure 6.2 The new NFS export form.

3. If you want to delete the export, click the Delete button at the bottom right of the page.
Otherwise, click Save to save your changes. Either way, your browser will return to the
modul€’'s main page.

4. Click the Apply Changes button to make the changes active.

6.5 NFS on Solaris

On Solaris, NFS exports are managed by the separate NFS Shares module. Because Solaris uses
adifferent file (/ et ¢/ df s/ df st ab) and file format for storing exports, the modul€e's user inter-
faceis different to that of the Linux module. Figure 6.3 shows the main page of the NFS Shares
module. As you can see, exports are configured by directory instead of by client.

To add anew NFS export on Solaris, follow these steps:

1. Click onthe Start sharing a new directory link, which will take you to aform for enter-
ing the details of the new export.

2. Enter the directory that you want to share in the Directory field.

3. Fill in the Read-only access and Read-wr ite access fields with the hosthames of clients
to which you want to grant access. As the names suggest, a host in the Read-only field
will not be able to write to or modify files on the server.

In addition to hostnames, you can aso enter networks using the format @192.168.1 or
@192.168.1/24, NIS netgroups or even DNS domains like .foo.com (the leading dot
indicates an entire domain).
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Figure 6.3 The Solaris NFS Shares module.

4. By default, ther oot user on clients will have only limited access to files on the server.
To give root on some clients' full file access privileges, enter their hostnames, net-
works, netgroups, or domainsinto the Root access field.

5. Click the Save button at the bottom of the page to create the export. Unless you have
made a mistake on the form, your will be returned to the list of exported directories.

6. Click the Apply Changes button to make your new export active.

Existing NFS exports can be edited by ssmply clicking on a directory on the main page of the
module. The same form used for creating an export will appear, alowing you to change any of
the options. If you want to delete the export, click the Delete button at the bottom of the page. Be
sureto click Apply Changes again after making any changes so that they will become active.

6.6 NFS on BSD, MacOS X, and OpenServer

FreeBSD, NetBSD, OpenBSD, OS X, and OpenServer al usethe/ et ¢/ export s file for stor-
ing NFS exports, but its format is different in different operating systems. This means that they
use a different NFS Exports module that has its own unique user interface, as shown in
Figure 6.4. Exports are configured by directory instead of by client, and you can specify options
and allowed clients for multiple directories at once.

To add anew NFS export on one of these operating systems, follow these steps:

1. Click on the Add a new export link on the main page of the module. A form for entering
the details of the new NFS export will appear.
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Figure 6.4 The BSD NFS Exports module.
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Enter the directories that you want to share into the Directories to export field. Be
aware that multiple directories on the same filesystem cannot be exported to the same cli-
ent separately.

. If you want to allow clients to mount subdirectories as well, select the Export subdirec-

tories? option. If this is enabled, however, only one directory can be entered in the
Directoriesto export field and it must be the root of a filesystem.

. To give al clients read-only access, set the Read only? option to Yes.
. To limit access to a single host or list of hosts, select Hosts / netgroups for the Clients

option and enter the hostnames, | P addresses, or netgroups that you wish into the field.
To limit access to an entire network, select the Network option and entire network
address (like 192.168.1.0) and netmask (like 255.255.255.0) into the respective fields.
Click the Save button to create the export and you will be returned to the list of exports
on the main page.

Click the Apply Changes button to make your new export active.

Existing NFS exports can be edited by simply clicking on a directory on the main page of the
module. The sameform asis used for creating an export will appear, allowing you to change any
of the options, or click the Delete button to get rid of it. Be sure to click Apply Changes again
after making any changes so that they will become active.
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6.7 NFSon Irix

Irix has its own unique format for the / et c/ export s file that is similar to the BSDs, but not
quite the same. It therefore also has its own special version of the NFS Exports module with a
dightly different user interface. The main page of the module lists the directories being exported
and the hosts they are exported to, in a very similar layout to the BSD NFS Exports module
shown in Figure 6.4.

To add anew NFS export on Irix, follow these steps:

1. Click onthe Add a new NFS export link on the main page, which will take you to aform

for entering the new export’s details.

2. Enter adirectory into the Directory to export field.

3. Enter the hostnames, | P addresses, and netgroups of clients that you want to grant access
to into the Export to hosts/netgroups field. If this field is left empty, any host will be
allowed to mount the exported directory.

. To prevent all clients for modifying exported files, set the Read-only? option to Yes.

. If you want to give read/write access to some clients and read-only access to others, enter
the hostnames or | P addresses of the read/write clients into the Read/write access field.
6. By default, the r oot user on clients will have only limited access to files on the server.
To give r oot on some clients full file access privileges, enter their hostnames or IP

addressesinto the Root file access field.

7. Click the Save button to create the export and you will be returned to the list of exports

on the main page, as long asthere are no errorsin the form.

8. Click the Apply Changes button to make your new export active.

[

Existing NFS exports can be edited or deleted by clicking on their directory on the module’'s
main page. If you make any changes, you must click the Apply Changes button to make them
active.

6.8 Summary

In this chapter the NFS file sharing protocol has been explained, and the steps to take to share
files from one system to others have been documented. You should now know how to export
data from a system running any of the supported UNIX variants to any client that can mount
NFS filesystems. You should also understand the security implications of sharing files with
NFS, and know that it should not generally be used to share files with untrusted clients.



CHAPTER 7

Disk Quotas

n this chapter, the use of disk quotas to limit the amount of space that
I individual users can consume is explained.

7.1 Introduction to Disk Quotas

On a system with multiple users, it is often necessary to limit how much disk space each user
can take up. Quotas are the mechanism used by UNIX systems to enforce limits on the amount
of disk space and the number of files each user (and possibly group) can own. Each file counts
towards the quota of the user who owns it, and if group quotas are being used the file counts
towards the quotas of its group owner as well. Once a user exceeds his quota, he will not be able
to create or enlarge any files until some are deleted.

Quotas are set up on a per-filesystem basis, so that you can have different quotas for different
directories on your system. This means, however, that if two directories are both on the samefile-
system then they must share the same quotas. Only UNIX filesystems like ext 2, ext 3, and xf s
on local hard disks support quotas—although if your system NFS mounts a remote directory that
has quotas enabled, they will be enforced on the server.

Each user or group has two different quotas, one for blocks and one for files. The blocks quota
controls how much disk space the user can use and is specified in disk blocks that are typicaly 1
kB in size. The files quota controls how many separate files the user can create, and is necessary
because UNIX filesystems often have a limit on how many files can exist at one time. Without a
files quota, a user could create millions of empty files until the filesystems limit was reached and
SO prevent other users from creating any filesat al.

Both the blocks and files quotas have what are called soft and hard limits. The soft limit isthe
point at which the user iswarned that heis close to exceeding his quota, but is still allowed to con-
tinue using up disk space. The hard limit is the number of blocks or files that can never be
exceeded, and any attempt to do so will result in an error. Both limits are optional, so that you can
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have only a hard limit and give the user no warning that he is approaching his quota, or only a soft
limit and only warn users of quotaviolationsinstead of actually enforcing them.

If auser stays above his soft limit but below the hard limit for more than a set period of time
(called the grace period), the system will trest him as though he has exceeded the hard limit and
prevent the creation or enlargement of any files. Only when the user deletes enough files to drop
his usage below the soft limit will it revert to just awarning level.

At the shell prompt, quotas can be viewed using the r epquot a and quot a commands, and
edited using the edquot a command. The files aquot a. user and aquot a. gr oup in the mount
directory of each filesystem contain the actual records of how much disk spaceis allocated to each
user or group and how much they are currently using. When displaying and setting quotas, Web-
min calls the quota commands and parses their output. It does not use system calls or attempt to
edit the quotafiles directly.

7.2 The Disk Quotas Module

Webmin's Disk Quotas module is found under the System category. When you enter the module,
alist of all filesystems on which quotas could be or are active is displayed, along with their cur-
rent active status and whether quotas are configured for users, groups, or both. See Figure 7.1 for
an example.

On most systems that have never used quotas before, none of your filesystems will be listed.
This is because quotas must first be enabled in the Disk and Network Filesystems module, as
explained in Chapter 5.
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Figure 7.1 The Disk Quotas module.
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If your system does not have the quota manipulation commands installed, Webmin will dis-
play an error message on the main page of the module and you will not be able to activate or edit
any quotas. All Linux distributions should have a package on their CD or website containing the
guota commands.

7.3 Enabling Quotas for a Filesystem

If the main page of the module shows User Quotas Active (or Group Quotas Active) under the
Status column for the filesystem, then quotas have already been enabled. If not, to configure and
turn on quotas for an ext 2 or ext 3 filesystem, follow these steps:

1. If the filesystem aready appearsin the list on the main page of the module, quotas have
already been configured and you can skip to Step 5.

2. Go to the Disk and Network Filesystems module and click on the filesystem on which
you want to enable quotas.

3. Change the Use Quotas? option to either User only, Group only, or User and Group
depending on which kinds of quota you want to enforce.

4. Click the Save button. If an error appears saying that the filesystem is already in use, just
click the Apply to Permanent List button. Quotas can usually be enabled without need-
ing to reboot, and will be automatically reenabled when the system is next rebooted.
However, if the next step fails you will need to reboot your system to activate them—this
iS hecessary on some newer versions of Linux.

5. Back in the Disk Quotas module, your filesystem should now be visible. Click on the
Enable Quotas link to activate quotas now.

6. Assuming al goes well, the browser will return to the list of quotas after a short delay
and the Status column will change to User Quotas Active.

For an xf s filesystem, the procedure is dlightly different. You must first enable user and/or
group quotas in the Disk and Network Filesystems module, and then either reboot or unmount
and remount the filesystem. Quotas will be automatically activated at mount time, so there isno
need to enable them in the Disk Quotas module.

7.4 Disabling Quotas for a Filesystem
To permanently deactivate quotas for an ext 2 or ext 3 filesystem, follow these steps:

1. On the main page of the module, click on Disable Quotas under the Action column for
the filesystem.

2. To prevent quotas from being reactivated at boot time, go to the Disk and Network File-
systems module and click on the filesystem from the list.

3. Change the Use Quotas? option to No.

4, Click the Save button. If an error saying that the filesystem is already in use appears, just
click the Apply to Permanent List button.

For an xf s filesystem, Step 1 is not necessary (or possible) as quotas are only enabled when the
filesystem is mounted. In Step 4, however, when saving the quota settings for the filesystem, it
must be unmounted and remounted cleanly for the deactivation to take effect.
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7.5 Setting Quotas for a User or Group

The quotas for a user or group can be set or changed at any time on a filesystem that currently

has quotas enabled of the correct type. By default, any user or group whose quotas have not yet

been set will have no limits at all and thus be able to use up all the disk space on the filesystem.
To set quotas for a user, follow these steps:

1. From the list of filesystems on the main page of the module, click on the mount point of
one on which you want to edit quotas. This will take you to a page listing the quotas for
all userson the filesystem, as shown in Figure 7.2.

2. Click on the name of the user you want to edit under the User column, or enter the user-
name into the Edit Quota For field and press the button. Both will take you to a form
containing the user's current quota settings and blocks and files used, as shown in
Figure 7.3.

3. Set the Soft Block Limit and Hard Block Limit fields to the number of blocks to which
you want to limit the user, or select Unlimited to not impose any limit. On most filesys-
tems, each block will be 1 kB in size, but this not necessarily always the case.

4. Set the Soft File Limit and Hard File Limit fields to the number of files that you want
to limit the user to owning.

5. Click the Update button. The new quota settings will take effect immediately.

The procedure for setting group quotas is aimost identical. If a filesystem has both user and
group quotas enabled, the main page of the module will have two links for each filesystem—one
for users, and one for groups.

7.6 Copying Quotas to Multiple Users

If you have alarge number of users on your system and want them to al have the same quotas,
thereis an easier solution than setting each user individually. Instead, you can set the quotas that
you want for one user and duplicate his settings to as many other users as you want. The only
down side isthat quotas are copied on all filesystems, not just a single one.

The steps for copying quotas like this are:

1. Set the quotas for a single source user, as explained in Section 7.5 “ Setting Quotas for a
User or Group”.

2. On the main page of the module, enter the username of the source user into the Edit
User Quotas page and press the button.

3. On the page that appears listing the user’s quotas on al filesystems, click the Copy Quo-
tas button. This will take you to a form for choosing to which users the quota settings
will be copied.

4. Choose which target usersto copy quotas to by selecting one of the options on the form:
All userson your system Every single user on your system will have the same quota
settings. You may want to set quotas for r oot back to unlimited after doing this.
Selected users  Only the users entered into the field next to this option will have their
guotas set.

Members of selected groups All primary and secondary members of the groups
entered into the field next to this option will have their quotas set.
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Figure 7.2 The list of users and their quotas.

5. Click the Copy button to copy the quotas for the source user on all filesystemsto all tar-
get users.

If you are using group quotas, it is also possible to copy the settings for one group to multiple
other groups. The options for choosing which groups to copy to, however, are dightly different.
The Selected users option is replaced with Selected groups, and the Members of selected
groups option is replaced with Groups containing users. The latter option will copy to all
groups that have one of the entered users as a member.

7.7 Setting Grace Times

When a user exceeds his soft blocks or files limit, he will still be able to use up disk space up to
the hard limit for a certain period of time—the grace period. There are separate periods for the
blocks quota and the files quota on each filesystem. Once the period has expired, it will be as
though he had reached the hard limit. No more blocks of disk space can be used if it was the
blocks quota that was exceeded, or no more files can be created if it was the files quota. Grace
periods can aso be set for group quotas, and if a filesystem has both user and group quotas
enabled, each has their own separate periods.
To set the grace periods for all users on a particular filesystem, follow these steps:

1. Click on the mount point from the list of filesystems on the main page of the module.
Thiswill take you to the list of all users and their quotas, as shown in Figure 7.2.
2. Click the Edit Grace Times button, which will bring up aform for editing the periods.
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Figure 7.3 The user quota form.

3. For both the blocks and files quotas, select the period and units. When done, click the
Update button to save your settings and put the grace periods into immediate effect.

The process for editing the group grace times on a filesystem is ailmost exactly the same. If a
filesystem has both user and group quotas enable, the main page of the module will have two
links for each filesystem—one for users and one for groups.

7.8 Setting Default Quotas for New Users

If afilesystem has user quotas enabled, you can configure the blocks and files quotas that will be
assigned to new UNIX users created using Webmin's Users and Groups module. As explained in
Chapter 4, any time a user is added other modules will be notified so that they can perform addi-
tional actions. In the case of the Disk Quotas module, that action can be the setting of an initial
quota for the user on multiple filesystems.

To set the default quota for new users on a particular filesystem, follow these steps:

1. On the modul€’s main page, click on the mount point of the filesystem for which you
want to set the default. Thiswill take you to the list of users and their quotas, as shown in
Figure 7.2.

2. At the very bottom of the page is a form in which you can set the default hard and soft
blocks and files quotas. When you are donefilling it in, click the Apply button.
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The same options can be set for UNIX groups created in the Users and Groups module on the
group quotas page.

7.9 Other Operating Systems

As disk quotas work in a very similar way across all versions of UNIX, this module appears
almost identical on all supported operating systems. The biggest difference is that some UNIX
variants do not support group quotas. Some (like Solaris) do not need quotas to be enabled in the
Disk and Network Filesystems module before activating them in this module. If there is a quotas
option for the filesystem, it determines whether they are enabled at boot time or not.

7.10 Configuring the Disk Quotas Module

The Disk Quotas module has only a few options that can be changed to configure its user inter-
face. To edit them, click on the M odule Config link on the main page, which will take you to the
standard configuration editing page. The available settings under the Configurable options
header are displayed in Table 7.1.

Table 7.1 Module Configuration Options

Maximum When you click on afilesystem on the main page of the module, afull list of users
number of users  or groups with quotas will be displayed. However, if the number of users exceeds
or groupsto this option, atext box for entering a username to view and set quotas for will be
display displayed instead.

Sort usersand Normally thelist of userswith quotas on afilesystem isordered by disk usage, but
groups by by changing this option you can have them ordered by username or just displayed

in the order that ther epquot a command uses.

None of the other options on the configuration page should be changed, as they are set auto-
matically by Webmin based on your operating system type.

7.11 Module Access Control

As described in Chapter 52, it is possible to give a Webmin user access to only part of the func-
tionality of a module. In the case of the Disk Quotas module, you can limit which users and
groups quotas can be edited, and on which filesystems they can be edited. This can be useful if
there is a person in your organization who is allowed to edit some or all quotas, but not perform
any other administrative tasks.

Assuming you have already created a user with access to the module, the steps to follow to set
thisup are:

1. Inthe Webmin Users module, click on Disk Quotas next to the name of the user that you
want to restrict.

2. Set the Can edit module configuration? field to No, so that the user cannot change the
commands used for setting and getting quotas.
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3.

4,

To restrict the filesystems on which quotas can be assigned, change the Filesystems this
user can edit field to Selected and choose them from the list below.

Set the Can enable and disable quotas? field to No, unless the user is responsible for
all user and group quotas on the allowed filesystems—otherwise he will be able to turn
off quotas for usersthat he is not allowed to edit.

. Change the Can configure quotas for new users? field to No, so that he cannot change

the quotas that are assigned to users created in the Users and Groups module. Only if the
Webmin user is allowed to edit al quotas on afilesystem should this be left set to Yes.

. If you do not want this Webmin user to change grace times, set the Can edit user grace

times? and Can edit group grace times? fields to No.

. To stop the user from handing out massive disk quotas, set the Maximum grantable

block quota and Maximum grantable file quota fields to the maximum blocks and
files that can be granted to any one user, respectively. There is nothing, however, to stop
him granting quotas to multiple users that add up to more than these limits.

. To restrict the UNIX users whose quotas can be edited, change the Usersthis user can

edit quotasfor field from All usersto one of the other options. The most useful isUsers
with UID in range, which restricts access to those users whose UIDs lie within the min-
imum and maximum numbers entered into the fields next to it. It is usually a bad ideato
allow the editing of ther oot user’s quotas, as setting it too low may prevent the system
from creating important PID, mail, and lock files. You can prevent this by selecting All
except usersand entering r oot into the field next to it, assuming that you want to allow
the editing of every other user. To stop the Webmin user editing any user quotas at all,
select the Only users option and enter nothing into the field next to it.

. Similarly, you can limit the groups whose quotas can be edited by changing the Groups

thisuser can edit quotas for field. Naturally, this only has an effect on filesystems that
have group quotas enabled.

10. When done, click the Save button to have the restrictions applied immediately.

7.12

Summary

After reading this chapter you should understand what disk quotas are useful for, and how to
enable them on any UNIX system. You should also know the difference between block and file
guotas, the connection between quotas and filesystems, and the effects of this on a server with
multiple filesystems containing user data. Finally, the differences between and effects of user
and group quotas should be clear.



CHAPTER 8

Partitions, RAID,
and LVM

his chapter explains how hard disks are partitioned and how filesys-
tems are created on those partitions. It also covers the use of RAID and
LVM to combine multiple partitions into one large filesystem.

8.1 Introduction to Hard Disk Partitions

All hard disks used by Linux and other operating systems on PC hardware are divided into one
or more non-overlapping regions called partitions. Sometimes an entire hard disk will be taken
up by one partition, but usualy your system will have at least two partitions on the primary
disk—one for the root filesystem, and one for virtual memory (also known as swap space). As
explained in Chapter 5, each partition can be used for either a single filesystem or for virtua
memory.

Every partition has a type which identifies the kind of data that it stores. There is atype for
Linux filesystems, atype for Linux swap space, atype for Windows filesystems, and many more.
Almost every kind of operating system that runs on PC hardware has its own partition type for its
own filesystems. When adding new partitions on your system, however, you will very rarely use
any types other than those specifically for Linux.

On PC systems, each hard disk can only contain four primary partitions. Because thisis often
not enough, it is possible for one of those four to be a special extended partition that can contain an
unlimited number of logical partitions. If you make use of an extended partition, there is effec-
tively no limit on the number that your hard disk can contain.

Every hard disk is divided into equal-sized cylinders, which represent concentric circles on the
surface of the disk. Larger hard disks generally have more cylinders, but due to different drive
geometries this is not always the case. Each partition has a starting and ending cylinder and occu-
pies al the space on the disk between them.
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Be very careful when changing or reformatting any existing partitions on your system.
Because they contain filesystem data, deleting or modifying one could wipe out al your files or
make your system unbootable. Webmin tries to prevent this, but it is still possible to do alot of
damage with only a few mouse clicks! Normally you should only need to create or edit partitions
when adding a new hard disk to your system.

8.2 The Partitions on Local Disks Module

All disk partition management in Webmin is done using the Partitions on Local Disks module,
which can be found under the Hardware category. When you enter the module, a page showing
all hard disks and partitions found on your system will be displayed, as shown in Figure 8.1.

All IDE and SCSI disks are shown, aong with their manufacturers and model numbers. If
your system has a hardware RAID controller that is supported by the module, the RAID devices
will be shown instead of the actual underlying hard disks that make them up. Disks and partitions
used for software RAID will be shown, but not the logica or virtual drives that they have been
combined into.

For each disk, al partitions on it will be listed showing their type, start and end cylinders and
current mount point, or other use. If the partition contains a filesystem, the amount of free disk
space will be displayed aswell. If apartition is being used for software RAID, the raid device that
it is part of will be shown. Similarly, if apartition is part of an LVM volume group, the group name
will be displayed under the Use column.
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Figure 8.1 The Partitions on Local Disks module.
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8.3 Adding and Formatting a New Partition

If you have just added a new hard disk to your system and want to make use of it with Linux,
you must first partition it and then format the partition as the filesystem type of your choice. The
steps for this process are:

1. Locate your new hard disk in the main page of the Partitions on Local Disks module. It
will probably not have any partitions on it, but it may have been set up with one large
partition by the manufacturer.

2. Assuming no partitions exist yet, click the Add primary partition link next to your new
hard disk. This will take you to the creation form shown in Figure 8.2 for entering the
details of the new partition.

3. If the new partition takes up the entire hard disk, the Extent fields can be left unchanged
as they are always automatically filled in to cover all the free space left on the disk. If
you want to create more than one partition, however, adjust the extent so that it takes up
only part of the disk.

4. If this partition isfor an ext 2, ext 3, rei ser f s, or xf s filesystem, set the Typefield to
Linux.

If it isto be for virtual memory, set the Typeto Linux swap.

If it isfor software RAID, set the Typeto Linux raid.

If itisfor LVM, set the Typeto Linux LVM.

If you are creating the filesystem for some other operating system to use, set the Type
field to whatever is appropriate for that OS.

5. Click the Create button to add the partition. Assuming no errors were detected, you will
be returned to the list of disks and partitions on the main page of the module, which
should now include the new partition.

6. If the new partition isto have a Linux filesystem created on it, you must follow the steps
in Section 8.4 “Creating a New Filesystem”. Virtual memory partitions can be added
immediately in the Disk and Network Filesystems module. Partitions for use with RAID
can be also be used immediately in the Linux RAID module but you must have created
all the partitions that will make up a RAID device before creating it. Partitions that will
be part of an LVM volume group can be added immediately using the Logical Volume
Management module.

8.4 Creating a New Filesystem

Before anewly created partition can be used to storefiles, it must first have a filesystem created
on it. Filesystems can also be created on partitions that have been used before, perhaps by
another operating system. However, be very careful when formatting a partition with anew file-
system, asany filesthat it used to contain will be lost forever.

The steps for creating a new filesystem are:

1. On the main page of the module, click on the number of the partition that you want to
reformat. Thiswill take you to the partition editing form, as shown in Figure 8.3.

2. Near the bottom of the page is a button labeled Create Filesystem with a menu of sup-
ported filesystem types next to it. See Section 5.13 “A Comparison of Filesystem Types’
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Figure 8.2 The partition creation form.

for information on the pluses and minuses of each type. When you have made a selec-
tion, click the button and it will take you to aform for selecting options for the new file-
system.

3. Depending on the type of filesystem chosen, different creation options are available. For
ext 2 or ext 3 filesystems, the only one that you might want to change is Reserved
blocks, which determines the amount of disk space reserved for the exclusive use of the
root user. The default is 5 percent, which | think is rather wasteful.

4. Click the Create Filesystem button to format the partition. A page showing the progress
of the new filesystem’s creation will be displayed, which can take some time for large
hard disks.

5. Assuming that the formatting is successful, you can now use the Disk and Network File-
systems module to mount the new filesystem.

8.5 Partition Labels

Labels are a feature of newer versions of Linux that allow a partition to be identified in the
/ et c/ f st ab file by a short name rather than its IDE or SCS| device file, such as/ dev/ hdb3.
Device files can change if you change an IDE drive from one controller to another, change the
ID of a SCSI drive, or even add a new SCSI drive with an ID lower than an existing drive. Any
of these changes could cause a partition to fail to mount at boot time—possibly making your
system unbootable. Partitions with labels can be referred to be label name, however, which does
not change even if the device file does.
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Figure 8.3 The partition editing form.

Some newer Linux distributions use labels by default for filesystems that you create at install
time. If you use the Disk and Network Filesystems module on such a system, the L ocation column
for these filesystems will be something like Partition labeled /home.

Only partitionswith ext 2, ext 3 or xf s filesystems on them can belabeled, asthelabel isstored
in the filesystem rather than the partition table. To label an existing filesystem, follow these steps:

1. On the main page of the module, click on the number of the partition that you want to
label. Thiswill take you to the partition editing form, as shown in Figure 8.3.

2. Assuming the partition is not currently in use, you will be able to enter the new label into
the Partition label field. It must be at most 16 characterslong—for example /home or root.

3. After you have entered the label, click the Save button. It will be stored in the filesystem,
and the browser will return to the module€’s main page.

4. At this point, the Disk and Network Filesystems module can be used to mount the
labeled filesystem by label name, as explained in Chapter 5.

8.6 Deleting or Changing a Partition

Once a partition has been created, its size or position on the hard disk cannot be changed using
Webmin. The only things you can do are change its type or delete it. Neither are possible, how-
ever, if afilesystem on the partition islisted in the Disk and Network Filesystems module—that
is, if it is currently mounted or recorded for mounting at boot time.
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Changing the type of a partition will not harm the dataon it in any way. It may, however, make
it unusable by some operating systems or for some purposes.
The steps to change itstype are:

1. On the main page of the module, click on the number of the partition that you want to
change. Thiswill take you to the partition editing form.

2. Aslong asthe partition is not in use, you will be able to select a new type from the Type
field and click the Save button.

3. Once the change has been made, the browser will return to thelist of disks and partitions.

Deleting a partition should be done only if you are sure that you want to lose all the data onit. It
isthe only way to make some changes to the partition table in Webmin, however, such as replac-
ing two small partitions with one larger one. If you are sure that you want to go ahead with the
deletion, use the following process:

1. On the main page of the module, click on the number of the partition that you want to
delete, which will take you to the partition editing form.

2. Click the Delete button, which will only appear if the partition is not in use. This will
take you to a page for confirming the deletion.

3. If you are really sure you want to go ahead, click the Delete Now button. Oncethejob is
done, you will be returned to the main page of the module.

It is theoretically possible to restore a deleted partition by creating a new one with the exact
same size and extents.

8.7 Module Access Control

Surprisingly, it is possible to limit the access that a Webmin user has to certain disks in the Parti-
tions on Local Disks module. This could be useful if your system has a removable drive (like a
Zip or Jaz drive) that you want users to be allowed to partition with Webmin, while preventing
them from reformatting the primary hard disk.

Once a user has been granted access to the module, the process to restrict the disks that he
can access includes the following steps:

1. In the Webmin Users module, click on Partitions on Loca Disks next to his username.
Thiswill bring up the module access control form.

2. Change the Disks this user can partition and format field to Selected, and choose the
disks that the user should be allowed to partition and create filesystems on from the list
bel ow.

3. To stop the user seeing disks on the main page that he cannot manage, change the Can
view non-editable disks? option to No.

4. Findly, click the Save button to activate the access control restrictions.

Just being able to partition and format adisk is not particularly useful, unlessit can be mounted
as well. The Disk and Network Filesystems module has no support for access control restric-
tions, because giving a user the rights to mount a filesystem would open up several security
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holes. A better solution is to set up an automounter filesystem so that removable devices can be
mounted by just entering a special mount-point directory.

8.8 Other Operating Systems

Solaris is the only other operating system that has a module for managing disks and partitions,
however there are several differences between Linux and Solaris:

* Every Solaris disk has exactly 8 partitions, some of which may have no extent if they are
not being used. Partitions never need to be created or deleted and there are no extended
or logical partitions.

» When editing a Solaris partition, its extents can be changed without needing to delete
and recreate it. This will, however, amost certainly result in the loss of data on the
partition.

* Every partition has a type that indicates what it is used for. Ther oot typeisusualy for
the root directory filesystem, the swap type is for virtual memory, the usr type is for
other filesystems, and the unassi gned type isfor empty partitions.

» Each partition has two flags—M ountable and Writable—which indicate whether it can
be mounted or written to, respectively.

* The only filesystem supported on Solaris partitions is uf s—the native UNIX filesystem
type.

« Partition labeling is not supported on Solaris.

* When editing the module access control, there is ho Can view non-editable disks?
option.

The RAID and LVM modules explained below are not available on Solaris or any other operat-
ing system.

8.9 Introduction to RAID

RAID (which stands for Redundant Array of Inexpensive Disks) isamethod for combining mul-
tiple partitions on different disks into one large virtual device, also known asaRAID array. This
has several advantages:

* You can create asingle filesystem that is as big as all your existing hard disks, instead of
needing to mount each one separately at a different mount-point directory.

* In most cases, reading to and writing from a RAID device is faster than accessing a
single disk, because the data being read or written is spread across multiple drives.

» With the right configuration, data on a RAID device can survive even if any one of the
hard disks fails. Thisis done by spreading redundant information across al drives, and
comes at the cost of some disk space.
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The different types of RAID configuration are called levels. The levels supported by Linux are:

Concatendated or Linear Inthismode, al the partitionsin the RAID array are
combined end-to-end into one large virtual device. Data written to the device will
fill up the first disk and then go on to the second disk, and so on. Linear mode does
not generally make data access any faster, as all the blocks of a file being read or
written are likely to be next to each other on the same disk.

RAID 0 or Striped As in linear mode, multiple partitions in striped mode are
also combined into one large device. Data written to the array, however, will be
spread evenly across al disks so that reading or writing a single large file is much
faster. Ideally, if you had 5 disks in your striped RAID array, then accessing data
would be 5 times faster. The only problem with this mode is that it does not deal
well with disks that are not all the same size—any space on a disk that islarger than
the rest will still be used, but only at its normal speed.

RAID 1 or Mirrored In mirrored mode, every partition in the array contains
exactly the same data. This means that in the event of adisk failure, your datais safe
even if only one disk survives. The down side is that under normal conditions most
of the disks are wasted and the usable space on the array is only as big as the
smallest partition. Reading from amirrored array is as fast as reading from a striped
array, but writing will be as slow as the slowest disk due to the need to write all data
to al disks simultaneously.

RAID 4 or Parity Parity mode is rarely used, as it offers no real advantage over
RAID 5. It provides protection against a single disk failure and increases read speed
but not write speed. A RAID 4 array can survive the loss of any one disk because it
dedicates one disk to the storage of parity information, which can be used to re-
construct data on other disks if one of them fails. Because all writes to the array
cause awrite to this disk, it becomes a bottleneck that slows done the entire array.

RAID 5 or Redundant This is the most useful RAID mode as it provides
protection against a disk failure, increases read and write speeds, and combines
multiple partitionsinto one large virtual device. A RAID 5 array can survivethe loss
of any one disk without the loss of all data, but at the expense of sacrificing some
space on al the disksfor storing redundant information. It is faster than linear mode,
but not quite as fast as striped mode due to the need to maintain redundancy.

This chapter only covers the RAID configuration software on Linux. If your system has a sepa-
rate RAID controller card or external array, you will need special software to set it up. Virtua
RAID devices on hardware controllers will show up in the Partitions on Local Disks module for
partitioning, just like any real hard disk would. They will not be visible or configurable in the
Linux RAID module.

8.10 The Linux RAID Module

This module alows you to create, format, and delete RAID arrays on your Linux system. Like
the other hard-disk related modules, it can be found under the Hardware category. When you
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enter the module, the main page will display existing RAID devices (if any), as shown in
Figure 8.4.

If Webmin detects that the commands used to set up RAID are missing from your system, an
error message will be displayed on the main page of the module. Most Linux distributions, how-
ever, should have a package on their CD or website containing the RAID commands. A different
error will bedisplayed if your Linux kernel has not been compiled with RAID support. In this case,
you may have to recompile the kernel with RAID supported turned on.

Assuming al the necessary packages have been installed, adding a new RAID deviceisrda
tively easy. The stepsto follow are;

1. In the Partitions on Local Disks module, create a partition on each disk that you want to
use for RAID. Existing partitions can also be used, as long as they do not contain any
data that you do not want overwritten. A disk that is partially used for some other pur-
pose can aso have a new partition added for RAID use, athough this may negate some
of the performance benefits.

Every partition that is going to be part of the RAID array should have itstype set to
Linux raid. Unless you are using linear mode, al partitions should be the same
size so that space on the larger partitionsis not wasted.

2. At this point, it may be necessary to reboot your system. Some Linux kernels can only
detect new partitions at boot time. If you do not reboot and the partition is not detected,
the creation of the RAID device will fail.

Figure 8.4 The Linux RAID module.
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3. On the main page of the module, select the RAID level that you want to use and click the
Create RAID device of level button. Thiswill take you to aform for selecting the parti-
tions to be part of the array and other options, assuming Webmin detects at least one
unused partition on your system.

4. The Partitionsin RAID option will list all hard disk partitions that are not currently in
use for possible inclusion in your RAID device. It will also list any other RAID devices
that are not in use, alowing you to theoretically create an array that contains other
arrays. Select all the partitions that you want to be part of your new RAID device.

5. TheForceinitialization of RAID? option should be set to Yesif any of the selected par-
titions have been used before for other purposes. Otherwise, the creation of the new array
will fail if afilesystem is detected on any of the partitions.

6. Click the Create button to set up the new array. If everything is successful, you will be
returned to the main page of the module, which should now include your new RAID
device.

7. If you want to create afilesystem on the new device so that it can be mounted, click on
itsicon to go to the device status page. If the RAID deviceisto be used for virtual mem-
ory, as part of an LVM volume group or as part of another RAID array, then this is not
necessary.

8. Select the type of filesystem you want to create from the menu at the bottom of the page
and click the Create filesystem of type button.

9. Select any options for the new filesystem, as explained in Section 8.4 “Creating a New
Filesystem”. When done, click the Create button. A page showing the progress of the
new filesystem’s creation will be displayed, which can take some time for large arrays.

10. Assuming that the formatting is successful, you can now use the Disk and Network File-
systems modul e to mount the new filesystem.

Existing RAID devicesthat are not in use can be deleted or deactivated by clicking on their icon
on the main page of the module, and pressing the Delete button. Deleting adevice will cause any
data stored on it to be lost forever.

8.11 Introduction to LVM

LVM (Logical Volume Manager) is a powerful Linux feature that adds a layer of abstraction
between the physical partitions on your system and the filesystems that they store. Partitions
managed by LVM are caled a physical volumes, which are combined together to form volume
groups. From each volume group logical volumes can be created, on which filesystems are actu-
aly stored. The size of each volume group is the sum of the sizes of all its physical volumes.
This space can be handed out to as many logical volumes as will fit into it, so that it could con-
tain many small logical volumes or one huge one that spans multiple physical volumes (and thus
partitions).

At first glance, LVM may not seem any more powerful than RAID, which can aso combine
multiple partitions into one large filesystem. It does, however, give you far more freedom to carve up
disks into separate filesystems that may take up part of adisk, severa disks, or anything in between.
The only down sideisthat LVM does not support redundancy as RAID doesin Levels1 and 5.

The most useful feature of LVM is the ability to resize logical volumes and the filesystems
within them up to the amount of free space in the volume group. Additional physical volumes
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Figure 8.5 An overview of the logical volume manager.

(such as newly installed hard disk partitions) can be added to an existing volume group, subse-
guently increasing the amount of free space. For example, if your system hastwo hard disks whose
partitions are combined to form a volume group, you might have a filesystem on alogical volume
that is as big as both disks combined. If you begin to run out of disk space and want to enlarge the
filesystem, you can install anew hard disk, add it to the volume group, and then enlarge the logical
volume to make use of all the new free space! Thisis far more convenient than mounting the new
hard disk as a subdirectory somewhere under the existing filesystem.

Physical volumes can aso be removed from an LVM volume group, aslong asthereis enough
free space in the group to store data that used to be on the physical volume. This means that you
could theoretically remove a small hard disk from your system and replace it with a larger one,
without having to manually copy files around.

8.12 The Logical Volume Management Module

Webmin's Logical Volume Manager module allows you to perform aimost all of the tasks that
can be done using the command-line LVM tools. When you enter the modul e from the Hardware
category, the main page shows all existing volume groups and their physical and logical vol-
umes, as shown in Figure 8.6.

Because the modul e depends upon the LVM tools such asvgcr eat e, the main page will display
an error message if they are not found. They should, however, be available on your distribution
CD or website if you are running a reasonably recent version of Linux. It also checks to see if
your kernel supports LVM by looking for the / pr oc/ | vmdirectory. If support is missing, you
will need to load the Ivm-mod kernel module with the command nodpr obe | vm nod or
recompile your kernel with LVM support.
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Figure 8.6 The Logical Volume Management module.

8.13 Creating a New Volume Group

Assuming you have at |least one partition free for use by LVM, setting up a new volume group is
easy. The processto follow is:

1. In the Partitions on Local disks module, change the types of any partitions that you want
toinclude in the volume group to Linux LVM. Trying to use partitions of any other type
will fail.

2. Back in the Logical Volume Manager module, click on the Add a new volume group
link, which will take you to the volume group creation form.

3. Enter a name for your new volume group in the Volume group name field. This should
be short and contain no spaces, like data_vg.

4. Select the initia partition to be included in your volume group with the I nitial physical
devicefield. Only partitions or RAID devices that Webmin determines are not in use will
appear in the list. You also specify a partition by device file name by selecting the Other
option and entering the file name into the field next to it.

If Other isthe only option available, Webmin has not detected any partitions free for use
by LVM.

Be aware that any data on the partition or device that you select will be lost forever, even
if the volume group is not actually used.

5. Click the Create button. If al goes well, you will be returned to the main page of the
module and your volume group with itsinitial physical volume will be displayed.
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6. To add more physical volumes to your new volume group, see Section 8.14 “Adding and
Removing a Physical Volume'.

8.14 Adding and Removing a Physical Volume

Once a volume group has been created with its initial physical volume, you can add new parti-
tionsor RAID devicestoit at any time. Thiswill increase the amount of free space in the volume
group, and alow you to create more logical volumes or extend existing ones. To add a physical
volume, follow these steps:

1. If you are adding a disk partition, use the Partitions on Local Disks module to change its
typeto Linux LVM.

2. On the main page of the Logical Volume Management module, click on Add a physical
volumeto the group inside the section for the appropriate volume group. Thiswill take
you to a page for selecting the partition or RAID device to add.

3. Choose the one that you want to add from the list in the Disk device field, or select the
Other option and enter a device file manually. Only partitions that Webmin thinks are
not in use elsewhere will be available for selection.

Be aware that any data on the partition or device that you select will be lost forever.

4. Click the Add to volume group button to add the physical volume. If successful, you
will be returned to the main page of the module.

It is aso possible to remove a physical volume from a volume group, as long as there is enough
free space in the group to store all the data that was previously on the physical volume. The steps
for doing this are:

1. On the main page, click on the icon for the physical volume that you want to remove.

2. Click the Remaove from volume group button. Assuming that removal is possible, there
may be adelay as datais shifted to other physical volumes.

3. Once the removal is complete and the browser returns to the list of volume groups, you
can immediately use the partition for some other purpose. It can be formatted with afile-
system and mounted, included in aRAID group, or even added to another volume group.

8.15 Creating and Deleting a Logical Volume

Aslong as a volume group has some free space, you can add alogical volumeto it at any time.
A logical volume can be any size, but the size will always be rounded up to a multiple of the
allocation block size used by the volume group (4 MB by default). You can see the current block
size, blocks allocated, and total blocks by clicking on avolume group’sicon on the main page of
the module.

The steps for adding anew logical volume are asfollows:

1. On thelist of volume groups, click on the Create a new logical volume link next to the
volume group to which you want to add it.

2. In the Volume name field, enter a name for your new logical volume. This should be
short and contain no spaces, like data_|v.
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3. For the Volume size field, enter the number of kilobytes to allocate to this volume. What-
ever you enter will be rounded up to the nearest Allocation block size shown below.

By default, thisfield will be set to the total amount of free space in the volume group.

4. If the Allocation method option is set to Contiguous, all space reserved for this logical
volume will bein onelarge block on disk. This can speed up accessto the data but isinflex-
ible if you are adding and removing logical volumes causing the volume group to become
fragmented. Therefore, it is usually best to leave the option set to Non-contiguous.

5. The Volume striping option controls how datafor the logical volumeislaid out on disk.
The Disabled option issimilar to linear mode in RAID, while the Stripe across option is
similar to striped mode. See Section 8.9 “Introduction to RAID” for a more detailed
explanation.

6. When all the fields are set to your satisfaction, click the Create button. As long as all
fields have been filled in properly and there enough free space in the volume group, the
browser will return to the main page of the module and a new icon for your logical vol-
ume should be visible.

7. Assuming you want to mount the new logical volume somewhere, you will first need to
create afilesystem onit. To do this, click on itsicon on the main page of the module that
will take you to the logical volume editing page.

8. Select the type of filesystem you want to create from the menu at the bottom of the page,
and click the Create filesystem of type button.

9. Select any options for the new filesystem, as explained in Section 8.4 “Creating a New
Filesystem”. When done, click the Create button. A page showing the progress of the
new filesystem'’s creation will be displayed, which can take some time for large volumes.

10. Assuming that the formatting is successful, you can now use the Disk and Network File-
systems modul e to mount the new filesystem.

Existing logica volumes can be deleted from their volume group to free up space or reduce the vol-

ume group size. Before you can delete alogical volume, it must have been unmounted in the Disk

and Network Filesystems module. When it is deleted, any datathat it contained will be lost forever.
To remove alogica volume, follow these steps:

1. Click on itsicon on the main page of the module, which will take you to the logical vol-
ume editing form.

2. Click the Delete button. This will bring up a page asking if you are realy sure about
deleting it.

3. Click Delete Now to confirm. Once it has been removed from the volume group, your
browser will return to the main page of the module. The space freed up can be reused for
another logical volumeimmediately.

8.16 Resizing a Logical Volume

One of the most powerful features of LVM isits ability to enlarge or reduce existing logical vol-
umes, even if they contain a filesystem. Webmin, however, only supports the resizing of ext 2,
ext3, reiserfs andjfs filesystems at the moment—Ilogical volumes formatted with other
filesystem types (such as xf s) cannot be resized without losing data. You must al'so unmount a
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logical volume before resizing it, and then remount afterwards—there is no way to resize afile-
system that is currently in use.

As would be expected, a logical volume can only be enlarged by the amount of free space in
its volume group. When shrinking alogical volume containing a supported filesystem, its size can-
not be reduced to less than the space occupied by files on the filesystem. Currently, j f s filesys-
tems cannot be shrunk at all—they can only be enlarged.

The stepsto follow for resizing alogical volume are:

1. In the Disk and Network Filesystems module, make sure the logica volume is
unmounted.

2. On the main page of the Logical Volume Management module, click on its icon. This
will take you to the volume editing form.

3. Enter anew size in kB in the Volume size field. The size cannot be increased by more
than the amount of free space in the volume group, or reduced to less than the space
occupied by files on the filesystem, unless you plan to recreate the filesystem.

4. Click the Save button. When resizing a volume containing an ext 2, ext 3,rei serfs,
or j fs filesystem, you will be returned to the main page of the module as long as no
problems are encountered.

If the filesystem could not be shrunk below the amount of space occupied by its files,
however, an error page will appear offering you the option of resizing anyway. Clicking
the Resize L ogical Volume button will force aresize, but any files on the volume will be
lost and you will need to re-create the filesystem.

If you are resizing a logical volume containing some other type of filesystem (such as
xf s), or one whose contents are unknown to Webmin, a page asking you to confirm the
resize will appear. If you click the Resize Logical Volume to go ahead, any filesystem
on the volume will be lost and need to be created again.

5. If the filesystem was resized successfully, you can remount it in the Disk and Network
Filesystems module. Otherwise, you will need to recreate it as explained in Section 8.15
“Creating and Deleting aLogical Volume”.

8.17 Creating a Snapshot

A snapshot is a specia kind of logical volume that is actually a temporary, read-only copy of
another volume. When a snapshot is created, it appears to contain a copy of all the data in the
source volume, so that if the source is changed, the snapshot remains the same. In order to save
on disk space, the snapshot really only stores data that has changed on the original logical vol-
ume since it was created. This makes it possible to create a snapshot copy of a 100 MB of vol-
ume even if the volume group has less than 100 MB of free space.

Snapshots are useful for quickly freezing a filesystem at some point so that it can be safely
backed up. A snapshot can even act as akind of backup itself, to which you can revert if something
goes wrong with files on the original volume. The only down side is that a snapshot can only be
safely created when the source logical volume is unmounted, as a mounted filesystem will not be
inavalid state for copying.
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To create a snapshot, follow these steps:

1. In the Disk and Network Filesystems module, unmount the filesystem on the original
logical volume, if necessary.

2. Back in the Logical Volume Management module, click on the Create a new snapshot
link in the same volume group as the original volume.

3. On the snapshot creation form, enter a short name without spaces into the Volume name
field—data_snap, for example.

4. For the Volume size, enter the amount of disk space (in kB) that you want to allocate to
this snapshot for storing differences made to the original logical volume after the snap-
shot was created. If the amount of space istoo small and too many changes are made to
the logical volume, 1/0 errors will start to occur when reading files in the snapshot file-
system.

5. For the Snapshot of logical volumefield, select thelogical volume of which you want to
make a copy.

6. Click the Create button to create the snapshot and return to the main page. An icon for
your new snapshot will appear among the other logical volumesin its volume group.

7. Inthe Disk and Network Filesystems module, remount the filesystem on the original log-
ical volume. You can mount the filesystem on the snapshot separately here as well.

Once created, a snapshot can be resized in the same way that you would resize a hormal logical
volume. This does not, however, resize the filesystem on the snapshot—instead, it changes the
amount of space available for storing differences between the snapshot and original volume
group. A snapshot can also be deleted, assuming the filesystem on it has been unmounted first.
Any datain the snapshot will be lost, but sinceit isjust acopy of another volume thisisn't likely
to matter much.

8.18 Summary

This chapter has covered the three low-level devices that can be used by Linux systemsto store
filesystems. The simplest are regular disk partitions, which are just a single section of a hard
disk. RAID devices are more complex, asthey combine multiple partitionsinto single, large vir-
tual partitions. LVM, the most complex and powerful of all, can be used to create volumes that
cover multiple partitions and that contain filesystems that can be expanded as more space is
added. All of these device types appear the same to users when they have been initialized with a
filesystem and mounted on a directory somewhere.

After reading this chapter, you should understand the differences between them in terms of
simplicity, reliability, and flexibility. You should be able to choose the best one to use for your own
system based on the number of hard drives that you have and the importance of your data.



CHAPTER 9

Bootup and
Shutdown

his chapter explains methods for starting servers and services at boot
time, and tells you how to use Webmin to run your own commands at
startup.

9.1 Introduction to the Linux Boot Process

The very first thing that happens when a PC starts up is the loading of the BIOS from ROM. The
BIOS (Basic I nput/Output System) performs memory and other hardware checks, and then loads
atiny piece of code from the first part of one of the system’s hard disks—known as the master
boot record or MBR. This piece of codeis called a boot loader, and is responsible for displaying
amenu of operating systems to the user and loading one of them. There are several boot |oaders
availablefor Linux, such as LILO and GRUB, but they all do basically the same thing.

Oncethe kernel has been loaded, it mountsther oot filesystem and runsthei ni t program,
which is responsible for managing the rest of the boot process. It readsthe/ et c/ini ttab file
and executes the commands it specifies—the most important of which begins execution of
bootup scripts. Each of these scriptsis responsible for asingle task, such as initializing network
interfaces, starting aweb server, or mounting other filesystems. The scripts have a fixed order in
which they must execute because some of the later scripts are dependant on earlier ones. For
example, network filesystems cannot be mounted until network interfaces have been enabled.

At shutdown time, a series of scriptsis also run to shut down servers and unmount filesys-
tems. These scripts also have afixed order so that the deactivation of networking and other basic
services happens last. If requested and supported by the hardware, the last step in the shutdown
process will be the powering off of the system by the kernel.

When a Linux system starts up, different scripts are executed depending on the runlevel in
which it is starting. The runlevel can be set by the boot loader or by the/ et ¢/ i ni ttab file.

84
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The commonly used runlevels are:

5 — Graphical mode All servers and services will be started, and X started to
display agraphical login prompt on the console.

3—Multi-user mode All servers and services are started, but only the normal text
login is available on the console.

2 —Multi-user modewithout NFS Almost all servers and services are started, but
NFS filesystems are not mounted.

1-Singleuser mode Only the most basic system initialization is done, and aroot
shell opened on the console. This runlevel is useful if some bootup script is failing
and making your system unbootable.

See Section 9.9 “The SysV Init Configuration Module” for information on how to change the
bootup runlevel.

The directory /et c/rc. d/init.d isusualy used to store the actual bootup shell scripts.
The scripts that are started or stopped in each runlevel are determined by symbolic links from
the/etc/rc.d/rcX d directory, where X is the runlevel number. Each symbolic link has a
name like SYYscri pt name, in which YY is the order that the script is started in the boot pro-
cess—the lower the number, the earlier the script starts. So/ et ¢/ rc. d/ rc5. d/ S10net wor k
would beruninrunlevel 5 before/etc/rc. d/ rc5. d/ S80sendnai | .

Not al Linux distributions use these directories for their bootup scripts. Some use / et ¢/
i nit.d for the actual script files, while others (such as older versions of SUSE) put everything
in the/ sbi n directory. Fortunately, / et ¢/ r c. d seems to be becoming the standard base direc-
tory in newer distributions. Of course, if you are using Webmin you don’t have to worry about
the locations of any of these directories as it always knows where they are.

9.2 The Bootup and Shutdown Module

This module allows you to create and edit the scripts that are run at bootup and shutdown, called
actions by the module. It can be found under the System category in Webmin, and when you
enter it, the main page will display alist of al available actions, whether or not they are started
at boot, and a short description for each. See Figure 9.1 for an example.

Each Linux distribution has its own set of standard action scripts, so on one system the
script ht t pd may start the Apache Web server, but on another in may be called apache. You
should, however, be able to get a good idea of what each script does from its description.

9.3 Configuring an Action to Start at Bootup

If some server on your system such as Apache or Squid is not currently being started at boot
time, you can use this module to change that. On most Linux distributions, every server that
comes with the distribution will have its own bootup action script, but not al will be enabled by
default. To configure an action to start at boot time, the stepsto follow are:

1. On the main page of the module, click on the name of the action that you want to enable.
Thiswill take you to the action editing page, as shown in Figure 9.2.
2. Changethe Start at boot time? option from No to Yes.
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Figure 9.1 The Bootup and Shutdown module.

3. Click the Save button, and your browser will return to the list of actions on the main
page.

If thereisaserver that is currently being started at boot time that you want to disable, just follow
the same steps but set the Start at boot time? option to No instead.

9.4 Starting and Stopping Actions

Even though action scripts are normally started at boot time and stopped at shutdown, you can
start or stop them at any time using Webmin. Many action scripts can also perform additional
functions, such as showing the status of a server or reloading its configuration. To start or stop an
action, do the following:

1. On the main page of the module, click on the name of the action. This will take you to
the action editing form shown in Figure 9.2.

2. At the bottom of the page (in the middle) will be arow of buttons, each for running an
action script to perform some function. Depending on the script there may be different
buttons available, but some of the most common are;

Start Now Immediately starts the server or service. On some versions of Linux, this
will do nothing if the action has already been started and the server is aready running.

Stop Now  Stops the server or service. In some Linux versions, this will do nothing
unless the action has already been started.
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Figure 9.2 The action editing form.

Restart Now Stops and restarts the server. In many cases, this will do nothing if the
action has not been started yet.
Reload Now Where available, this function tells the server started by the action to
reread its configuration files.
Show Status Just displays a message telling you if the server is running or not, and if
sowhat itsPID is.

3. After you click the button for the function that you want to perform, a page showing the
output from the action script will appear. This should indicate whether the action was
performed successfully or not.

9.5 Adding a New Action

If you have a command that you want run at boot time, creating a new action script is the best
way to set it up. Servers like Apache or Qmail that have been compiled and installed manually
do not have actions, so you will need to create one that runs whatever command is necessary to
start the server.

To create your own action, follow these steps:

1. On the main page of the module, click the Create a new bootup and shutdown action
link above or below the list of existing actions. This will take you to the form shown in
Figure 9.3 for entering the code for your new action script.
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Figure 9.3 The action creation form.

2. Inthe Name field, enter a short name for the action like gmail. Every action must have a
unique name.

3. In the Description field, enter afew lines of text to describe your action—maybe some-
thing like Sart the Qmail mail server. Thiswill show up on the main page of the module
under the Description column.

4. The Bootup commands field must be filled in with the shell commands that you want to
run when your action is started at boot time. For example, if you wanted to start Qmail
you might enter /var/gmail/rc.

5. The Shutdown commands field should be filled in with commands that you want to run when
your action is stopped. For example, to stop Qmail you might enter killall -9 gmail-send.

6. Assuming you want your action to run at boot time, set the Start at boot time? optionto Yes.

7. Finally, click the Create button to save the new action. Webmin will create a script in the
/etc/rc.d/init.d directory combining the commands you entered with a standard
wrapper to make a valid action script. Your action will be set to run in the current run-
level, with order number 99 so that it is run last. If you want to control exactly which
runlevels and in what order your action is run, see the Allow selection of individual
runlevels option in Section 9.7 “Configuring the Bootup and Shutdown Modul€e”.

After an action has been created, you can edit the start and stop commands by following this process:

1. On the main page of the module, click on the name of your action. This will take you to
the action editing form shown in Figure 9.2.
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2. Inthe Action script text box, look for alinelike' start' ) . The commands that are run
at boot time will come after it, down to the a line containing just ; ; . Edit them as you
wish, but leave the surrounding code alone.

Similarly, the commands that are run when the action is stopped are between ' st op' )
and ; ; . Changing any other part of the script is a bad idea unless you know what you are
doing.

3. Click the Save button to apply your changes.

Any of the existing action scripts can be edited using Webmin, not just your own creations. Be
careful editing them, as they may have aformat totally different to the scripts created by Webmin.

9.6 Rebooting or Shutting Down Your System

Linux systems should always be rebooted or shut down using the appropriate commands, rather
than simply turning off the power or hitting the reset button. If not, you may lose data on your
local hard drives and will certainly have to wait through alengthy filesystem check with f sck at
boot time if using a non-journaling filesystem.

To reboot, simply do the following:

1. At the bottom of the main page of the Bootup and Shutdown module, click the Reboot
System button. This will take you to a page confirming if you really want to reboot.

2. Click the Reboot System button on the confirmation page. The shutdown process will
start immediately, and if you arelogged in at the console your session will be logged out.
After all the shutdown scripts have been run, the system will bootup again as explained
in the introduction.

The process for shutting down is almost identical—just use the Shutdown System button at the
bottom of the page instead.

9.7 Configuring the Bootup and Shutdown Module

Like most modules, Bootup and Shutdown can be configured by clicking on the M odule Config
link on the main page. This will take you to the standard configuration editing page, on which
the settings in Table 9.1 are available under the Configur able options header.

None of the other options on the configuration page should be changed, as they are automat-
ically set by Webmin based on your operating system type.

9.8 Other Operating Systems

Many other UNIX operating systems—but not all of them—use the system of bootup scripts
used by Linux. Even those that do use it have some dlight differences in their implementation,
and almost all use different directories for storing the actual scripts and links.

Sun Solaris, HP/UX, SCO UnixWare, SCO OpenServer, CompaqTru64/0OSF1,
and SGI Irix  All these operating systems use action scripts that are very similar
to Linux, but are stored in different directories. Because those that come with the
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Table 9.1 Module Configuration Options

Allow selection of individual
runlevels

If set to Yeswhen editing or creating an action, you will be ableto
enter the exact order number for the action in each runlevel.
Because thisisrather complex, this option is set to No by default
so that Webmin only displaysasingle Start at boot? option when
creating or editing an action.

Display actionswith
descriptions

If thisoption is set to Yes, and show all runlevels, the main page
will show exactly which runlevels each action is started in, along
with the description.

If set to Yes, each action will only show whether it is started at boot
or not, and its description. Thisisthe default on most systems.

If set to No, the main page will display only atable of action
names with no descriptions or boot information. This can be use-
ful if you have alot of actions or your operating system does not
include descriptionsin the action scripts.

Show boot order of actions?

If Yesis selected, the main page will include the boot order of
each action in the current runlevel, or in some other runlevel. The
default No option hides this information.

Show current status of actions

On some Linux distributions, the standard action scripts can
report the status of the serversthat they start. This option alows
Webmin to display this status information in various places.

If set to No, the status of actionsis never displayed unless you
click the Show Status button when editing an action.

If set to On action page only, Webmin will display the current
status of an action when you edit it by selecting it from the main
page of the module.

If set to On index and action pages, the main page of the module
will display the current status of every single action. This provides
alot of information, but can be very slow.

Sort actions by

When Boot or der ischosen, actions on the main page arelisted in
the order that they will be started by your system in the current
runlevel. The default of Name causes them to be sorted by name
instead.

system do not have descriptions, the main page of the module will just display

action names by default.

FreeBSD, NetBSD and OpenBSD The BSD family of operating systems does
not use action scripts at all, relying instead on a fixed set of scripts that are run at
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boot time. One of these scripts (/ et c/ rc. | ocal ) alows system administrators to
add their own commands to be run at boot time.

On any of these operating systems, the main page of the module will just display a
form for editing the rc. | ocal file, above the Reboot System and Shutdown
System buttons. To add any commands that you want run at boot time, just enter
them into the text box and click the Save button.

IBM AIX AlX isvery similar to the BSD operating systemsin that it does not have
action scripts. Instead, the file / et ¢/ r ¢ can be edited to add additional commands
to be run at boot time, using the form on the main page of the module.

Apple MacOS X Apple'sversion of UNIX uses atotaly different set of files for
storing actions to be run at boot time than any other supported operating system.
Separate action scripts still exist, but the user interface in this module for viewing
and editing them is quite different.

If your operating system is not in thislist, then the Bootup and Shutdown module does not sup-
port it at all, therefore the module icon will not appear in Webmin.

9.9 The SysV Init Configuration Module

As explained in the introduction to this chapter, the very first file read by the system to deter-
mine which commands to run at boot timeis/etc/inittab. Itisread by thei nit program,
which is the first process to be run after the Linux kernel finishes loading, and remains running
until the system is shut down. Thei ni t t ab file specifies which runlevel to boot into, the com-
mands to be run to start al of the action scripts, processes to begin displaying text and graphical
login prompts, and commands to run in the case of an impending power failure.

The SysV Init Configuration module, found under the System category in Webmin, can be
used to edit any of these commands. As they are critical for ensuring that your system boots up
properly, however, editing them is a bad idea unless you really know what you are doing. The
only thing that you might want to change is the bootup runlevel so your system does not display
an unnecessary graphical login prompt if it is not needed.

To change the initial runlevel, follow these steps:

1. Enter the SysV Init Configuration module. The main page will display a list of com-
mands and the runlevels and situations in which they are executed, as shown in
Figure9.4.

2. Click on the entry in the ID column for the row in which the Action is After system
boot. Thiswill take you to aform for editing thei ni t t ab file entry.

3. For the Bootup runlevel option, de-select whichever level is currently selected and
choose a new one. Make sure that you choose exactly one level, such as 3 (for text login
mode) or 5 (for graphical login mode). See the explanation in the introduction to this
chapter for details on what each runlevel means.

4. Click the Save button to have your change written to thei ni t t ab file. The browser will
return to the main page of the module.

5. If you like, you can reboot the system now using the Bootup and Shutdown module.
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The moduleis also available on the Solaris, HP/UX, UnixWare, OpenServer, Al X, and Irix oper-
ating systems. Its basic structure and purpose is the same on all systems, but the actual default
commands will differ significantly. The previous instructions for changing the bootup runlevel,
however, will work on all operating systems.

Figure 9.4 The SysV Init Configuration module.

9.10 Summary

This chapter has covered the bootup scripts used on Linux and many other UNIX variants, and
shown how to manage them using Webmin. It has also explained where they fit into the overall
Linux boot process along with the BIOS, boot loader, and i ni t program. Finally, it has covered
runlevels and the use of the SysV Init Configuration module to select the runlevel into which
your system boots.



CHAPTER 10

Scheduled
Commands

n this chapter, you can learn about the UNIX Cron and At facilities, used
for running commands on aregular schedule or once at some future time.

10.1 Introduction to Cron Jobs

A Cron jobisa UNIX term for a command that is run on a regular schedule by the cr on dae-
mon. Each job is owned by a UNIX user, and runs with the permission of that user. Each has a
set of minutes, hours, days, months, and days of weeks on which it runs, allowing considerable
flexibility in scheduling. For example, ajob may run every 10 minutes, or at 3 a.m. every day, or
at 5 p.m. Monday to Friday in January, February, and March.

Cron jobs are very useful for performing regular system tasks, such as cleaning up log files,
synchronizing the system time, backing up files, and so on. Most Linux distributions will have
several Cron jobs that were set up by default as part of the operating system install process for
doing things like removing unneeded kernel modules, updating the database used by thel ocat e
command, and rotating log files.

The actual Cron job configuration files are stored in different places, depending on whether
they are part of a package included in your Linux distribution or created by a user. The/ var/
spool / cron directory is for jobs created manually by users, and contains one file per UNIX
user. The/ et ¢/ cront ab file and the files under the / et ¢/ cr on. d directory contain jobs that
are part of packages, such as those that are part of your distribution.

10.2 The Scheduled Cron Jobs Module

The Webmin module for editing Cron jobs can be found under the System category. When you
enter it, the main page displays a table of al the existing jobs on your system, as shown in
Figure 10.1. For each action, the owner, active status, and command are listed. If the command
for ajobistoo long, it will be truncated for display on the page.
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Figure 10.1 The Scheduled Cron Jobs module.

10.3

Creating a New Cron Job

Using Webmin, you can easily create anew Cron job that will execute as any UNIX user on your
system. To achieve this, follow these steps:

1.

On the main page of the module, click on the Create a new scheduled cron job link
above or below the list of existing jobs. Thiswill take you to the job creation form shown
in Figure 10.2.

. In the Execute cron job as field, enter the name of the UNIX user you want the job to

execute as. The command executed by the job will run in the user’s home directory with
his full permission.

. The Active? field can be set to No if you don’t want this new job to actually be executed.

Thisisuseful for creating jobs to be enabled at alater date.

. In the Command field, enter the shell commands that you want the Cron job to run. Just

as at the shell prompt, multiple commands can be entered separated by a semicolon (; ),
and all the normal shell operators such as >, <, and && can be used.

By default, any output from the command will be emailed to the owner of the Cron job. If
you don’t want this to happen, make sure that output is redirected to afileor / dev/ nul | .

. Anything that you enter into the Input to command field will be fed to the command as

input when it is run. If for example your command was mai | f oo@ar . com anything
entered into the field would be sent to that email address.

. Inthe When to execute section, choose the times and dates on which you want the com-

mand to execute. For each of the Minutes, Hours, Days, Months, and Weekdays
options you can choose multiple times or dates, or select the All option.
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For example, to have a job executed at 3:15a.m. every Monday and Friday, you
should change the Minutes option to Selected and select 15, change the Hours
option to Selected and select 3, and the Weekdays option to Selected and select
Monday and Friday. The Days and M onths options would remain on All.

7. Click the Create button to add the new Cron job. Assuming there are no errors in your
selections, you will be returned to the main page of the module and your new job should
appear next to its owner.

Figure 10.2 The Cron job creation form.

10.4 Editing a Cron Job

Existing Cron jobs, including those created by users through Webmin or included with your
operating system, can be edited and reschedul ed using this module. Be careful when editing jobs
that came as part of your distribution though, as some perform important tasks like truncating
web server, mail, and login log files so that they do not use up al of your disk space.

To edit an existing job, follow these steps:

1. On the main page of the module, click on the command for the job that you want to edit.
Thiswill take you to the module editing form, which is similar to Figure 10.2.

2. Change any of the details of the job, including the user, command, active status, and exe-

cution times and dates.

3. When done, click the Save button, and you will be returned to the main page of the module.
Existing Cron jobs can be deleted by following these steps, but clicking the Delete button
instead of Save. You can also force the immediate execution of ajob by clicking the Run Now
button on the edit page, which will execute the command and display any output that it produces.
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10.5 Controlling Users’ Access to Cron

The Scheduled Cron Jobs module can also be used to control access to the cr ont ab command
by UNIX users at the command line. This can be useful if you allow untrusted usersto log in to
your system, and want to prevent some of them from setting up Cron jobs to run commands and
take up CPU time when they are not logged in. Usually by default, all users have the ability to
create Cron jobs, but you can change that by following these steps:

1. At the bottom of the module's main page, click on the Control user accessto cron jobs
link. Thiswill take you to aform for entering the usernames of users who can or cannot
use Cron.

2. To grant access to all users, select the Allow all users option.

To grant access to only some users, select the Allow only listed users option and
enter their usernames into the text field.

To give access to all but afew users, select the Deny only listed users option and enter
the usernames of the people to whom you want to deny access into the text field.

3. When done, click the Save button.

If auser has been denied access to Cron, you will no longer be able to use the module to create,
edit, or delete jobs belonging to him. Existing jobs, however, may continue to execute!

10.6 Module Access Control Options

As described in Chapter 52, it is possible to use the Webmin Users module to control for which
UNIX users a Webmin user can edit Cron jobs. To set this up, you must first grant the user
access to the module, then follow these steps:

1. In the Webmin Users module, click on Scheduled Cron Jobs next to the name of the
user that you want to restrict.

2. Change the Can edit module configuration? field to No, so the user cannot edit the
commands that Webmin calls to create and edit jobs.

3. Switch the Can edit cron jobs for field from All users to one of the other options. The
most commonly used is Userswith UID in range, which allows you to enter aminimum
and maximum UID into the fields next to it.

Never alow an untrusted user access to the Cron jobs of system usersliker oot or
bi n, as thiswill clearly give him full access to your system and defeat any other
Webmin access control.

4. Set the Can control user access to cron? field to No, so that the Webmin user cannot
stop users outside his control using Cron.
5. Click the Save button at the bottom of the page to make the access control active.

10.7 Configuring the Scheduled Cron Jobs Module

Most of the module settings that you can view by clicking on the M odule Config link on the
main page are set by default to match the installed operating system, and vary rarely need to be
changed. However, thereis onefield that effects the modul€e's user interface, shown in Table 10.1.
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Table 10.1 Module Configuration Options

Maximum command length Thisfield determines how many characters of each Cron job command

to display will be shawn on the module's main page. You can either select Unlim-
ited to show them all (which may cause linesto be wrapped), or enter a
maximum number of characters. The default is 80.

10.8 Other Operating Systems

Cron is available on amost al UNIX systems, with very similar capabilities. That means that
this modul e appears almost identically on all operating systems, with only a couple of minor dif-
ferences. On some, there is no I nput to command field available for when creating or editing a
job. On others, when controlling which users have access to Cron, the default Allow all users
option will be replaced with Allow all users except root or Deny all users.

Internally, other operating systems use different directories for storing Cron jobs—Solaris
for example uses / var/ spool / cron/ cront abs instead of /var/spool /cron on Linux.
Most other systems do not have an / etc/ crontab file or /et c/ cron. d directory, either.
When using Webmin, however, you do not have to bother about these differences as it knows
about the paths used by other UNIX variants and displays all Cron jobs using the same interface,
no matter which file they are stored in.

10.9 The Scheduled Commands Module

At jobs (called Scheduled Commands by Webmin) are similar to Cron jobs, but instead of exe-
cuting repeatedly on a schedule, they run only once at a specified date and time. Unlike Cron
jobs, they can be configured to execute in a specific directory instead of the user’s home direc-
tory. Scheduled commands also keep track of the environment variables that were set when they
were created, and make them available to the command when it runs.

Normally the at command is used to create At jobs, the at g command is used to list them,
and the at r mcommand is used to remove them. On Linux, the directory / var/ spool / at is
used to store jobs—one per file. The daemon process at d, which runs all the time in the back-
ground, checks these files and runs them at the appropriate times. If the At daemon is not run-
ning, no commands will be run, which may be the case if it is not configured to start in the
Bootup and Shutdown module. After ajob is run, it is automatically deleted, as it is no longer
needed.

The Webmin module for creating and deleting At jobs is called Scheduled Commands, and
can be found under the System category. When you enter it, the main page will display alist of
commands that are waiting to be run (assuming there are any), and aform for adding a new com-
mand. Figure 10.3 shows an example.

Any of the commands shown on the main page can be viewed in more detail by clicking on
its Job I1D. Thiswill take you to a page that shows the full shell script that will be run when the
command executes, including all environment variables. For this page, you can cancel the com-
mand before it gets a chance to run by clicking the Cancel this command button.
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Figure 10.3 The Scheduled Commands module.

10.10 Creating a New Scheduled Command

A new command that executes at the time and as the user of your choice, can be created by fol-
lowing these steps:

1. Enter the name of the user that you want the command to run as into the Run as user
field on the main page of the module in the New scheduled command form.

2. Fill inthe Run on date and Run at time fields with the date and time on which the com-
mand isto run.

3. SettheRun in directory field to whatever directory in which you want the command to run.

4. Inthe Commandsto execute text box, enter as many shell commands as you want—one
per line.

5. When done, click the Create button. The page will be refreshed and your new command
will appear on the list at the top of the page.

Scheduled commands created from within Webmin will use environment variables set by Web-
min itself, which are not be the same as the variables that would have been set if the command
was created by its owner at the shell prompt.

10.11 Summary

Cron and At are the two services used by UNIX systemsto schedule tasks to be run in the future. This
chapter has explained how they work, what the differences between them are, and how to use Web-
min to configure them. It has also covered the use of Webmin's access control features to restrict
access to the modules for managing these services, and the limitations of this kind of access contral.



CHAPTER 11

Process M anagement

his chapter explains how to manage running processes on your system
I using Webmin.

11.1 Introduction to Processes

Every program, server, or command running on a Linux system is a process. At any time, there
are dozens of processes running on your system, some for programs that you are interacting with
graphically, some for commands that you have started at a shell prompt, some for servers run-
ning in the background, and some that perform system tasks. Every time you type a command
likel s orvi at the shell prompt, anew process is created, only to exit as soon asitsjob is done.

Each process isidentified by a unique ID known as the PID, or process ID. Each is owned by
asingle user and is a member of multiple groups, which determine the privileges that the process
has. And each has apriority (also known asthe nice level), which controls how much CPU timethe
process can use up on a busy system. Almost every process has a parent, which is the process that
started it, and from which it inherits ownership, priority, and other settings.

A processwill run until it chooses to exit, or until it iskilled by asignal from another process.

11.2 The Running Processes Module

This module can be used to view, kill, re-prioritize and run processes on your system. When you
enter it for the first time from the System category, the main page will display atree of processes
asshownin Figure 11.1.

The module has several different ways of viewing al the processes on your system, selectable
by the Display links at the top of the main page. They are:
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Figure 11.1 The Running Processes module tree display.

PID Inthisdisplay mode each processis shown indented under its parent, forming
atree of all the processes running on your system. At the top of the treeisthei ni t
command, which is started by the kernel at boot time and so has no parent.

User This mode groups processes by their owner. It can be useful on systems with
many users for seeing at a glance what each user is running.

Memory In this mode, processes are ordered by the amount of memory they are
using up, with those using the most memory shown at the top of the page. A
process's memory usage is not always indicative of the amount of memory it is
really using, because processes often share memory with each other.

In addition, the total and free amount of real and virtual memory on your system is
displayed above the process list.

CPU This display mode orders processes by their current CPU usage, with the
heaviest user appearing first. Sometimes the Webmin command that generates the
page will appear near the top of thelist, but it can be safely ignored.

The system load averages will be displayed at the top of the page, to give some idea of
how busy the system has been over the last 1, 5, and 10 minutes. An average of O
means no activity at al, 1 meansthe CPU isfully utilized, and anything above 1 means
that there are more processes wanting to run than the system has CPU time for.

The Search and Run options are for searching for processes and running new ones, respectively.
See the following sections for more details.
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11.3 Viewing, Killing, or Reprioritizing a Process

You can see the full details of any running process by clicking on its Process | D column entry in
any of the displays on the main page. This will take you to the process information page, shown
inFigure 11.2.

Figure 11.2 Detailed information on a process.

The page displays all available information about the process, including its full command line,
parent command, and any sub-processes. You can go to the information page for the parent by
clicking on its command, or to the page on any of the sub-processes by clicking on its process ID.
A list of files that the process has open and network connections that it is currently using can be
viewed by clicking the Files and Connections button.

The process can be stopping using a TERMsigna by clicking the Ter minate Process button.
Because this can be ignored by some commands, the Kill Process button can be used to send a
KI LL signal if the termination fails. Unless the processis hung inside a kernel system call, killing
it is guaranteed to succeed.

Other signals can be sent by selecting the type of signal from the list next to the Send Signal
button before pressing it. Some of the more useful signals are:

HUP For many server processes, this signal will cause them to reread their
configuration files.

STOP  Suspendsthe process until a CONT signal is received.

CONT Resumes aprocess that has been suspended by a STOP signal.
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The information page can also be used to change the nice level of a running process, giving it a
higher or lower priority. To change a process's priority, select a new level from the Nice level
list, and then click the Change button. Lower levels mean higher priorities, so a process with a
nice level of —10 will get more CPU time than one with level 5.

On asystem with multiple users, long-running processes that take up alot of CPU time should
be given ahigher nice level so that they do not slow down processes that are interacting with users.
Alternately, you can speed up a process at the expense of others by giving it alower nicelevel. You
should be careful when setting an extremely low level (such as —20), as al other processes may
become starved of CPU time, making the system unresponsive.

11.4 Searching for Processes

If you have alarge number of processes running on your system and want to find one or moreto
kill or view, the Running Processes modul€'s search feature makes it easy. To find processes, fol-
low these steps:

1. On the main page of the module, click on the Search display mode link. This will take
you to a search form as shown in Figure 11.3.

2. The form shows several different criteriafor finding processes, of which you can choose
one by selecting the radio button next to it. The criteriaare:

Owned by Processes owned by the user whose hame you enter next to this option will
be found.

Matching Finds processes whose command or arguments contains the text that you
enter next to this option.

Using more than Finds processes using more than the specified percentage of CPU
time.

Using filesystem  Processes whose current directory is on the chosen filesystem or are
accessing any file onit will be found. Useful if you cannot unmount afilesystem because
itisbusy.

Usingfile Finds processes that have the entered file open for reading or writing. If you
enter a directory, any process that hasit as its current directory will be found.

Using port  Finds processes that are sending, receiving, or listening for network traffic
on the entered port using the chosen protocol. Useful if you know the port number a
server islistening on, and want to find the server process.

3. Tofilter the Webmin search processes from the results, select the Ignore search processes
in result option. This can be useful when searching by CPU usage, as the Webmin pro-
cesses use up alot of CPU time.

4, After you have selected the search criteria, click the Search button. Any matching pro-
cesses will be displayed below the form.

5. If you want to see additional information about a process, change its priority, or send it
aloneasignal, click onits Process I D in the resullts.

6. To kill al matching processes, click the Ter minate Processes or Kill Processes button.
You can aso send any signal to al processes by selecting it from the list next to the Send
Signal button. A page will be displayed listing each process ID and whether it was sig-
naled or killed successfully.
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Figure 11.3 The process search form.

11.5

Running a Process

The module can a'so be used to run simple commands, either in the foreground so that their out-
put is displayed, or in the background as daemons. This can be useful if you just want to run a
command without having to log in via telnet or SSH (or if afirewall is preventing a telnet or
SSH login). The stepsto follow are;

1.

2.

N

11.6

On the main page of the module, click on the Run link next to the display mode options.
Thiswill take you to the form for starting a new process.

Enter the command that you want to run into the Command to run field. Shell operators
and special characterslike; , <, >, and & can be used.

. If the command is something that will take along time to run, you can set the Run mode

option to Run in background to have Webmin automatically put it in the background.
However, if you want to see the output from the command, leave the option set to Wait
until complete.

. Enter any input that you want fed to the command into the Input to command field.
. Click the Run button to run it. If the Wait until complete option was selected, any out-

put from the command will be displayed.

Module Access Control Options

By default, any Webmin user with access to this module can manage all processes running on
the system, as though he were logged in as r oot . However, using the Webmin Users module,
you can limit a user's access so that he can only kill or re-nice processes owned by a particular
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UNIX user. It isaso possible to restrict a user to read-only mode, alowing him only to see pro-
cesses but not change them in any way or start new ones.

You should read Chapter 52 first to learn more about module access control and how to grant a
user access to the Running Processes module. Once you have done that, the steps to follow to edit
aWebmin user’s access to this module are:

1. In the Webmin Users module, click on Running Processes next to the name of the user
or group that you want to restrict.

2. Change the Can edit module configuration? field to No.

3. To give the Webmin user access to only those processes owned by a particular UNIX
user, enter the username into the M anage processes as user field. If the UNIX and Web-
min users have the same name, you can select Current Webmin user instead. This can
be useful when setting up module access control for a group in which you want each
member to be able to manage only his own processes.

4. To put the user into read-only mode, set the Can kill and re-nice processes? and Can
run commands? fields to No. If thisisdone, it doesn't really matter what username you
enter in Step 3 because no process management can be done.

5. Click the Save button to have your changes activated.

To restrict the processes that a Webmin user can manage, the module code simply switches to
run as the UNIX user specified in Step 3. Because a UNIX user cannot kill or re-prioritize any
process that he does not own, switching users like this causes the operating system to automati-
cally enforce process access control for Webmin.

11.7 Other Operating Systems

Because processes exist on all versions of UNIX with amost identical attributes, this module appears
amogt exactly the same on all supported operating systems. The only minor differences are:

» When viewing detailed information about a process, different information may be
available on other operating systems. The range of nice levels may aso be different, but
lower levels still mean ahigher priority and vice-versa.

» When searching for a process, the Using filesystem, Using file, or Using port criteria
may not be available. These options depend on the f user and | sof commands that are
not available for or installed by default on all systems.

11.8 Summary

After reading this chapter you should have agood understanding of what processes are, and their
importance on a UNIX system. You should aso understand how to use Webmin to view pro-
Cesses running on your system, search for those matching some criteria, and kill, signal, or repri-
oritize one or more of them. Finally, you should know how to configure the module to restrict
the capabilities of certain Webmin users, if required for your system.



CHAPTER 12

Softwar e Packages

his chapter covers the installation and management of software on
your system using packages. It also overs the differences between the
various UNIX package formats, such as RPM, DPKG, and Solaris.

12.1 Introduction to Packages

All Linux systems use some kind of software packaging system to simplify the process of
installing and removing programs. A package is a collection of commands, configuration files,
man pages, shared libraries, and other filesthat are associated with a single program like Apache
or Sendmail, combined into a single package file. When it is installed, the package system
extracts al the component files and places them in the correct locations on your system. Because
the system knows which package every file came from, when you want to remove a package it
knows exactly which filesto delete.

On amost al versions of Linux, packages generally contain compiled programs that will
only work on the CPU architecture that they were compiled for. Because Linux supports many
different CPU types (x86, Alpha, and 1A64 to name afew), some programs have packages com-
piled for several different CPUs. A package can only be installed on a system with the right CPU
architecture—unless it is architecture-independent, in which case it will install on any system
type. Programs written in languages like Perl (such as Webmin) or packages that contain only
documentation are usually CPU-independent.

When a Linux distribution is installed, almost every file that is placed on the hard disk isa
member of one of the distribution’s packages. This makes it easy to remove unwanted software
that was installed by default, or add additional software from the distribution CD or website.

Because some programs depend on other programs to operate, packages can have dependencies
aswell. Certain packages may fail to install unless you have installed another package first, and some
packages may not be removable if others depend upon them. This system of dependencies protects
the user from installing software that will not work due to amissing shared library or command.
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Because the package system knows exactly which files are in each package, it can use that
information to validate the files after installation. All package systems also keep track of the MD5
checksum for each file, so that any manual modificationsto filesin a package can be detected. This
can be very useful for detecting unauthorized modifications, such as by an attacker who has
cracked your system and replaced important commandslike | s and f i nd with modified versions.
Unfortunately, on Linux there is more than one package system. The most common is RPM,
which stands for Red Hat Package Manager. It is used by Red Hat, Caldera, SUSE, Mandrake,
MSC, and afew other Linux distributions. It works well, and there is more software available in
RPM format than any other package system. Installation, querying, and deletion of RPM pack-
agesis done using the rpm shell command.

The biggest competitor to RPM is Debian’s DPKG package format. It is technically supe-
rior in many ways, particularly when it comes to dependencies—however, only Debian and a
few other distributions use it. The dpkg and desel ect commands are used at the shell prompt
to manage Debian packages.

Another packaging system is Gentoo’s Emerge, which is only available on Gentoo Linux.
The biggest difference between Emerge and other package systems is that almost all packages
contain source code, which is compiled when the package is installed. All Gentoo package
installation and management is done using the emer ge command.

Even though these package systems are internally different and use incompatible file for-
mats, they all offer basically the same features. All allow multiple files related to the same pro-
gram to be combined into one package file for easy installation and removal, and all support
dependencies. Unfortunately, once you have chosen your Linux distribution it is very difficult to
change to another packaging system, so you are stuck with what the distribution uses.

On most distributions that use RPM, packages are either installed from a distribution CD or
downloaded from various sites on the Internet. Debian Linux, however, includes a command
called apt - get that can automatically download and install packages from a repository run by
the distribution maintainers. If the package depends on others that are not yet installed on your
system, they will be automatically downloaded and installed as well. Because all packagesin the
repository are created and maintained by the same people, incompatibilities between them are
reduced and dependencies easily resolved. The repository also contains a package for almost
every free software program that you might want to install, so there is no need to search the
Internet for the package that you want.

The Debian repository can also be used to update all the packages on your system to the | at-
est version. Because new versions of packages come out frequently (especially when using the
unst abl e or t est i ng Debian releases), an update is an easy way of ensuring that you are run-
ning the latest version of everything. This can take along time if you do not have a fast connec-
tion to the Internet though, as many new packages may be downloaded for each update.

Gentoo Linux’s Emerge system aso has a repository from which packages can be automat-
ically downloaded and installed using the emer ge command. Like Debian’s apt - get , it auto-
matically downloads and installs packages needed to fulfill dependencies.

Red Hat systems also have access to a package repository as part of the Red Hat Network.
This alows updated packages to be selected on the Red Hat website and installed automatically
or on request on multiple systems. Unlike the Debian and Gentoo repositories, it is not generally
used for installing new packages.
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12.2 The Software Packages Module

The Software Packages module provides a consistent interface for installing, searching, and
removing packages, independent of the actual packaging system being used. Its icon can be
found under the System category, and clicking on it will take you to the main page shown in
Figure12.1.

Depending on your Linux distribution, the page may look slightly different—additional but-
tons and fields for installing from a repository may be visible. However, the top section for find-
ing packages, the middle section for installing a package, and the lower section for identifying a
file will always be there.

Figure 12.1 The Software Packages module main page.

12.3 Installing a New Package

Before you can install a new program using this module, you first have to locate a package file
for it that isin the correct format. For RPM-based distributions like Red Hat, the best places to
look are the distribution CDs or ther pnf i nd. net website. If you are using Debian Linux, it is
best to try installing from the APT repository asit contains almost all available packages. Either
way, the steps for installing a package are similar:

1. On the main page of the module, scroll down to the Install a New Package form, which
will be used to select the package and start the install process.
If the package file is on the system running Webmin, select the From local file option
and enter the full path to the package file. If your system uses RPM packages, you can
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enter a directory containing multiple .rpm files or a wildcard like /tmp/*.rpm as well.
This can be used to install severa packages at once.

If the package is on the computer your browser is running on, select the From uploaded
file option and click on the Browse button to select the package file. If you are running
your browser at the console of your Webmin system, there is no difference between this
option and the previous one.

If the package is on a website somewhere, select the From ftp or http URL option and
enter or paste the URL into the text field next to it. Webmin will do the download for you
before starting to install. If your system uses RPM packages and you have the r pnf i nd
command installed, the Sear ch rpmfind.net button next to the URL field can be clicked
to pop up awindow for searching the RPM database at rpmfind.net/.

If running Debian Linux, you can select the Package from APT option and enter the
package name into the text field next to it. Click the Search APT button to find the
package name if you don’t know exactly what it is called.

If running Red Hat Linux, the Package from Red Hat Network option can be used to
install one of the packages that you have available for downloading. The Search RHN
button can be used to display all those that are available.

If you are running Gentoo Linux, the From Portage repository option and Search
buttons can be used to install from the repository. In fact, very few Gentoo packages can
be found outside the repository.

. Once the package source has been entered, click the I nstall button.

If you choseto install from arepository (such as APT, Red Hat Network, or Portage), the
download and installation process will start immediately. Webmin will display output
from the install command, and if successful, a list of packages that were installed. No
other steps are necessary to complete the install process.

If any other install source was chosen, the package will be downloaded if necessary and
the installation options form displayed.

. The installation options available differ depending on your package system, but the

defaults will work fine for upgrading or installing a package with no dependency prob-
lems. RPM-based systems have several options, the most useful of which are:

Ignore dependencies? If a package is failing to install due to dependency errors that
you know are incorrect, set this option to Yes. It can also be useful if you are going to
install packages to solve the dependency problems later.

Replace new version with old? If you want to downgrade a package to an older
version, this option must be set to Yes.

Overwrite files? If a package cannot be installed due to conflicts with files from
another package, enable this option.

. When you are done selecting install options, click the Install button. If everything goes

well, a page showing the details of the new package and al the files that it contains will
be displayed. However, if the install fails, an error message explaining why will be dis-
played. In that case, you can use the browser’s back button to return to the install options
form and try again with different choices.
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12.4 Finding and Removing a Package

A typical Linux system has hundreds of installed packages, most of which were added as part of
the distribution install process. Because there are so many, it is difficult to simply browse
through them to find one that you want to remove or view the details of. To find a package or
packages, follow these steps:

1. On the main page of the module, enter a search keyword into the Search For Package
field. This will be matched against the names and descriptions of all packages, so you
can enter something like apache to find all that are related to Apache.

2. Click the Search For Package button, which will either display a list of all matching
packages, take you to the details of the package if only one is found, or show an error
message if none were found. If alist appears, click on one of the package names to see
itsfull details.

3. The package details page (shown in Figure 12.2) will display all available information,
including afull description. If you want to see all the files that it contains, click the List
Files button. This will take you to a page showing the path, type, owner and group, and
validation status for each file. The statusis particularly useful, asit allows you to seeif a
file has been changed manually since the package was installed.

Packages can also be browsed manually by clicking on the Package Tree button on the main
page. On most operating systems, each package is amember of a class such as Development or
Administration/Networking. The package tree page uses this class information to display all
installed packagesin ahierarchy, much like adirectory tree. You can open classes by clicking on
their folder icons until you get to the package level. Clicking on a package icon will take you to
the same details page as described in the steps above.

If you know the name of a command or file and want to find the package that it belongs to,
the Identify a File form on the main page can be used. Enter either a full path (like /etc/rc.d/
init.d/httpd) or a command (like apachectl) into the Search For field, and hit the button. If the
file or command is known to the package system, information on it will be displayed along with
alist of packages that it belongs to. Clicking on one of the package names will take you to the
information page described above.

Once a package has been found by searching or browsing the tree, you can delete it from
your system by following these steps:

1. On the package details page, click the Uninstall button. Thiswill take you to a confirma-
tion page showing the number of files in the package and the amount of disk space that
they occupy.

2. If using the RPM packaging system, the | gnore dependencies? option can be set to Yes
to force an uninstall even if some other packages depend upon the one being removed.

3. Click the Delete button to remove the package. If something goes wrong, an error mes-
sage will be displayed. If successful, the browser will return to the module’s main page
or to the package search resultslist, if you found the package using a search.
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Figure 12.2 The package details page.

12.5 Updating on Debian Linux

If you are running Debian Linux, at the bottom of the main page of the module there will be a
form headed Upgrade All Packages. This form has three options, which are;

Resynchronize package list If this option is set to Yes, the Debian package
repository will be queried to retrieve the latest list of packages available for
download. This should be done before any upgrade, so that your system knows
which URLs to download from when installing packages from the APT repository.

The actual command used to synchronize the package list isapt - get updat e.

Perform distribution upgrade When this option is set to Yes, your Debian
system will be upgraded to the latest distribution release when the form is submitted.
With the default No selection, it will simply be updated so that all packagesinstalled
are the latest version. Unless you have a fast network connection and really want to
upgrade, it is advisable to leave this option set to No.

When Yes is selected, the command apt - get  upgr ade- di st will be run. For No,
apt -get upgrade will be used instead.

Only show which packages would be upgraded If set to Yes, nothing will
actually be installed when the form is submitted—instead, a list of packages that
would be updated or installed will be displayed. This can be useful if you want to
see exactly what would happen when doing an update before going ahead for real.
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After you have made your choices, click the Upgrade Now button. Webmin will run the appro-
priate apt - get commands and display their output, so that you can see which packages are
downloaded and updated.

12.6 Updating on Red Hat Linux

Red Hat offers aserviceto users of its Linux distribution, called the Red Hat Network. One of its
features allows you to have updated RPM packages automatically installed on your system, to
fix bugs or security holes that are found in the packages supplied with the distribution. If you are
running Red Hat Linux, there will be a form at the bottom of the main page under the heading
Red Hat Network Options that you can use to configure the automatic installation of updated
packages. Before it can be used, you must have signed up with the Red Hat Network and regis-
tered the system you are running Webmin on.

The form actualy serves two purposes—changing the settings for the update daemon that peri-
odically checksfor new packages and forcing an immediate update. The fields on the form are:

Automatically check for updates? If thisoption isset to Yes, ther hnsd daemon
that checks for updates will be configured to start at boot time. It will also be started
immediately when the Save and Apply button is clicked, if it is not currently
running. Setting it to No will stop the daemon and prevent it from being started at
boot time.

Checking interval When the automatic update daemon is enabled, the number of
minutes between checks for new packages is determined by this option.

Proxy server URL for downloading If your system cannot connect directly to
the Red Hat website, you will need to set this option to the URL of a web proxy
server. It must be formatted like this: http://proxy.company.com: 8000/.

Skip packages matching Thisoption isfor entering alist of patterns for package
names that you do not want automatically updated. By default it prevents kernel
updates from being automatically installed.

The Save and Apply button will save your settings and start or stop the r hnsd daemon as neces-
sary. The Save and Check Now button will do the same thing, but will also runtheup2date —u
command to immediately check for and download new packages. All output from the command
will be displayed so that you can see which packages are being updated.

12.7 Other Operating Systems

Linux is not the only version of UNIX that uses packages to simplify the process of installing
and removing software. The operating systems listed below can also use the Software Packages
module, with an almost identical user interface. However, each has its own packaging format
that isincompatible with Linux or any other variety of UNIX.



112 Chapter 12 « Software Packages

The differences between each UNIX’s package system and RPM are explained below:

Sun Solaris, SCO OpenServer, and SCO UNIXWare

 All of these operating systems use the same basic System V package format, but
packages from one cannot be installed on any of the others.

* Package files are usually named somnet hi ng. pkg or sonet hi ng. pkg. gz. If apackage
fileis compressed, Webmin will uncompress it automatically.

* Files can contain multiple packages, all of which will be installed when using Webmin.

» No package repository or search service exists for System V packages.

« Directorieslike /usr/bin are often shared between multiple system packages.

FreeBSD, NetBSD, and OpenBSD

» Package files have names like something. t gz, and are actually just specially formatted
tar files.
 Webmin does not support any repository for BSD packages.

HP/UX

» HP/UX uses its own unique Depot package format.

* Package files are usually named like sonet hi ng. depot or sonet hi ng. depot . gz. If
apackage is compressed, Webmin will automatically uncompress it for you.

» Webmin does not support any repository for HP/UX packages.

12.8 Summary

Package management is one of the most useful features of Linux and the other UNIX variants
that support it. This chapter has explained what packages are, what kinds of package manage-
ment systems exist, and how you can use Webmin to install and manage packages on your sys-
tem. It also covered other package-related services, such as automatic updates and repositories.



CHAPTER 13

System L ogs

n this chapter, the UNIX sysl og service that controls where logs are
written to is explained, and the Webmin module for configuring it is
documented.

13.1 Introduction to Logging

Many Linux servers and daemons generate log messages for errors, warnings, requests, and
diagnostic information. In most cases, these logs are not written directly to afile—instead, they
are passed to the UNIX logging program sysl og which decides what to do with each log mes-
sage. Logs can be written to afile, sent to another server, passed to another program via a pipe,
or even broadcast to all users logged into the system. Different types of messages from different
servers can be logged using each of these methods.

Normally logs are written to files in the /var/log directory. On most Linux distributions the
file /var/log/messages contains general information, error and warning messages, the file /var/
log/mail records incoming and outgoing mail, and /var/log/secure records successful and failed
logins. However, your system may have atotally different sysl og configuration and so use dif-
ferent logfiles.

Each log message that is sent to sysl og has three attributes—the program that it comes
from, afacility, and a priority. The facility classifies the message, indicating which part of the
system it is coming from. Facilities that are recognized on Linux are seen in Table 13.1.

The priority or log level associated with each message indicates how serious it is. Many
servers generate messages with low priorities that contain only diagnostic or debugging informa-
tion, which can safely be ignored. However, messages with higher priorities indicate a serious
problem with aserver or possibly the entire system. The recognized priorities on Linux (in order
from least to most serious) are seen in Table 13.2.
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Table 13.1 System Logging Facilities and Their Sources

auth or authpriv

All messages related to successful or failed authentication attempts will use
thisfacility.

cron Used for log messages from the Cron and At daemons.

daemon Used for messages from other daemons, such asthe NFS, NIS, and DHCP
servers.

kern For error, warning, and informational |og messages that come from the kernel.

Ipr For messages from the printer server and print commands.

mail For email delivery logs, and error messages from Sendmail or Postfix.

news For messages from news servers like INN.

syslog Used for log messages generated by the sy sl og daemon itself.

user For generic user-level messages. Not often used.

uucp For messages from the UUCP (UNIX to UNIX Copy) server programs,
which are hardly ever used anymore.

localO to local 7 These facilities are reserved for local use, such as by a server that can be

configured to use a different facility.

Table 13.2 System Logging Priorities and Their Meanings

debug Debugging information only, which can be safely ignored.

info An inf(_)rmati on message indicating that something has occurred, but noth-
ing serious.

notice Indicates anormal but significant event.

warning A warning about some potential problem.

err An error message indicating that something has failed.
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Table 13.2 System Logging Priorities and Their Meanings (Continued)

crit Indicates a critical problem of some kind.
alert An extremely serious problem that must be looked into immediately.
emerg Indicates imminent or actual system failure.

The file / et c/ sysl og. conf contains the sysl og configuration that controls which mes-
sages are logged to which files and destinations. Webmin reads and modifies this file directly to
change your system’s logging settings, and reads from the filesin / var / | og to display log mes-
sages.

Not al logs generated by all programs are controlled by sysl og. For example, the Apache
Web server writes directly to a log file that records every HTTP request that it receives. Other
programs like Squid and Qmail aso have their own private log files that are not under the control
of sysl og and so cannot be configured using the System L ogs Webmin module. Some of these
servers can be configured to log via sysl og, but this is never the default and is usually a bad
idea for programs that generate large numbers of log messages, such as Apache. See Chapters
29, 38, and 44 for more information on configuring logging in these servers.

13.2 The System Logs Module

If you want to view log files on your system and configure where log messages are recorded, the
System L ogs module under the System category is the place to go. The main page of the module
lists all files and other destinations that sys| og is currently logging to, as shown in Figure 13.1.
For each log destination, its active status and the facilities and priorities that are logged to it are
displayed.

Even if you don’'t want to change existing logging settings, you can use the module to view
alog file by clicking on its View link. This will take you to a page showing the last 20 lines of
the file, with a Refresh button at the bottom to reload the page or increase the number of lines
displayed. You can aso limit the display to only certain types of log messages with the Only
show lines with text field. Only logs written to norma files can be viewed—those sent to
another server, to users, to a named pipe, or to adevice file cannot be read by Webmin.

13.3 Adding a New Log File

Because the messages written to each log destination have no effect on other destinations, you
can add a new log file without affecting any of the existing ones. This can be useful if there is
some information which you want to see but which is not currently being recorded, or if you
want to separate out messages of a particular facility or priority into a different file from the one
that they are currently being logged to.

To add anew log file or destination, the stepsto follow are:

1. On the main page of the System Logs module, click on the Add a new system log link
above or below the list of existing log files. This will take you to the form shown in
Figure 13.2 for entering the details of the new log destination.
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Figure 13.1 The System Logs module.

2. Select one of the five choices in the Log to field, which controls where messages are
written to. The choices are;
File If this option is selected, you must enter into the text field the name of afile to
write logs to. Log lines will be appended to the file, which will be created if it does not
exist. To ensure that sysl| og forces each line to be written to disk after adding it, select
the Sync after each message? option. Unless you are trying to reduce hard disk activity
on your system (such as on alaptop), it is wise to leave this option sel ected.
It is possible to create more than one log that writes to the same file. This can be done
safely without worrying that messages from one will overwrite another.
Named pipe A named pipe is a special file that can be written to by one program and
read by another. If you want log messages to be written to a pipe, first create it and then
enter its path into the field next to this option.
Syslog server on  This option can be used to pass some or all of the log messages from
your system to another server, assuming it is running sysl og as well. If selected, the
hostname or | P address of the remote server must be entered into the text field next to the
option. Unlike local log files, logs written to aremote server are safe from attackers who
break into your system.
Local user If thisoption is selected, log messages will be broadcast to any of the users
listed in the text box next to the option. Users must be logged in via SSH, telnet, or at the
console to receive log messages.
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6.

7.

13.4

All logged-in users This s like the previous option, but messages will be sent to all
logged-in users. In order to avoid annoying people, this option should only be used for
logging really serious errors.

. The Logging active? field determines whether thislog is enabled or not. If set to No, the

sysl og. conf entry for the log will be commented out and nothing will be sent to the
chosen destination.

. The M essage types to log section controls which messages are written to the log desti-

nation. It is composed of two parts: Facilities and Priorities. A message will only be
logged if it matches both the selected facilities and the selected priorities.

For the Facilities, you can either select a single facility from the menu, select the All
option to include &l of them, or enter a list of facilities separated by spaces into the
Many text field.

. For the Priorities, you can select None to indicate that no messages of the select facili-

tieswill be logged, select All to log messages of any priority, or choose one of the range
options from the menu (At or above, Exactly, Below or All except) and choose a prior-
ity from the final menu. This last option limits logging to messages of one or more prior-
ities depending on your range type and priority selection.

When creating a new log, you can select only one set of facilities and one range of
priorities. However, after saving, if you re-edit the log you can add an additional row
specifying facilities and priorities so that more than one type of message is logged. It is
even possible to use the None option under Priorities to exclude some facilities that
were included by a previous row.

When done making your selections on the form, click the Create button. As long as
there are no errors, you will be returned to the main page of the module.

Click the Apply Changes button to make your new log destination active.

Editing or Deleting a Log File

Any of the existing logs shown on the main page of the module can be edited or deleted using
Webmin. However, you should be careful when changing destinations that were included in the
system’s default configuration, as important messages may no longer be logged. Even changing
the filename that logs are written to could cause problems, as many Linux distributions include
software to automatically truncate the standard log files to prevent them from taking up too
much disk space.

To change alog, the stepsto follow are:

1.

On the main page of the module, click on the destination of the log that you want to edit.
This will take you to an editing form that is almost identical to the creation form shown
in Figure 13.2.

. Change any of the existing settings, such as the destination type, log file, or active status.

You can also change which facilities and priorities are logged by adding to or editing the
rowsin the M essage types to log section. There will always be one blank row for select-
ing new facilities and a new priority range, as explained in Section 13.3 “Adding a New
Log File”.
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Figure 13.2 The new log destination form.

3. When done, click the Save button. Aslong as you have made no errors in the form, your
browser will return to the modul€’'s main page.
4. Click the Apply Changes button to make your changes active.

To delete alog, follow these steps:

1. On the main page of the module, click on the destination of the log that you want to
delete.

2. Click the Delete button at the bottom of the page. This will stop logging to the destina-
tion, but it will not delete any log files that have already been written—you can do that
manually if you wish.

3. Back on the main page, click the Apply Changes button to make the change active.

13.5 Module Access Control

The System Logs module can be restricted so that a Webmin user can use it only to view log
files instead of being able to create and edit them. As explained in Chapter 52, you must first
create or edit a user who has access to the module. Once that is done, follow these steps to limit
him to viewing log files only:

1. In the Webmin Users module, click on System Logs next to the name of the user that you
want to restrict.
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2. Change the Can edit module configuration? option to No, so that he will not be ableto
reconfigure the module to use afake sysl og. conf file.

3. Change the field Can only view logs? to Yes. When this is set, the only thing that the
user will be able to do on the module's main page is click on the View link next to alog
file entry.

4. To limit the log files that the user can view, select Only listed files and those under
listed directoriesin the Can view and configurelog filesfield and enter alist of filena-
mes into the adjacent text box. This can be useful if some of the logs on your system con-
tain sensitive or secure information.

5. Click the Save button to make the changes active.

13.6 Other Operating Systems

Almost al versions of UNIX use sysl og to control the destinations that |og messages are writ-
ten to, so the System Logs module is available on most operating systems. It has similar capabil-
ities on all systems, so the user interface is generaly the same. However, there are some
differences, as explained below:

Sun Solaris, Apple MacOS X, HP/UX, SCO UNIXWare, SCO OpenServer, and
IBM AIX

» On Solaris, the first time you use the module, Webmin may ask if you want to convert
sysl og. conf from M4 format. Unless you have made manual changes that use M4
macros, thisis safe to do.

» Logging to named pipesis not supported.

* There is no option to sync after each writeto alog file.

» When selecting the priorities of messages to write to a log, the At or above, Exactly,
Below, and All except range types are not available. Instead, all messages with
priorities at or above the one you select will be logged.

FreeBSD, OpenBSD, and NetBSD

» On FreeBSD, logging to named pipesis not supported.

» On OpenBSD and NetBSD, logs can be sent directly to the input of a command instead
of to anamed pipe.

» Thereis no option to sync after each writeto alog file.

» When selecting the priorities of messages to write to a log, the At or above, Exactly,
Below, and All except range types are replaced with >=, =, <, <>, which have similar
meanings.

« Each log destination can be associated with a program, set using the optional Only for
program field. If set, only log messages from the entered server or daemon will be
written to thislog file.
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SGI Irix

» Logging to named pipesis not supported. Instead, logs can be sent directly to theinput of
acommand.

» Thereis no option to sync after each writeto alog file.

* Logs can be written to a UNIX domain socket file.

» When selecting the priorities of messages to write to a log, the At or above, Exactly,
Below, and All except range types are not available. Instead, all message with priorities
at or above the one you select will be logged.

If your operating system is not on the list above, then it is not supported by the System Logs
module.

13.7 Summary

The log files on a UNIX system contain a wealth of useful information, such as the details of
email received, attempted and successful logins by users, hardware error reports from the kernel,
and much more. This chapter explains how to configure the files and other destinations that are
used for various types of messages, and how to view those files though Webmin. An important
part of system administration is keeping alook out for log messages indicating serious errors or
potential security violations.
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Filesystemm Backups

his chapter explains how to backup and restore files with the durp
I command, using Webmin's Filesystem Backup module.

14.1 Introduction to Backups with Dump

There are many ways of backing up a UNIX system—you can just copy files to another direc-
tory, use the t ar command to create an archive file or write to a tape device, or use the dunp
family of commands. Although copying or using t ar is easier, only dunp can preserve al file
types (such as named pipes and symbolic links) and file information (such as ACLs and
attributes). It can do this because it has a more sophisticated knowledge of the underlying file-
system than other backup programs.

Another unique advantage of the dunp program is its support for backup levels. If you are
regularly backing up the same directory, instead of writing all files to the backup device every
time, you can choose to save only those files that have changed since the last backup of alower
level. For example, you could do a full backup (level 0) every week, and a much faster partial
backup (level 9) each day. The only down side is that if data needed to be restored, the weekly
backup and all the daily backups for the week so far would need to be read.

Using dunp to make backups has some problems that other backup tools do not. The data
that it writesto afile or tape device is not compressed, although thisis not a problem with most
tape drives as they compress data automatically. Another problem is that it cannot backup files
mounted via NFS from another server, as it reads directly from the disk, unlike thet ar and cp
commands.

14.2 The Filesystem Backup Module

This module allows you to backup directories on your local filesystems, either on demand or on
afixed schedule. The appropriate command for the filesystem type being backed up is used—for
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example, xf sdunp on xf s filesystems or dunp on ext 2 or ext 3. The module also supports the
restoration of backups, either to their original location or to a different path.

When you enter the module from the System category, the main page will display all back-
ups that you currently have configured, as shown in Figure 14.1. Of course, if this is the first
time you have used the modul e there will be none to display.

If Webmin detects that you do not have any of the necessary backup commands installed on
your system, an error message will be displayed on the main page instead. All Linux distribu-
tions should include a package containing the dunp program on their CD or website.

© & O

Evrigme Sarpevec Apimerklzpe dubi Sivl i Hoidware o Elsgiar o Oibary

Parsition Maroger

Figure 14.1 The Filesystem Backup module main page.

14.3 Adding a New Backup

If you want to backup a directory, either just occasionally or on aregular schedule, you first need
to add a new backup configuration. This specifies a directory to backup, a set of options to use,
and the times at which it should be scheduled to run. The steps to follow to create a new config-
uration are;

1. On the main page of the module, enter the path to the directory that you want to backup
into the field next to the Add a new backup of directory button. When you click the
button, Webmin will determine what type of filesystem the directory isin (ext 2, ext 3,
or xfs) and display a backup creation form with options for that filesystem type.
Figure 14.2 shows the form for an ext 2 or ext 3 backup.
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10.

11.

12.

. The path you entered will appear in the Directory to backup field. You can still change

it if you wish, aslong as the new directory that you enter is still on the same filesystem.

. If backing up to alocal file, set the Backup to field to the File or tape device option and

enter the file that you want the backup written to into the text field next to it.

Backing up to atape driveis similar to writing to afile, but instead of entering afilename
into the File or tape device field you must enter the device file for the tape drive. For
example, / dev/ st 0 would be the device file for the first SCSI tape drive on your
system.

If backing up to another server, you must select the Host option for the Backup to field
and enter a hostname, remote username, and file or device name on the remote server.
The server must have the shel | service enabled in its Internet Services module, as
explained in Chapter 15. An appropriate . r host s file must also be set up for the target
user, to allow the dunp command to connect without needing to supply a password.

. If your backup is being written to alocal file that you do not want to be larger than a cer-

tain size, set the Split across multiple files? option to Yes and enter the maximum size
in kilobytes into the Tape size field. This can be useful if the backup is going to be later
saved to multiple CDs or Zip disks.

. If you are doing multiple backups at different levels as explained in the introduction,

change the Dump level field to something other than Full backup. However, if you want
each backup to contain al filesin the source directory, leave it unchanged at level 0.

. If you are backing up to atape, it isagood ideato set the Tape size field to the number of

kilobytes that can fit on your tape. Otherwise, the dunp command may underestimate the
amount of data that can be written and fail to complete the backup.

. Thechat t r command can be used to mark afile to be skipped when making backups,

which can be useful if the directory contains huge and useless files that you would rather
not save. However, when doing a level 0 backup such files will be included, unless the
Always exclude marked files? field is set to Yes.

. If you are familiar with the dunp command used on your operating system, the Extra

command-line parameters field can be used to enter extra options to be passed to the
program, such as —A /tmp/archive. Otherwise, leave it blank.

. To have commands run before and after the dump command is executed, fill in the Com-

mand to run before backup and Command to run after backup fields. These com-
mands will be run asr oot when the backup is made, either as scheduled or manually
through Webmin. They can be useful for loading and unloading tapes, or copying files
into the backup directory beforeit is saved.

If you want the backup to be run on a regular schedule, set the Scheduled backup
enabled? option to Enabled and select the times and days for it to run from the lists at
the bottom of the page. The user interface for date and time selection is exactly the same
as the one used by the Scheduled Cron Jobs module, explained in Chapter 10.

To have a status report of the scheduled backup emailed to you, enter your email address
into the Email scheduled output to field.

By default, the subject of the backup email will be something like Dump of /etc. If you
are using this module on multiple systems, you may want to customize the subject line so
that the host the email is coming from and the data that has been backed up is more obvi-
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ous. To do this, de-select the Default option for the Email message subject field, and
enter anew subject line into the text field next to it.

13. Findly, click the Create button to save the details of the new backup configuration. If
there are no errors in the form, you will be returned to the modules main page.

Alternatively, you can begin a backup immediately by clicking Create and Backup
Now. This will take you to the page showing its progress, as explained in Section 14.4
“Making a Backup”.

Apart from ext 2 and ext 3, the only other filesystem type that has a similar backup command is
xf s. Because its xf sdunp command has slightly different options, the fields on the new backup
form are not quite the same as described above. One important difference is that the Directory
to backup must be the mount point of afilesystem, not just any directory within it.
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Figure 14.2 The new backup configuration form.

14.4 Making a Backup

Once you have created a backup configuration that appears on the main page of the module, you
can use Webmin to manually execute it at any time. To do this, the steps to follow are:

1. From the list of configurations on the module's main page, click on the directory you want
to backup. Thiswill take you to aform showing all the details of the backup configuration.
2. Click the Backup Now button at the bottom of the page. Webmin will execute the appro-
priate dunp command and display its output asit writes to the backup file or tape device.
The output from any commands that are run before or after the backup will be shown aswell.
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3. If all goes well, the message backup complete will be displayed at the bottom of the
page. However, if something goes wrong, backup failed will be displayed instead—
check the output of the dump command to see exactly what the problem was.

One limitation of the Filesystem Backup moduleisthat it cannot create backups that span multi-
ple tapes. Usually the dunp command would prompt the user to load a new tape when necessary,
but that is not possible when it is being run from Webmin.

14.5 Editing or Deleting a Backup

The backup configurations shown on the module’'s main page can be edited at any time. To
change one, do the following:

1. Click on the directory of the backup configuration that you want to change. This will
take you to the editing form, which is similar to the creation form shown in Figure 14.2.

2. Change any of the options, including the directory to backup, destination, or schedule.
You cannot change the directory to a path on a different type of filesystem though, as it
may have different options or not be supported at all.

3. Click the Save button to record your changes, or click Save and Backup Now to imme-
diately begin a backup with the new options.

To delete an existing backup configuration, the steps to follow are:

1. On the main page, click on the directory of the backup configuration that you want to
delete, which will take you to the editing form.

2. Click the Delete button at the bottom of the page. The backup configuration will be
immediately removed and you will be returned to the main page of the module. The
actual backup files created by the configuration will not be touched though.

14.6 Restoring a Backup

Backups made using Webmin (or by running the dunp command manually) can be restored
using this module as well. If you have been creating backups of different levels, they must be
restored in ascending level order starting with the complete backup (level 0). A backup can be
restored to any directory, not just the one that it was originally saved from. However, some file
information such as ACLs and attributes will be lost if the restore directory’s filesystem does not
support them.

To restore a backup, the steps to follow are:

1. On the main page of the Filesystem Backup module, select the type of filesystem that the
backup was made from, using the list next to the Restor e backup of filesystem type but-
ton. Because there are different programs for restoring different types of filesystems, the
restore options will vary depending on the type you choose.

2. Click the Restore backup of filesystem type button, which will take you to the restore
options page. Figure 14.3 shows the page for restoring an ext 2 or ext 3 filesystem
backup.
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. If restoring from alocdl file, set the Restore from file or devicefield to the File or tape

device option and enter the file that you want the backup read from into the text field
next to it.

Restoring from a tape drive is similar to reading from a file, but instead of entering a
filename into the File or tape device field you must enter the device file for the tape
drive: /dev/stO, for example.

If restoring from another server, you must select the Host option and enter a hostname,
remote username, and file or device name on the remote server. As explained in Section
14.3 “Adding a New Backup”, the server must have been configured correctly to alow
remote access.

. By default, everything in the backup will be restored. To extract only some files, set the

Filestorestore option to Listed filesand enter paths to the files you want to restore into
the field next to it. To restore multiple files, the filenames must be separated by spaces.

Because the paths used in the backup are sometimes relative to the mount point of the
filesystem that they were originally on, it is often a good idea to use the Only show files
in backup? option to see what the correct filenames are.

. In the Restore to directory field, enter the base directory under which you want the

restored files to be saved.

. If the original backup spanned multiple files, set the Backup is split across multiple

files? option to Yes.

. If you just want to view the contents of the backup without extracting any files, set the

Only show filesin backup? option to Yes.

. If you are familiar with the r est ore command used on your operating system, the

Extra command-line parameters field can be used to enter extra options to be passed
to the program, such as—A /tmp/archive. Otherwise, leave it blank.

. When you are ready to restore, click the Restore Backup Now button. If extracting files

for real, a page showing the output of the appropriate r est or e command will be dis-
played. If you chose to just view the files in the backup, the page will display alist pro-
duced by ther est or e command instead.

When restoring a backup from an xf s filesystem, different options are available on the restore
form. The Files to restore option does not exist, so al files in the backup will be extracted.
However, thereis an Overwrite existing files option that can be set to Never to protect existing
files, or Unless newer than backup to protect files that have been modified since the backup
was made.

One problem with using Webmin to restore is that it cannot cope with backups that span

multiple tapes. Normally the r est or e command would prompt the user to gect the first tape
and insert the second, but that is not possible when it is being run by Webmin.

14.7 Configuring the Filesystem Backup Module

Clicking on the M odule Config link in the top-left corner of this module's main page will bring
up aform for setting options that control how it behaves. The available settings and their mean-
ingsareseein Table 14.1.
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Figure 14.3 The backup restoration form.

Table 14.1 Module Configuration Options

Do strftime substitution of If Yesisselected in thisfield, the backup destination path will have

backup destinations? any specia codes starting with %replaced with components of the
current time and date. For example, ¥mwill be replaced with month
number, %l with the day of the month and % with theyear. These are
the same substationsthat the standard UNIX st r f t i me function uses.
Thisoptionisuseful if you want the backup to be written to adifferent
file each day, instead of over-writing the samefile every time.

The default option is No, which turns off this behavior.

Send mail via SMTP server When L ocal sendmail executable is selected, the output from
scheduled backups will be sent by running the sendmai | com-
mand on your system, the path to which istaken from the Sendmail
Configuration module. However, you can tell the module to send
email by making an SMTP connection to some other host instead,
which may be necessary if your system does not run amail server
at all, or runs one other that Sendmail. Just select the second radio
button and enter a hostname into the text box.
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14.8 Other Operating Systems

Many UNIX operating systems have similar dunp and r est or e commands to Linux, and severa
of them are supported by this Webmin module. However, the options available differ dightly, so
the backup and restore forms on different systemswill not be exactly the same as Linux.

The currently supported systems and their differences are;

Sun Solaris On Solaris, uf s filesystems can be backed up and restored using the
uf sdunp and uf srest or e commands. When creating a backup, the Split across
multiple files? and Tape size options are not available—instead, there are Verify
data after backup? and Eject tape after backup? options whose meanings should
be obvious. Solaris also supports the backing up of multiple directories at once, by
entering multiple paths separated by spaces into the Directory to backup field.

For restoring on Solaris, the options are essentially the same as on Linux.

FreeBSD and Apple MacOS X Both these operating systems have amost
identical dunp commands and available options in Webmin, due to the BSD
ancestry of MacOS X. When making a backup, the Split across multiple files? and
Dump label fields are not available, but Tape size is. The only filesystem type that
can be backed up is uf s and a backup must be of an entire filesystem, not just any
directory. Unfortunately, on MacOS X amost all filesystems are in Apple's native
hf s format.

When restoring, the only difference is an additional Just test backup? option which
when set causes ther est or e command to do everything except write to disk.

SGl Irix  On Irix, the only filesystem type that can be backed up with Webmin is
xf s, even though there is a dunp command for older ef s filesystems. As with the
xf s filesystem on Linux, only entire filesystems can be backed up, not arbitrary
directories. The Tape size option is not available, but instead you can limit the size
of files to include with the Maximum file size to include option, and turn off the
backing up of attributes with the Include file attributes? option.

When restoring a backup on Irix, there is no option to specify which files to
extract—instead, everything in the backup will be restored. However, there is an
Overwrite existing files? option to protect existing files, or existing files that are
newer than the backup, from being overwritten.

Dueto the low-level nature of backups made using the dunp family of commands, a backup cre-
ated on one operating system will not be restorable on any other.

14.9 Summary

After reading this chapter, you should be able to use Webmin to create backups of data on your
system'’s local hard disks, and restore those backups if needed. You should aso understand the
difference between the dunp backup format used by the module covered here, and those created
by commands like t ar and cpi 0. On a system running important servers or hosting vital data,
proper backups are vital—and Webmin can help you create them.
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| Nnter net Ser vices

his chapter covers the super serversi net d and xi net d, which are
I responsible for starting servers for protocols like telnet and FTP when
needed.

15.1 Introduction to Internet Services

Heavily used network services such as email, proxying, and web serving are handled by server
processes that run continually and have their own complex configuration files and Webmin mod-
ules. However, there are other services like telnet, finger, and POP3 that do not need any config-
uration and do not need their own permanent server process. Instead, their servers are run when
needed by a super server likei net d or xi net d which listens for network connections on multi-
ple ports. Only when it receives a connection does it start the appropriate process to communi-
cate with the client, which exits when the connection is closed. This saves memory by limiting
the number of processes running at any one time, but makes the handling of new connections
dightly slower.

Every service has a short name like t el net or pop3, a port number like 23 or 110 and a
protocol like TCP or UDP. Thefile/ et ¢/ ser vi ces listsal the service names and their corre-
sponding ports numbers that your system knows about, only a few of which may have a super
server or other server listening on them.

The most commonly used super server isi net d, which isused by almost al Linux distribu-
tions and UNIX variants. All server settings are stored in the configuration file /etc/
i net d. conf . In addition to starting serversin response to the TCP and UDP connections, it can
aso handle RPC (remote procedure call) function callsin asimilar way. One major shortcoming
of i net d isitsinability to reject connections depending on the client |P address. However, this
can be overcome by using an intermediate TCP-wrappers server program, which has its own IP
access control configuration file.
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Another super server that is gaining in popularity and has more features is xi net d, which
uses the / et c/ xi net d. conf configuration file and sometimes other files under the / et c/
xi net d. d directory. Like i net d, it can launch server processes in response to TCP and UDP
connections, but does not support RCP. Its mgjor advantage is built-in support for restricting
connections to certain client | P addresses without the need for a separately configured program.
It can also re-direct an incoming connection on certain ports to another host and port by making
its own client connection and forwarding data back and forth.

Becausei net d and xi net d have totally different configuration files and file formats, there
is a separate Webmin module for configuring each of them. Most Linux distributions will ship
with one or the other, but in some cases both can be installed and co-exist peacefully. The only
limitation is that they cannot both listen on the same port at the same time.

15.2 The Internet Services and Protocols Module

This module deals with the configuration of i net d, and can be found under the Networking cat-
egory in Webmin. If the icon is not visible, Webmin has detected that it is not installed. This
could be because your distribution isusing xi net d instead, in which case you should skip down
to Section 15.8 “The Extended Internet Services Module”. If neither module is visible, check
your distribution CD or website for ani net d or xi net d package.

The module’s main page (shown in Figure 15.1) displays two tables, one for Internet Ser-
vices that respond to TCP or UDP connections, and one for RCP Programs. In the Internet
Services section, the names and protocols of al services are shown—in some cases, the same
service may be recognized for more than one protocol. Each service can bein one of three states,
indicated by the font its nameis shown in:

Enabled (bold) A server program has been assigned to this service, and it is
currently active.

Disabled (bold-italic) A server program has been assigned, but it is not active.
This corresponds to a commented-out entry in thei net d. conf file.

Unassigned (normal) No server program has been assigned to this service,
meaning thereisnoi net d. conf entry for it.

If the module configuration option Show services with no program has been set to No, services
in the unassigned state will not be displayed. Thisis the default on some operating systems, due
to the large number of services that the system knows about.

Most Linux distributions ship with almost all services in the disabled state by default. This
limits the number of unnecessary services that your system alows connections to, and thus
reduces the chance of a security hole in one of the server programs being exploited by an
attacker.

Because each service is shown with only a short name like t el net or char gen, it is not
obvious to an inexperienced administrator what each of them do. Some of the more commonly
used services and their purposes are seen in Table 15.1.

Thedayt i me, echo, and char gen services for both TCP and UDP protocols are handled
internally by i net d when enabled, not by a separate server program.
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Figure 15.1 The Internet Services and Protocols module main page.

Table 15.1 Common Services and Their Purposes

Service Protocol Purpose
name

tel net TCP Remote login using thet el net command. Because at el net connec-
tion is unencrypted, any username or password sent over it can theoret-
ically be captured by an attacker. On modern systems, the secure SSH
protocol is usually used instead.

pop3 TCP Mail retrieval using almost any mail client program, such as Outlook,
Eudora or Netscape. If you want users to be able to pick up mail from
your system, this protocol should be enabled.

i map TCP A superior mail retrieval protocol that supports folders and server-side
mail storage. However, fewer mail clients support it.

finger TCP Remote user lookup using thef i nger command.

nt al k TCP Person-to-person chat using the UNIX t al k program.
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Table 15.1 Common Services and Their Purposes (Continued)

Service Protocol Purpose
name

ftp TCP File upload or download using an FTP client. There are several differ-
ent FTP server programs available, the most common being wu- f t pd
and pr of t pd. Because they have many options that are configured
separately, each hasits own Webmin module as covered in Chapters 40
and 41.

shel | TCP Unauthenticated remote login using the r sh command. Because the
shel | protocol validates users by client P address only, it is not con-
sidered secure—ssh isafar better alternative. However, you may have
to enable it for remote backups from the Filesystem Backup module.

I ogin TCP Remote login using ther | ogi n command. Because this can be config-
ured to validate users by client address only, it is considered insecure
and rarely used.

exec TCP Remote command execution using ther exec program. Rarely used on
modern systems, due to the superiority of ssh.

daytinme TCP Upon connection, displays the server time in a human-readable format.

dayti me UDP Likethe TCP dayt i me service, but sends the human-readable time
back in a UDP packet.

time TCP Up connection, displays the system time as a 4-byte binary number.

tine uUbDP Likethe TCPt i me service, but sends the binary time back inaUDP
packet.

echo TCP Sends back any datathat is sent to it.

echo UDP Sends back any packets that it receives.

char gen TCP Produces an endless stream of data containing printable ASCI| charac-
tersfor aslong as aclient is connected.

char gen UDP Likethe TCP char gen service, but sends back a single UDP packet of

ASCII charactersin response to each one received from aclient.
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15.3 Enabling an Internet Service

If you want to alow users to fetch mail from your system using the POP3 protocol or login via
telnet, it is necessary to turn on the appropriate Internet service if it is not currently enabled. To
do this, the steps to follow are:

1. On the main page of the module, click on the name of the service that you want to enable
in the Internet Services table. This will take you to the page shown in Figure 15.2 for
editing its details.

If unassigned services are not displayed on your system, you can enter the service name
and select the protocoal in the fields next to the Edit service button. Clicking the button
will take you to the editing form, assuming the service name is recognized.

2. The Service name, Port number, Protocol, and Aliases fields should be left unchanged
unless you want to rename the service or change the port it is listening on. For services
that you did not create yourself, changing any of these fieldsis abad idea, asit may pre-
vent programs on your system connecting to other servers.

3. To enable the service in the Server program section, select the Program enabled
option. If Program disabled was selected previously, then al the other settings in the
section should be correct and will not need to be changed.

However, if No program assigned was selected before, then you will need to choose a
server program and a user for the server to run as. Select the Program field Command
option and enter the full path to the server program into the field next to it, such as /usr/
shin/in.ftpd for an FTP server. In the Argsfield, enter the server command again and any
arguments that it needs, such as in.ftpd - —a. Even though the program path is in the
Command field, the program name must appear in the Argsfield aswell.

You will need to enter into the Execute as User field a username for the server program
to run as. For amost all servers, thiswill be r oot . One of the Wait M ode options must
be set as well—unless the server runs and executes very quickly, choose Don’t wait.
Some services such as dayt i me, echo, char gen, and di scar d are handed internally
by i net d. If you are enabling one of them, just select the Internal to inetd. No program
or arguments need to be entered, and the user the server executes asisirrelevant.

4. When you are done, click the Save button. As long as there are no errors and the chosen
server program actually exists, the browser will return to the list of services on the main page.

5. Click the Apply Changes button at the bottom of the page to make your changes active.

In some cases, you will not be able to enable a service because the corresponding server pro-
gram is not installed yet. If thisis the case, use the Software Packages module to install it from
your Linux distribution CD or website.

If you want to disable a service, just follow the same steps but select the Program disabled
option instead. Thisis better than choosing No program assigned asit is easy to turn the service
back on again without having to re-enter the server program details.

15.4 Creating Your Own Internet Service

In some situations, you may want to add a new server to your system that listens on a port not
assigned to anything else. You might want to run a telnet server on some non-standard port, or
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Figure 15.2 Editing an Internet service.

redirect traffic from one port on your system to another server using a program like nc. If you
arejust trying to turn on some standard service like f t p or i map, the instructions in this section
are not for you—see Section 15.3 “Enabling an Internet Service” instead.

The stepsto follow to create anew service are:

1. On the main page of the module, click the Create a new internet service link. Thiswill
take you to the service creation form, which is similar to the editing form in Figure 15.2.

2. Fill in the Service Name field with a unique name for your service.

3. Enter the port number you want the service to be associated with into the Port Number
field.

4. Select the protocol from the Protocol list. This will aimost aways be TCP, but in some
cases you may need to use UDP.

5. Inthe Aliasesfield, enter any alternate names that you want the service to be referred to by.

6. Assuming you want to have a server program associated with this service, choose the
Program enabled option in the Server Program section. Otherwise all that will be cre-
ated is an association between a service name and port number.

7. For the Program field, select the Command option and enter the full path to the server
program into the field next to it—for example /usr/local/bin/someserver. In the Args
field, enter the program name and any command line arguments that it should be run
with, such as someserver —foo.

To give another example, if you wanted to create a service that displayed al the
processes running on your system to anyone who connected via telnet, you could set the
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Command to /bin/ps and the Args to ps auxwww. (This would be a bad idea from a
security point of view, though.)

8. If the server program is going to take more than a second to run, or if it accepts any input,
set the Wait modefield to Don’t wait. Otherwisei net d will stop handling new network
connections until the program has finished. The only advantage of this Wait until com-
plete mode is adight reduction in memory usage.

9. In the Execute as User field, enter the username of the UNIX user that the server pro-
gram should run as. Thisisusualy r oot , but can be anyone.

10. To limit therate at whichi net d will accept connections for your service, enter anumber
into the Max per Minute field. If the limit is exceeded, subsequent connections will be
refused until the next minute.

11. By default, the group that the server program runs as is the primary group of the user set
in the Execute as User field. To change this, enter a group name into the Execute as
Group field.

12. Click the Create button to create your service. Aslong as there are no errorsin the form,
you will be returned to the list of services on the main page.

13. Click the Apply Changes button to make the service active.

Once a service has been created, you can test it by running t el net | ocal host portnumber at
the shell prompt on your system. You can edit your service at any time by clicking on its name
on the main page, and changing any of the options before clicking Save—or Delete if you want
to get rid of it. After making any modifications, the Apply Changes button must be used to
make them active.

15.5 Creating and Editing RPC Programs

RPC is a protocol and data format that is the basis for other protocols like NFS and NIS. RPC
clients make function calls to RPC servers, passing parameters and getting back results. To the
client or server, making aremote procedure call is no more difficult than calling anormal library
function, which makes writing programs that use RPC much easier than creating your own pro-
tocol from scratch.

An RPC program is a set of functions that are handled by a server. Each program has a
unique number, similar to the port of an Internet service. Programs are not associated with a par-
ticular protocol, as they can generally accept connections and function calls via UDP or TCP.
Nor do they have afixed port, as they are assigned dynamically when needed.

RPC servers (like the NIS and NFS servers) that handle alarge amount of traffic have their
own processes that run all the time. However, some servers that need to be run only occasionally
can be executed by i net d only when needed—just like infrequently used Internet services.
Some of the more commonly used RPC programs are:

On some systems, these RPC programs may be handled by servers that are not run from
i net d but instead as stand-alone processes. In that case, the Bootup and Shutdown module
(explained in Chapter 9) is the place to activate or de-activate them. Due to the small number of
common RPC programs and their limited usefulness, many Linux distributions do not have any
programs enabled or disabled in the i net d configuration by default. However, this is not the
case on other operating systems like Solaris.
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Table 15.2 Common RPC Programs and Their Purposes

Program name Purpose

r quot

ad Remote disk quotaretrieval. If asystem is NFS-exporting a filesystem with quo-
tas, this program can be used by the quot a command on the client to display
used and available blocks and files on the NFS-mounted filesystem.

ruser

sd Requesting the list of userslogged into a system. Ther user s command can be
used to display userslogged into one or more servers.

wal | d

Broadcasting a message to users on a server. Likethewal I command for sending
amessageto local users, ther wal | command sends to users on another system by
calling this RPC program.

If you want to make use of an RPC protocol which is not currently enabled, you can use this
module to turn it on. Of course the appropriate RPC server program must be installed first, and
thei net d on your system must support RPC programs. If so, the steps to follow are;

1.

2.

4,

15.6

On the main page of the module, click on the program name from the RPC Programs
table. Thiswill take you to the program editing form shown in Figure 15.3.

Under the Server Program section, select the Program enabled option. If Program
disabled was selected previoudly, then all the other settings in the section should be cor-
rect and will not need to be changed. However, if No program assigned was checked,
you will need tofill in several other fields.

The RPC Versions field should be set to the range of versions that the server program
supports, such as 1-3.

The Socket Type field should be set to Datagram, and the Protocol field set to only the
udp option.

For the Server Program field, enter the full path to the RPC program, such as /usr/shin/
rpc.rusersd. For the Command field, enter the program name and any arguments, such
asrpc.rusersd —a.

For the Wait M ode, select Don’t wait.

For the Execute as User field, enter the username you want the server program to run
as—usually r oot .

. When done, click the Save button. As long as there are no errors in your input, you will

be returned to the main page of the module where the RPC program should appear as
enabled.
Click the Apply Changes button to make the program active.

Configuring the Internet Services and Protocols Module

To access the configurable options of the Internet Services module, click on the M odule Config
link in the top left corner of its main page. Thiswill take you to the standard configuration form,
on which you can change the options shown in Table 15.3.
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Figure 15.3 The RPC program editing form.

Table 15.3 Module Configuration Options

Show serviceswith noprogram  If set to Yes, the main page will show only Internet services that
have an enabled or disabled server program assigned. On most
distributions the default is No, but some have so many known ser-
vices that this option has to be turned on to limit the size of the
serviceslist.

Sort services and programs by Controlsthe ordering of Internet and RPC services on the main page.
If Name is selected, they will be ordered by service name.
If Assignment is selected, all those that have an enabled server
program will be listed first, followed by those with adisabled pro-
gram and finally those that are unassigned.
If Order in fileis chosen, the services will be displayed in the
same order asthey arestored in/ et ¢/ ser vi ces, which is usu-
aly by port number.

Therest of the module configuration options under System configuration are set automati-
cally by Webmin based on your operating system type, and so should not be changed.
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15.7 Other Operating Systems

Almost all versions of UNIX includei net d as standard, and use it to launch infrequently run
server programs in the same way that Linux does. However, its configuration file format and
capabilities are dightly different on other operating systems, which means that the module's
user interface will not be exactly the same. The main page will always show lists of Internet and
RPC services, but when editing or creating a service, different fields and options will be avail-
able depending on the UNIX variant you are running:

Sun Solaris

» When editing an Internet service, the Max Per Minute and Execute as Group fields are
not available.

» Solaris versions 8 and above support IPv6 TCP and UDP protocols, as well as the
standard 1Pv4 that Linux uses.

» Many RPC services exist in the disabled state by default, for things like NFS quotas and
locking.

FreeBSD

» RPC services cannot have programs assigned. All you can do is edit the service names
and program numbers.

» When editing or creating a service, you can control the number of server programs that
can be active at any one time with the Max Child Processes field.

* Also when editing, you can set the login class that the server program runs as with the
Execute as L ogin Classfield.

NetBSD

» As on FreeBSD, the Max Child Processes and Execute as Login Class fields are
available when editing or creating a service.

» Aswith Solaris, Internet services can use IPv6 TCP and UDP protcols.

OpenBSD, Compaq Tru64/OSF1, IBM AIX, SCO OpenServer, and
SCO UnixWare

» Ason Solaris, the Max Per Minute and Execute as Group fields are not available.

SGl Irix

» The Max Per Minute and Execute as Group fields are not available when editing a
service.

 There is an additional checkbox below the server program Command field labeled
Command may not exist? If thisis set, it tellsi net d to ignore the service if the server
program is not installed. By default, this is turned on for many services related to Irix
packages that are not installed by default.
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HP/UX
* On HP/UX, the module has exactly the same options as on Linux.

Apple MacOS X

¢ Ason Solaris, the Max Per Minute and Execute as Group fields are not available.

* RPC services cannot have programs assigned, as on FreeBSD.

« Instead of being stored in the / et ¢/ ser vi ces file, service names and ports are in a
NetInfo table. Webmin dumps and re-loads this table to read and edit services.

15.8 The Extended Internet Services Module

This module allows you to configure xi net d, a super server that issimilar in purposetoi net d
but has several additional features. Like the Internet Services and Protocols module, this one can
also be found under the Networking category. However, its icon will appear only if Webmin
detects that xi net d isinstalled, which it does by looking for the / et ¢/ xi net d. conf file. If
you have compiled and installed it manually, you may need to create a symbolic link to the real
location of xi net d. conf .

The main page lists al services that have server programs assigned, their port numbers, pro-
tocol, program, and active status—see Figure 15.4 for an example. Services with no programs
are never shown, unlike in the Internet Services module.
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Figure 15.4 The Extended Internet Services module.
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On Linux distributions that use xi net d, most server program packages include a file that
adds an appropriate service to the list shown on the main page. These are generally disabled by
default, so that services are not unexpectedly enabled the moment you install them.

If you are using a different operating system on which you have installed xi net d, the user
interface will be exactly the same ason Linux. However, server program packages will probably
not set up services when installed.

15.9 Enabling or Editing an Extended Internet Service

If you want to allow users to fetch mail from your system using the POP3 protocol or login via
telnet it is necessary to turn on the appropriate service in this module, assuming it islisted on the
main page. If not, you will need to first install the appropriate package from your distribution
website or CD, which should add an entry for the service. If not, see Section 15.10 “ Creating an
Extended Internet Service”.

Existing services can also be changed in other ways—for example, to restrict the allowed cli-
ent | P addresses or number of concurrent connections. To edit a service, the stepsto follow are;

1. Onthe main page of the Extended Internet Services module, click on the name of the ser-
vice that you want to edit. Thiswill take you to the form shown in Figure 15.5.

2. The Service name, Socket type and Protocol options should al be left unchanged. The
Port field should be changed only if you know what you are doing.

3. To turn on the service, set the Service enabled? field to Yes. Or if it is already enabled
and you want to turn it off, select No.

4. If you want the service to be accessible only viaasingle |P address on your server, enter
it into the Bind to address field. This can be useful if you have multiple virtual 1P inter-
faces on your system and want different serversto listen on different addresses.

5. Most of the fields under Server program options can be left unchanged, unless you
want to limit the amount of load the service puts on your system. If so, you can set the
Max concurrent servers field to the maximum number of server processes that should
be allowed to run at any one time. The Maximum connections per second and Delay if
maximum is reached fields can be set to limit the rate at which clients are allowed to
connect and the amount of time that the service is disabled if that rate is exceeded.

6. To control which addresses clients are alowed to connect from, use the fields in the Service
access control section. If Allow accessfrom isset to Only listed hosts, only the |P addresses
(like 192.168.1.55), hosts (like server.foo.com) and networks (like 192.168.1.0/24) entered
will be allowed. If Deny access from is set to Only listed hosts, the hosts, |P addresses, and
networks entered will be prevented from connecting.

If aclient matches an entry in both lists, the most specific entry will be used to determine
whether access is alowed or denied. For example, if 192.168.1.10 was allowed and
192.168.1.0/24 was denied then a client with P address 192.168.1.10 would be able to
connect.

7. If you want to limit the times at which the service can be used, fill in the Allow access at
times field. It must be in the format HH: MV HH: MM such as 9:00-17:00 to allow access
during normal working hours.
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8. Click the Save button when you are done making changes. Aslong as you haven’'t made
any mistakes, the browser will return to the module’s main page.
9. Click the Apply Changes button to make your modifications active.

If you want to delete a service totaly, you can click the Delete button on the editing form instead.
However, it isusually better to smply disable it so that it can be easily turned back on later.
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Figure 15.5 Editing an extended Internet service.

15.10 Creating an Extended Internet Service

If you want to enable a protocol that is not in the list on the main page, or redirect traffic from a
particular port to another host, then you will need to create a new service using this module. The
appropriate server program for the service must be installed first, unless you are setting a redi-
rection. The stepsto follow are:

1. Click on the Create a new internet service above or below the list on the main page.
Thiswill take you to the creation form, similar to the onein Figure 15.5.

2. If the serviceisfor a standard protocol like telnet or finger, enter its name in the Service
name field. The Port number can then be left set to Standard.
Otherwise, enter a unique name into the Service name field and set the Port number to
the port you want the service to listen on.
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3.

10.

11
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If you want the service to be accessible only viaasingle |P address on your server, enter
it into the Bind to address field. This can be useful if you have multiple virtual IP inter-
faces on your system and want different serversto listen on different addresses.

. Set the Protocol field to the protocol you want the service to use, usually TCP. The

Socket type field should be set to Stream for TCP protocol services, or Datagram for
UDP services.

. If your serviceis going to use a server program, set the Service handled by option to the

Server program option and enter its command and any arguments into the field next to
it—for example, /usr/sbin/in.telnetd —a.

If the serviceisjust redirecting traffic to another host, select the Redirect to host option
and enter the destination hosthame and port in the corresponding fields. Redirection can
be useful for making services on an internal network system available to the rest of the
Internet, if your firewall or gateway host is running xi net d.

. Inthe Run asuser field, enter the name of the UNIX user that the server program will be

run as. Thisis not necessary for redirection services.

. Unless the server program always completes very quickly, set the Wait until complete

field to No. If you leave it set to Yes, xi net d will not process any more connections
until the program finishes.

. To limit the rate at which clients can connect, set the M ax concurrent serversand M ax-

imum connections per second fields as explained in Section 15.9 “Enabling or Editing
an Extended Internet Service”.

. To limit the addresses from which clients can connect or the times at which connections

are alowed, set the fields under Service access control as explained in the list above.

When done, click the Create button. If there are no errors in the form, you will be
returned to the main page on which your new service should now be listed.

. Click the Apply Changes button to make the service active.

Once a service has been created, you can test it by running t el net | ocal host portnumber at
the shell prompt on your system. You can edit or delete your service at any time by following the
instructionsin Section 15.9 “Enabling or Editing an Extended Internet Service”.

15.11 Editing Default Options

There are several global options that apply to al services handled by xi net d, for logging and IP
access control. To edit these options, the steps to follow are:

1.

2.

Click the Edit Defaults button at the bottom of the module's main page, which will take
you to the default options form.

To restrict the addresses from which clients can connect to any service, fill in the Allow
access from and Deny access from fields. They accept the sameinput as the fields of the
same name on the service form, as explained in Section 15.9 “Enabling or Editing an
Extended Internet Service”.

Any IP access controls configured for an individual service will override the default
settings that you enter on this form.
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3.

4,

5.

6.

To have xi net d log to sysl og, set the Xinetd logging mode field to Log to syslog
facility and choose the facility and priority that it should use. Chapter 13 explains in
detail how to configure the log file that messages from xi net d will be written to, based
on the selected priority and facility. Normally, thisis the default and best option.

If youwant xi net d to log directly to afile, select the L og to file option and enter thelog
file path into the field next to it. To have a warning message logged when the file
becomes too big, enter afile size in bytes into the Soft file limit field. To set afile size
limit that will never be exceeded, fill inthe Hard filelimit field. If the soft limit is set but
the hard limit is not, it will default to 1 percent more than the soft limit. If neither is set,
the log file will grow forever—which could cause al your disk space to be consumed by
an attacker making millions of connectionsto xi net d.

To turn off logging altogether, set the Xinetd logging mode field to Disable logging.

To control which events are logged, choose the appropriate options from the On success-
ful connection log and On failed connection log fields.

When done, click the Save button. As long as there are no errorsin your input, you will
be returned to the module's main page.

Click the Apply Changes button to make the new defaults active.

15.12 Summary

This chapter has explained the purposes of the two common UNIX super server programs—
i net d and xi net d—and the differences between them. After reading it, you should know how
to enable standard services started by either of these programs, and how to create and edit your
own services, if necessary. Several other chapters refer back to the modules covered in this one,
especialy those on FTR, CVS, and SSL tunnel servers.



CHAPTER 16

Networ k
Configur ation

his chapter explains how to set your system’s IP address, hosthame,
DNS servers, and other network settings. It covers both Linux and
other UNIX variants.

16.1 Introduction to Linux Networking

A Linux system can be connected to a network or the Internet in severa different ways—for
example, via an Ethernet network card, a token ring card, or a PPP (Point-to-Point Protocol)
connection over a dia-up modem. If your system is never connected to a network, then this
chapter is not for you. However, if you do need to set up network connections (especialy to a
local area network), then read on.

Every Ethernet network card, PPP connection, wireless card, or other devicein your system
that can be used for networking is known as an interface. Interfaces are usually associated with a
piece of hardware (like a network card), but they can aso be dynamically created (like PPP con-
nections). For an interface to be used, it must first have an |P address assigned, which may be
fixed and set from a configuration file on your system or dynamically assigned by a server. An
Ethernet interface for a desktop PC on a company or home network would usually have afixed
address, whereas a PPP connection interface to an ISP would have its address dynamically
assigned by a server at the other end.

PPP interfaces are configured in a very different way to Ethernet and other fixed hardware
interfaces. Before one can be activated, a modem must be used to dial an ISP at a particular
phone number and log in with a username and password. Only after the login is successful will
the PPP interface have an IP address assigned by the | SP’'s access server. Other network settings
on your system such as the DNS server addresses and default gateway will be assigned by the
ISP aswell. An Ethernet interface, however, can have an IP address set and start working at any
time, and a system connected via Ethernet usually uses fixed DNS server and gateway addresses.

144
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Sometimes an Ethernet interface will have its addresses dynamically assigned as well. If so
configured, the system will broadcast a request for an address using the DHCP (Dynamic Host
Configuration Protocol) when the interface is activated at boot time. Thiswill be answered by a
DHCP server, which supplies the IP address and possibly default gateway and DNS server
addresses aswell. DHCP is often used on large networks with many systemsthat frequently con-
nect and disconnect (such as laptops), in order to avoid manually configuring each system with a
fixed IP address.

One specia network interface that is always available is the loopback interface. It always
has the IP address 127.0.0.1, which is mapped to the hostname | ocal host . Thisinterface can-
not be used to communicate with other systems, just your own—for example, running the com-
mand t el net | ocal host will bring up the login prompt of your own system (assuming a
telnet server is active).

Every interface has a name, like et h1 or ppp0. All Ethernet interfaces start with et h, PPP
interfaces with ppp, loopback with | o and token ring with t r. The number tells you which net-
work card of that type the interface isrelated to—if your system had two Ethernet cards, the first
would be et h0 and the second et h1.

If your system is connected to a network any bigger than a small home LAN, one of the
computers on the network will be the gateway. This is a server (or more likely a router) that
knows how to route traffic to other networks or the Internet, perhaps by a PPP link, broadband
connection, or other network card. For your system to communicate with those other networks,
it must be configured with the | P address of the gateway.

All communication on an IP network is done using IP addresses like 192.168.1.10 or
210.23.128.117. Because addresses like this are not too easy for the average person to remem-
ber, they can have names associated with them aswell, like ser ver . f 0o. com Any time asys-
tem needs to lookup an IP address for a hostname (or vice versa) it queries a DNS server which
will supply the needed information, either from its own records or by querying other DNS serv-
ers on the network or Internet. For your system to be able to query a DNS server, it needs to be
configured with the IP address or addresses of nearby servers and a default domain name to
append to any hostnames.

Not all IP addresses are looked up from a DNS server though—some are stored in the
/ et c/ host s file on your system so that they can be found even when networking is not active.
Typically the IP addressesfor | ocal host and your system’s hostname will be stored in thisfile,
because they rarely change.

Aswould be expected, the Network Configuration module can be found under the Network-
ing category in Webmin. The main page shows one icon for each of the four configuration cate-
gories—Network Interfaces, Routing and Gateways, DNS Client, and Host Addresses. All
the editable forms and options in the module are under one of those four categories.

This module was designed mainly for configuring networking on systems with permanent
network connections, such as Ethernet or token ring cards. If your system has only adial-up PPP
connection to the Internet, it will not be much use to you. Instead, you should use Webmin's PPP
Diaup Client module, which allows you to set phone numbers, usernames, and passwords for
dia-up connections.

The formsin this module only alow you to set up your system as a DNS and DHCP client.
If you want to run your own DNS server on your network, see Chapter 30. To learn how to set up
your own DHCP server, see Chapter 32.
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16.2 Viewing and Editing Network Interfaces

To view the interfaces that are currently active on your system, click on the Network | nterfaces
icon on the main page of the module. Thiswill take you to the page shown in Figure 16.1, which
lists interfaces on your system in two categories. At the top under Interfaces Active Now are
those that are currently enabled and have an IP address assigned. All loopback, Ethernet, and
PPP interfaces will be shown, although not al will be editable using Webmin. At the bottom
under I nterfaces Activated at Boot Time are those which have been configured to be activated
at boot. The two lists will not necessarily be the same, as some types of interface (such as PPP)
are not activated at boot time and so will not appear in the second list.

Figure 16.1 The network interfaces page.

The steps to follow to change the IP address, active status, or other details of an interface are:

1. If the interface appears under both Interfaces Active Now and Interfaces Activated at
Boot Time (as most editable ones do), click on its name in the lower list. This will take
you to aform for editing its settings, shown in Figure 16.2.

2. To assign a different address, enter it into the IP Address field. Or select the From
DHCP option if you want the address to be dynamically assigned by a DHCP server on
your network.

3. If necessary, change the Netmask field. If it or the IP address is changed, you will also
need to set the Broadcast address field based on the new netmask and IP.

4. When editing an active interface, the M TU and Hardwar e address fields will be avail-
able. You should leave the MTU alone unless you realy know what you are doing, as
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changing it could reduce network performance or cut your system off from the network
altogether. The hardware address should be changed only if you want to give your net-
work card a different Ethernet address, which is rarely necessary.

5. If editing a boot-time interface, make sure the Activate at boot? field is set to Yes so that
the interface is brought up when the system starts.

If editing an active interface, make sure the Statusfield is set to Up so that it can be used
immediately.

6. When done editing a boot-time interface, click the Save and Apply button to save your
changes for use at bootup time, and to make them immediately active.

If you are editing an active interface, just click Save to activate your changes.

After changing any of your system’s IP addresses, be sure to update any host address entries
associated with them as well. See Section 16.6 “Editing Host Addresses’ for details on how to
do this. You may also need to update records in your DNS server aswell.

An active interface can be shut down by clicking the Delete button on its editing form
instead. Similarly, a boot-time interface can be removed (for example, if you have removed a
network card) so that it will not be activated at startup by clicking the Delete button on its form.

16.3 Adding a Network Interface

There are two situations in which you might want to add a new network interface—if your sys-
tem hasjust had a network card installed, or if you are adding an additional virtual 1P addressto
an exigting interface. In the latter case, the new virtual interface is not associated with its own
separate network card, but instead adds an additional |P address to an existing Ethernet card.
Virtual addresses are often used on systems hosting multiple websites, so that each site can have
its own | P address.

Before an interface for a new network card can be configured, you must make surethat it is
recognized by the Linux kernel and the appropriate kernel module loaded. There is no support in
Webmin for doing this at the moment, but most distributions include a graphical tool for loading
kernel modules, or a configuration file in /etc that specifies which modules to load. Once the
interface is recognized, the stepsto configure it are:

1. On the main page of the module, click the Add a new interface link under I nterfaces
Activate at Boot Time. This will take you to the creation form, which is similar to the
editing form in Figure 16.2.

2. Enter the interface name (such as ethl or tr0) into the Name field. This must correspond
to whatever name has been assigned by the kernel.

3. Inthe | P Addressfield, either enter an address or select the From DHCP option for it to
be dynamically assigned.

4. Enter the netmask for the network the interface is on into the Netmask field, such as
255.255.255.0.

5. Set the Broadcast field based on the address and netmask. For example, if the IP was
10.1.2.3 and the netmask was 255.0.0.0, then the broadcast address would be
10.255.255.255.

6. If you want the interface to be brought up at boot time, set the Activate at boot? field to Yes.
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Figure 16.2 The interface editing form.

7. Findly, click the Create button. Assuming there are no errors in your input, you will be
returned to the list of interfaces.

8. To make the interface active now, click on its name from the I nter faces Activate at Boot
Timelist. Then on the editing form, click the Save and Apply button. If any error occurs
during activation (such as the interface not being recognized by the kernel) Webmin will

display an error message.

A virtual interface adds an additional |P address to an existing rea interface. Virtual interfaces
have names like eth0: 1, where eth0 is the name of the real interface and 1 is the virtual number.
To add one, the steps to follow are;

1. On the main page of the module, click on the real interface that you want to add a virtual
address for, under I nterfaces Activate at Boot Time.
2. On the editing form, click the Add virtual interface link. This will take you to a cre-
ation form, similar to Figure 16.2.
3. Inthe Name field, enter anumber for the virtual interface. This must not be used by any
existing virtual interface on the same real network card.
. Fill inthe I P Addressfield with the address that you want to assign to the virtual interface.
. The Netmask and Broadcast fields should be set to the same addresses as the real inter-
face. They would only be different if the virtual interface was on a different 1P network
that was sharing the same LAN as the network for the real interface.

[R>S
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6. Assuming you want the virtual interface to be created at boot time, set the Activate at
boot? field to Yes.

7. Hit the Create button. Aslong as there are no errors in your input, you will be returned
to thelist of interfaces. Your new virtual interface will appear under itsreal parent in the
Interfaces Activate at Boot Time section.

8. To activate the virtual interface immediately, click on its name, and then on the editing
form click the Save and Apply button.

16.4 Configuring Routing

Any system attached to a large network needs to know the address of a default gateway, as
explained in the introduction. In some cases, the system itself may be a gateway as well—perhaps
forwarding data between alocal area network and a dial-up or broadband connection. In this case,
it must be configured to forward incoming packets that are destined for some other address.

In some cases, traffic destined for certain networks may have to be sent via another router
instead of the default gateway. Or if more than one IP network shares the same LAN, traffic for
any of those networks must be sent using the correct interface. If either of these are the case on
your network, static or local routes need to be configured so that the system knows where to
send packets for certain destinations.

To change the default gateway used by your system or enable packet forwarding, the steps
to follow are:

1. On the Network Configuration module’'s main page, click the Routing and Gateways
icon. This will take you to aform for configuring routing, which is unfortunately dightly
different on each Linux distribution due to differences in the underlying configuration files.

2. Enter the IP address of the default gateway into the Default router field.

On Red Hat Linux versions 8 and above, thisfield and the one mentioned in the next step
isreplaced by atable of default routers and interfaces instead. This can be used to define
a different gateway for each interface, which can be useful if your system does not
always use the same one. In most cases, however, you should just select Any from the
menu under I nterface and enter the router’s IP address into the field under Gateway.

3. Enter the name of the network interface that must be used to reach the default router into
the Default route device field. On some Linux distributions this field is optional, mean-
ing that the system will work it out automatically. On others, there is a Gateway field
next to the Default router input.

4. To enable routing, set the Act asrouter ? field to Yes.

5. On Red Hat, Mandrake, MSC and Turbo Linux, you can set up static routing using the
Static routes table. For each static route, you must enter one row containing the follow-
ing information:

* In the Interface column, enter the interface that will be used to reach the router, such as ethO.
* In the Networ k column, enter the address of the remote network, such as 192.168.5.0.
* In the Netmask column, enter the network’s netmask, such as 255.255.255.0.

* In the Gateway column, enter the IP address of a router that knows how to forward
data to the network, such as 192.168.4.1.
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6. On those same distributions, you can set up routing to additional 1P networks on con-
nected LANs using the Local routes table. For each route, you must enter one row con-
taining the following details:

* In the I nterface column, enter the name of the interface that the LAN is connected to,
such as ethl.

* In the Network column, enter the address of the additiona |IP network, such as
192.168.3.0.

7. Click the Save button when done. Any changes will not be activated immediately—
instead, they will take effect when your system is next booted. On some Linux distribu-
tions, the module’'s main page will have a button labeled Apply Configuration at the
bottom, which if clicked will activate the routing settings immediately. It will also make
any boot-time network interfaces immediately active as well, so be careful when using it
from a web browser on another system—your network connection may be cut off if the
network configuration isincorrect.

If your system’s primary network connection is via PPP dialup, then the default gateway will be
assigned automatically when you connect and removed when you disconnect. Therefore thereis
no need to set it up using this form.

16.5 Changing the Hostname or DNS Client Settings

Every UNIX system has a hostname, which appearsin thelogin prompt, system logs, outgoing email
and on every Webmin page. Normally the hosthame is the same as or part of the DNS name for the
system’s | P address, but this does not have to be the case, especidly if the system is not connected to
anetwork or only connects occasionally via dialup. However, for permanently connected systemsthe
hostname should be the hogts fully qualified DNS name (like server1.foo.com), or just the first part
(like server1). Anything elseislikely to cause confusion and possibly network problems.

When a Linux system isfirst set up, you get to choose the hostname as part of the distribu-
tion's installation process. However, it can be changed at any time, either using Webmin, a GUI
tool provided by the distribution, or the host name command. To make the change in Webmin,
the steps to follow are:

1. On the main page of the Network Configuration module, click the DNS Client icon. This
will take you to the form for editing the hostname and DNS options shown in
Figure 16.3.

2. Enter the new hostname (composed of letters, numbers, underscores, and dots) into the
Hostnamefield.

3. Click the Save button to have it immediately changed. Your browser will be returned to
the module's main page.

4. Change the host address for your old hostname to the new one, as explained in Section
16.6 “Editing Host Addresses”.

5. If you are running a DNS server, don't forget to update the entry for your system there aswell.

As explained in the introduction to this chapter, in order to look up hosthames and IP addresses
your system will amost certainly need to know the addresses of DNS servers on the network.
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To change the system’s DNS settings, follow these steps:

1. Click on the DNS Client icon on the main page of the module, which will take you to the
form shown in Figure 16.3.

2. Enter the addresses of up to three servers into the DNS servers field. If the first is not
available, your system will try the second, and finally the third. Most networks will have
at least aprimary and secondary DNS server to increase reliability in case onefails.

3. The Resolution order field can be used to control where your system will look when
resolving hostnames and |P addresses. Generally the defaults are reasonable, with Hosts
(the/ et c/ host s file) listed first and DNS later. However, if you are using NIS for host-
name resol ution you will need to make sure it is selected somewhere in the order.

4. In the Sear ch domainsfield, enter any domain names that you want your system to automat-
ically append to resolved hostnames. For example, if foo.comwas listed and you ran the com-
mandt el net ser ver 1 then the IP addressfor server1.foo.comwould be looked up.

5. When done, click the Save button. Any changes will take effect immediately in all pro-
grams running on your system.

If your system’s only network connection is via dialup, the DNS servers may be assigned auto-
matically by your | SP depending on your PPP configuration.

16.6 Editing Host Addresses

Host addresses are mappings between an | P address and one or more hostnames that are stored
inthe/ et ¢/ host s file on your system. Because they are stored locally, they can be looked up
at any time, even when a DNS server is not accessible. On a small network with only afew sys-
tems, you may choose not to run aDNS server at all, but instead keep the addresses of every sys-
tem in the host s file on each system. In fact, this is what was done in the early days of the
Internet before DNS was devel oped.

To view the addresses on your system, click the Host Addresses icon on the module’'s main
page. Therewill waysbe an entry for | ocal host , and probably onefor your system’s hostname as
well. If your system’s IP address or hosthame has been changed, the host addresses list will probably
not reflect the change, which could cause problems. To change a host address, the stepsto follow are:

1. Click on its IP address from the list, which will take you to an editing form.

2. Enter the new address into the | P Addressfield.

3. Enter any hostnames into the Hostnames field. It is always a good idea to enter both the
short and long forms of any hostname, such asser ver 1. f oo. comand ser ver 1 so that
both can be used.

4. Click the Save button, and if there are no errors in the form your browser will return to
thelist of hosts and addresses.

You can add extra host addresses by clicking the Add a new host address link above or below
the link and filling in the same form. There are no restrictions on the same hostname being asso-
ciated with two different | P addresses, or the same IP address appearing twice in the list.
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Figure 16.3 The DNS client and hostname form.

16.7

Module Access Control

As Chapter 52 explains, it is possible to limit the features of this module that a particular Web-
min user or group can access. For example, you may want to allow a user to edit only the host
addresses list, or to be able to view settings only instead of editing them. To do this, create or
edit a Webmin user who has access to the module, and then follow these steps:

1.

2.

3.

In the Webmin Users module, click on Network Configuration next to the name of the
user or group that you want to restrict. Thiswill bring up the module access control form.
Change the Can edit module configuration? field to No, so that the user cannot config-
ure the module to edit a host addresses file other than / et ¢/ host s.

The Can edit network interfaces? field determines which interfaces the user can see
and edit. Setting it to Yes allows editing of al of them, while choosing No prevents the
Network Interfaces page from being accessed at all.

If View only is chosen, all interfaces will be visible but the user will not be able to
change any of their attributes. If Only interfaces is chosen, only those whose names
(separated by spaces) are entered into the field next to it will be editable. All others will
be only viewable.

. If the Can edit routing and gateways? field is set to Yes, the user will be able to set up

the default router and static routes as normal. If No is chosen, the Routing and Gateways
page will not be accessible at al, or if View only is chosen the current settings will be
visible but not changeable.

. Similarly, the Can edit DNS client settings? and Can edit host addresses? fields can

be set to Yes, View only and No to control accessto the DNS Client and Host Addresses
pages respectively.

. When you are done making selections, click the Save button to have the new restrictions

immediately activated.
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Be very careful giving an untrusted user the rightsto edit any network configuration in this mod-
ule, as he may be ableto figure out away to gainr oot access or disrupt other users by changing
routes, host addresses, or interface settings.

16.8 Other Operating Systems

The Network Configuration module is also available on severa other operating systems, with
options fairly similar to those of Linux. Due to the different features supported by network con-
figuration files on other versions of UNIX, in some sections the user interface is quite different.
The supported systems and the variations between them and Linux are:

Sun Solaris and SCO UnixWare

» When editing a boot-time network interface, all that can be changed is the IP address.

» The boot-time settings for the loopback interface cannot be edited at all. Both operating
systems aways enable it at boot with the IP address 127. 0. 0. 1.

« On the routing and gateways page, multiple default routers can be entered. There is no
need to specify a default route device though, asit is aways worked out automatically.

FreeBSD and NetBSD

* There is no option to use DHCP to automatically assign an address for an interface at
boot time.

 On the routing and gateways page, there is no default route device field. However, there
isan additional Start route discovery daemon? option.

* The hardware address of an active interface cannot be changed.

» When creating avirtual interface, the netmask must be entered as 255. 255. 255. 255.

OpenBSD

* On the routing and gateways page, there is no default route device field. However, there
isan additional Start route discovery daemon? option.
* The hardware address of an active interface cannot be changed.

Mac OS X

» On the routing and gateways page, only options for setting the default router and
controlling it if this system acts as arouter are displayed.

» On the DNS client page, no list of resolution orders appears, because the hosts file is
always checked first, followed by DNS.

16.9 Summary

This chapter has explained how to perform basic network configuration on your Linux or UNIX
system. After reading it, you should know how to specify IP addresses for network interfaces,
define routes and choose an DNS server. Unless your system has only a single dial-up connec-
tion to the Internet, the information presented here is important if you want to connect your
machine to a network.
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Networ k | nfor mation
Service

IS is a protocol for sharing users, groups, and other information
between multiple systems. This chapter explains how NIS works, and
how to set up your system as either a client or server using Webmin.

17.1 Introduction to NIS

NIS was originally developed by Sun Microsystems, but is now available on Linux and many
other UNIX operating systems. Its original name was Y P (Yellow Pages), which is why many of
the NIS commands start with yp.

On a network with many systems, users may be alowed to log in to any of those systems.
Typically, to avoid having to create and update users on each system separately, NIS can be used
to distribute a master list of users and groups to all hosts. Although distributing user and group
information is the most common use of NIS, it can also be used to share hostnames and 1P
addresses, automounter maps, Internet services, and netgroups.

An NIS server is a system that stores tables of user, group, and other information. A client
system connects to a server and queries it for stored information, usually by looking up user-
names, hostnames, and so on. Normally a server system is al'so one of its own clients, so that it
has access to the users and other datain its own tables.

Each server isresponsible for asingle NIS domain, and each client isamember of adomain. A
domain has a short name, like mar ket i ng or f oo. com which is not necessarily the same as the net-
work’s DNS domain. When NISis started on aclient system, it can either broadcast for any server on
the network for its domain, or connect to specific server IP addresses. A single network may have
multiple NIS servers for different domains, each of which supplies different tables.

In order to reduce the load on the NIS server, a network may contain multiple servers that
al have copies of the same tables. One is the master server and the rest are slaves, which just
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receive information from the master whenever it is changed. A client can then connect to either
the master or a slave and query the same tables.

In recent years, a new version of the old NIS protocol has been developed, called NIS+. It
solves many problems with the original protocol, the biggest being lack of security. However, it
is more complex to configure and not as widely available. For these reasons, Webmin supports
only the configuration of NIS clients and servers.

Thefile/ var / yp/ Makefi | e isusualy the primary configuration file for an NIS server, as
well as anmake script that generates binary format table data from source text files. The server
also reads the files/ var / yp/ securenet s and / et ¢/ ypserv. conf to control which clients
are allowed to connect, and which tables they can query. Webmin directly updates al of these
files, dong with the table source files, when you are configuring NIS. The primary NIS server
program is caled ypserv, but others such as yppasswd (for processing password change
requests from clients) and ypxf r d (for sending tablesto slaves) may be run as well.

On client systems, the file / et ¢/ yp. conf stores the domain name and NIS server IP
addresses. Information about which servicesto query NISfor isstoredin/ et ¢/ nsswi t ch. conf.
All clients run the program ypbi nd, which passes queries for user, group, and other information
from local programsto the NIS server.

The NIS Client and Server Webmin module allows you to set up your system as an NIScli-
ent and/or server. When you enter it from the Networking category, the main page simply shows
five icons for the different areas of client and server configuration. If Webmin detects that the
NIS client programs are missing from your system, the main page will instead display an error
message—if this happens, check your Linux distribution CD or website for a package named
something like ypbi nd.

The module is not supported on al versions of Linux. At the time of writing, only Red Hat,
Mandrake, OpenLinux, Debian, SUSE, UnitedLinux, and MSC.Linux could useit. Because each
distribution uses dlightly different configuration files for NIS, there may be some differencesin
the user interface and default settings between different distributions, in particular on the client
services and NIS server pages.

17.2 Becoming an NIS Client

To set your system up as an NIS client, there must already be an NIS server running on your net-
work. If not, see Section 17.3 “ Setting Up an NIS Master Server” for information on how to start
one. Assuming thereis an NIS server running and you know its NIS domain name, the steps to
become aclient are:

1. On the module's main page, click the NIS Client icon. This will take you to a form for
entering the domain name and NIS server |P addresses.

2. Inthe NI Sdomain field, enter the name of your network’s NIS domain.

3. If you do not know the IP address of an NIS server, set the NI'S servers option to Find
by broadcast. Thiswill work only if the server is on the same LAN as your system—if
not, the broadcast will not be able to reach it.

If you do know the address of an NIS server, select the Listed below option and enter al
the master and slave server addresses into the text box. The more you enter the better,
because your system will try to query each of them in turn when NIS is enabled.
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However, it is best to enter the nearest server first so that a more distant and thus slower
server is not always queried.

4. Click the Save and Apply button to have your settings saved and immediately activated.
If your system cannot contact a server for the NIS domain, an error message will be dis-
played—otherwise, the browser will return to the modul€’'s main page.

5. Now that you are connected to an NIS server, you must configure the system to actually
query it for users, groups, and other information. To do this, click on the Client Services
icon which will take you to the form shown in Figure 17.1.

6. Each row of the client services form controls what your system will query when looking
something up for a particular service. For each, you can select several sources that will
be checked in order until one finds a match. The available sources are:

Files Local configuration files, such as/ et ¢/ passwd or / et ¢/ host s.
NIS This NIS server that your system is currently connected to.

NIS+ The NIS+ server that your system is connected to. Configuring NIS+ is not
supported by Webmin.

NISand Files Thisoption only works for the UNI X usersand UNIX groups services.
If chosen, special linesin/etc/ passwd and / et ¢/ gr oup starting with + or — can be
used to indicate that some or all NIS users should be included. This is actually more
flexible than just choosing the NI S source, as special + and — lines can be used to bring
in only some users and groups, or change the attributes of those that are included.

DNS Thisoption makes sense only for the Host addresses source. It tellsthe system to
guery a DNS server when looking up hostnames, which is almost always what you want
to do.

Typicaly, you should set each of the services for which you want to use NIS (such as
UNIX usersand UNIX groups) to Files and NI S. Everything else should be left set to
just Files, or in the case of Host addresses just Files and DNS. Your system will then
look in the local system configuration file first (such as/ et ¢/ passwd) and then query
the NIS server.

7. When done, click the Save button. Your changes will take effect immediately in al pro-
grams, and any NIS users should be able to log in just as local users would.

Once you have used Webmin to make your system an NIS client, it will attempt to connect to a
server at boot time. Failure to connect could cause the system to hang part way through the boot
process, waiting for the server to become available. If the server goes down while your system is
connected, any program that looks up user information may hang as well.

To stop your system from being an NIS client, the stepsto follow are:

1. On the main page of the module, click the NI'S Client icon to go to the client options page.

2. Set the NIS domain field to None (NI S disabled).

3. Click the Save and Apply button. The system will no longer use NIS to look up any
information, and will not connect at boot time. Any services that are configured to use an
NIS source on the Client Services page will simply skip that source, and most likely use
only local filesinstead.
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Figure 17.1 The NIS client services form.

17.3 Setting Up an NIS Master Server

Before your system can become an NIS, the appropriate server programs must first be
installed—if they are not, when you click on the NI'S Server icon an error message will be dis-
played. Check your Linux distribution CD or website for aypserv or ni s- server package,
which should contain all the needed commands and files.

The first step in setting up an NIS server is deciding on a domain name. Typically, this will
be the same as your Internet domain (such as foo.com), but anything made up of letters, num-
bers, and dots is allowed. After deciding, the steps to follow are:

1. On the modul€e's main page, click on the NI'S Server icon. This will take you to aform
for enabling the server and configuring other options, as shown in Figure 17.2. The form
will look the same on most Linux distributions, but on Caldera’'s OpenLinux it will have
far fewer options.

2. Set the Enable NI S server ? option to Yes. When the form is saved, the server processes
will be started immediately and at each subsequent reboot.

3. Enter your chosen domain into the Serve NI S domain field. Thisis better than choosing
the Same as client option, even if they are going to be the same.

4. Leave the Server type set to Master server. To set up a slave server, see Section 17.6
“Setting Up an NIS Slave Server”.
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5. If NIS clients are incapable of looking up hosts and addresses in DNS themselves, turn
on the Lookup missing hostsin DNS? option to have the master server do lookups for
them. Only very old client operating systems like SunOS 4 need this.

6. In the NI S tables to serve field, select al the tables that you want to make available to
clients. Some of the most commonly used tables and their contents are:
passwd UNIX users, as stored in the /et c/ passwd file. Normally this contains
passwords as well, instead of having them stored in a separate shadow table.
group UNIX groups, asnormally found in the/ et c/ gr oup file.
hosts Hosts and IP addresses, as found in the/ et ¢/ host s file. Even though NIS can
be used to store and lookup hostnames and addresses, it is almost always better to set up
aDNS server instead.
shadow Additional user information, including passwords. If thistable and passwd are
selected, depending on your NIS Makefi | e configuration you may be able to edit
extended user information, such as expiry and warning dates.
netgrp Netgroups, which are groups of hosts. These can be used when exporting
directories viaNFS, as explained in Chapter 6.

7. If your network will have slave servers, it is advisable to set the Push updatesto slaves?
option to Yes. This way whenever a change is made to one of the NIS tables, all dave
servers will be notified immediately so that they are in sync.

. Enter the IP addresses of any slaves (separated by spaces) into the Slave serversfield.

9. In the Master NIS files section, you can choose which files will be used as the sources
for the NIS tables. Often by default the normal user, group, host, and other configuration
filesin/ et c will beused, such as/ et ¢/ passwd, / et ¢/ gr oup, and/ et ¢/ host s. This
is not a good idea, though—instead, you should change the files for the tables that your
server isusing to similar filenamesin the/ var / yp directory, such as/ var / yp/ passwd
and/ var/ yp/ gr oup. Once the server is running, it can be configured to become one of
its own clients and so have access viaNIS to any recordsin thesefiles, instead of access-
ing them locally.

10. When done, click the Save and Apply button. The NIS server will be started on your

system, and be configured to start at boot time in future.

[e0]

Now that the server isrunning, you can test it by configuring some other system as an NIS client
for the chosen domain. Server settings on the form can be changed at any time by simply repeat-
ing the same steps, and they will become effective immediately.

To shut down your NIS server, the stepsto follow are:

1. Make sure any clients are no longer using your system as a server, either by turning off
NIS on them altogether or having them use a different server.

2. On the module's main page, click on the NI'S Server icon to go to the server options form.

3. Set the Enable NI S server? field to No.

4. Click the Save and Apply button. The server processes on your system will be shut
down, and prevented from starting at boot time in future.
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Figure 17.2 The NIS server configuration form.

17.4 Editing NIS Tables

Once your system is running as an NIS master server, you can use this Webmin module to edit
records in the tables that it is serving. To see the editable tables, click on the NIS Tables icon,
which will take you to a page with amenu of all tables and the contents of one displayed. Other
tables can be shown by selecting one of them from the list and clicking the Edit NI S table button.

For most table types, Webmin will parse the contents of their files and display them as a
table on the page, with one record per row. You can edit any record by clicking onitsnamein the
first column, or add a new one by clicking the Add a new record link. However, some tables are
in aformat unknown to Webmin and so will be shown as raw text in a text box instead. If you
know the correct format, the table can be manually edited and saved with the Save and Apply
button. You can also switch any table to manual mode by clicking the Edit table manually link,
if you prefer to work with the raw text.

Thefieldsthat exist in each record and the form for editing them are different for each type
of table. The instructions below explain how to add, delete, and modify records in several fre-
quently used tables. One commonality is that any changes will cause the NIS table to be auto-
matically rebuilt from the changed source files, and pushed out to slave servers if configured to
do so.

To create anew UNIX user for NIS clients, the stepsto follow are;

1. Select the UNI X user s table from the menu and click the Edit NI S table button.
2. Click the Add a new record link above or below the table of existing users, which will
take you to the user creation form.
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3. Enter the user’s name into the Username field, and an ID number for the new user into
the User ID field. Unlike in the Users and Groups module, the ID will not be automati-
cally chosen for you, so make sureit is unique.

. Enter the user’s full name into the Real name field.

5. Enter a home directory into the Home directory field. Unlike in the Users and Groups
module, thiswill not be created for you and files will not be copied into it.

6. Select a shell from the Shell menu, or select the Other option and enter the path to the
shell program into the field bel ow.

7. Select the Normal password option for the Password field, and enter the new user’s
password into the text field next to it.

8. Enter the numeric ID of the user’s group into the Primary group 1D field.

9. If the shadow NIS table is enabled, you can set the optional Expiry date, Minimum
days, Maximum days, Warning days, and Inactive days fields. These al have the
same meanings as in the Users and Groups module, covered in Chapter 4.

10. When done, click the Create button to have the new user added to the table.

N

Existing UNIX users can be edited by clicking on their names in the table, which will take you

to an editing form with all the same fields as described above. Change any of the fields, and click

the Save button—or to delete the user, click the Delete button at the bottom of the form. When

deleting, the user’'s home directory will not be touched, so you may need to delete it manually.
To create anew UNIX group in NIS, the processis as follows:

1. Select the UNIX groups table from the menu and click the Edit NI S table button.

2. Click the Add a new record link above or below the table of existing groups, which will
take you to the user creation form.

3. Enter a name for the new group into the Group name field, and a numeric ID into the
Group ID field. Make sure that the ID is not used by any other existing group.

4, The Password field can be left untouched, as group passwords are almost never used.

5. Fill in the Group member s field with the usernames of users who will be members of
the group, one per line.

6. When done, click the Create button to have the new group added to the table.

As with users, you can edit a group at any time by clicking on its name from the table, which
will take you to an editing form. Make any changes that you want, and click the Save button to
save them—or use the Delete button to remove the group. Note that no checking will be done to
seeif it isthe primary group of any existing users.

As the instructions for editing users and groups show, the process for editing any of the sup-
ported tablesis quite similar. Currently, you can edit UNI X users, UNIX groups, Host addresses,
Networ ks, Services, Protocols, Netgroups, Ethernet addresses, RPC programs, Netmasks and
Aliases using formsin Webmin. All other tables must be edited manualy.

17.5 Securing Your NIS Server

By default, an NIS server allows any client to connect to it and query tables, aslong as the client
knows the domain name. If your system is connected to the Internet, an attacker could guess the
NIS domain and request a list of all NIS users. Even though their passwords are stored in
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encrypted format, it is still possible for obvious or dictionary word passwords to be discovered
by a brute-force attack on the password encryption.

For this reason, it is wise to limit the addresses of clients that connect to the server to only
those UNIX systems that are really clients. To set this up, the stepsto follow are:

1. On the main page of the module, click on the Server Security icon, which will take you
to the form shown in Figure 17.3.

2. Therows in the Allowed clients table control which clients are allowed to connect. You
can modify any of the existing entries, or use the empty row at the bottom to add a new
one. To add more than one row, you will have to add them one at a time, saving and
opening the form for each one.

To grant accessto asingle host, under the Netmask column select Single host, and enter
its IP address under Networ k/host address.

To grant access to an entire |P network, select Netmask and enter a netmask (such as
255.255.255.0) into the field next to it, and the network address under the Networ k/host
address column.

To grant accessto al clients, just select the Any host option under the Netmask column.

3. When done, click the Save and Apply button. The new restrictions will take effect
immediately, and you will be returned to the module’s main page.

It isagood ideato let only clients on your own network connect, and deny all others. An even
more secure aternative would be to allow only those systems that you know are NIS clients,
assuming they have fixed I P addresses and do not change often.

Even if you restrict access to only trusted client systems, users who can log in to those sys-
tems via SSH or telnet may still be able to get alist of all NIS users and their encrypted pass-
words. To prevent this, it is possible to configure the server to alow only clients using trusted
ports to access certain tables or fields within tables. Because on UNIX systems only the r oot
user can create TCP or UDP sockets with port numbers below 1024, these low ports are consid-
ered trusted and safe from use by regular users.

It is aso possible to prevent certain clients from accessing some NIS tables, but still allow
them access to others. For example, you might want to give al client systems access to the Host
addresses table, but only atrusted few the rightsto the UNIX userstable.

To restrict access to tables on your server, the steps to follow are:

1. On the main page of the module, click on the Server Security icon to get to the form
shown in Figure 17.3.

2. The Client map restrictions table controls which NIS tables can be accessed by certain
client systems, and who on those systems can access them. Each row specifies arule that
appliesto some or dl clients, and can either allow access, block it entirely or filter the a
gueried table. The fields and their meanings are:

Hosts An IP address or partial |P address (like 192.168.1.) that this restriction applies
to. Entering * will make the restriction apply to al clients.

NIS tables Select the All option to have the restriction apply to al tables, or enter a
single table name. Internally, the NIS server appends something like . byname or
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Figure 17.3 The server security form.

. byui d to table names to indicate what they are indexed by. The table name that you
enter must use this internal name, such as passwd.byuid or hosts.byaddr.

Restriction Thisfield controls what the server does if a client request matches. Select
Noneto allow the request, Deny accessto block it altogether, or Trusted port to block if
the client is using an untrusted port.

Manglefield If usingthe Trusted port restriction, you can use this option to hide only
asingle field of the requested table from the client. Selecting None will block access to
the table altogether, but entering a field number will cause its contents to be replaced
with an x. The only practica use of this option is hiding passwords in the
passwd. byname, passwd. byui d or shadow. bynane tables, which arein field 2.
New restrictions can be added using the empty row at the bottom of the table. To add
more than one restriction, you will need to save and re-open the form multiple times.
When a client requests a table, the NIS server will find the first row in the table that
matches and use the restriction defined. For this reason, you must make sure that any
new row you add is before the one that grants access to all clients and tables, which
usually exists by default.

. When done, click the Save and Apply button. The browser will return to the module's

main page, and any changes to restrictions will take effect immediately.

The most useful use of the Client map restrictions table is to add a row for al clients on the
passwd. byname table, with the restriction set to Trusted port and the Mangle field option set
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to 2. Then add another row for the passwd. byui d table, with all other options the same. These
will prevent non-r oot users from seeing encrypted passwords, while still allowing in programs
running asr oot , such asthe telnet or SSH server.

If you are using the separate shadow table to store passwords and expiry information, the
restriction should be on the shadow. bynane table instead. On many Linux distributions, a
restriction like this exists by default.

17.6 Setting Up an NIS Slave Server

Slave NIS servers are used in a similar way to secondary DNS servers—they keep a copy of the
tables held by the master server, and they can be used by clients if the master fails or is slow to
respond. If you are using NIS on avery large network that has multiple LANs connected by slow
links, it may also make sense to put a slave server on each LAN so that clients can useit instead
of the master.

On OpenLinux, there is no way to setup a slave server using Webmin, due to the unique NIS
configuration files used by the distribution. On all other versions of Linux, the stepsto set up a
system as aslave server are:

1. On the module’s main page, click on the NIS Server icon. This will take you to the
server configuration form, shown in Figure 17.2.

2. Set the Enable NI S server ? field to Yes.

3. Enter the master server’s domain into the NI S domain field.

4. Change the Server type to Slave of server, and enter the IP address of the master into
the field next to it. None of the other fields need to be touched, because they all relate to
running a master server.

5. Click the Save and Apply button. The server should be started immediately, and config-
ured to start at boot time.

Make sure that the master server has the address of this slave entered into the Slave serversfield
on the server configuration form. It should also have the Push updatesto slave server s? option
enabled, so that any changes to tables will be immediately sent to the slaves. If not, you can use
the yppush command to send the contents of an NIS table to some or all slave servers.

17.7 Configuring the NIS Client and Server Module

The module has afew configurable options that can be changed by clicking on the M odule Con-
fig link in the top left corner of the main page. The ones that you can safely change shown in
Table 17.1.

The other options on the module configuration page are set automatically based on your
operating system, and generally do not need to be changed.

17.8 NIS on Solaris

The only other operating system that Webmin allows you to configure NIS on is Sun’'s Solaris.
On Solaris, the NI'S Client and Client Services page are identical to those on Linux, and work
in the same way. However, the NI S Server and Server Security forms are slightly different:
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Table 17.1 Module Configuration Options

Maximum number of records If the number of recordsin an NI S table exceeds this number, then

to display the NI S Tables page will not display al of the records. Instead, it
will show a search form for finding records based on afield and
search term.

Automatically rebuild NIS Normally, any time you add, update, or delete arecord in atable

maps? file,theNI S Makefi | e isrunto rebuild all tables. Because this

can be slow on systemswith many records or slave servers, setting
this option to No will turn off the automatic rebuild. Instead, you
can force a build whenever you want by clicking the button
labeled Rebuild NI Stables on the NI'S Tables page.

* Onthe NIS Server page, whatever domain you enter will also be used for the NIS client
aswell. Thisisalimitation of Solaris—unlike Linux, where a system can be a server for
one domain and a client of another.

 On the server page, you cannot specify the pathsto individual table files directly. Instead,
the NI'S source files directory and NI S password source files directory fields control
which directories they are stored in, usually / var / yp.

» Thereisno Client map restrictions table on the Server Security page, and so no way
to control which tables and fields clients can request. However, you can still alow or
deny certain hosts and networks entirely using the Allow clients table.

Solaris systems include client and server support for NIS+ as standard. However, because that
protocol is not supported by Webmin, attempting to use this module to reconfigure a system that
isaready running as an NIS+ client or server will not work, and may even cause problems with
its configuration.

17.9 Summary

NIS is the standard way of sharing user, group, and other information between UNIX systems,
and this chapter has explained how to set up and configure it using Webmin. After finishing it,
you should know how to make your system a client of an existing NIS server on your network.
You should aso understand how to run a master NIS server of your own to serve other clients,
and how to set up aslave to act as a backup for master.



CHAPTER 18

PPP Server
Configur ation

his chapter covers the process of setting up a Linux system with an
attached modem as a dial-in server, so that other computers can dial up
to it and access connected networks.

18.1 Introduction to PPP on Linux

Any Linux system with a modem attached can be configured so that other computers can dia up
toit and start a PPP session, giving them TCP/IP access to the system and any networksthat itis
connected to. This allows it to act like a miniature ISP, and in fact some small 1SPs have been
run using Linux systems with multiple serial port cards as access servers.

Two separate programs are responsible for different parts of the dial-in service. Thefirst is
nget t y, which communicates on aseria port with an attached modem and instructsit to answer
the phone. Once the server and client modems are connected, nget ty displays a text login
prompt and waits for either a username or the start of a PPP session. A client can log in using
text mode and get a UNIX shell prompt without needing to start a PPP session at all, but thisis
rarely done these days. Once the client disconnects or logs out, nget t y hangs up the modem
and waits for a new connection.

Because most clients start a PPP session as soon as they connect, nget t y isusualy config-
ured to run the separate pppd program if it detects a PPP connection. This creates appp network
interface on the server, authenticates the client, assigns an IP address, and starts sending and
receiving data using the PPP protocol. The assigned |P address and other configuration options
are usually set on a per-seria port basis, so that you can have multiple modems and support sev-
eral simultaneous clients with different addresses.

The PPP Dialin Server module allows you to setup both nget t y and pppd so that clients
can dia in and start PPP sessions. When you enter it from the Networking category, the main
page simply shows four icons, under which are the actual configurable options.
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Currently, the PPP Dialin Server module can be used only on Linux and Solaris systems, even
though nget t y isavailable on some other versions of UNIX. If neither of the programs that it con-
figuresareinstalled, the main page will display an error message—however, al Linux distributions
include packages for pppd and nget t y on their CDs or websites. If only nget t y isinstalled, you
can usethe Serial Port Configuration and Caller 1D Access features. Conversely, if only pppd is
installed, you can access only the PPP Options and PPP Accounts pages.

When you use the module to set up nget ty to answer calls on a serial port, an entry is
added tothe/etc/inittab filesothati ni t will runthengetty processat boot time, and re-
runit as necessary. You will be able to seethis entry in the SysV Init Configuration module (cov-
ered in Chapter 9), but you should not edit it there unless you know what you are doing.

Even though this chapter was written with Linux in mind, the module behaves almost
identically on Solaris. The only difference is the names of the serial port device files—
whereas/ dev/ t t yS0 isthefirst seria port on Linux, Solariswould use/ dev/ t er ni a instead.

18.2 Configuring a PPP Server

Before you can set a system up to alow clients to connect with PPP, it must either have a modem
atached to a serid port, or be connected via a null-modem cable to another machine. Interna
modems that emulate a seria port can be used as well, athough they are not recommended as they
do not have easily visible LEDs to indicate if the modem is connected, transmitting, and so on.
USB modems should work, as long as they are recognized by the kernel—however, they will prob-
ably use a special device file. Modems that require special driversto operate (commonly known as
Winmodems) cannot be used at al, unlessthereisadriver for the modem available for Linux.
Naturally, any modem must be connected to a phone line. Because your system will be config-
ured to answer the phone after a few rings, the phone line should not be used for anything else—
otherwise, voice callers will have their calls answered by the modem, which is not very friendly.
Once all the hardware is ready, the steps to set up your system as a PPP server are;

1. On the main page of the module, click on the Serial Port Configuration icon. This will
take you to apagelisting any existing portsthat have been configured for PPP or voicemail.

2. Click onthe Add a new serial port link, which will bring up the port configuration form
shown in Figure 18.1.

3. Set the Serial device to the port on which your modem or null-modem cable is connected.
Serial port 1 correspondsto the devicefile/ dev/ t t yS0, and so on. For modems on serial
devices not starting with / dev/ttyS (such as USB modems), select the Other device
option and enter the full devicefile path into the text field next to the menu.

4. Set the Type option to either Direct connection (for a system connected via null-modem
cable), or Modem (for an actual dial-in modem).

5. The Port speed field should be set to the baud rate that the modem or null-modem con-
nection will use. This must be one of the standard speeds, such as 57600 or 33600.

6. In the Answer after field, enter the number of rings that you want nget t y to wait for
before answering the phone. If the phone line your modem is on will be also used for
receiving voice cals, you could set thisto something large like 20 to give yourself plenty
of time to answer the phone before the modem does.

Naturally, this option has no meaning for null-modem connections.
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Figure 18.1 The serial port configuration form.

7. Click the Create button. A new entry will be added to the/ et ¢/ i ni tt ab file, and you
will be returned to the serial portslist.

8. Click Apply Configuration to activate nget t y on the new port. Phone calls to the line
your modem is on should now be answered after the configured number of rings.

If you care only about text-only clients, then nothing more needs to be done—they will
be able to dial up, authenticate at the login prompt and execute shell commands.

9. To set up PPP, click on the PPP Optionsicon back on the main page. Thiswill take you
to the form shown in Figure 18.2, where you can set options that will apply to all PPP
connections.

10. Unless you want clientsto log in using text mode and start the pppd command manually,
it is best to set the Automatically detect PPP connections on serial ports? option to
Yes. With this enabled, nget t y will detect that the client wants to start a PPP session
when the server iswaiting for alog-in prompt, and run pppd automatically.

11. In the PPP I P Address fields, enter the IP address that you want the server’'s end of the
connection to use (the Local 1P) and the address for the client’s end of the connection
(the Remote I P). Normally these addresses will not be on your local LAN, but on a dif-
ferent subnet. Other systems on the network should be configured to route traffic for the
client’s address to your system, so that they can communicate.

If no addresses are specified, then the PPP server will use whatever addresses are
supplied by the client. This might make sense when connecting two machines via null-
modem, but will not work with most dial-up clients.
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It is possible to assign the client an | P address that is within the range of the local LAN,
by turning on the Create proxy ARP entry? option. If thisis enabled, enter an unused
LAN IP addressinto the Remote | P field and your system’s current Ethernet IP into the
Local IP field.

12. Set the Control lines mode field to Local for a null-modem connection, or Modem if
there isareal modem connected to the seria port.

13. Unless you are setting up a null-modem connection, clients should be forced to authenti-
cate to prevent potentia attackers from connecting. To turn on authentication, set the
Require authentication? field to Yes. To turn it off totally for null-modem use, set the
field to No.

To set usernames and passwords for clients to authenticate against, see Section 18.3
“Managing PPP Accounts’.

14. To disconnect clients that have been idle for a long period, enter a number of seconds
into the Idle time befor e disconnect field.

15. Enter the | P addresses of any DNS servers on your network into the DNS server sfor cli-
ents field. Client operating systems like Windows will use them automatically, which
simplifiestheir configuration.

16. Finaly, click the Save button. Clients should now be able to dial in, establish a PPP ses-
sion and access your system and network.

If your system is going to have multiple simultaneous PPP clients connected, then you will need
to set different options for each serial port. In particular, each client must have a different remote
| P address, although the local address can be re-used.

To set up different PPP options for each serial port, the steps to follow are:

1. On the module’'s main page, click on the PPP Options icon. Change the PPP 1P
Addresses field back to From client, and change any other options that you want set on
aper-port basis back to their defaults as well.

2. Go back to the main page, click on Serial Port Configuration and then on the Edit link
under Port PPP Config for the seria port that you want to set options for. Thiswill take
you to the per-port options page, which is very similar to the global PPP options form
shown in Figure 18.2.

3. Enter remote and local |P addresses to which you want PPP clients connecting on this
port to be assigned, and change any other options that have not been set on the global
PPP options page.

4. When done, click the Save button. Clients connecting on the configured port will use the
new options from now on.

The easiest way to stop your system from acting as a PPP server is simply to remove the serial
port configuration entry for your modem. If you have multiple modems attached, the steps below
can be used to disable one without any effect on the others:

1. On the main page, click on Serial Port Configuration and then on the device name of
the port with the attached modem.
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Figure 18.2 The PPP configuration form.

2. On the port options page, click the Delete button in the lower-right corner. The appropri-
ate entry will be removed from the/ et ¢/ i ni tt ab file, and you will be returned to the
list of enabled ports.

3. Click the Apply Configuration button to make the change active. From now on, your
system will no longer answer incoming phone calls or communicate with another com-
puter attached by a null-modem cable.

18.3 Managing PPP Accounts

If you enable dialin access to your system, you should force al clients to authenticate them-
selves by turning on the Requir e authentication? option on the PPP Options page. Even if you
think that your sever doesn’t need to authenticate clients because only you know the phone num-
ber of the line your modem is on, it is still a good idea to enable it in case someone stumbles
across the number by accident—or in case a“war dialer” trying out hundreds of phone numbers
in search of insecure serversfindsit.

Once authentication is enabled, you can add a new account that is allowed to log in by fol-
lowing these steps:

1. Onthe main page of the module, click on the PPP Accountsicon. Thiswill take you to a
page listing all existing accounts, including those that have been created for dialing out
to other servers.

2. Follow the Create a new PPP account link, which will bring you to the account creation
form shown in Figure 18.3.
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3.

4.

5.
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Enter a login name into the Username field, and make sure its Any option is not
selected.

Make sure the Server field is set to Any. If you set it to something else, then the user-
name will be accepted only when the client’s hostname matches whatever you enter.
Select the Set to option in the Passwor d field, and enter a password for the account into
the text field next to it. It is also possible to have the PPP server read the password from
a separate file, by selecting the From file option and entering a file name into its text
field. Or you can remove the need for a password to be supplied at all, by selecting
None—however, thisisn't avery good idea from a security point of view.

. Assuming that all clients are being assigned |P addresses, set the Valid Addresses field

to Allow any. However, if no addresses are specified in the PPP Options page, you may
want to select Allow listed and enter acceptable addresses into the text box below it.

. Finally, click the Save button and the new PPP account will be created. It can be used

immediately by connecting clients.

To edit an existing PPP account, just click on its username from the accountslist. Thiswill being
you to the account editing form, which is almost identical to the creation form shown in
Figure 18.3. Change the username, password, or any other options, and click the Save button to
save your changes and make them immediately active. Or click the Delete button on the editing
form to remove the account instead.

Figure 18.3 Creating a new PPP account.
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By default, Webmin will add new usersto the/ et ¢/ ppp/ pap-secrets file. Thisisonly
read by the PPP server when doing PAP authentication, which is used by default. If you have
manually configured your system to authenticate clients using the more secure CHAP protocol
instead, you will need to configure Webmin to edit the chap- secr et s fileinstead. This can be
done by clicking on the M odule Config link in the top left corner of the main page, and chang-
ing the PAP secretsfilefieldto/ et c/ ppp/ chap- secret s.

18.4 Restricting Access by Caller ID

If your phone line has caller ID enabled and your modem supports it, nget t y can be config-
ured to block certain callers based on their phone numbers. By default, any caller will be
allowed to connect—but you can change this so that only a few numbers are allowed by fol-
lowing these steps:

1. On the main page of the module, click on the Caller ID Accessicon. Thiswill take you
to aform listing restricted numbers, which will probably be empty if you have not added
any yet.

2. Click on the Add a new caller 1D number link, which will take you to aform for enter-
ing the new number.

3. Set the Phone number option to Numbers starting with, and in the field next to it enter
apartial or complete phone number that you want to alow. If you enter something like
just 555, any caller whose phone number starts with 555 (such as 555-1234) will be
allowed.

4. Set the Action field to Allow.

5. Click the Create button, which will save the number and return you to the list of those
that are allowed and denied.

6. To add another allowed number, repeat Steps 2 through 5.

7. Finaly, click on Add a new caller ID number again and on the creation form set Phone
number to All numbers and the Action to Deny.

8. Click the Create button to have thisfinal deny entry added to the list. From now on, only
the phone numbers that you explicitly allowed will be able to connect.

Because the system checks each entry in the list in order and stops when it finds one that
matches, any entry that denies (or allows) all callers must appear at the bottom of the list—
otherwise, those after it will never be processed. If you want to allow a new phone number in
the future, you must add it, then use the arrows in the M ove column to move it above the final
entry that denies everyone.

Because some clients may not provide caller 1D information, the Unknown numbers
option for the Phone number field can be used to match their calls. Allowing all unknown call-
ersis not a good way to block known attackers though, as they may just disable the sending of
caler ID information on their phone line.

Caller ID restrictions should never be the only form of security on your dial-in server, as
caller numbers are supplied by the phone company and thus not totally under your control. PPP
authentication should be enabled aswell, so that all clientsareforced tolog in.
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18.5 Module Access Control

Like others, this module has several options that you can set in the Webmin Users module to
control which of its features are available. They are most useful for disabling parts of the module
that are no use on a particular system—for example, you may want only the PPP Accounts page
to be visible for a certain user.

To edit access control options in this module for a user or group, the stepsto follow are:

1. In the Webmin Users module, click on PPP Dialin Server next to the name of a user
who has been granted access to the module.

2. For the Available pages field, de-select those icons on the module’s main page that you
don’t want the user to be able to access. If PPP Optionsis de-selected, the user will not
be able to edit the options that apply to asingle serial port either.

3. If the user is granted access to only a single page, setting the Go direct to one page?
field to Yes will cause the browser to jump directly to that page when the module is
entered.

4. Click the Save button to make the access control settings active.

18.6 Summary

After reading this chapter, you will be able to set up any Linux system with an attached
modem as a dial-in server to which PPP clients can connect. You should understand the secu-
rity implications of doing this, and how access can be restricted to only trusted systems. You
should also know how a dial-up connection like this fits in with, and is accessible from, the
rest of your network.



CHAPTER 19

Firewall
Configur ation

If your system is connected to the Internet, it should be protected with a
firewall to prevent unauthorized access. This chapter covers the process
of setting up and configuring afirewall with Webmin and | Ptables.

19.1 Introduction to Firewalling with IPtables

A firewall is a system that protects itself and other hosts on a network from attackers on
untrusted networks, such as the Internet. It can block packets and connections based on a variety
of criteria, such as the source address, destination address, port, and protocol. Typically a fire-
wall is also arouter, forwarding packets between a secure local network and the untrusted Inter-
net—however, it is also possible for a system to protect just itself.

A firewall system can also be configured to hide multiple hosts behind a single | P address,
using a process known as NAT (Network Address Translation). Typically, the hidden hosts are
onaninternal LAN using aprivate | P network (such as 192.168.0.0) and thefirewall hasasingle
Internet |P address. NAT allows these internal hosts to communicate with others on the Internet,
even though they do not have real public IP addresses.

The Linux kernel has included severa different firewall implementations over the years,
such as IPfwadm and IPchains. The 2.4 series of kernels include the I1Ptables firewall, which is
more powerful and flexible than its predecessors. All Linux distributions that use the 2.4 ker-
nel have | Ptables support enabled, and include the commands needed to configureit. This chap-
ter and the Linux Firewall module cover only the setting up of afirewall using IPtables, not any
of the older implementations like IPchains or IPfwadm.

All 1P network traffic is broken up into packets, which are chunks of data with a source,
destination, and protocol information. Even a continuous flow of data such as the download of a
large file is broken into packets when sent, and re-assembled at its destination. Because the | Pta-
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blesfirewall operatesat the IP level, all of itsrules and chains evaluate and operate on individual
packets, not TCP connections or HT TP reguests.

An IPtables firewall is made up of three different kinds of objects—tables, chains, and rules.
Each of the three tables contains two or three standard chains, and possibly many user-defined cus-
tom chains. Each chain contains zero or more rules, which are applied to packets received by or
sent out from the firewall to determine their fate. The three tables and their standard chains are:

Packet filtering (filter) TheINPUT, OUTPUT, and FORWARD packets chainsin
this table apply to packets received by, sent out from, or forwarded by the firewall,
respectively. If the firewall system is acting as a router, only the FORWARD chain
applies to routed packets. Network traffic destined for the system itself is processed
by the INPUT chain, and traffic sent out by local process by the OUTPUT chain.

For a system that is an ordinary router and not doing any masquerading, or a system
that needs afirewall only to protect itself, thisis the only table that rules need to be
added to.

Network addresstrandation (nat) Thistableis used only for packetsthat start a
new connection. Therulesin its PREROUTING chain are applied to packets as soon
asthey are received by the system for routing, and the POSTROUTING for packets
about to leave after routing. The OUTPUT chain rules are applied to localy
generated packets for modification before routing.

Rules are typically added to this table to set up masguerading, transparent proxying,
or some other kind of address translation.

Packet alteration (mangle) This table is used only for specialized packet
alteration. It contains two chains—PREROUTING for modifying packets before
routing, and OUTPUT for modifying locally generated packets.

Thistableisrarely used in atypical firewall configuration.

When a network packet is processed by a chain, each rule in the chain is executed in order. Every
rule has a set of conditions that determine whether the rule matches or not, and an action that is
taken in the case of a match. This action may be to immediately accept the packet, immediately
drop it, perform some modification, or continue execution. If the end of a chain is reached, its
default action will be taken instead, which is usually to allow the packet through.

Figure 19.1 shows the tables and chains that a packet passes through, and the order in which
they are checked. Packets coming in from the network enter the diagram at the top, and are pro-
cessed by both the PREROUTING chains. At this point, a decision is made—packets destined
for thelocal system go to the left, while those being forwarded to some other destination take the
right hand branch. Those that go left are processed by the incoming packets chain before being
delivered to local processes, such as servers. Forwarded data is processed by the Forwarded
packets and After routing chains before being sent on to its destination.

The firewall can also affect packets sent out by processes on the local system. These are
checked against the three Output chains and the After routing chain before being transmitted via
the appropriate network interface to their destinations. This means that an 1Ptables firewall can be
used to limit the addresses that local processes can connect to, and the protocol s that they can use.
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Figure 19.1 An overview of IPtables.

19.2 The Linux Firewall Module

This module can be used to set up afirewall on aLinux system with IPtables enabled, or to edit
any part of an existing firewall. It stores the firewall configuration in a save file created and read
by the i pt abl es- save and i pt abl es-rest or e commands, not in a shell script containing
callstothei pt abl es command. Red Hat, Debian, and Gentoo Linux all use asavefilelikethis
as standard, which Webmin knows about and will work with.
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If you have manually created a firewall using a shell script and want to use this module to
edit it from now on, it will have to be converted to an | Ptables save file so that Webmin can edit
it. Fortunately, the module can do this for you automatically—all you have to do is stop your
custom script from being run at boot time, and tell the module to create its own firewall setup script
instead.

This also applies to firewalls created by tools such as YaST or fBuilder, which write out
shell scripts of i pt abl es commands. Unless the tool can also edit an | Ptables save file (such as
knetfilter), it should not be used alongside Webmin's Linux Firewall module, or they will proba-
bly overwrite each other’s settings.

When you enter the module from the Networking category, the main page will usually dis-
play alist of all chainsand rulesin the first table that contains any (usually Packet filtering), as
shown in Figure 19.2. However, if Webmin detects that the i pt abl es or i pt abl es- save
commands are not installed, an error message will be displayed instead—check your distribution
CD or website for a package containing them.
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Figure 19.2 The Linux Firewall module.

If thisisthefirst timeyou have used the module and no firewall has been set up on your sys-
tem yet, the main page will instead display aform to smplify theinitial firewall creation. Three
options will be displayed—select one and click the Setup Firewall button to set it up. If neces-
sary, Webmin will also display an Enable firewall at boot time? Checkbox, which if selected
will cause a boot-up script to be created so that the firewall is enabled at boot time as well.
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Thefirewall setup options are:

Allow all traffic If thisis selected, the firewall will be created “empty” and all
traffic allowed through.

Do network address trandglation on external interface The firewall will be set
up for NAT, so that hosts on an internal LAN can access the Internet via a host with
asingle public IP address. You must select the network interface that is connected to
the Internet from the list next to this option, such as pppO.

Block all incoming connections on external interface If this is chosen, the
firewall will be set up to block al traffic coming into your system on the selected
network interface, except for established connections, DNS replies, and harmless
ICMP packets. The interface you select should be the one connected to the Internet,
such as ppp0.

Block all except SSH and IDENT on external interface Similar to the previous
option, but SSH and IDENT protocol traffic will be allowed as well.

Block all except SSH, IDENT, ping, and high portson interface Similar to the
previous option, but ICMP pings and connections to ports above 1024 will be
allowed aswell.

If this is the first time the module has been used and Webmin detects that a firewall already
exists on your system, its ruleswill be displayed and you will be prompted to convert it to a save
file so that the module can be used to edit it. If you choose to do this by clicking the Save Fire-
wall Rules button, all existing tables, chains, and rules will be safely recorded. An Enable fire-
wall at boot time? checkbox will also be displayed if necessary, which if selected will cause
Webmin to create a boot script to activate the saved firewall rules at boot time.

If you choose to convert an existing manually created firewall configuration, be sure to dis-
able any existing script that setsit up at boot time. Otherwise both the old script and the one cre-
ated by Webmin will be run, possibly causing the rules set up in this module to be cancelled out
by the older manual configuration.

19.3 Allowing and Denying Network Traffic

To restrict the types of connections and packets that your firewall will accept or forward, you
need to create additional firewall rules. The best place for these rules is the Packet filtering
table, in either the Incoming packets or Forwarded packets chain. If your firewall is acting as
arouter and you want to protect systems on the secure network that it is attached to but not the
firewall itself, the Forwarded packets chain should be used. However, if you want to protect
both the firewall and other systems that it routes to, rules should be added to the Incoming
packets chain.

It isalso possible to restrict data being sent out by your system, which may come from local
processes or be forwarded from other hosts. To do this, you can add rulesto the Outgoing pack-
ets chain. This can be useful for limiting what addresses and ports local users can connect to, if
you desire.



178 Chapter 19 « Firewall Configuration

To create anew rule to block traffic, the steps to follow are:

1. On the main page of the module, select Packet filtering from the list next to the Show
| Ptable button, and then click it to switch to the filtering table.

2. To add a rule that applies to all incoming traffic, click the Add Rule button in the
Incoming packets section. If you want to restrict only forwarded traffic, click the button
under Forwar ded packetsinstead.

Either way, you will be taken to the rule creation form, shown in Figure 19.3.

3. Change the Action to take to Drop, so that packets matching this rule are silently dis-
carded by the firewall.

4. In the Rule comment field enter a short explanation for thisruleif you wish.

5. In the Condition details section, select the conditions that determine which packets will
be matched and thus dropped. Only packets matching all conditions that are not set to
<lgnore> will be dropped.

Some exampl es of the conditions to select to block certain kinds of traffic are:

Blocking all connections to a certain TCP port  Set the Network protocol field to
Equalsand select TCP. To block a port, a protocol must always be selected.

Set the Destination TCP or UDP port to Equals and enter a port humber into the
Port(s) field next to it. You can block several ports by entering a list of numbers
separated by commas into the Port(s) field, or block an entire range by selecting Port
range and entering the start and end portsinto the fields next to it.

Blocking all traffic from a particular address  Set the Sour ce address or network to
Equals and enter the IP address to block into the field next to it. You can also block an
entire network by entering a network/prefix pair like 130.194.164.0/24 into the field.

Set the Connection state to Does not equal and select Existing connection from the
menu next to it. This step will allow your system to connect to the blocked addresses, but
not vice-versa.

Blocking traffic to a particular address Set the Destination address or network to
Equals and enter the | P address or network to block into the field next to it.

Because thiswill effectively stop the blocked system from connecting to yours as well, it
may be a good idea to set the Connection state to Does not equal and select Existing
connection from the menu next to it.

In al cases, it is usualy a good idea to set the Incoming interface to the network
interface that is connected to the Internet (such as ppp0), so that the restriction does not
apply to connections from your local LAN.

6. When you are done selecting conditions, click the Create button. Aslong as there are no
errors in your input, you will be returned to the module’s main page on which the new
rule will be listed.

7. To make the new rule active, click the Apply Configuration button at the bottom of the

page.

The rulesin each chain are evaluated in order from top to bottom, and the action taken is deter-
mined by whichever one matches first. If none match, then the chain’s default action is taken,
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Figure 19.3 The rule creation form.

which is usually to accept the packet. You can make use of this evaluation order to create arule
that allows asingle | P address, followed by arule to deny an entire network. The final effect will
be that every host within the network is denied except one.

Because the ordering of rules is important, you may sometimes want to add a rule in the
middle of an existing chain. To do this, use one of the arrow buttons under a chain’s Add column
on the modul€'s main page to create a new rule either before or after an existing one.

The most common actions and their meanings are listed below. Not al are available in all
chains and tables.

Do nothing If a rule with this action is matched, nothing will be done and
processing will continue to the next rule.

Accept Matching packets will beimmediately accepted, and no further processing
will be donein the chain. However, rulesin other tables may still affect the packet.

Drop Matching packets will be silently discarded, as though they were never
received at all. No further processing will take place in this chain or any other.

Userspace Packets will be passed to a normal userspace process. This action is
rarely used.

Exit chain Jump immediately to the end of the chain, and execute its default
action instead. If thisis used in a user-defined chain, processing will return to the
rule that called it.
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Masguerade Matching packets will have their source address changed to appear
to come from the firewall system, and no further rulesin the chain will be processed.
When this action is selected, you can use the Source ports for masguerading field
to control which ports the firewall will use for masqueraded connections. See
Section 19.7 “ Setting Up Network Address Translation” for more details.

The Masguerade option is available only in the Network address trandation
table, in the Packets after routing chain.

Source NAT Similar to the Masquer ade option, but better suited to systems that
have a fixed Internet 1P address. If selected, you can use the IPs and ports for
SNAT field to control which addresses and ports are used for NAT, as explained in
Section 19.7 “ Setting Up Network Address Translation”.

This option is only available in the Network address trandation table, in the
Packets after routing chain.

Destination NAT  Matching packets will have their destination address and port
modified based on the IPs and ports for DNAT field. Thisisthe basis for transparent
proxying, so to learn more, see Section 19.8 “ Setting Up a Transparent Proxy”.

This action is available only in the Network address translation table, in the
Packets before routing and Output chains.

Redirect This action redirects all matching packets to a port or ports on the
firewall box, specified by the Target portsfor redirect field. It can also be used for
transparent proxying, although Destination NAT is more flexible.

The redirect action is available only in the Network address trandlation table, in
the Packets before routing and Output chains.

You can also choose the Run chain option for the Action to take, which will pass the packet on
to the user-defined chain or custom target entered into the field next to it. See Section 19.6 “Cre-
ating Your Own Chain” for more information on user-defined chains. Some of the targets avail-
able are LOG (for logging packets to sysl og), MIRROR (for reflecting packets back to their
sender), and MARK (for marking a packet for later conditions).

For each condition, the options <Ignored>, Equals, and Does not equal can be selected.
The first means that the condition is not used at all when checking if a packet matches the rule.
The second means that a packet must match the condition for it to match the entire rule, and the
third means that the packet must NOT match the condition for the rule to be executed. If for
example the Incoming interface condition was set to Does not equal and et h0 selected, the
rule would match only packets coming in on any interface except the primary Ethernet card.

Because almost all network protocols involve traffic flowing in two directions, attempting to
block just incoming traffic from some address using the Source address or network condition
will aso block connections to the address as well, because reply packets that are part of the con-
nection will be dropped. The same goes for blocking incoming data on a particular port using the
Destination TCP or UDP port condition—if in the unlikely case that the randomly chosen
source port of a connection from your system matches the blocked port, any replies to it will be
dropped. For these reasons, it is usually a good idea when creating deny rules to set the Connec-
tion state condition to Does not equal and select Existing connection from the menu next to it.
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This will cause IPtables to keep track of outgoing connections made by your server, and not
block them.

Asyou can see, there are many different conditions available which can be combined to cre-
ate quite complex rules. To learn more about what each of the available conditions do, see Sec-
tion 19.10 “Firewall Rule Conditions’. Because there are so many conditions, Webmin allows
you to create new rules that are almost identical to existing ones. To do this, click on an existing
rule to edit it and use the Clone rule button at the bottom of the page to go to the rule creation
form, with all conditions and actions set based on the original rule.

19.4 Changing a Chain’s Default Action

Packets that do not match any rule in a chain will be processed using the default action, which is
usually to accept the packet. On the module’s main page, the default action for each chain is
shown next to the Set default action to button. To change it, the stepsto follow are:

1. Select the new action from the menu next to the Set default action to button. Only the
Accept, Drop, Userspace, and Exit chain actions are available—see Section 19.3
“Allowing and Denying Network Traffic” for their meanings. Typically, only Allow and
Drop make sense as default actions.

2. Click the Set default action to button to save the new default.

3. If changing to Drop, add any additional firewall rules needed so that your system can
still access other servers and supply important services.

4. When done, click the Apply Configuration button to make the new default active.

Just changing the default action to Drop for incoming packets is an easy way to totally cut your
system off from the network, and possibly make it unusable. Before you do so, make sure you
allow at least the following kinds of traffic:

* All established connections Create an Allow rule with the Connection state set to
Equals and Existing connection chosen.

» Connectionsrelated to those that are established, such as FTP data connections
Create an Allow rule with the Connection state set to Equals and Related connection
chosen.

« All traffic on the loopback interface Create an Allow rule with Incoming interface
set to Equals and o chosen.

* Traffic from your system to itself on its primary network interfaces For each
interface create an Allow rule with both the Source address or network and
Destination address or network set to the interface 1P address.

» Safe ICMP types Create four Allow ruleswith the |CM P packet type set to Equals and
echo-reply, destination-unreachable, source-quench, and time-exceeded chosen.

Changing the default action for forwarded packets to Drop will not cause as many problems—it
will just be the equivalent of turning off forwarding atogether. Changing the default action for
outgoing packets to Drop isabad idea as it will cut off all network access, and probably makes
very little sense in most cases.
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19.5 Editing Firewall Rules

Webmin can be used to edit any of the existing firewall rules that have been created manually, in
another program or using this module. Even though the module does not support al of the avail-
able IPtables condition and action options, you can still use it to safely edit rules containing
unknown options. Only those known to Webmin can be changed, and others will be left
untouched.

To edit arule, the stepsto follow are:

1. On the main page of the module, select the table the rule is in from the list next to be
Showing | Ptable button before clicking it.

2. Click on the action of the rule you wish to changein the table for its chain. Thiswill take
you to an editing form, which isidentical to the creation form shown in Figure 19.3.

3. Change the action or any of the conditions, and click the Save button to return to the list
of chains and rules. Or to delete the rule altogether, click the Delete button.

4. To make the changes active, click on Apply Configuration.

Rules can be moved up and down within their chain using the arrows under the M ove column on the
main page. Because rules are evaluated in order by the firewall, changing their ordering can affect
which traffic is allowed or denied. Whenever you create anew rule, it will be added to the end of its
chain, so it may be necessary to move it up to the correct position to get the desired effect.

19.6 Creating Your Own Chain

It is possible to create your own custom chains of rulesin addition to the standard ones. The dif-
ference is, they will only be executed if arule in one of the standard chains has its action set
explicitly to jump to a custom chain. When execution of a custom chain finishes (or arule with
the Exit chain action is matched), evaluation will return to the calling chain. This means that
custom chains can be used to define rules that are shared by several standard chains, instead of
repeating the same rulesin multiple places. In away, acustom chainislike asubroutinein apro-
gramming language.
To create your own chain, the steps to follow are:

1. On the main page of the module, select the table you want the chain to be in from the
menu next to Showing | Ptable, and click the button. Custom chains can only be called
from other chainsin the same table.

2. Enter the name of your new chain into the text box next to the Add a new chain named
button, and then click the button to create it. Chain names must be unique, and are gener-
ally composed of only lower-case |etters and numbers.

3. Once the new chain has been created, it will appear at the bottom of the page. You can
useits Add rule button to append rulesto it, just as with one of the normal chains.

Custom chains do not have a default policy, so they have no Set default action to button on the
main page. If execution of the chain reaches the end, control will always return to the caller. Cus-
tom chains can be deleted though, using the Delete chain button underneath their tables of rules.
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A custom chain can contain rules that jump to other custom chains. However, a chain cannot
jump to itself, nor can you create loops by jumping to another chain that jumps back to the first.
Even if thiswere possible, it would be avery bad ideal

19.7 Setting Up Network Address Translation

If you have several systemsin your home or office connected by aLAN and only one Internet |P
address, network address translation can be used to give al those systems almost compl ete I nter-
net access. NAT hides the addresses of all systems on the internal LAN behind a single Internet
address, converting addresses and ports back and forth as needed. This alows al internal sys-
tems to make connections to any host on the Internet, such as web servers, DNS servers, POP3
servers, and so on. The only limitation is that internal systems cannot receive connections from
other Internet hosts, which can cause some protocols (such as Internet telephony and network
games) to fail.

Because of thislimitation, internal systems are protected from most attacks from other hosts
on the Internet, just as if you were to block all forwarded packets coming in on the externa
interface. NAT also makes | P address assignment easier, as there is no need to worry about run-
ning out of real Internet addresses to assign to internal hosts that do not really need them. For
these reasons, it may make sense to set up NAT in your organization even it is not totally neces-
sary from a networking point of view.

NAT works by modifying the source address and port of packets sent by internal hosts and
routed through the firewall. The source address is always changed to the external 1P address of
the firewall system, and the source port to arandomly chosen unused port. When areply packet
comes back, its destination port is used to determine the original internal client |P address and
port to which the packet should be forwarded.

To set up NAT, al you really need is a system with two network interfaces—one for the
internal LAN, and one that is connected to the Internet via dialup, ISDN, ADSL, or cable
modem. Once you have this, the stepsto follow are:

1. Ontheinternal LAN, every system’s Ethernet interface should be assigned an address on
aprivate IP network such as 192.168.0.0, including the gateway system.

2. Set the default router on al interna systemsto the LAN IP address of the gateway system.

3. Make sure that the gateway has IP forwarding enabled in the Network Configuration
module under Routing and Gateways. See Chapter 16 for more information on how to
do this.

4. On the main page of the Linux Firewall module on the gateway system, select Network
address trandation from the list next to the Showing | Ptable button. Then click the
button to display chainsin the NAT table.

5. Click the Add rule button in the Packets after routing section, which will take you to
the rule creation form.

6. Set the Action to taketo Masquerade.

7. To control which ports the firewall will use for masqueraded connections, set the Source
ports for masquerading option to Port range and enter starting and ending port num-
bers into the fields next to it. Usualy just selecting Any to let the firewall use any avail-
able port will work fine.
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8. Change the Outgoing interface condition to Equals and select the external network
interface from the list next to it, such as ppp0.
9. Click the Save button at the bottom of the page to return to the list of chains and rules.
10. Click on Apply Configuration to make the new rule (and NAT) active.

It is possible to combine NAT with other firewall rulesin the Packet filtering table to block con-
nections to the firewall host itself. You can also prepend deny rules to the Packets after routing
chain to stop certain internal hosts from accessing the Internet, or limit the ports to which they
can connect.

The instructions above will work on any network that has a gateway system with a single
Internet | P address. However, if your gateway’s address is static it is better to select Source NAT
in Step 6 instead of M asquer ade. When using masquerading, any connections being forwarded
by the firewall will be lost if the external network interface goes down, even if it comes back up
again with the same | P address. If the external interface has a dynamically assigned address, this
doesn’t matter as the connections would be lost anyway. But when using a static IP address, it is
possible for a connection to be maintained even through a short network outage.

To use it, in Step 6 set the Action to take to Source NAT. Then set the | Ps and ports for
SNAT to I P range and enter your system’s static external |P address into the field next to it. All
other stepsin the NAT setup process are the same.

19.8 Setting Up a Transparent Proxy

Many networks use proxy servers like Squid to cache commonly accessed websites and thus cut
down on the amount of bandwidth used by web browsing clients. Normally, each client must be
configured to use the proxy server instead of making direct connections to websites. On alarge
network with many client systems or at an 1SP where they are owned by many different people,
this individual configuration can be difficult. It is made worse by each browser having its own
proxy server settings, so if a user installs a new browser it will probably default to not using a
proxy at all.

Fortunately, there is a solution—transparent proxying. If al client systems access the Inter-
net through a gateway running an IPtables firewall, it can be configured to redirect connections
to port 80 (used by most websites) to a proxy server on some other system. This means that cli-
ents do not need to be configured to access a proxy, as any HTTP requests that they make will be
transparently sent to the proxy server without their knowledge.

To set up transparent proxying, the stepsto follow are:

1. On the main page of the Linux Firewall module on the gateway system, select Network
addresstrandation from the list next to the Showing | Ptable button, then click the button.

2. Inthe Packets before routing section, click on Add rule to go to the rule creation form.
The rule being added will redirect all traffic on port 80 forwarded by the firewall system
to aproxy server.

3. Set the Action to take to Destination NAT.

4. IntheIPsand ports for DNAT field, select | P range and enter the address of the proxy
server system into the field next to it. If the proxy is running on the same system, enter its
Ethernet I P address (not 127.0.0.1).

In the field next to Port range, enter the port the proxy server is running on, such as 8080.
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19.
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. Set the Incoming interface to Equals and select the internal LAN interface, such as ethO.
. Set the Network protocol to Equals and select TCP.
. If the proxy is on another system that is also on the internal LAN, make sure that its con-

nections on port 80 will not be proxied by the firewall as well! To do this, set the Source
address or network condition to Does not equal and enter the |P address of the proxy
server into the field next to it.

If the proxy ison adifferent LAN or isthe firewall system, thisis not necessary.

. Set the Destination TCP or UDP port to Equals and enter 80 into the Port(s) field.
. Click the Create button to save the rule and return to the module’s main page.
10.

Click on Add rule under Packets after routing to bring up the rule creation form again.
This rule will forward packets back in the other direction from the proxy to the client. If
your firewall system is also running the proxy server, this rule is not necessary and you
can skip to Step 16.

For the Action to take, select Source NAT.

In the IPs and ports for SNAT field, select P range and enter the LAN IP address of
the firewall server into the field next to it.

Set the Destination address or network to Equals and enter the | P address of the proxy
server into the field next to it.

Set the Network protocol to Equals and select TCP.

Click the Create button to add the new rule.

Back on the main page, click the Apply Configuration button. All packets on port 80
forwarded by your firewall will now be sent to the proxy server instead.

Assuming you are running the Squid proxy server (version 2.4 or above) on the proxy sys-
tem, you can use Webmin to configure it. Otherwise, you will need to set it up manually to
accept transparent proxy connections, and thereis no point reading beyond this step.

On the proxy system, enter the Squid Proxy Server module and click on Miscellaneous
Options.

Set the HTTP Accel Host field to Virtual, and the HTTP Accel Port to 80.

Set boththe HTTP Accel With Proxy and HTTP Accel Uses Host Header fieldsto Yes.
Finally, click Save to return to the main page of the Squid module, and click the Apply
Changes link near the top of the page to activate the new configuration.

From now on, any HT TP requests on port 80 forwarded by your firewall will be sent to the proxy
server for processing. Transparent proxying can be safely used at the same time as conventional
NAT by creating a masquer ade rule in the Packets after routing chain, as explained in Section
19.7 “ Setting Up Network Address Tranglation”.

19.9

Setting Up Port Forwarding

On anetwork that uses NAT to hide internal systems from the Internet, outside hosts cannot con-
nect directly to those on the internal network. Thisis great for security, but can be annoying if
thereis someinternal service that you do want to make available to the outside world. For exam-
ple, your mail server system may not be the firewall host, which would normally make it inac-
cessible from the Internet. Fortunately, there is a solution to this problem—port forwarding.
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Thislets you redirect al connections to some port on the firewall system to a different host
and port on your internal network. For amail server, al datareceived on port 25 might be sent to
the same port on the host that is actually being used for user email. Of course, thiswould make it
impossible for your firewall system to receive email itself.

To set up port forwarding, follow these steps:

1. On the main page of the Linux Firewall module on the gateway system, select Network
addresstrandation from the list next to the Showing | Ptable button, then click the button.

2. In the Packets before routing section, click on Add ruleto go to the rule creation form.
The rule being added will redirect all external traffic received by the firewall to some
internal address.

3. Set the Action to take to Destination NAT.

4. IntheIPsand portsfor DNAT field, select | P range and enter the address of the inter-
nal host into the adjacent text box, such as 192.168.1.10. In the Port range box, enter the
port number on the internal host to which data should be sent, such as 25 for SMTP, 110
for POP3 or 80 for HTTP.

5. Set the Network protocol to Equals and select TCP.

6. In the Destination TCP or UDP port field, select Equals from the menu and enter the
external port number for which forwarding should be done into the adjacent text field.
Typically thiswill be the same as the port entered in Step 4.

7. Hit the Save button to create the rule and return to the main page, and then click the
Apply Configuration button.

The only problem with this method is that connections from inside your network to the firewall
system will not be forwarded to the other host.

19.10 Firewall Rule Conditions

When creating afirewall rule, you can select many different conditions to control which packets
the rule matches. A rule's action will only be executed if all the conditions are matched. Each
condition can be in one of three states, chosen by the menu next to it on the rule creation form:

<lgnore> The condition will be totally ignored when deciding whether the rule
matches or not.

Equals Therulewill only match if the packet matches the address, port, interface,
or whatever was selected for this condition.

Doesnot equal  The rule will only match if the packet does NOT match whatever
was selected for this condition.

The available conditions and what each one matches are listed in Table 19.1. Note that some are
not availablein all tables and chains.

Remember that each condition is applied on a per-packet basis, and that a single TCP con-
nection may involve multiple packets flowing in both directions.
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Table 19.1 Firewall Conditions

Condition Matches
Source address or The IP address, host, or network that the packet was sent from. When
networ k entering a network, you can use the network/prefix notation

(like 192.168.0.0/16) or the network/netmask notation
(like 192.168.0.0/255.255.0.0).

Destination address or
network

The |P address, host, or network that the packet is going to. Aswith the
source address, you can use both the network/prefix and network/netmask
notations.

Incoming interface

The network interface on which the packet entered the firewall server. See
the discussion of interface types and names in Chapter 16 for more
details.

Outgoing interface

The network interface on which the packet is being sent out by the fire-
wall server.

Fragmentation

When an I P packet istoo large for the physical network it is being sent
over, it will be broken into multiple fragments. If Isfragmented is cho-
sen, the rule will apply only to fragments after thefirst one. If Isnot frag-
mented is chosen, the rule applies only to the first fragment, or packets
that were not fragmented at all.

Because fragments after the first do not contain any protocol or port infor-
mation, rules that have protocol, port, TCP, state, or type of service condi-
tionswill never match a fragment.

Network protocol

The network protocol of the data carried by the packet. TCP is used by
HTTPR, FTP, telnet, SSH, SMTP, POP3, and many other higher level proto-
cols. UDPisused by the DNS, NFS, and NIS protocols. ICMP is used by
commands like pi ng andt racer out e.

Source TCP or UDP
port

The port that a TCP connection or UDP packet came from. For packets sent
by aclient to a server, the source port is usually randomly assigned and thus
uselessfor firewalling. But for packets sent back from the server to the cli-
ent, the source port is the same as the port that the client connected to.

If the Port(s) option is selected, you can enter one or more ports into the
field next to it, separated by commas. If Port rangeis selected, you must
enter a starting and ending number to cover all ports between them.

This condition can be used only if your Network protocol is set to TCP
or UDP.

Destination TCP or
UDP port

The port that a TCP connection or UDP packet is going to. Instead of
entering a port number, you can enter aname fromthe/ et c/ servi ces
filethat is associated with a port, such astelnet or http.

Aswith the Source TCP or UDP port condition, alist or range of ports can
be entered, and the Networ k protocol must be set to either TCP or UDP.
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Table 19.1 Firewall Conditions (Continued)

Condition

Matches

Source and destination
port(s)

For acondition of thistype to match, both the source and destination ports
must be in the comma-separated list of port names or numbers entered into
thefield next toit. This condition has never seemed particularly useful to me.

TCP option number
isset

Matchesiif the entered TCP option number is set.

TCP flags set

Theflags set on aTCP packet. The selectionsin the second row determine
which flags the firewall will look at, while those in the first row indicate
whether a particular flag must be set or not.

This condition can be used to detect TCP packets that are part of an exist-
ing connection. However, the Connection state condition isafar superior
and simpler way of doing the same thing.

For this condition to be used, the Network protocol must be set to TCP.

ICMP packet type

For ICMP packets, this condition matchesif the packet type matches what-
ever is chosen from the menu next to it. Some types such as echo-request
and echo-reply are sent by the ping command, while others are used for
low-level network flow control. Because |CMP packets are usually harm-
less and sometimes important, it is not necessary to block them.

Aswould be expected, the Network protocol must be set to ICMP for
this condition to be used.

Ethernet address

The MAC address (usually Ethernet) of the packet sender. If the packet
was forwarded by another router after being sent by the origina host, its
MAC address will be that of the router.

Ethernet addresses must be formatted like 00: D0:B7:1D:FB: AA, asdis-
played by thei f confi g command.

Packet flow rate

Matches packets up to the rate entered (if Below is chosen), or above the
rate entered (if Above is chosen). This condition cannot be used for limit-
ing the amount of traffic a host can send—rather, it is useful for logging
with the LOG target only afraction of the packets that match some rule.

Packet burst rate

The maximum initial number of packets to match. This number gets
recharged by one every time the Packet flow rateis not reached, up to the
number entered.
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Table 19.1 Firewall Conditions (Continued)

Condition

Matches

Connection state

Matches packets depending on their connection status and the options chosen
from the menu. You can select more than one to match packets with any of
the chosen statuses. The available options and the packets they match are:
New connection Matches packets that are part of a new TCP connection.
Existing connection Packetsthat are part of a connection that has
already been established.

Related connection  Packetsin a connection that is related to one
aready established, such as an FTP data connection.

Not part of any connection Packets that do not fit in with any new or
existing connection at all.

Type of service

Matches packets whose I P type-of-service field is the same as the type
selected from the menu next to this condition.

Sending unix user

Packets sent by alocal process owned by the chosen UNIX user. This condi-
tion (and the three below) make sense only in the Outgoing packets chain.

Sending unix group

Packets sent by alocal process owned by the chosen UNIX group.

Sending process | D

Packets sent by alocal process with the specified PID.

Sending process group

Packets sent by alocal process with the specified process group ID.

Additional parameters

Thisfield can be used to enter additional parametersto arule that cannot
be set through the modul€e's user interface, such as—log-level warn. It
should only be used if you are familiar with thei pt abl es command.

19.11 Configuring the Linux Firewall Module

This module has several configurable settings, reachable by clicking on the M odule Config link
on the main page. It is shown in Table 19.2.

19.12 Summary

Any system that is directly connected to the Internet is potentially vulnerable to attacks by hack-
ers and other malicious people. After reading this chapter, you should know how to limit the
kinds of traffic that your system will accept, making it much harder for attackersto break in. You
should also know how to set it up as a masguerading gateway that protects hosts on an internal
LAN which still alows them access to the Internet. Finally, you should know how to set up a
transparent proxy and configure port forwarding, if required, on your network.
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Table 19.2 Module Configuration Options

Directly edit firewall rules
instead of savefile?

Normally, thisfield is set to No, which tells the module to edit
firewall rulesin asave file that can be applied by hitting the
Apply Configuration button. Selecting Yes switches the module
to adifferent mode, in which all changes are made directly to the
active firewall rules. The user interface in this modeis similar, but
the apply, revert, and boot-time buttons on the main page are no
longer displayed, as they do not make any sense.

Directly updating the firewall rules makes sense if some other
program on your system is editing them as well, such as PortSen-
try. However, al ruleswill belost when your system is re-booted,
unless you have manually created a script to save them at shut-
down timewith thei pt abl es- save command, and restore them
at boot time withi pt abl es-restore.

| Ptables save file to edit

Thisfield can be used to specify an aternatefile for the module to
read and update | Ptables rules in. You should only change it if
your system is using some custom save file, perhaps created by
another firewall tool.

Display comment?

Thisfield determinesif the comment for each ruleis shown on the
module's main page along with the condition and action.

Display condition?

Thisfield determinesif each rule's condition is shown on the
modul€’'s main page.




CHAPTER 20

Setting the Date and
Time

his chapter explains how to set the system and hardware clocks on
your server.

20.1 The System Time Module

All UNIX systems have an internal clock to keep track of the current time, even when the system
is powered off. Linux systems effectively have two clocks—one that is maintained by the kernel
when the system is running, and a separate hardware clock that runs all the time. The kernel’'s
system time is set based on the hardware time when the kernel is loaded, so they should be syn-
chronized. However, if one of the clocks is slower than the other it is possible for the hardware
and system timesto fall out of sync on a system that has been running for along time.

All UNIX systems store the time internally as the number of seconds since January 1,
1970 GMT. For display, this is converted to a human-readable local time based on the sys-
tem'’s configured time zone. All Linux distributions allow you to choose your time zone at
install time, and include a tool for changing it later. However, there is no support in Webmin
for choosing atime zone.

The system and hardware times can be displayed and set using the dat e and hwel ock com-
mands respectively. Only ther oot user can change the system time, and only r oot can use the
hwel ock command to display the hardware time.

You can adjust both the system and hardware times using the System Time module, which
can be found under the Hardware category. The module realy has only one page, which is
shown in Figure 20.1. Both times on the page are updated every five seconds, so that they remain
correct even if the page has been displayed in your browser for along period.

191
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Figure 20.1 The System Time module.

20.2 Changing the System Time

The system time can be brought forwards or sent backwards at any time using this Webmin
module. Generally, thisis quite safe—however, large changes may confuse some programs that
do not expect to see the current time go backwards or jump forwards by a huge amount.

To change the system time, the steps to follow are;

1. On the main page of the module, select a new Day, Month, Year, Hour, Minute, and
Second in the System Time section.

2. Click the Apply button below the fields. The new date and time will be set, and the page
will be redisplayed.

It is also possible to force the system time to be set to the current hardware time, by clicking the
Set system time to hardwar e time button. Either way, any change will immediately be visible
to all programs running on your system, such as desktop clocks, sysl og and mail clients.

20.3 Change the Hardware Time

Because the hardware time is read by the kernel only when the system boots, it can be changed
without having any effect on programs that are currently running. To change it, follow these steps:

1. On the main page of the module, select a new Day, Month, Year, Hour, Minute, and
Second in the Har dware Time section.
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2. Click the Apply button below the fields. The new date and time will be set, and the page
will be redisplayed.

You can aso synchronize the hardware time with the system time by clicking the Set hardware
time to system time button. It is a good idea to do this every now and then on a system that
hasn’t been rebooted for along time, so that the times do not drift too far out of sync.

20.4 Synchronizing Times with Another Server

The System Time module can also be used to set the system or hardware time based on the sys-
tem time of another server. The other server must be either running an NTP (Network Time Pro-
tocol) server, or havethet i me protocol enabled ini net d (asexplained in Chapter 15). For your
system to use NTP for synchronization you must have the nt pdate NTP client program
installed.

To synchronize the time, the stepsto follow are:

1. Enter the hostname or IP address of the other server into the Host/Address field in the
Time Server section. It is always better to choose a server that is close by, so that the
effect of network latency is minimized.

2. Click either the Sync system time or Sync system time/Sync har dwar e time button, to
set just the system time or both the system and hardware times, respectively. If the server
cannot be contacted or does not support the NTP or time protocols, an error message will
be displayed. Otherwise the time or times will be set and the page redisplayed.

20.5 Module Access Control

Aswith many other modules, it is possible to restrict what a Webmin user or group can do in the
System Time module. However, the available restrictions are very basic due to modul€’s limited
functionality, and do not really make it any more secure for use by untrusted users.

Once aWebmin user has been granted access to the module as described in Chapter 52, you
can limit what he can do by following these steps:

1. In the Webmin Users module, click on System Time next to the name of the user or
group that you want to restrict.

2. Change the Can edit module configuration? field to No, so that the user cannot change

operating-specific settings.

. To stop the user changing the system time, set the User can edit system timefield to No.

4. To prevent the user from changing the hardware time, set the User can edit hardware
timefield to No.

5. When done, click the Save button at the bottom of the page to make the new restrictions
active.

w

20.6 Other Operating Systems

Linux isthe only operating system supported by the System Time modul e that has separate hard-
ware and system times. Solaris, Irix, HP/UX, and OpenServer have only a single system time,
which can be set in exactly the same ways as on Linux. FreeBSD, NetBSD, and MacOS X like-
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wise support only system time, which can aso be set in the same ways, but only to the nearest
minute. Other operating systems cannot use this module at all.

20.7 Summary

You should now know how to manually adjust the two clocks on your Linux or UNIX system.
You should also now have a firm grasp of the process for synchronizing your system’s clock
with another server.
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Boot L oader
Configur ation

his chapter covers the Linux boot process and the LILO and GRUB
boot loaders. It explains how to run different operating systems or load
different kernels at boot time.

21.1 Introduction to Boot Loaders

When a Linux system running on PC hardware is started, the first code to be run is the BIOS
(Basic Input Output System) which is loaded from ROM. After it has finished testing the sys-
term’s memory and discovering what hardware isinstalled, it attempts to pass control to an oper-
ating system boot loader to continue the boot process. The boot loader is a tiny program that
may prompt the user to choose which OS to run, and then loads the rest of the operating system
kernel from ahard drive, floppy disk, or some other source.

On anormal system, the boot loader is loaded by the BIOS from the first block on the pri-
mary hard drive, called the master boot record or MBR. The BIOS, however, may (depending on
its configuration) check the floppy drive or CD-ROM for aboot loader first, so the system can be
booted off aremovable disk. Thisisusually only done when installing a new operating system—
for normal everyday use, amost every system boots from hard disk.

There are several boot loaders available for Linux, but the two most common (and the two
which will be covered in this chapter) are LILO and GRUB. Both work only on x86-compatible
PC hardware, so if you are running Linux on an Apple, SPARC, or Alpha system, this chapter
will not be much use to you. Each non-PC hardware platform hasits own specialized Linux boot
loader designed to deal with the particular quirks and requirements of the platform.

Other operating systems (such as Windows, FreeBSD, and Solaris) have their own boot
loaders, which do basically the same thing as LILO or GRUB, but are designed to load the ker-
nel of adifferent OS instead. WWebmin does not support the configuration of any non-Linux boot
loader, so if you are running a different version of UNIX, this chapter can be skipped.
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On a Linux system, the boot loader’'s primary responsibility is the loading of the kernel.
Once the kernel has been loaded into memory and control has been transferred to it, the boot
loader’s job is done. The kernel then mounts the root filesystem, initializes drivers, and finally
runsthei ni t program to continue the boot process as explained in Chapter 9.

The boot loader can also start the process of loading a totally different OS on systems that
have more than one installed. It does this by loading the other operating system’s boot |oader
from thefirst block of a partition or other hard disk, and then transferring control to it. The other
OS then loads exactly as it would if its boot loader were run directly by the BIOS. Being able to
decide which operating system to load at boot time makes it practical to have two or more
installed on the same system, such as Windows and Linux.

Both LILO and GRUB can be configured to display a menu of boot options when they are
loaded, allowing the user to select which particular kernel to load or another operating system to
load. Being able to choose from several different kernels can be particularly useful when you
have installed a new one and want to have the option of booting into both the new and the old. It
is even possible to have several boot options that all 1oad the same kernel version but with differ-
ent command-line options.

All Linux distributions will give you the option of automatically setting up a boot loader at
installation time. You can usually choose to boot other installed operating systems as well—for
example, if you are adding Linux to a system with Windows already installed on a different par-
tition. If this default configuration is working for you, be very careful when changing the LILO
or GRUB configuration manually or through Webmin. A single mistake may render your system
unbootable, and necessitate the use of arescue disk to recover.

LILO’s configuration is stored in the file / et ¢/ 1i | 0. conf . The boot loader itself, how-
ever, does not actually read this file—instead, it reads from a separate map file that is built from
I'i 1 0. conf wheneverthel i | o command isrun. Thismap file contains the actual on-disk block
locations of the kernel files, which allows LILO to load a kernel without having to understand
the format of the filesystem on which it ismounted. Any timel i | o. conf ischanged or akernel
is recompiled or installed, thel i | o command must be rerun to update the map file so the boot
loader knows where to ook on disk.

One major limitation of LILO isthat on systems with older BIOSs, it can only boot kernels
that lie within the first 8 GB of a hard disk. With drives over 100 GB in size becoming common,
this can be a serious problem unless the disk is partitioned properly. Typically, the / boot direc-
tory in which kernels are stored is mounted from a separate partition that islocated at the start of
the disk, and the root directory is mounted from a partition that takes up the rest.

GRUB usualy uses the configuration file / boot / gr ub/ nenu. | st, but unlike LILO it
does understand the format of ext 2, ext 3, and vf at filesystems and can read the menu. | st
and kernel fileswithout the need for a block map. For this reason, and because GRUB can load a
kernel stored anywhere on the hard disk, it is usually considered to be a superior boot loader and
is slowly overtaking LILO on modern Linux distributions.

21.2 The Linux Bootup Configuration Module

This module allows you to configure LILO—the most common Linux boot loader. It can be
found under the Hardware category, and when you enter it, the main page displays a table of
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icons as shown in Figure 21.1. Each icon represents a boot-time menu option, which can be
either aLinux kernel or another operating system.

If Webmin detects that you do not have LILO installed, the main page will display an error
message to that effect. If this is the case, your distribution probably set up GRUB as its boot
loader—see Section 21.6 “The GRUB Boot Loader Module” instead.
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Figure 21.1 The Linux Bootup Configuration module.

Some Linux systems have both GRUB and LILO installed, even though only one can actu-
ally be used as a boot loader at any one time. If your system uses GRUB, you should probably
not use this module even though it will work correctly. Any time the Apply Configuration but-
ton on the main page isclicked, LILO will be installed on the disk or partition configured on the
global options, possibly overwriting GRUB.

21.3 Booting a New Kernel with LILO

If you have just compiled a new kernel and want to be able to use it, you will need to add a new
LILO boot kernel entry. To do this, follow these steps:

1. After compiling the kernel, copy its compressed kernel image file (usually found under
the source directory at ar ch/i 386/ bzl mage) to the / boot directory. Normally it
should be renamed to v i nuz- xx.yy.zz, where xx.yy.zz is the kernel version number.

2. On the main page of the Linux Bootup Configuration module, click on the Create a
new boot kernel link to go to the kernel creation form.
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Enter a unique name for your new kernel into the Name field, such as linux-xx.yy.zz.
Whatever you enter will appear in the LILO menu at boot time.

Inthe Kernel to boot field, enter the full path to the kernel file that you copied to the
/ boot directory.

To pass extraoptionsto the kernel, set the Kernel optionsfield to Add options and enter
them into the text field to its right. Most of the time, no additional options are needed
though.

Set the Boot device field to Device, and choose the partition that contains your system’s
root filesystem from the menu next toit.

If ther oot directory on your system is mounted from a device that is not compiled into
the kernel (such asa SCSI disk or hardware RAID controller), you will need to create an
initial RAM disk containing the kernel modules needed to accessthe root filesystem. The
simplest way of checking to seeif thisis necessary isto look at other existing boot kernel
configurations. To create an initial RAM disk file under the / boot directory for kernel
version xx.yy.zz, you will need to run acommand like

nkinitrd /boot/initrd-xxyy.zxxyy.z
and then set the I nitial ramdisk file option to the path of the newly created file.

. Click the Create button to create the new LILO book kernel and return to the module’s

main page. Anicon for the kernel should now be visible.

. Click Apply Configuration at the bottom of the page to have LILO reinstalled on your

hard disk with the new kernel in its map file. A page showing the output of theli | o
command and any errors encountered will be displayed so you can see if the installation
was successful or not.

To use the new kernel, you will need to reboot. Depending on the LILO configuration, it
will either display a menu of options at boot time, or prompt you to enter an option name.
Either way, select your new kernd to have it loaded and started. Be sure to watch the
debugging output and error messages that the kerndl displays while booting so that if any-
thing goes wrong you can diagnose the problem. If there is a problem, you may need to
reboot and select the old kernel option, then use Webmin to fix the LILO configuration.

An existing boot kernel can be edited by clicking its icon on the main page, which will take you
to an editing form. Any of the fields can be edited and the changes saved by clicking the Save
button, or the kernel can be removed by clicking Delete. Always be careful when editing any
kernel configurations that you did not create yourself, as a mistake may make the system
unbootable.

21.4 Booting Another Operating System with LILO

If your system has multiple operating systems installed on different partitions or hard disks, you
can use LILO to select which one to load at boot time. To add a new operating system that you
can select at boot time, follow these steps:

1.

On the main page of the Linux Boot Loader module, click on the Create a new boot
partition link to bring up the partition creation form.
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7.

. Enter a unique name for your new boot option into the Name field, such as windows98.

Whatever you enter will appear in the LILO menu at boot time.

. Select the partition on which the operating system you want to boot from the Partition to

boot menu. The selected partition must have an appropriate boot loader or boot sector
installed. Windows, for example, does by default, but other operating systems like FreeBSD
may need a boot loader to be installed separately.

. Set the Pass partition table to OSfield to Yes, and select the drive on which the operat-

ing system’s partition is located.

. Click the Create button, and if you have not made any errors on the form you will be

returned to the modul€’s main page.

. Click Apply Configuration at the bottom of the page to have LILO reinstalled on your

hard disk with the new boot option in its map file. A page showing the output of the
I'i I o command and any errors encountered will be displayed so you can seeif theinstal-
lation was successful or not.

You should now be able to reboot and select the new OS from the LILO menu.

Once you have created a new operating system boot option, you can edit or delete it at any time
by clicking on itsicon on the module’s main page. If you make any changes, remember to click
Apply Configuration so they can be used at boot time.

21.5

Editing Global LILO Options

LILO has several configurable options that apply to all bootable kernels and operating systems.
The stepsto edit them are:

1.

2.

Click on Global Options on the module’'s main page to go to the global options configu-
ration form.

To change the drive or partition on which LILO isinstalled, select it from the Write boot
loader to menu. Generally you will not need to change thisif LILO isalready being cor-
rectly run at boot time.

. Normally LILO will give the user a chance to select akernel or operating system to load

at boot time. To disable this, set the Display LILO prompt? option to No. To give the
user the opportunity to select an OS, set it to Yes.

. To change the kernel or OS that is loaded automatically at boot time if no other selection

is made, adjust the Default kernel/partition field.

. To adjust the amount of time that LILO will wait for user input before loading the default

kernel, enter anew timeinto the Timeto wait at LI1L O prompt field.

. To prevent untrusted users from booting the system, enter a password into the Default

boot password field. Unless a boot option has the Password needed for field set to
Booting kernels with extra options, it will not be loadable unless the password is
entered.

. On systems with modern BIOSs, LILO can be configured to load a kernel located any-

where on the hard disk. To enable this, set the Allow booting from beyond 1024 cylin-
ders? field to Yes.

. Click the Save button to save your changes to the global options and return to the mod-

ule’'s main page.
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9. Click on Apply Configuration so LILO will use the new options at the next boot time. If
the disk or partition on which LILO is to be installed was changed, it will be written to
the new location now.

21.6 The GRUB Boot Loader Module

As the name suggests, this module allows you to set up GRUB. Like the LILO module, you
enter it from the Hardware category and the main page shows alist of icons—one for each boot-
time option. Figure 21.2 shows an example.
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Figure 21.2 The GRUB Boot Loader module.

The modul€e'sicon will only appear if Webmin detects that GRUB isinstalled on your system. If
it isnot visible or if an error is displayed when you enter the module, GRUB is not installed. If
so, LILO is probably being used instead and you should use the Linux Boot L oader module.

One peculiarity of GRUB is that internaly it refers to al hard disks by their BIOS disk
number. The first drive identified by the BIOS is hd0, and hd0, 0 is the first partition on that
drive. On a system with only IDE hard drives, this numbering is quite simple—BIOS disk 0 is
the primary master, or / dev/ hda on Linux. Disk 2 (called hd1 by GRUB) isthe primary slave,
and so on. On a system with SCSI and IDE drives, however, things get more complex. IDE disks
usually come before SCSI in the BIOS ordering, but this may be reversed on some systems. For-
tunately, the GRUB module in recent versions of Webmin can automatically detect the relation-
ship between Linux device files and BIOS disk numbers.
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21.7

Booting a New Linux Kernel or BSD with GRUB

If you have just compiled a new kernel and want to be able to use it, you will need to add a new
GRUB boot option.

A similar process should be followed if you have both Linux and FreeBSD, NetBSD, or
OpenBSD installed on your system and want to be able to choose one of them at boot time. To
set this up, follow these steps:

1.

7.

To boot a Linux kernel after compiling, copy its compressed kernel image file (usually
found under the source directory at arch/ i 386/ bzl nage) to the / boot directory. It
should normally be renamed to v i nuz- xXx.yy.zz, where xx.yy.zz is the kernel version
number.

. On the main page of the GRUB Boot Loader module, click on the Add a new boot

option link to go to the option creation form.

. Enter a unique name for your new kernel into the Option title field, such as linux-

xx.yy.zz. Whatever you enter will appear in the GRUB menu at boot time.

. Set the Boot image partition field to Selected and choose the partition that contains

your kernel from the list next to it. If the partition does not appear in the menu, you will
need to choose Other instead and enter the disk and partition into the field next toit, in
the hdX, Y format used by GRUB. For example, hd2,1 would be the second partition on
BIOS drive 3.

. For Operating system to boot, select Linux kernel and enter the path to the kernel’s

compressed image fileinto the field next to it. To pass additional argumentsto the kernel,
enter them into the Kernel options field below it. For FreeBSD, you must also select
Linux kernel and enter /boot/loader into the field. No additional kernel arguments are
allowed. For NetBSD or OpenBSD, select Linux kernel aswell and enter this:

—type=netbsd /netbsd-elf

. If the root directory on your system is mounted from a device that is not compiled into

the Linux kernel (such as a SCSI disk or hardware RAID controller), you will need to
create an initial RAM disk containing the kernel modules needed to access the root file-
system. The simplest way of determining if thisis necessary isto look at other existing
boot kernel configurations. To create an initial RAM disk file under the/ boot directory
for kernel version xx.yy.zz, you will need to run acommand like

nkinitrd /boot/initrd-xxyyzxxyy.z

and then set the I nitial ramdisk file field to the path to the newly created file.

Finally, click the Create button. Aslong as there were no errors detected in your input,
you will be returned to the module’'s main page, which will nhow contain an additional
icon for the new kernel.

. To boot into the new kernel, you will need to restart your system. When GRUB loads at

boot time, it will display amenu of available boot options, from which you can select the
newly added kernel. Be sure to watch the debugging output and error messages that the
kernel displays while booting, so that if anything goes wrong you can diagnose the prob-
lem. If there is a problem, you may need to reboot and select the old kernel option, then
use Webmin to fix the GRUB configuration.
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Once you have created a new kernel boot option, you can edit it by clicking on its icon on the
module’s main page. On the editing form, any of the fields can be edited and the changes saved
by clicking the Save button, or the kernel can be removed by clicking Delete instead. Always be
careful editing any kernel configurations that you did not create yourself, as a mistake may make
the system unbootable.

21.8 Booting Another Operating System with GRUB

If your system has another operating system installed on a different hard disk or partition, you
can configure GRUB so it can be chosen and started at boot time instead of Linux. If you want to
boot FreeBSD, NetBSD, or OpenBSD, see Section 21.7 “Booting a New Linux Kernel or BSD
with GRUB” instead—but for Windows, UNIXWare, or any other OS, follow these steps:

1. On the module’'s main page, click on Add a new boot option to bring up the boot option
creation form.

2. Enter aunique name into the Option titlefield, such as windows.

3. Set the Boot image partition field to Selected and choose the partition that contains the
other OS from the list next to it. If the partition does not appear in the menu, you will
need to choose Other instead and enter the disk and partition into the field next toit, in
the hdX, Y format used by GRUB.

4. Change the Operating system to boot to Other OS.

5. Normally, GRUB will simply run the boot loader in the first sector of the chosen parti-
tion. There may not always be a boot loader there if, for example, the operating system
normally writes its loader to the master boot record.

If the other operating system is Windows, select the From chainloader file and enter +1
into the field next to it. You must also check the M ake root partition action? option.

If booting SCO UNIXWare, you need to also select the From chainloader file and enter
—force +1 into the field next to it. The Make root partition action? option must also be
selected.

6. Click the Create button to have the new OS added. Your browser will return to the mod-
ule’s main page, which will now include an icon for your new boot option.

7. To boot into the other operating system, restart your system and select it from the GRUB
menu at boot time.

As with boot options for Linux kernels, you can edit or delete the option for another operating
system by clicking on itsicon on the module's main page. Any changes will take effect immedi-
ately, to be used when the system is next rebooted.

21.9 Editing Global GRUB Options

GRUB has severa optionsthat apply to all bootable kernels and operating systems. To edit these
global options, follow these steps:

1. Click the Edit Global Options button on the module’'s main page, which will take you to
the options form.
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2. To control which kernel is booted automatically if the user does not choose one from the
GRUB menu within the configured time limit, change the Default boot option field. If
the option you choose cannot be loaded, GRUB will fall back to whatever is selected in
the Fallback boot option field.

3. To change the amount of time that GRUB will wait for the user to choose a boot option
before it uses the default instead, edit the Timeout before using default field.

4. The GRUB bhoot menu allows users to do things like change kernel parameters and read
arbitrary files on Linux filesystems. To prevent this, enter a password into the Boot pass-
word field. This will limit users to the available boot options unless the password is
entered. Furthermore, boot options in which the Password locked? field has been set
will not be selectable either.

5. When done, click the Save button and you will be returned to the modul€’s main page.

21.10 Installing GRUB

If you have been using the LILO boot loader and want to switch to GRUB, you will need to
install it on the same master boot record or partition that LILO is currently using. This only has
to be done once, unlike LILO which hasto be effectively reinstalled every timeits configuration
is changed.

Follow these stepsto install GRUB:

1. On the module’s main page, click on the Edit Global Options button.

2. From the Install GRUB on disk/partiton menu, select the disk or partition onto which
you want GRUB installed. Thiswill typically be the first hard drive on your system.

3. Click the Save button to return to the module's main page.

4. Click on the Install GRUB button to have it written to the drive or partition chosen in
Step 2.

5. Create any necessary kernel boot options as explained in the Section 21.7 “Booting a
New Linux Kernel or BSD with GRUB” so your system can be booted into Linux from
now on. If you reboot before doing this, it will be impossible to start Linux again!

21.11 Configuring the GRUB Boot Loader Module

This module has only one configuration setting that you might want to change. The rest are
related to the location of GRUB and its configuration file on your system, and generally do not
need to be modified. The setting, which you can edit by clicking on the Module Config link on
the main page, is shown in Table 21.1.

21.12 Summary

This chapter has explained the purpose of boot loaders on a Linux system, and shown how to set
up and configure the two most common loader—LILO and GRUB. After reading it you should
know how to add an option to start a different operating system at boot time, or use a different
Linux kernel. Because a mistake can render the system unbootable, you should also understand
the risksinvolved in reconfiguring your boot loader.
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Table 21.1 Module Configuration Options

Filefor device name mappings

When Get from GRUB is sdlected, the module will use the
command gr ub —- devi ce- map to obtain alist of BIOS disk
numbers and their associated Linux device files. Thisworks
perfectly, but can be very slow on some systems. The dternativeis
to have the modul e read afile containing the disk mappings, usually
found at / boot / gr ub/ devi ce. map. Thisisfaster, but if anew
hard disk is added to your system, it may not get added to thisfile
depending on how often your Linux distribution updatesit. This
means that a new disk may not show up in the menusin this
module.




CHAPTER 2 2

Printer
Administration

his chapter shows you how to use Webmin to set up printers and
I printer drivers on your system. It covers the many different print sys-
temsin use, such as CUPS, LPRng, and the Solaris print server.

22.1 Introduction to Printing on Linux

Like other operating systems, Linux can print directly to attached printers or indirectly to print-
ers connected to another system on a network. Any program that wishes to print runs a com-
mand like | pr to submit ajob to the print server daemon, which adds the job to a queue for the
specified printer. When the printer is ready, the daemon opens the appropriate parallel port or
USB devicefile and sendsit the print job data. If the printer is attached to another system on the
network, the daemon connects using the appropriate protocol and sends it the job for queuing
and printing.

Almost al Linux programs submit print jobs in one of two formats—plain text, or Post-
Script. Because most consumer-grade printers do not support PostScript, the print server dae-
mon must convert the submitted PostScript to a format that the printer does recognize. Thisis
done using a driver program or script, most of which are based around the freely available
ghost scri pt PostScript rendering program.

Almost every different printer manufacturer (and even different models by the same manu-
facturer) has its own data format in which it accepts print jobs. All manufacturers supply driver
software for Windows with their printers, but very few include drivers for Linux. This means
that the job of writing drivers has to be done by free software enthusiasts who cannot always
keep up with the rate at which new printers with new data formats are released. Some newer
printer models may not be supported on Linux until awhile after their release, and some models
for which driver information is not available may never be supported.

205
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Several different print system packages exist for Linux, such as LPR, LPRng, and CUPS.
All perform basically the same task but have different capabilities and are configured in different
ways. Most modern Linux distributions include either LPRng or CUPS, but some older versions
may just include LPR.

There are also severa different packages of printer drivers, many of which were created by
Linux distribution vendors. All have the same purpose of converting postscript into the dataformat
accepted by a printer, but have different configuration files and capabilities. The best are the CUPS
drivers, because they have been designed for and well integrated with the CUPS print server.

22.2 The Printer Administration Module

No matter which kind of print server isinstalled on your system, it can be configured using Web-
min’s Printer Administration module. The module attempts to provide a similar user interface
regardless of the print system and drivers being used, while still allowing you to use al of their
capabilities. By default, the module assumes that you are using the driver and printer daemon
packages that are installed as standard by your Linux distribution. If you have installed a differ-
ent print server (such as the superior CUPS), then you will need to tell Webmin which print sys-
tem you are using. See Section 22.6 “Configuring the Printer Administration Module” for
details.

All of theinstructions in this chapter are written with the CUPS print system and driversin
mind, and al of the screenshots are taken from a system using CUPS. Thisisbecause | believeit
to be the best print system available for Linux, and becauseit is used by default on many modern
Linux distributions.

When you enter the module from the Hardware category, the main page will list al printers
installed on your system, as shown in Figure 22.1. On Red Hat Linux versions 7.0 and above,
only printers that have been created using Webmin will be shown. Those added by other pro-
grams (such as Red Hat’s pri nt conf tool) will not be listed, as they cannot be editing using
this module.

When the print server daemon is running, there will be a button labeled Stop Scheduler at
the bottom of the main page. If clicked, the daemon will be stopped, causing all printing to
cease. To start it again, click the Start Scheduler button that will appear in its place.

If Webmin detects that the currently configured print system is not installed, an error message
will appear on the main page instead. This indicates that either print software has not yet been
installed on your server, or the wrong system was chosen on the modul e configuration page.

22.3 Adding a New Printer

If you have just connected a printer to your system or want to access one connected to another
system on alocal network, you must add it to the printer daemon’s configuration before any pro-
gram on your Linux system can print to it. To do this, follow these steps:

1. Click on the Add a new printer link on the modul€'s main page. This will take you to
the printer creation form shown in Figure 22.2 (the screenshot is taken from a system
using the CUPS print system, so the user interface may not be the same on your Linux
machine).
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Figure 22.1 The Printer Administration module.

Figure 22.2 The Printer Creation form.
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. Enter a unique name for the new printer (such as epson or hp_laser) into the Name field.

This will be the name by which the printer is specified when using the | pr command or
printing from other programs.

. Enter a short description into the Description field, such as Office Epson Stylus 740.
. If you want every print job to be preceded by a banner page containing the name of the

file being printed and the user who printed it, set the Print banner? field to Yes. Thisis
usually awaste of paper unless the printer is being used by alarge number of peoplein a
large organization.

. To make this the default printer that will be used if no printer name is specified in the

I pr command line, set the Default printer? option to Yes. This option is not available
for all print systems.

When using some print systems, you can control the maximum size of ajob that can be
submitted to the printer using the Max print job size field. For a printer on your own
personal machine, this should be set to Unlimited, but on a network with many users it
may make sense to enter alower number of 1 KB blocks.

. If your system is using the Linux or LPRng print systems, you can enter multiple space-

separated aliases for the printer into the Alternate printer names field. To make the
printer the default, enter Ip as one of the aliases.

. If the printer is connected directly to your system, select the L ocal device option in the

Print Destination section and select the parallel or USB port that it is on from the menu
next to it.

If the device is not on the list, select Local file instead and enter the device path into its
field, such as /dev/ttySb. You could also enter a filename to which to print, aslong as it
already exists and is writable by the print server daemon.

. If the printer is attached to another system on a network (or is directly connected to the

network itself), you must choose a protocol to print to it.

For a printer attached to a UNIX system, select Remote Unix server and enter the
hostname of the server and the name of the printer on that server into the fields next to it.
For most UNIX systems, the Type can be set to BSD, but if the remote server is running
CUPS you can select | PP instead.

For a printer on a Windows system, select Remote Windows server and enter the
hostname and printer name into the appropriate fields next to it. If the server requires
clients to log in before printing, fill in the User and Password fields with a valid login
for the Windows system. If you have multiple workgroups on your network, you may
need to fill in the Workgroup field aswell.

For some printers that can be plugged directly into the network, you must select the
Direct TCP connection option and enter a hostname and port number into the fields
next to it.

If the hpnp command isinstalled on your system, the option Remote HPNP server will
be available so that you can print to HP network printers that use that protocol. If
selected, you must enter a hostname and port number into the fields next to it.

To have Webmin check if the remote printer can actually be reached using the chosen
protocol, click the Check if remote server isup? box.
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11.

12.

13.

14.

15.

16.

22.4

If the printer supports PostScript, select the None option in the Printer Driver section.
You should also select this option when printing to aremote UNIX server, as conversion
from PostScript to the correct data format will be done on the server.

For printers that do not support PostScript and are connected directly to your system or
accessed over the network using the Direct TCP connection or Remote Windows
server options, you must select aprinter driver (explained in the next step).

If your printer does not use PostScript and needs adriver, select the CUPS driver option.
When using another print system, this option may be labeled Webmin driver or Redhat
driver or COAS driver instead. Either way, next to it will be a list of printer models
from which you can select the make and model of your printer.

If it does not appear in the list, try selecting the entry with the same manufacturer and
closest model number that you can find (for example, if you have a FooTronic 810 and
only FooTronic models 800 and 1000 appear, select the model 800).

With print systems, other options such as DPI and paper size may be available under the
printer model list. Select those that are appropriate for your printer.

Finaly, click the Create button. If anything goes wrong (such as an inability to contact
the remote print server or a failure to create the printer), an error message will be dis-
played. Otherwise, you will be returned to the module’s main page which will now list
your new printer.

If you are using the CUPS print system and have set a driver for the printer, click on the
name of your new printer on the list to go to the printer editing form. At the bottom,
below the printer model list, will be an additional set of fields for configuring things like
the paper size, print quality, and paper type. Because the fields are dependent on the type
of printer chosen, they are not displayed on the printer creation form. Set the paper size,
DPI, and so on to whatever is appropriate for your system. The defaults will usualy pro-
duce fast low-quality output, so if you want to use your printer’s photo-quality mode on
glossy paper, you will need to change them. When you are done changing the printer-
specific options, click the Save button at the bottom of the page.

The newly created printer can now be printed to using thel pr command or any program
that supports printing.

Editing an Existing Printer

Any printer created using Webmin or any other tool can be edited using the Printer Administra-
tion module. You can also temporarily disable a printer so that it no longer accepts jobs or sends
them to the printer. To do this, follow these steps:

1.

2.

3.

Click on the name of the printer on the module's main page. Thiswill take you to an edit-
ing form, which is similar to the creation form shown in Figure 22.2.

To prevent users from submitting new jobs to the printer, set the Accepting requests?
field to No. You can enter areason why the printer is unavailable into the Why not field,
which will be displayed to users who try to use the | pr command. This field, however,
may not be available with some print systems.

To stop the printer from printing or sending jobs to a remote server, set the Printing
enabled? field to No. This can be useful if the printer is going to be taken offline for
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maintenance, as the queue will still accept jobs to be printed when the field is set back to
Yes again. You can also enter a reason into the Why not field, which will be displayed
when the print queueis displayed with the | pg command.

4. All other fields on the page can be changed, as explained in Section 22.3 “Adding a New
Printer”. The only exception is the printer name, which cannot be modified after the
printer is created.

5. When you are done changing the printer’'s details, click the Save button. The changes
will be made immediately and you will be returned to the module's main page.

Existing printers can also be deleted by clicking the Delete button on the editing form. Any jobs
in the printer’s queue will be deleted as well.

22.5 Managing Print Jobs

When ajob is submitted to a printer, it is placed in the printer’s queue. It is removed only when
it has been successfully printed or sent to a remote server. On a system with many users or a
slow printer, the queue can grow quite large if jobs are being submitted faster than they can be
printed.

You can use this Webmin module to list jobs in the queue for a printer, view their contents,
or delete them. To manage these tasks, complete the following steps:

1. On the module's main page, click on the list link under the Jobs column for the printer
whose queue you want to manage. This will take you to a page listing al jobs currently
being printed or waiting to be printed.

2. To view the contents of a print job, click on its size. Because most jobs are submitted in
PostScript format, your browser must have a plug-in or helper application that can han-
dle the format.

Thisis not possible for remote printers or on some print systems.

3. To delete aprint job, click onits ID in the first column. Or to remove all the jobs in the

queue, click the Cancel all print jobs button.

The print jobs page can aso be used to submit atest page to the printer for verifying from within
Webmin that it isworking. To do this, follow these steps:

1. On the module’s main page, click on the list link under the Jobs column for the printer
on which you want to print atest page.

2. Click on the Print Test Page button.

3. Select either the Black and white Postscript page, Colour Postscript page, or Plain
ASCII text option to use one of Webmin's built-in test pages. Or, select Any uploaded
file and use the field next to it to choose afile on your system for printing.

4. Click the Print page button to submit the chosen page to the printer. A web page show-
ing the output fromthe | pr command will be displayed so that you can seeif any imme-
diate errors occurred.
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22.6 Configuring the Printer Administration Module

Like many Webmin modules, Printer Administration has several options that can be configured
by clicking on the M odule Config link on the main page. The options that you can safely change
are listed under Configur able options on the configuration page, as shown in Table 22.1:

Table 22.1 Module Configuration Options

Show enabled and accepting If thisoption isset to Yes, the module’'s main page will display for

statusinstead of driver? each printer whether it is currently printing and if it is accepting
new jobs. If set to No (the default), each printer’s driver will be
shown instead.

Secondsto wait before If Don’t refresh is not chosen, then the print jobs page will be

refreshing print queue periodically refreshed automatically if it is displayed in your
browser. The number entered for this option is the number of sec-
onds between each refresh.

Sort printersby If Nameis selected, the list of printers on the module’s main page

will be ordered by name. Otherwise if Order in system is
selected (which is default), they will most likely be displayed in
the order that they were created.

On main page show Normally the module's main page contains alot of information
about each printer, such asits destination, driver, and description.
On some systems that have alarge number of printers, this can be
very slow—particularly on Solaris.
If Just printer namesis chosen for this option, only each
printer’s name will be shown on the main page, speeding up the
display and reducing the page size.

Show number of jobsin queues  Thisfield can be used to have the size of each printer's queue
on main page? shown on the modul€'s main page. However, it can make the page
much slower to display if you have alarge number of printers.

If you upgrade the print server daemon on your system, you will need to change some of the
other module configuration options under System configuration so that it can be managed by
Webmin. The most common upgrade isto CUPS, which can beinstalled on almost any Linux or
UNIX system and is available as an optional package for many distributions. If you upgrade to
CUPS, follow these steps to change the module configuration:

1. Click on the M odule Config link on the module’s main page to get to the configuration
form.

2. Select CUPS from both the Printer configuration style and Printer driver style menus.

3. Changethe Printersfilefield to None, asit is not needed by Webmin when using CUPS.
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. Set the Directory containing interface programs to the base directory under which all

of CUPS's . ppd driver files can be found. This is usualy /usr/share/cups/model, but
may be different depending on how it was installed.

. Set the Command to start scheduler to the init script command needed to start cupsd,

such as/etc/init.d/cups start. If thereis no such init script, just leave it set to Determined
by printer style.

. Similarly, set the Command to stop scheduler to the init script command that stops

cupsd, such as/etc/init.d/cups stop.

. Make sure the Command to run after making changes should be set to None.
. Click the Save button to return to the module’s main page. You should now be able to

create and edit printers using CUPS.

Another popular print system that you may want to upgrade to is LPRng, particularly if you are
running a UNIX variant with a poor print server daemon. If you do, the module must be recon-
figured using the following steps:

1.

2.
3.

(S

22.7

Click on the M odule Config link on the module’'s main page to get to the configuration
form.

Set the Printer configuration style to LPRng.
Set the Printer driver styleto Webmin. Make sure that ghostscript isinstalled on your
system, as Webmin uses it to create drivers for non-PostScript printers.

. Set the Printersfileto/ et ¢/ pri nt cap.
. Change the Directory containing interface programsto None.
. Enter the full pathsto the smbcl i ent and gs commands into the Path to smbclient and

Path to ghostscript fields, respectively.

. If ghostscript was compiled and installed manually, you may need to set the Ghostscript

font directories and Ghostscript library directories options to colon-separated lists of
directories that contain PostScript font files. These options are used to set the
GS_FONTPATHand GS_LI B environment variables, respectively.

. Set all the remaining options to their default values.
. Finally, click the Save button to return to the module's main page.

Module Access Control

It is often useful to give a user the rights to view print queues and delete jobs, but not create or
edit printers. This can be done using the Webmin users module, once you have created a user
with access to the Printer Configuration module or edited an existing user to give him access.
Chapter 52 explains how to do thisin more detail.

Once a user with access to the module exists, you can limit which printers he can manage
and what he can do to them by following these steps:

1.

2.

In the Webmin Users module, click on Printer Administration next to the name of the
user or group.

Set the field Can edit module configuration? to No, so the user cannot change the print
system or pathsto configuration files.
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3. You can limit the printers for which a user can edit the destination, driver, and other

attributes by changing the Printersthisuser can configure field to Selected and choos-
ing them from the list. This will not stop him from managing jobs on those printers
though—the option in Step 4 control s that.

To prevent the user from managing any printers, choose Selected, but do not select any
printers from the list. Be aware that a user who can edit or create a printer can gain r oot
access by specifying his own driver program (which istypicaly run asr oot ), or having
the printer write to asystem file such as/ et ¢/ passswd.

4. To limit the printers on which the user can manage print jobs, change the Can cancel

print jobs? field to Only on selected printers and choose them from the list below. Or,
select No to stop him from canceling or viewing the contents of jobs on any printer.

5. Itisalso possibleto further restrict the jobs that can be managed using the M anage print

jobs owned by field. By default, jobs submitted by any user on alowed printers can be
cancelled. If the last option in thisfield is selected and a username entered into the field
next to it, however, only jobs owned by that user can be managed.

You can also select the Current Webmin user option, which will limit the user to jobs
submitted by a UNIX user with the same name as the Webmin user.

6. To prevent the Webmin user from creating new printers, set the Can add new printers?

option to No. This should be doneif heis not allowed to edit existing printers.

7. Because there is no reason why the user should need to stop or restart the scheduled print

process, change the Can stop or start scheduler? field to No.

8. To hide printers on the main page on which the user is not allowed to edit or manage

print jobs, set the Show non-configurable printers? option to No.

9. To stop the user from printing pages through Webmin, change the Can print test pages?

option to No.

10. Finally, click the Save button to have your new restrictions activated.

22.8

Other Operating Systems

In addition to Linux, the Printer Configuration module is also available on severa other UNIX
operating systems. Because each has its own unique print system, the modul€e's user interface is
dlightly different—just as there are differences between the Linux print systems such as CUPS
and LPRng.

The supported operating systems and their differences are:

Sun Solaris and SCO UnixWare Solaris and Unixware have a very similar
print systems to CUPS, so the Printer Configuration module has an almost identical
user interface. One difference is the addition of a Driver acceptsfield on the printer
creation form, which tells the print system what data format the driver program can
handle. In most cases you should just select postscript—or if you want all datato be
passed directly through to the printer without filtering, select other and enter binary
into the field next to it.
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Another unique feature is the ability to control which users can use each printer,
using the Access control field on the creation form. The biggest omission on these
UNIX variantsisthe Direct TCP connection destination type.

HP/UX and SGl Irix The print systems on these operating systems lack many
options available on Linux, such asthe Description field and Banner options. Once
a printer has been created, it is impossible to change its destination or driver.
Printing via adirect TCP connection is not supported either.

FreeBSD, NetBSD, OpenBSD and Apple MacOS X The print system on
these operating systems is very similar to LPRng on Linux. You cannot, therefore,
designate a printer as the default or enter a reason why a printer is unavailable or
offline. It is possible, however, to specify a maximum print job size and enter
alternative names for a printer.

Because none of these listed operating systems include printer drivers, Webmin has to create its
own using the ghostscript package. If the module detects that the gs command is not installed,
you will not be able to choose a driver when creating or editing a printer. Similarly, to be ableto
print to Windows servers, the Samba snbcl i ent program must be installed and its path set in
the modul e configuration page.

For al of these listed operating systems, the module will, by default, use their standard print
systems. Therefore, if you have installed a different package such as CUPS or LPRng, the mod-
ule configuration will need to be changed so that Webmin can configure it correctly. See Section
22.6 “Configuring the Printer Administration Modul€” for details.

22.9 Summary

This chapter has explained how to configure your Linux system with Webmin to print to either a
locally connected printer or one attached to a print server of some kind. After completing it, you
should understand how printing on UNIX works, how drivers are set up, and what differences
exist between the various available print systems. You should also know how to restrict accessto
the modul e so that certain Webmin users can only manage particular printers or jobs.



CHAPTER 2 3

Voicemail Server
Configur ation

f your system has a modem with voice capabilities attached, read this
I chapter to learn how to set up it up as an answering machine using the
vget t y program.

23.1 The Voicemail Server Module

If you have a modem attached to your Linux system that supports voice recording and playback,
the Voicemail Server module can be used to turn your computer into a powerful answering
machine. Not all modems support voice, so check your user manual to make sure that yours does
before trying to use this module. Some modems that require special drivers (often called Win-
modems) are not generally usable on Linux at al, and so cannot be used with this module.
Almost all modern external modems that attach to a serial port, however, will work fine. Some
internal modems that emulate a seria port can be used as well.

A Linux system running as an answering machine is far more flexible than a traditional
machine. The number of messages that you can store is limited only by hard disk space—mes-
sages can be viewed and listened to from any host on the network, and actions can be taken
when a message is received (such as emailing it to an address). Like any answering machine,
your system can be configured to answer the phone after a certain number of rings so that you
have a chance to pick up the phone before the answering system kicksin.

The underlying software that makes al this possible is called vget t y, which is a modified
version of the nget t y modem control program covered in Chapter 18 “PPP Server Configura
tion”. Not all Linux distributions include it, but it can be downloaded from rpmfind.net/ or the
developer's website at alpha.greenie.net/mgetty/. Webmin adds entries to the /etc/inittab
file so that vget t y will be started at boot time and listen on the appropriate seria ports. Thisis
exactly the same as the method used to set up nget t y, as explained in Chapter 18.
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The Voicemail Server module can be found in Webmin under the Hardware category, and
when you enter it the main page simply displays four icons. If the module detectsthat vgetty is
not installed, the main page will display an error message instead, telling you that you need to
install it before the module can be used. All of the actual configuration forms and pages can be
reached by clicking on the appropriate icons.

23.2 Configuring Your System as an Answering Machine

Assuming you have a modem attached to a seria port on your system and plugged into a phone
line, and that it supports voice recording and playback, you can set up your system as an answer-
ing machine by following these steps:

1. On the main page of the Voicemail Server module, click on the Serial Port Configura-
tion icon. This will take you to a page listing any existing ports that have been config-
ured for PPP or voicemail.

2. Click on the Add a new serial port link, which will bring up the port configuration form
shown in Figure 23.1.
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Figure 23.1 The serial port configuration form.

3. Set the Serial device to the port to which your modem or null-modem cable is connected.
Serial port 1 correspondsto the devicefile/ dev/ t t yS0, and so on. For modems on serid
devices not starting with / dev/ttyS (such as USB modems), select the Other device
option and enter the full devicefile path into the text field next to the menu.
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11.

12.

13.

14.

15.

16.
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If the Rings before answering field isvisible, you can deselect Global default and enter
the number of rings that your system will wait for before answering a call. This applies
only to the modem on this serial port, however. If the field is not visible, or you want to
use the same setting on all modems, you can set the number of ringsin Step 6, instead.

. If the Answer modefield isvisible, just leave it set to Global default.
. Click the Create button at the bottom of the page to return to the list of serial ports.
. Return to the module€'s main page and click on the VVoicemail Server Optionsicon. This

will take you to the form shown in Figure 23.2.

. Enter the number of rings that the server should wait for before picking up acall into the

Rings before answering field, unless it was aready set in Step 2. If you have multiple
modems and want to set a different number of rings for each of them, check the Can be
set for each serial port box.

. Inthe Answer mode field, make sure that at least one of the menusis set to Voice. If this

phone line is only going to be used for answering voice calls, you should set the first
menu to Voice and leave the other two blank.

To limit the length of a message than can be left on your system, change the Maximum
message length field. Entering too high a number could cause all of your disk space to
be consumed by extremely long messages.

To stop very short messages from being saved, change the Minimum message length
field. If a caler hangs up before the time specified in this field is elapsed, the recorded
message will not be saved to afile.

The Silence threshold level field determines the percentage volume level below which
vget ty treatsrecorded audio as silence. If the Remove silence from end of messages? field
isset to Yes, any audio at the end of amessage that falls below the threshold will be truncated.
To set the volume levels for recorded messages and for greeting messages played by the
modem, set the Recor ding volume level and Playback volume level fields, respectively.
Both can be set to either Default or to a volume percentage. Not all modems, however,
support playback and recording volume configuration.

To have newly recorded messages emailed to you, change the After recording message
field to Email in WAV format to, and enter your addressinto the field next to it. You can
also select Run command on message file and enter the path to a program into its field.
Whenever a message is recorded, the program will be run with the message filein RMD
format asits first command-line argument.

Click the Save button to record your new configuration settings and return to the mod-
ule’s main page.

Click the Apply Configuration button to tell vgetty andi ni t to use the new configu-
ration. You can now try calling your phone number to test and seeif the call is answered
and a message recorded. Because no greeting message has been set yet, you will only
hear a beep when the system is ready to record.

are several things that can go wrong that cannot be detected until vgetty tries to

communicate with your modem and answer a call. Fortunately, detailed logs are written to the
file/ var/ | og/ vget ty. ttyname so that you can see what is going wrong. If your modem ison
the first serial port, the log file will be/var /1 og/ vgetty. ttyS0. Loginasroot and usethe

tail

—f command on it to monitor it when acall comesin, so you can see what is happening.
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Figure 23.2 The voicemail server options form.

If your modem does not support voice playback and recording, an appropriate error message
will be written to the log as soon as the Apply Configuration button is clicked. If this happens,
thereis nothing you can do apart from buying anew modem. Another common problemisafailure
to play the greeting message, due to the same rate or compression format not being supported by
your modem. See Section 23.4 “ Setting a Greeting Message” for details on how to resolve this.

23.3 Listening to Recorded Messages

Every time a message is received, it iswritten to afilein the/ var/ spool / voi ce/ i nconi ng
directory in RMD format. Fortunately, these files can be easily converted to more useful formats,
like WAV, using commands like r mdt opvf and pvftowav that come with vget ty. Webmin
does this for you automatically when you use it to listen to a message.

To view and manage recorded messages, follow these steps:

1. On the modul€’'s main page, click on the Received M essagesicon. Thiswill take you to
a page listing all available recorded messages, their sizes, and audio formats. The most
recently recorded message is shown at the top of the table.

2. To listen to a message, just click on the date and time under the Received at column.
Webmin will convert it to WAV format, and if your browser has been configured to play
audio filesin this format you should hear it immediately.

3. To delete messages, check the box to the left of each message in the table and click the
Delete selected messages button.
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Even if a message has been emailed to some address or had a program run on it when received,
it will still be displayed on this page.

23.4 Setting a Greeting Message

When your system answers the phone, it can play a greeting message so callers know who they
have reached. After the message, vget ty will play a short beep as well, so the caller knows
when to start talking. By default, however, there is no greeting message, so callers will just hear
abeep. Because thisis not very friendly, you can use Webmin to set up one or more messages to
be played when the call is answered. If multiple messages are set up, vget t y will choose one of
them at random for each call.

To add a greeting message, follow these steps:

1. On the module’'s main page, click on the Greeting M essages icon. This will take you to
apage listing all existing messages, if there are any.

2. Record a message in WAV format using some other program, such as the Windows
Sound Recorder application. Make sure that the sample rate is the same as the rate used
by recorded messages shown on the Received Messages page. If it is not, your modem
will probably not be able to play it.

3. Back in Webmin, select the WAV file using the Upload message field. From the menu
next to it, select the same audio format and number of bits as is used by recorded mes-
sages. Once again, the chosen format must be correct for your modem to be able to play
the message.

4. Click the Upload message button to have the file converted to RMD format and added to
the greeting messages list.

Existing greeting messages can be listened to by clicking on their filename from the list, which
will cause Webmin to convert the chosen audio file back to WAV format before sending it to
your browser. If you don’t want to use some of the greeting messages anymore, just select the
checkbox next to them and click the Delete selected messages button.

There is another way to create a greeting message that avoids any format or sample rate
problems and does not require a sound card or microphone to be attached to your computer. An
existing recorded message can be converted to a greeting by following these steps:

1. Call your own answering machine and leave the greeting message as a recording.

2. On the module's main page, click on the Received Messages icon and find the new
recording on thelist.

3. Select the checkbox next to it and click the Convert selected to greetings button. Thiswill
remove the message from the list, and add it to the list on the Greeting M essages page.

The only problem with converting messages like thisis that they may be of poor audio quality or
have silence or telephone sounds at the beginning and end.

23.5 Summary

This chapter has explained how any Linux system with a suitable modem attached can be con-
verted into a simple voicemail server or answering machine. It has also covered the playing back
of messages, recording of greetings, and configuration of automatic email notification.
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Remote Shell Login

his chapter explains the various ways that you can make a remote shell
log in to your system through Webmin.

24.1 The SSH/Telnet Login Module

If your system is running either an SSH or telnet server (as most do by default), you can use
Webmin's built-in SSH and telnet client module to do a normal shell login. When you use it to
log in, the connection is coming from the client host on which your web browser is running—
just asif you ran a normal telnet client program—because the module uses a Java applet. This
means that if there is any firewall blocking telnet or SSH access from the client, this Webmin
module will not be able to get around it.

To use the module, click on itsicon under the Others category in Webmin. The main page
simply contains a Java applet that will, by default, make atelnet connection to the server running
Webmin. If your browser does not support Java, an error message will be displayed instead. If
the applet loads and is able to connect, it should display alogin prompt—just click on the applet
and enter your username and password to log in. Figure 24.1 shows an example.

Not al versions of Linux have a telnet server running by default. Many new distributions
include an SSH server instead, which means that the applet will be unable to make a telnet con-
nection. If this happens, you need to reconfigure it as explained in Section 24.2 “ Configuring the
SSH/Telnet Login Module”.

24.2 Configuring the SSH/Telnet Login Module

This module has severa configuration options that control its user interface and connection. To
edit them, click on the M odule Config link in the top-left corner of the main page. The editable
options that will be displayed are shown in Table 24.1.
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Figure 24.1 The SSH/Telnet Login module.

Table 24.1 Module Configuration Options

Hosthameto connect to Normally thisfield is set to Automatic, which tellsthe SSH/tel net
applet to connect to the Webmin server from which it was |oaded.
You can enter adifferent hostname or |P address instead to log in
to adifferent system, but this will usually not work due to the
restrictions on where a Java appl et can connect.

Port to connect to When thisfield is set to Default, the applet will connect to either
port 23 for telnet or 22 for SSH. These are the standard ports for
those servers so this field can amost always be left alone. If they
have been changed on your system, however, this module config-
uration option will have to be changed as well so that the applet
can connect.

Connection type For the applet to make an SSH connection, select Secure Shell.
To stick with telnet, choose Telnet instead. If SSH is mode is cho-
sen, your system must be running an SSH server that supports ver-
sion 1 of the protocol, as the applet does not support version 2.
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Table 24.1 Module Configuration Options (Continued)

Applet size Thisfield has three options:

80x24 char acter s—The applet will be sized to 80 characterswide
and 24 high, the same as a standard telnet or shell window.

Maximum—The applet will take up all available space in the

browser.

Custom size—The size is determined by the values entered into
the next field.

If the Separ ate window mode option is enabled, thisfield isirrel-
evant.

Custom width x height If the Applet sizefield is set to Custom size, you must enter a
width and height separated by an x into thisfield, such as
640x480.

Font sizein points The size of the font used by the applet. If thisis changed from the

Default setting of 11 points, more or fewer rows and columnswill
fit into the applet.

Separ ate window mode If set to Yes, al that will appear on the modul€e's page is a button
labeled Connect. Only when it is clicked will a separate window
be opened to log in via SSH or telnet. The window can be resized
manually as soon asit is opened.

Test telnet or SSH server Normally thisfield is set to Yes, which causes Webmin to check to
seeif therereally isan SSH or telnet server running on your sys-
tem. Because this test can sometimes fail incorrectly dueto afire-
wall preventing your system from connecting to itself, you can set
it to No to disable the test.

24.3 The Command Shell Module

One problem with the SSH/Telnet Login module isitsinability to connect if thereisafirewall of
some kind blocking telnet or SSH connections to your system. Even though the rest of Webmin
may work fine using HTTP connections, the ports used by the applet may not be available. Even
though it is possible to do almost everything in Webmin that you can do at the command line, it
is sometimes useful to have a shell prompt for executing UNIX commands.

To get around firewall restrictions that prevent an SSH or telnet connection, you can use the
Command Shell module, found under the Others category. It allows you to enter shell com-
mands into the field next to the Execute command button that are run when the button is clicked
or the return key pressed. All output from the command is displayed in the Command history
section at the top of the page.

You can rerun old commands by selecting them from the menu next to the Execute previ-
ous command button, and then clicking it. If the command history becomes too large, it can be
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wiped clean using the Clear history button. This will not affect the menu of previously run
commands.

The modul€'s biggest limitation is that interactive commands like vi , passwd, and t el net
cannot be run. Thereis no support for providing input to acommand once it has started, so you
are limited to noninteractive programslikecp, | s, andrm

24.4 The Shell In A Box Module

This module combines the best features of both SSH/Telnet L ogin and Command Shell—it allows
you to make a fully interactive login that is tunneled though an HTTP connection, thus avoiding
any firewall restrictions. It is not included as one of the standard Webmin modules, but you can
download it from www.webmin.com/downl oad/modul es/shellinabox.wbm.gz. See Chapter 51 for
instructions on how to install it.

When you enter the module, its main page is taken up entirely by a Java applet. To start the
login process, click the Connect button in the lower right-hand corner. A normal | ogi n:
prompt should appear at the top of the window, allowing you to enter a username and password
tolog in and get a shell prompt. When you are done, just click the Disconnect button to log out.

The module's biggest disadvantage is that it uses compiled Linux x86 code, and so cannot
be run on other UNIX systems or on non-PC hardware. It also uses up alot of CPU time on the
server dueto the high frequency of HTTP requests that it makes.

24.5 Summary

This simple chapter explains the ways that Webmin can be used to log in to your system via SSH
or telnet, even when you do not have a normal client for either of these protocols available. It
also mentions modules for executing simple commands from a web interface, and logging in
remotely even when SSH or telnet connections are blocked.



CHAPTER 25

Running Custom
Commands

his chapter covers Webmin's Custom Commands module, which can
be used to create buttons for running frequently used shell commands.

25.1 The Custom Commands Module

Most system administrators like to create shell scripts to perform common tasks, such as back-
ing up a database or adding a new user of some kind. Because every system and organization is
different, there will always be tasks that a generalized tool like Webmin cannot do as easily asa
simple, customized script. Unfortunately, scripts run at the command line are not easy for an
inexperienced user to use.

The Custom Commands module allows you to create simple web interfaces for shell scripts
and commands so they can be run from within Webmin at the click of abutton. It also allows you
to define the parameters of various types for each command that can be entered by the user and
substituted into the shell command. This can be used to provide additional arguments or input to
the scripts that are run, depending on selections made by the user before running it.

Another feature of the module is the ability to define file editors so frequently changed files
can be edited through Webmin's web interface. You can also define commands to be run before
and after thefile is edited so it can be validated, copied, or backed up before editing.

Possibly the most useful feature of the module is its access control support. You can grant
other Webmin users the rights to use some or al of the commands and editors, while giving only
yoursdlf and other trusted administrators permissions to create and edit commands. This means
that the other users can only execute the scripts and edit the files that you alow them to, but with
full r oot privileges.

Unlike most other modules, this one does not deal with the configuration of some separate
server or service, therefore it has the exact same user interface and functionality on all versions of
UNIX on which Webmin can run.
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When you enter the module from the Others category, its main page shows all existing custom
commands and file editors, along with their parameters. Figure 25.1 shows an example from asys-
tem with onefile editor and eight commands defined—two of which have a parameter. If you have
not used the module before, however, the page will be empty.

You can run any command shown on the main page by just clicking its button. If the command
has parameters fields or choices, however, you must fill them in or make the appropriate selections
before running it. When the button is clicked, you will be taken to a page showing all output from
the command so you can seeif it succeeded or failed.

To use afile editor, just click on its button on the main page. This will take you to an editing
form showing the current file contents, which you can change freely. When done, click the Save
button below the text box to write out the new file contents.
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Figure 25.1 The Custom Commands module.

25.2 Creating a New Command

To create a new command that can be run using a button on the module’s main page, follow
these steps:

1. Click on the Create a new custom command link above or below the existing buttons.
Thiswill bring up the creation form shown in Figure 25.2.

2. Enter a short description for your command into the Description field. Whatever text
you enter will appear on the command’s button on the main page. You can aso enter
additional text (including HTML tags) into the larger text box below it, to be displayed
underneath the button.
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Figure 25.2 Creating a new custom command.

3. In the Command field, enter the shell script or command that you want to execute. All
standard shell metacharacters are supported, such as |, &, <, and >. To enter multiple
commands, separate them with ; or &&.

If your command has parameters (see Step 10) they will be converted into environment
variables when the command is run. So, if you have a parameter called f oo, all
occurrences of $f oo in the command string will be replaced with whatever the user
enters for that parameter. For example, acommand that allows the user to finger any user
on the system might look like finger $user .

4. By default, the command will run in the Webmin directory for this module. To change
this, deselect Default for the Run in directory field and enter a different path into the
text box next toit.

5. Inthe Run as user field, enter the name of the UNIX user that the command should run
as. You can select Webmin user instead, which will causeit to run asthe UNIX user with
the same name as the Webmin user who runsiit.

When the command is executed, it will not normally have access to the same environment
variables that the UNIX user would haveif helogged in viatelnet or SSH. If you check the
Use user’s environment option, however, then al variables set in the user’s . profil e,
. ¢shr ¢, and other login fileswill be available. Webmin runs the command with su, which
switches to the user, executes his shell and then executes the command.

6. If your command produces HTML output that you want to appear in the browser when it
is run, change the Command outputs HTML? field to Yes. Otherwise Webmin will
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10.

11.

escape al HTML tags in the output, which is the correct thing to do for commands that
produce just normal text.

. To control the placement of the new command on the modul€'s front page, enter a number

for the Ordering on main page option. Commands are ordered so that those with the high-
est number appear firgt. If Default is chosen, the ordering number is taken to be zero.

If you do not set the ordering number for any of your custom commands, they will be
displayed in the order that they were created.

. To prevent the user from seeing the actual shell command being run when its button is

clicked, set the Hide command when executing? field to Yes. This is a good idea if
your command contains passwords or other sensitive information you want to hide from
the user.

. To have the command appear in Usermin’s Custom Commands module, change the

Available in Usermin? field to Yes. See Chapter 47 for more information on how to
install and configure Usermin.

If you want your command to have parameters that the user can set on the main page,
you need to fill in the Command parameters section. Each row in Table 25.1 defines
one parameter, and for each parameter the following information must be entered:

Name A short, unique name for this parameter, which can be used in the Command
field (prefixed with a $) to indicate where the value entered by the user should be
substituted. The name should be made up of only letters, numbers and the underline (1)
character.

Description Thetext that will label the parameter on the modul€e's main page. This can
contain any charactersincluding HTML tags, but should not be too long.

Type This menu controls how the parameter is displayed on the module’s main page,
and what inputs are allowed. The most common choice is Text, but all available options
and their meanings are covered in Section 25.3 “Parameter Types'.

Quote parameter? If set to Yes, the value entered by the user will be enclosed in
quotation marks (“ ) before substitution.

When creating a new command, only one empty row for entering a single parameter is
available. To add more, you will need to re-edit the command after saving it.

Finally, when you are done entering the details of your new command, click the Create
button. As long as there are no errors in the form, you will be returned to the module's
main page on which the new command button should be visible

Once a command has been created, you can edit it by clicking on the Edit command link below
it on the module’'s main page. All the fields described above can be changed, and an additional
parameter added. Once you are done making changes, click the Save button at the bottom of the
page. To get rid of the command, click the Delete button in the bottom-right corner, instead.

25.3

Parameter Types

For each parameter in acommand, you can choose atype from its menu under the Type column.
The available options and their meanings are listed in Table 25.1.
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Table 25.1 Custom Command Parameter Types

Text The parameter is atext field, into which any string can be entered.

User The parameter is asmall text field with auser selection button next to it. Only valid
UNIX users can be entered or selected from the pop-up user window.

uiD Like the User option, but the username entered will be converted to aUID for substitu-
tion into the command when it is run.

Group The parameter is asmall text field with a group selection button next to it. Only valid
UNIX groups can be entered or selected.

GID Likethe Group option, but the group name entered will be converted to a GID for substi-
tution into the command when it isrun.

File A text field with afile chooser button next to it. No validation is done to check that an
actual file or valid filename is entered.

Directory  Likethe File option, but the chooser button pops up a directory chooser instead.

Option.. The parameter is displayed asapair of radio buttons, labelled Yesand No. If Yesis chosen,
the text entered in the field next to the type menu on the command crestion form will be sub-
stituted into the command string. If No is chosen, an empty string will be substituted instead.
This type can be useful for optional shell command arguments—for example, in acom-
mand liker m $f or ce /sone/ direct ory. Inthisexample, the force parameter would
use the Option type and have —f entered into the text field next to the type menu.

Password  Likethe Text type, but an HTML password field is used instead to hide the text entered
by the user.

Menu.. If thistypeis chosen, the parameter is displayed as a drop-down menu in which the choices
aretaken from thefile entered in the field next to the type menu. Each linein thefile defines
one menu entry. If the line contains a commea, the text after the commais what appearsto
the user in the menu, while the text before it isthe actual value to which the parameter is set
when the command is run. An example file might contain the following lines:

j cameron, Janmi e Caneron
em |y, Em |y Caneron

The menu that appears on the modul€e's main page would contain the choices Jamie
Cameron and Emily Cameron, but the actual parameter passed to the command would
beeither j cameron oreni | y.

Upload Thistype displays afile upload input that the user can useto select afile on his PC. When
the command is run, the file is uploaded to the server and placed in atemporary file. The
full path to thisfileis then used as the parameter when the command is run, so that it can
be copied to some directory, converted to a different format, or whatever you like. When
the command completes, the temporary file will be deleted.
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Table 25.1 Custom Command Parameter Types (Continued)

Text box A parameter of thistypeis shown as atext box into which anything can be entered. How-

ever, any newline characters are replaced with spaces before the parameter is passed to
your command.

25.4

Creating a New File Editor

To add a new button to the module’s main page for editing afile, follow these steps:

1.

2.

10.

Click on the Create a new file editor link above or below the existing buttons. This will
bring up the editor creation form shown in Figure 25.3.

Enter a short description for the file to be edited into the Description field. Whatever text
you enter will appear on the editor’s button on the main page. You can aso enter addi-
tional text (including HTML tags) into the larger text box below it, to be displayed
undernesath the button.

. Enter the full path of the file to be edited into the File to edit field. The file does not nec-

essarily have to exist yet.

. To have the file's owner changed when it is saved, set the File ownership field to User

and enter a UNIX username and group name into the fields next to it. Thisis especialy
useful when editing afile that does not yet exist, so the ownership of the newly created
fileis set properly.

If you leave the field set to L eave asis, the file's ownership will not be changed when it
is saved. Newly created files will be owned by r oot .

. To have the file's access permissions changed when it is saved, set the File per missions

field to Set to octal and enter the permissions (like 700 or 664) into the field next toit. If
you select L eave as is, the file's permissions will not be changed when it is saved. The
permissions on newly created files depend on the Webmin processes unask.

. To have a command run just before the file is saved by the user, fill in the Command to

run before saving field. This could be useful for making a backup copy, checking the
file out of RCS, or anything else that you can come up with.

. Similarly, to have a command run just after the file is saved fill in the Command to run

after saving field. This can be useful for validating the file's contents, copying it to
another system, or checking it back into RCS.

. To control the placement of the new editor’s button on the modul€’s front page, enter a

number for the Ordering on main page option. Commands and editors are ordered so
that those with the highest number appear first. If Default is chosen, the ordering number
is assumed to be zero.

If you do not set the ordering number for any of your file editors, they will be displayed
in the order in which they were created.

. To have the editor appear in Usermin’s Custom Commands module, change the Avail-

ablein Usermin? field to Yes. See Chapter 47 for more information on how to install
and configure Usermin.

Finaly, click the Save button. If there are no errors in the form, you will be returned to
the modul€'s main page which will include a button for the new editor.
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Once an editor has been created, you can edit it by clicking on the Edit file editor link on the
module’s main page. Once you are done making changes, click the Save button at the bottom of
the page. To get rid of the editor, click the Delete button in the bottom-right corner instead.

) - PV

Tefarrmre Rpimerkizpe Spacioc Hargware . Clvare s Olhee

Figure 25.3 Creating a new file editor.

25.5 Module Access Control

The access control options in the Custom Commands module are designed to allow a master
Webmin user to give some other users the rights to run selected commands, but not edit or create
them. From a security point of view, it makes no sense to give an untrusted user permissions to
create his own custom commands because that would alow him to run any command as r oot
and so compromise the security of the entire system. Similarly, you can restrict the file editors
that a Webmin user can use, and prevent him from creating new editors.

Once you have created a user or group with access to the Custom Commands module (as
explained in Chapter 52), the steps to follow to limit his access are:

1. In the Webmin Users module, click on Custom Commands next to the name of the user
or group to which you want to grant access. This will bring up the access control form
for the module.

2. Change the Can edit module configuration? field to No.

3. Unless you want the user to be able to run all commands and use al editors, set the Com-
mandsthisuser can run field to Selected and choose those that he should be alowed to
use from the list provided. You can also choose All except selected and select from the
list the commands that the user should not be allowed to use. All others will be available.
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4. Change the Can create and edit commands? field to No.
5. Click the Save button. The access control settings will be activated and you will be
returned to the main page of the Webmin Users module.

If you want to grant access to selected custom commands and editors to alarge number of users,
a better solution may be to install Usermin, which alows any UNIX user to log in. Any com-
mand for which the Available in Usermin? field is set to Yes will be visible in Usermin’s Cus-
tom Commands module and work in exactly the same way. See Chapter 47 for more information
on Usermin and how it can be configured to limit which UNIX users can run custom commands.

25.6 Configuring the Custom Commands Module

This module has several configuration options (shown in Table 25.2), which you can edit by
clicking on the M odule Config link on its main page.

Table 25.2 Module Configuration Options

Main page shows When this option is set to All commands and parameters, the
module's main page will behave as documented in this chapter.
Every command and editor and their parameters will be shown.

However, if Linksto commands is chosen the page will only dis-
play atable of commands and their descriptions. To actually set
parameters and run acommand, you must first click on it to goto
separate page. This mode isuseful if you have alarge number of
commands with lots of parameters, and want to keep the size of
the module's main page down.

Width of file editor window Thisfield can be used to change the width of the text box used by
file editors.

Height of file editor window Thisfield can be use to change the height of file editor’s text boxes.

File editor wrap mode This option controls the text wrapping mode that affects lines

longer than the width of the text box used by file editors.

The default of Soft will cause lines to be wrapped for display, but
not when they are actually saved.

The Hard option will also wrap lines in the saved file.

The Off option turns off wrapping altogether and forces the use of
the scrollbar to view long lines.

25.7 Summary

After reading this chapter, you should be able to create your own custom command buttons,
which run shell commands and can take multiple inputs from the user as parameter. You will
also be able to create file editor buttons, for easily editing common files through aweb interface.
Finally, you should understand how to restrict access to these commands and editors, so that cer-
tain Webmin users (or Usermin users) can run them without being able to define their own.
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Webmin’s File
M anager

his chapter documents the File Manager module and its features, such as
I copying and pasting, ACL and EXT attribute editing, and file sharing.

26.1 The File Manager Module

Under the Others category in Webmin is a module that is quite different from any of the others.
Instead of configuring some server or service, it allows the user to view and manipulate files on
the server through a Java applet file manager. The user interface is similar to the old Windows
explorer—on the left is atree of directories, and on theright isalist of filesin the current direc-
tory. At thetop isarow of buttons on atoolbar that is used for carrying out various operations on
selected files. Figure 26.1 shows an example.

Unlike other modules, this one only has a single page that is taken up entirely with the Java
applet. To return to Webmin’s main menu, you have to click on the Index arrow in the top-left
corner. Naturally, if your browser does not support Java then the applet cannot be used.

The File Manager module’s user interface is amost exactly the same on al versions of
UNIX. The only differences are that some of the EXT, ACL, and Attr buttons (described in
Section 26.10 “Editing File ACLS’) may not exist on some operating systems. This is because
the filesystems on those UNIX variants do not support the extended attributes that the buttons
alow you to configure.

26.2 Navigating Directories and Viewing Files

When you first load the file manager, the right-hand pane will display the contents of the root
directory on your system. To enter another directory, just double-click on it in the list. To go
back up adirectory, double-click the. . link at the top the current directory’s listing.

You can also view the contents of a directory by clicking on it in the tree in the left-hand
pane. Double-clicking will open the directory in the tree, causing any subdirectories under it to
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Figure 26.1 The File Manager module.

appear. Double-clicking again will close it. Whenever you enter a directory using the right-hand
pane, it will be opened in the tree on the left as well. Similarly, when the . . link is double-
clicked to go back to the parent, the old directory will be closed in the tree.

It is also possible to jump to any directory on your system by entering its path into the text
field above the right-hand directory listing. Assuming that it actually exists, Webmin will open
all parent directories in the tree and displays its contentsin the list on the right.

To speed up the user interface, the file manager caches the contents of all directories that
you view while using it. This meansthat if afile is created, modified, or deleted on the server, it
will not be reflected in the directory listing until you click the Refresh button on the tool bar.

The contents of any file on your system can be displayed by double-clicking on it in the
right-hand pane. A separate browser window will be opened and the contents of the file will be
displayed by your browser. Any file type that the browser supports, therefore, can be viewed
using the file manager.

If you want to download a file from your Webmin system to the host that your browser is
running on, hold down the shift key while double-clicking on the file. The browser should
prompt you to save the file instead of opening a window to display its contents. You can also
force adownload by selecting afile from the right-hand pane and clicking the Save button on the
toolbar at the top of the file manager window.
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26.3 Manipulating Files

The File Manager module allows you to rename, move, and copy files in the just the same way
that any other file manager would. To select the file that you want to manipulate, just click on it
in the right-hand pane. To select multiplefiles, hold down the control key while clicking, or hold
down the shift key to select an entire range.

To movefilesto adifferent directory, select one or more and click the Cut button on the tool-
bar. Then navigate to the destination and click the Paste button. If a file with the same name
already exists, Webmin will prompt you to rename the pasted file to avoid the clash. If you choose
not to rename, the file in the destination directory with the same name will be overwritten.

To copy files, select them in the right-hand pane and click the Copy button. Then go to the
directory to which you want them to be copied, and click Paste. As when moving files, you will
be prompted to rename any that clash with files that already exist in the destination directory.
Multiple copies of afile can be made by pasting in different directories. To create a copy of afile
in the same directory, just select it, hit Copy and then Paste, and enter a new filename.

You can delete one or more files and directories by selecting them and clicking the Delete
button on the toolbar. Before they are actually removed, a confirmation window listing al cho-
sen files will be displayed. When the Delete button in the window is clicked, all chosen files,
directories, and their contents will be permanently deleted.

A single file can be renamed by selecting it in the right-hand pane and clicking the Rename
button on the toolbar. Thiswill bring up awindow containing the current filename and a text box
for entering a new name. If the new name is the same as an existing file in the same directory, it
will be overwritten when the Rename button in the window is hit.

26.4 Creating and Editing Files

The File Manager module offers two methods for creating new files—you can either create a text
file from scratch, or upload data from the host on which your web browser is running. To create a
new empty text file, click on the New document button on the toolbar to the right of the Delete but-
ton. This will bring up awindow in which you can enter the full path to the file and its contents.
When you are done editing, click the Save button at the bottom of the file creation window.

To upload afile from the PC on which your browser is running, click the Upload button on
the toolbar. This will open a small browser window with two fields. The File to upload field is
for selecting afile on your PC, while the Upload to directory field is for entering the directory
to which the file will be uploaded. When both fields have been filled in, click the Upload button
to have the file sent to your Webmin server. Once the upload is complete, the directory list will
be updated to show the new file.

Because many people run their web browsers on the Windows operating system, which uses
a different text file format from UNIX, there is an option in the upload window to convert the
uploaded file to the correct format. This Convert DOS newlines? field should only be set to Yes
when uploading atext file from a Windows system. Enabling conversion when uploading binary
fileswill cause them to be corrupted.

Thefile manager can also be used to edit existing text files on your system. To do this, select
afilein the right-hand pane and click the Edit button on the toolbar. A window showing its cur-
rent contents will be displayed, alowing you to edit the file as you wish. When done, click the
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Save button to have it written back to the server. Do not attempt to edit and save nontext files, as
their contents will be corrupted.

Any existing file can be renamed simply by selecting it in the right-hand pane and clicking
the Rename button on the toolbar. This will bring up a window displaying the current filename
and prompting for anew one. Click the Rename button in the window after entering a new name
to have it changed.

26.5 Editing File Permissions

Each file or directory on a UNIX filesystem is owned by a single user and group and have a set
of permissions that determines who can accessit. Normally these are changed by the chown and
chrmod commands, but you can edit them in the file manager as well. To do this, select asingle
file from the right-hand pane and click the I nfo button on the toolbar. Thiswill bring up the per-
missions window shown in Figure 26.2.

Figure 26.2 The file permissions window.

The File section of the window displaysits full path, size, type, and last modification date.
The Per missions section contains checkboxes that control which users can read, write, and exe-
cute the file. These are the same permissions that you can change at the command line with the
chrmod command. As they are selected and deselected, the octal permissions that would nor-
mally be used with chnod are shown in the Octal field below.
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To change the file's owners, enter new user and group names or | Ds into the User and Group
fields in the Owner ship section of the window. For executables, you can also control which user
the program runs as using the Execute asuser and Execute as group fields. Because these options
correspond to chrmod permissions, changing them will update the Octal field aswell.

When editing a directory, the checkboxes available are slightly different. The execute per-
mission is replaced with list, an Only owners can edit files box is added, and the Execute as
checkboxes are replaced with Files inherit group. These al correspond to standard UNIX file
permissions that any system administrator should already be familiar with.

If changing the permissions and ownership of a directory, you can also choose to change
those of any subdirectories and files that it contains. The Apply changes to menu determines to
which files and directories the permissions are applied, and has three options:

This directory only The ownership and permissions chosen will be set on the
selected directory only.

This directory and its files The ownership and permissions will be set on the
chosen directory and al files that it contains. Subdirectories and their files will not
be effected.

Thisdirectory and all subdirectories Ownership and permissions will be set on
the chosen directory and all files and subdirectories that it contains.

If the file that was selected when the I nfo button was clicked is actually a symbolic link, the
window will contain an additional Link to field that can be changed if you want to edit the link
destination. Changing the permission and ownership fieldsis pointless, as they cannot be edited
for symbolic links on UNIX systems.

26.6 Creating Links and Directories

The file manager can be used to create a new symbolic link in the current directory by following
these simple steps:

1. Navigate to the directory in which you want the link to be created, and click the New
link button on the toolbar.

2. In the window that appears, enter the path of the new link filein the Link from field.

3. Enter the path to an existing file or directory that you want the link to point to into the
Link tofield.

4. Click the Create button to have it created on the server and added to the directory listing.

New directories can a so be created using the following steps:

1. Navigate to the directory under which you want the new subdirectory to be listed, and
click the New directory button on the toolbar.

2. Enter the full path to the directory into the New directory field.

3. Hit the Create button to createit.
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26.7 Finding Files

The file manager can be used to search for files or directories on your system that match certain
criteria. This can be useful if you know the name of a file but not the directory in which it is
located, or if you want to find files owned by a particular user or larger than a certain size. To
search for files, follow these steps:

1. Click on the Find icon on the toolbar, which will bring up a search window.

2. In the Search directory field, enter the directory under which the files you are looking
for are listed. To search the entire system, just enter /. This may take a long time, how-
ever, on a server with large filesystems.

3. To search by filename, enter a pattern into the For files matching field. This can be
something like *.txt or foo?.c. If the field is |eft blank, filenames will not be included in
the search criteria

4. To find files owned by a particular user, enter the username or ID into the Owned by
user field.

5. Similarly, to find files owned by group, enter itsname or ID into the Owned by group field.

6. To limit the search to normal files, directories, or some other type of file, select it from
the Filetypefield.

7. If you want to find files larger than a particular size, change the File size field to More
than and enter the minimum size in bytesinto the adjacent field. To find those smaller than
aparticular size, select L essthan and enter the maximum sizeinto thefield next to it.

8. To prevent filesystems mounted under the search directory from being checked, change
the Search past mounts option to No. This can be useful if you want to avoid searching
NFS filesystems, which can be much slower than those mounted from local disks.

9. Finally, click the Search Now button. When the search is complete, al files and directo-
ries that match all of the chosen criteria will be displayed in the window under the
Search results tab. You can double-click on one to have the file manager automatically
navigate to the directory that containsiit, and select it in the right-hand pane.

To do another search, click back on the Search criteria tab and follow the preceding

steps again.

In the background, the file manager’s search function uses the UNIX f i nd command to locate
files matching the criteria that you enter. All of the available options correspond to command-
line optionstof i nd, such as—nane, - user, and —gr oup.

26.8 Editing EXT File Attributes

Several UNIX filesystem types support specia attributes on files beyond those that can be set
with the normal chnod and chown commands. On Linux ext 2 and ext 3 filesystems, each file
has several special optionsthat are normally set withthechat t r command. Assuming your sys-
tem has at least one filesystem of this type, you can change the EXT attributes for files that it
contains by following these steps:
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9.

10.
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. Select the file that you want to modify in the right-hand pane, and click the EXT button

on the toolbar. This will bring up a window showing attributes that are currently set,
assuming that the fileis on an ext 2 or ext 3 filesystem.

. To stop the file's last access time being updated very time it is read, turn on the Do not

update access times option. This can prevent alot of useless disk writeson filesthat are
read frequently.

. To stop processes modifying the contents of a file, check the Can only append to file

option. Thisis useful for logfiles that you want to save from truncation or overwriting.

. To have the kernel automatically and transparently compress the contents of afile, turn

on the Compress data on disk option. This will only have an effect if your kernel sup-
ports transparent file compression.

. To stop afile being read by the dunp backup command (explained in Chapter 14), turn

on the Do not backup with dump option.

. To prevent afile from being modified or deleted, check the Do not allow modification

option.

. To have the kernel overwrite the disk blocks containing the file when it is deleted, turn on

the Zer o blocks when deleting attribute.

. To force any writesto the file to be written to disk immediately, turn on the Always sync

after writing option. Normally, the kernel buffers data for writing to disk when it is most
convenient.

To have the kernel save the contents of the file when it is deleted, turn on the Save con-
tents for undeletion option.

Finally, click the Save button to have your changes applied to thefile.

Because all the preceding attributes can be changed at the shell prompt using the chat t r com-
mand, making a file unchangeable or setting it to append-only mode does not provide any pro-
tection against someone who hasr oot access to your system.

26.9

Editing XFS File Attributes

OnLinux and IRIX xf s filesystems, files have totally different kinds of attributes. Every file or
directory can have an unlimited number, each of which is simply a mapping between atext name
and value. Normally, the at t r command is used for editing attributes, but the file manager can
be used as well by following these steps:

1.

Select the file that you want to modify in the right-hand pane, and click the Attrs button
on the toolbar. Thiswill bring up awindow listing existing attributes, unless the filesys-
tem on which the file is located does not support them.

. To create a new attribute, click the Add Attribute button at the bottom of the window.

This will open another window for entering its name and value that can contain several
lines.

. Click the Save button in the new attribute window to add it to the list.
. To edit any existing attribute, just double-click onit. Thiswill bring up awindow like the

one used for creating a new attribute but with an additional Delete button.

. When you are done creating and editing attributes for the file, click the Save button

below the list. Only then will they actually be applied to the file on the server.
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Attributes are generally used for storing metadata about files, such as a description, character
set, or icon. See the manual page for theat t r command for moreinformation on what attributes
can be used for.

26.10 Editing File ACLs

Standard UNIX file permissions and ownership are a simple way of controlling who can access
afile, but are not very flexible. A superior aternative that is available on many operating sys-
temsis POSIX ACLs. POSIX isaset of standards that appliesto many UNIX systems, and ACL
stands for Access Control List. By setting up an ACL for afile, you can grant permissions to
additional users or groups in addition to the normal owner and group. When editing the ACL for
adirectory, defaults for newly created filesin that directory can be set aswell.

The xf s filesystem type on Irix and Linux includes ACL support, as do uf s filesystems on
Solaris. If you have the right kernel patches installed, ext 2 and ext 3 filesystems on Linux can
support ACL s as well. Fortunately, they are implemented in an almost identical way on all oper-
ating systems, so the user interface in Webmin for editing them is the same.

An access control list contains at least four entries, each of which grants some permissions
to auser or group. The permissions granted by each entry are the same as those set by the chnod
command—read, write, and execute/list. The default ACL for afile contains entries for its owner
user, owner group, and other UNIX users. These are exactly the same as the permissions granted
to user, group, and others by chnod and the Info window in the file manager.

One specid entry that appearsin all ACLsisthe mask, which defines the maximum permissions
that can be granted to the group owner and to any other users (except the file€'s owner). Because the
mask limits the permissions that can be granted by other entries, you will often need to change it to
achieve the desired effect from your ACL. Exactly one mask entry must exist in every ACL.

The most commonly used ACL entry is one that that grants permissions to a UNIX user
other than the owner. Similarly, entries that grant permissions to another group can also be
defined. Thereis no limit on the number of such entries that can be created.

The ACL for adirectory can include several special default entries that determine the initial
ACL of any file created in the directory. Default user, group, and mask entries can be created,
and the default user and group can apply to either a specific user or the owner of the file. On
most operating systems, if you create any defaults you must create entries for at least the default
user owner, default group owner, and default mask.

At the shell prompt, the commands get f acl and set f acl are used on Linux and Solaris
to view and change ACLSs, respectively. On Irix, thel s —D command is used to display ACLs
and the chacl command is used to set them. Webmin will call these commands on the server
whenever the file manager is used to view or change the ACL of afile.

To edit the ACL for afile or directory, follow these steps:

1. Select thefile from the list in the file manager’s right-hand pane, and click the ACL but-
ton on the toolbar. Thiswill bring up awindow listing all existing ACL entries, as shown
in Figure 26.3.

2. To add a new entry, select its type from the menu next to the Add ACL of type button
before clicking it. This will bring up another window for entering the user or group to
which the entry applies, and the permissions that they are granted. An ACL can only
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have one mask or default mask entry, so if either is chosen when one already exists, an
error message will be displayed.

. For user or group ACL entries, you must fill in the Apply to field with the name of the user

or group to which the permissions are being granted. For default user or default group
entries, the Apply to field can be set to the File owner option, or the name of a user or
group can be entered. In the former case, the permissions will apply to the owner or group
of any new file created in the directory. In the latter, they will be granted to the entered user
or group. For mask ACL entries, thereisno field for choosing to whom they apply.

. In the Permissions field, check those permissions that you want granted to the user or

group. These have the same meaning as those set by the chnmod command in the window
described in Section 26.5 “Editing File Permissions’.

. Click the Save button to have the new ACL entry added the list in the ACL window. It

will not, however, be saved to the server yet.

. To edit an existing ACL entry, just double-click on itsrow in thelist. You can change the

user or group to which it applies (if any) and the permissions, but not the type. Click the
Save button to keep your changes or the Delete button to remove the entry from thellist.
Not all types of ACL entry can be deleted—only those that grant permissions to a spe-
cific user or group or the various default types for a directory.

. Finally, click the Save button at the bottom of the ACL window to have the ACL applied

to the file on the server. Because not all combinations of entries are valid on all operating
systems, an error message may be displayed if your ACL isincorrect in some way. If this
happens, either fix the problem or use the Cancel button to discard your changes.
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Figure 26.3 The ACL window.

26.11 Sharing Directories

If you have Samba installed on your system (covered in Chapter 43), it is possible to use the file
manager to share directories to Windows clients. In addition, if you are running Linux or Solaris,
the file manager can be used to export directories via NFS (as explained in Chapter 6). When
sharing directories, the file manager has very few options compared to the modules designed
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specifically for the purposes of configuring Samba and NFS. It does, however, provide a much
simpler user interface.

Assuming the Sambaisinstalled and working on your system, the following steps should be
used to share a directory with Windows clients:

1. Sdlect the directory that you want to share in the right-hand pane and click the Sharing but-
ton on the toolbar. Thiswill bring up awindow with two tabs, labeled Windows and NFS.

2. Under the first tab, turn on the Windows file sharing enabled option.

3. Enter a short description for this directory into the Comment field.

4. Unless you want the share to be temporarily disabled, make sure the Currently active?
fieldisset to Yes.

5. To stop clients writing to the directory, change the Writable field to No. Otherwise,
leaveit set to Yes.

6. To alow clients to access this share without needing to log in, set the Guest option to
Yes. If you set it to Only, clients will be treated as guests for the share even if they do
login to the server. If you select No, clientswill not be able to accessit at all without log-
gingin.

7. Click the Save button to make your new share active. On the server, an entry will auto-
matically be added to the Samba configuration file. From now on, when the directory
appearsin the file manager, itsicon will havethe letter S oniit to indicate that it is shared.

In the same way, directories that are already shared via Samba can be modified using the file
manager. Any options that have been set in Webmin or manually will not be affected by editing
the share in this module, even though only a few of them are visible under the Windows tab. To
turn off the sharing of adirectory to Windows clients, just select the Windows file sharing dis-
abled option and hit Save. Thiswill cause the entire share to be deleted from the Samba config-
uration, including all options.

If you are running Linux and the NFS server software is installed on your system, you can
export adirectory to UNIX clients by following these steps:

1. Select the directory that you want to share in the right-hand pane and click the Sharing
button on the toolbar. In the window that appears, select the NFS tab.

2. Turn on the NFSfile sharing enabled option.

3. The NFS export options section contains a table of hosts to which the directory is
shared, and the options that apply to those hosts. When setting up sharing for the first
time, only one empty row is available, so if you want to add multiple rows you must save
the export and re-edit it.

In the field under the Hosts column, enter the hosthame, IP address, or netgroup to
which you want the directory to be exported.

From the menus under the Options column, you can control whether clients are allowed
to write to the directory, and how client UNIX users are treated by the server. Chapter 6
explains the meanings of these menu options in more detail.

4. Click the Save button to have the export settings written back to the server and the NFS
server automatically restarted. Allowed UNIX clients will be able to access the directory
immediately.
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5. To add another host to the directory, click the Sharing button on the toolbar again and
repeat Steps 3 through 5.

On Solaris, the steps for sharing a directory via NFS are not quite the same due to the different
options that are available on that operating system. Those steps are:

1. Select the directory that you want to share in the right-hand pane and click the Sharing
button on the toolbar. In the window that appears, select the NFS tab.

2. Turn on the NFSfile sharing enabled option.

3. Enter a short description for this export into the Description field, if you like.

4. To give some hosts read-only access to the directory, change the Read-only hostsfield to
Listed and enter their hostnames, |P addresses, or netgroups into the field below, sepa-
rated by spaces. You can specify an entire network by preceding it with an @ such as
@192.168.1.

To give dl hosts read-only access, select the All option instead. This means that any
system that can connect to yours over the network will be able to mount the directory and
read the files that it contains.

5. To give hosts read-write access to the directory, change the Read-write hostsfield to Listed
and enter their hostnames, |P addresses, netgroups, or networksinto the field below it.

If you select All, any system that can connect to yours will be able to read and write files
in the directory, which is probably a bad idea from a security point of view.

6. By default, even those hosts that have read or write access will not be able to access files
as the r oot user. To grant this to some hosts, change the Root access hosts field to
Listed and enter their hostnames, addresses, netgroups, or networks into the field below.
See Chapter 6 for more details on what r oot access meansin relation to NFS.

7. Finally, click the Save button to have your new NFS export saved and made active.

On both Linux and Solaris, once a directory is shared via NFS its icon in the file manager’'s
right-hand pane will be marked with the letter S. Directories that have been shared manually or
by Webmin's NFS module will also be similarly indicated, and you can edit their settings by
selecting them and hitting the Sharing button. Any NFS options that are not configurable in the
file manager will be unaffected.

In the sharing window, you can turn off the NFS exporting of a directory by selecting the NFS
file sharing disabled option and clicking the Save button. All entriesin the NFS configuration file for
the directory will be deleted, and the NFS server restarted to make the changes immediately active.

26.12 Module Access Control

Like other modules, the file manager can be configured in the Webmin Users module (covered in
Chapter 52) to restrict the access that a user has to it. Specifically, you can limit a Webmin user
to particular directories and allow him to access files with the rights of a non-r oot UNIX user.
The directory limitation feature is particularly powerful, as a user can be given r oot access
within that directory but prevented from seeing or touching any files outside of it.
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Once you have created a Webmin user with access to the module, the steps for restricting his
accesstoit are asfollows:

1.

2.

7.

In the Webmin Users module, click on File Manager next to the name of the user or
group for which you want to edit access control restrictions.

To change the UNIX user that files are accessed as, enter a new name into the Access files
on server asfield. Alternatively, you can select the Same as Webmin login option, in which
case the Webmin user will the same privileges as the UNIX user with the same name.

Anyone who uses the module with non-r oot privileges will not be able to use its file
sharing features, as this would open up alarge security hole. Webmin users who do not
have access to the Samba or NFS modules will also not be able to configure file sharing.

. The Umask for new files field controls the permissions that are set on newly created files

and directories. It contains an octal number which is the binary inverse of the number used
in the chnod command to set permissions. For example, a umask of 022 would give new
files 755 permissions, while aumask of 077 would give them permissions of 700.

. To prevent the user from creating or editing symbolic links and to force al links to

appear as the file that they are linked to, change the Always follow symlink? field to
Yes. This should be done when restricting a user to a directory so he cannot create links
to files outside of the directory and then edit or view them in the file manager.

. To stop the Webmin user from editing or changing any files, set the Read-only mode?

field to Yes.

. To restrict him to only certain directories, enter them into the Only allow access to

directories text box. By default, this field contains the root directory, which you must
remove if the restrictions are to make any sense. When the user opens the file manager, it
will appear as though directories other than those that have been allowed do not exist.
The full path to each directory, however, will still be visible.

To automatically include the home directory of the UNIX user with the same name,
check the Include home directory of Webmin user option. To have the file manager
navigate to the first accessible directory automatically, leave the Open first allowed
directory? option checked.

Finally, click the Save button to have the new restrictions activated.

If you want to give alarge number of users access to the file manager, it may be better to install
Usermin (covered in Chapter 47), instead. It includes an identical file manager that always runs
asthe UNIX user logged into Usermin, and can be restricted to the user’s home directory.

26.13 Summary

Even though Webmin's file manager should be relatively intuitive if you have ever used asimilar
program on Linux or other operating systems, it does have some extra features that you may not
have seen before. After reading this chapter you should be able to navigate your system’s direc-
tories, and perform basic operations like editing, copying, and deleting files. If necessary and
supported by your filesystem, you will also be able to share files with NFS or Samba, and edit
the ACL s and extended attributes of files.
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Perl Modules

his chapter explains how to install new Perl modules onto your system
I using Webmin, and how to view or delete modules that are already
installed.

27.1 Introduction to Perl Modules

The Perl programming language has many of its functions in separate modules, which are
loaded only when they need them by Perl scripts. The standard distribution of Perl includes
many modules, but there are far more avail able that can be installed separately. Modules exist for
awide variety of purposes, such as connecting to databases, creating images, using network pro-
tocols, and parsing data formats.

All Perl modules have short names like GD or Net : : Tel net . All those that have multi-part
names separated by double-colons are part of afamily of related modules, which are often pack-
aged together. Modules are distributed int ar . gz files which need to be extracted and compiled
before they can be installed. Often, a single distribution file will contain multiple modules that
must al be installed together.

The best source of Perl modules is CPAN (the Comprehensive Perl Archive Network),
located at www.cpan.org/. It has a vast database of almost every third-party module available,
and is easily searchable. Webmin can install a Perl module for you directly from CPAN if you
know the name of the module that you want.

Because Webmin is itself written in Perl, it can make use of some optional modules. For
example, to run Webmin in SSL mode (as explained in Chapter 2), it is necessary to install the
Net : : SSLeay module. To reliably connect to and manage MySQL and PostgreSQL databases,
you heed to install the DBD: : nysql and DBD: Pg modules, respectively.
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27.2 Perl Modules in Webmin

Under the Others category in Webmin is a module called Perl Modules that can be used to view,
install, and remove Perl modules from your system. When you enter it, the main page lists all the
modules that are currently installed, as shown in Figure 27.1. For each module, the name, a short
description, installation date, and number of submodulesis shown. Submodules are Webmin'sterm
for Perl modulesthat are included in the distribution t ar . gz file along with a primary module.

Because Perl behaves the same on all versions of UNIX, this Webmin module has the same
user interface and functionality on all operating systems. The only problem that you may
encounter on non-Linux systemsis the lack of a C compiler, which is often needed when install-
ing Perl modules. All versions of Linux include the gcc compiler as standard, but many com-
mercial UNIX variants do not come with afree C compiler.
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Figure 27.1 The Perl Modules main page.

27.3 Installing a Perl Module

If you need to install a new Perl module for use by Webmin or for developing your own scripts,
it can easily be done using this Webmin module. The steps to install a Perl module are:

1. At the bottom of the module's main page is the installation form. It offers four options
for types of source from whichtoinstall amoduleint ar . gz distribution file format, but
the most common and useful is From CPAN. Just select it and enter the name of the
module (such as Net : : Tel net ) into the adjacent text field.
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If the module file is already on your system, you can choose the From local file option
and enter the path to thet ar . gz fileinto thefield next toit. Or if you have the file on the
system on which you are running your browser, click on From uploaded file and select
the file using the Browse button.

The final source from which a module can be installed is a URL on another server. To
have Webmin download it for you, select the From ftp or http URL option and enter the
URL into the field next to it.

. If the From CPAN option was chosen and this not the first module that you have

installed from that source, the Refresh module list from CPAN checkbox next to the
module namefield will bevisible. If checked, Webmin will again download the complete
list of modules and the URLs on which they can be found from the CPAN website. Oth-
erwise, it will use alocal cache of the list from the previous download.

The module list should be downloaded periodically to ensure that the local copy remains
up-to-date. For thisreason, the box will be checked by default every 30 days, or whatever
period you have set in the Webmin modul€'s configuration.

. When you have selected the source, click the Install button. Thiswill take you to a page

showing the progress of the downloaded CPAN module list and the module file itself, if
necessary. If the Perl module cannot be found on CPAN or the select t ar . gz file does
not appear to be in the correct format, an appropriate error message will be displayed.

If the module file was downloaded and successfully verified, however, an installation
options form like the one in Figure 27.2 will be displayed.

. The Install action field determines which steps of the module installation process will

be carried out by Webmin. The available options are:

Make only The file will be extracted, its Makefi | e generated with the command
perl Makefil e. PL, and then the make command run to build the modules it contains.
No actual installation will take place.

Makeandtest Likethe Make only mode, but compiled module will be tested with the
make test command aswell. AlImost al Perl modules include test code to verify that
they have been compiled properly.

Make and install The module file will be extracted, the modules it contains built, and
then the make install command will be run to copy the compiled files to the
appropriate Perl directories on your system. Once they have been installed, the modules
will be usable by other Perl scripts and programs (like Webmin).

Make, test, and install Like the Make and install mode, but the make test
command will be run on the compiled modules before they are installed to verify that
they were built correctly. Thisis the default mode, but for some modules it may not be
appropriate if the testing phase is prone to failing incorrectly.

. For some Perl modules, additional parameters may need to be passed to the per!|

Makef i | e. PL command for them to be built correctly. If so, you can enter them into the
Makefile.PL arguments field. The Net : : SSLeay module, for example, requires the
path to the OpenSSL directory to be given as a parameter, if it has not already been
installed in the standard directory. Generally though, you will not need to fill in thisfield.
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6. Some Perl modules need certain environment variablesto be set beforeper | Makefi | e. PL
isrun. If that isthe case with the module you are trying to install, fill in the M akefile.PL
environment variables table with the names and values of those that need to be set. The
average module does not require any special variables.

7. To have Webmin carry out the compile and installation steps chosen in Step 4, click the
Continuewith install button at the bottom of the form. Thiswill take you to page show-
ing each command run to build the module and any output or error messages that it pro-
duces. Only if everything is successful will a message like Make, test, and install of
Net:: SSL eay successful appear at the bottom of the page.

If something goes wrong, check the error messages for clues. Many Perl modules
provide an interface to some C library and require that the included files for that library
be installed. On many Linux distributions, these are in a different package to the library
itself. For example, Net : : SSLeay uses the OpenSSL C library, whose included files are
often in a separate openssl - devel package. See Chapter 12 “ Software Packages’ for
instructions on how to install packages on your system.

8. Assuming everything works and you choose to install the module, you can now return to
the main page. The new module should be listed there and will be usable in Perl scripts
and programs.

Some Linux distributions include various Perl modules in RPM format. They must be installed
using the Software Packages module, not this one. Be warned that if you have upgraded Perl
from the version included with your distribution, these RPMs will not work. For thisreason, itis
almost always better to install Perl modules using this Webmin module.

27.4 Viewing and Removing a Perl Module

The main page of this Webmin module displays al non-core Perl modulesinstalled on your sys-
tem for which a . packl i st file can be found. Unfortunately, some modules do not create a
. packl i st file, especially those installed from an RPM package. Modules like thiswill still be
usablein Perl scripts, but cannot be viewed or uninstalled by Webmin.

Most Perl modulesinclude documentation on their API for programmers who want to make
use of them in scripts. To view a module's documentation, follow these steps:

1. Onthe main page, click on the module name under the table’s M odule column. This will
bring you to a page showing its complete documentation, as generated by the per | doc
command. Not all modules have documentation, so in some cases none will be dis-
played.

2. If the module has submodules, they will be listed as well. Each may have additional doc-
umentation that you can view by clicking on its name.

Webmin can also be used to delete Perl modules from your system, aslong as they have properly
formatted . packl i st files. The process should be used to remove amodule:

1. On the main page, click on the modul€e's name to go to the documentation page.
2. If the Uninstall module and submodules button exists, click on it. If the button is not
displayed, then Webmin cannot remove this Perl module.
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Figure 27.2 The module install options form.

3. Once you click on the button, a page listing all the files to be deleted is displayed. To go
ahead with the uninstall, click the Uninstall now button at the bottom of the confirmation
page. All the module'sfileswill be removed, and you will be returned to the main page.

As mentioned in Section 27.3 “Installing a Perl Module”, some Perl modules are installed from
RPM packages. To remove one of these, use the deletion feature of the Software Packages mod-
uleinstead.

27.5 Configuring the Perl Modules Module

This Webmin module has one configurable option that you might want to change and two others
that should only be modified if using a different repository for Perl modules than the normal
CPAN website. All of the options listed in Table 27.1 can be found by clicking on the Module
Config link in the top-left corner of the main page.

27.6 Summary

This chapter has explained what Perl modules are and how to use Webmin to install new mod-
ules into your system. It has also covered the viewing of documentation and other information
for existing modules and explained how to remove those that you no longer need.
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Table 27.1 Module Configuration Options

Days before refreshing CPAN
module list

Thisfield determines the number of days that Webmin will wait
before recommending that the CPAN module list be downloaded
again, as explained in Section 27.3 “Installing a Perl Module”. It
isagood ideato refresh occasionally asthe URLs it contains may
become out-of-date when a new version of a Perl moduleis
released.

CPAN perl modules list

These fields determine where Webmin downloads the list of
CPAN modules from, and where it downloads actual module files-
from. The defaults will work perfectly well, but because there are
many CPAN mirror sites around the world you may want to
change them to use a site closer to you.

If so, the CPAN perl moduleslist field must be set to the URL of
the02packages. det ai | s. t xt . gz file on the mirror server.

CPAN modules base URL

The CPAN modules base URL field must contain the URL of a
directory under which module files are categorized by author,
which will typically end with aut hor s/ i d.
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Status M onitoring
with Webmin

his chapter covers the use of Webmin’s System and Server Status mod-
I ule, which can be used to check for and report down systems, failed
servers, network outages, and other problems.

28.1 The System and Server Status Module

This module allows you to monitor the status of various servers and daemons running on your
system, so you can easily see which ones are running properly and which are down. It can also
be configured to check the status of servers on aregular schedule, and to email you or run acom-
mand if something goes down. This can be useful if your system runs critical servers that other
people depend upon, such asweb or DNS servers.

The module can aso monitor servers running on other hosts. This can be done in two ways—
by making a TCP or HTTP connection to the port on which the server runs or by communicating
with the Webmin server on the remote host and asking it to check the status of the server. The latter
method is more powerful because it can be used to monitor things such as disk space and daemons
that do not accept any network connections.

Each server or service that you want to watch, using the module, must have a monitor defined.
Every monitor has atype that indicates what kind of server it is supposed to check, such as Apache
or BIND. Monitors aso have additional parameters, some of which are specific to their type. The
module alows you to create many different types of monitors, for things like checking to see if
Sendmail or Squid is running, watching for excessive network traffic or a shortage of disk space, or
pinging or connecting to some host.

A monitor can run either on the system on which you are using the module or another server
running Webmin. In the latter case, the server must be defined in the Webmin Servers Index mod-
ule, explained in Chapter 53. You can also check another system that does not have Webmin
installed using the remote TCP, HTTR, and ping monitor types.
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Many monitors use other Webmin modules to find the locations of the servers and daemons
that they check. For this reason, those other modules must be configured and working properly for
the associated monitor to work as well. For example, if you have compiled and installed Apachein
a different directory from the standard for your Linux distribution, the module configuration for
Apache Web server will have to be adjusted to use the correct paths. If not, this module will not
know where to look for the Apache PID file.

When you enter the System and Server Status module from the Others category on the Web-
min menu, its main page will display atable of al configured monitors. Several monitors for com-
mon servers and services will be defined by default, but you can edit, delete, or add to them asyou
wish. Figure 28.1 shows an example of the module’s main page.
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Figure 28.1 The System and Server Status module.

For each monitor, a description, the Webmin server that it runs on, and its current status are
shown. A monitor can be in one of the following three states:

Up Means that the monitored server or service is running correctly. This state is
indicated by a green tick on the main page.

Down Means that the monitored server is down. This state is indicated by a red
“X” on the modul€e's main page.

Webmin down Means that Webmin on the remote system is down, and so the
monitor cannot be run. Indicated by ared “W” on the module’'s main page.



252 Chapter 28 « Status Monitoring with Webmin

Timed out Means that the monitor did not return a result within 60 seconds,
perhaps because it ran a command that never completed. Indicated by a red clock
symbol on the main page.

Not installed Means that the server being monitored is not installed on your
system. This state isindicated by a black circle with aline through it.

By default, the status of every monitor is queried every time you view the module’'s main page.
Because this may take along time, if you have many monitors or are checking the status of serv-
ers on remote hosts, there is a module configuration option that can be used to display the status
from the last scheduled check instead.

28.2 Adding a New Monitor

To have Webmin check on the status of anew server or service, you must add an additional mon-
itor in this module. Before you can do this, you must decide on the monitor’s type, which is
determined by the type of service that you want it to check. See Section 28.3 “Monitor Types’
for alist of al those that are available, their purposes, and optional parameters.

Once you have chosen atype, you can add the monitor by following these steps:

1. Select the type from the menu next to the Add monitor of type button on the module’'s
main page. When you click the button, the browser will display aform for adding a new
monitor, as shown in Figure 28.2.
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Figure 28.2 Adding a new HTTP monitor.
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2. Fill in the Description field with a short description of this monitor, such as Office web
server. Thiswill appear on the main page and in any status emails.

3. To have the monitor executed on another Webmin server, select it from the Run on host
menu. If you have no servers defined in the Webmin Servers module (covered in
Chapter 53), no menu will appear.

4. If you have scheduled monitoring enabled and want this service to be regularly checked
by it, make sure the Check on schedule? field is set to Yes. If it is set to No, scheduled
checking will be turned off for this particular monitor.

The other options starting with Yes allow you to control when email is sent if the monitor
goes up or down. They correspond to the options for the Send email when field,
explained in Section 28.4 “ Setting Up Scheduled Monitoring”.

5. To have a command executed when a scheduled check determines that the monitor has
gone down, enter it into the If monitor goes down, run command field. This could be
used to attempt to restart the monitored server, or to notify a system administrator by
some method other than email.

6. You can aso fill in the In monitor comes up, run command field with shell commands
to execute when a scheduled check determines that the service has come back up again.

7. If the Run on host field is set to another Webmin server, you can choose whether the up
and down commands in the previous two steps are run on this system or the remote
server. Thisis controlled by the Run commands on field.

8. If the monitor is being run locally and is checking a server configured in another Webmin
module for which multiple clones exist, the Module to monitor field will appear on the
form. This menu can be used to choose from which of the clones the monitor should get its
configuration. So, for example, if you had two versions of Apache installed on your system
and two A pache Webserver modules set up to configure them, you would be able to choose
which one should be checked when creating an Apache Webserver monitor.

See Chapter 51 for more information on how module clones work.

9. Depending on the type of monitor being created, there may be several additional options
that you can set on this form. See Section 28.3 “Monitor Types’ for the details.

10. When done, click the Create button to have the monitor created and added to the main
page. Its status should be immediately displayed.

Existing monitors can be edited by clicking on their description on the main page. When editing,
all the same fields as described above are available, in addition to a Current status field that
indicates whether the service is up or down. For some monitor types, additional information is
displayed when it is up, such as the time that the server being checked was started.

After you have finished editing a monitor, click the Save button at the bottom of the page to
record your changes. To get rid of amonitor, use the Delete button instead. Either way, the changes
will be applied immediately.

28.3 Monitor Types

The System and Server Status allows you to monitor many different kinds of servers and dae-
mons, using different monitor types. All types perform some kind of check, and either succeed
or fail depending on whether the check passes or not. In some cases, a monitor can return athird
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result indicating that the server being checked is not installed or that the check that it is trying to
perform isimpossible.
The available types, their purposes, and additional parameters are listed in Table 28.1:

Table 28.1 Monitor Types and Their Options

Monitor

Description

Parameters

Apache Web server

Determinesif Apacheisrunning by
looking at its PID file, using the
configuration set in the Apache
Webserver module.

None

BIND 4 DNS Server

Checksif BIND version 4 isrun-
ning by looking at its PID file, using
the path set in the BIND 4 DNS
Server module.

None

BIND DNS Server

Checksif BIND version8or 9is
running by looking at its PID file,
using the configuration from the
BIND DNS Server module.

None

Check File

Can be configured to make sure that
some file exists, does not exist, or
that itssizeis smaller or larger than
a certain number of bytes.

This monitor can be useful for
detecting log files that have become
too large, critical filesthat have
gone missing, or indicator files cre-
ated by other programs.

Filetocheck Thefull path to the
file whose existence or size should
be checked by the monitor.

Test to perform I Filemust
exist ischosen, the monitor will fail
if the file does not exist.

If Filemust not exist ischosen, the
monitor will fail if thefile does exist.
If Filemust be bigger than is
selected, the monitor will fail if the
fileis smaller than or equal to the
size entered next to this option.

If File must be smaller than is
selected, the monitor will fail if the
fileis bigger than or equal to the
size entered.
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Monitor

Description

Parameters

Check Process

Checksiif the process matching
some pattern isrunning or not. This
can be useful for ensuring that serv-
ers and daemons are running, or for
detecting suspicious processes.

Command to check for A Perl
regular expression to search the list
of running processes for, such as
httpd or nfsd.

Fail if processis Determinesif
the monitor checks to make sure
that the command isrunning, or if it
does the opposite and makes sure
that it is not running.

Configuration Engine Checks to seeif the CFengine dae- None
Daemon mon is running.
DHCP Server Checksto seeif the ISC DHCP None
server isrunning by looking at its
PID file, taken from the configura-
tion of the DHCP Server module.
Disk Space Makes sure that afilesystem has at Filesystem to check  For this
least a certain amount of free disk parameter, you must select the file-
space. A monitor of thistypecanbe  systemwhose size should be checked
used to give you an early warning of ~ fromitsmenu. Or you can choosethe
an impending shortage of disk space.  Other option and enter the mount
point into the text field next toit.
Minimum free space (in kB) If
the amount of disk space free onthe
filesystem is less than the number
of kilobytes entered for this param-
eter, the monitor will fail.
Execute Command Executesan arbitrary shell command ~ Command to check exit status of

and checksits exit status. Thisisthe
most flexible monitor, asyou can use
it to run your own custom scriptsthat
perform checks that none of the
built-in monitor types can.

A shell command or commands that
the monitor will run asr oot and
check to seeif it succeeds or fails,
based on its exit status. All the
usual shell metacharacters such as

;, &%, and| can be used.

Extended I nternet
Server

Checksto seeif thexi net d
Extended Internet Server isrunning
by looking at its PID file.

None
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Table 28.1 Monitor Types and Their Options (Continued)

Monitor Description Parameters

File Change Determinesif afile has changed Filetomonitor Thefull pathtoa
since the last time the monitor was  file or directory whose last modifi-
run. Useful for detecting changesto  cation time will be checked. The
critical files or log files that record monitor will report afailureif the
Serious error messages. time has changed since the monitor

was last queried.
Free Memory Makes sure that the amount of free  Minimum free memory (in kB)

memory available onyour systemis
not less than a certain amount.

If the amount of available memory
isless than the number of kilobytes
entered for this parameter, the mon-
itor will fail. On Linux, free mem-
ory is defined as the sum of free
RAM, free swap, and the memory
used for buffers and caches.

Hostsentry Daemon

Checksto see if the Hostsentry dae-
mon is running on your system.

None

Internet and RPC Server

Checksto seeif thei net d Internet
Server isrunning by looking at its
PID file.

None

Jabber IM Server

Checksif the Jabber Instant Mes-
saging Server isrunning by looking
at itsPID file.

None

Load Average

Monitors the system load average,
and checksto seeif it has exceeded
some limit.

Load averagetocheck As
explained in Chapter 11, all UNIX
systems keep track of the average
system load over thelast 1, 5, and
15 minutes. This parameter controls
which average the monitor will
check.

Maximum load average The
average above which the monitor
will fail. On asingle-CPU machine,
an average of 1.0 meansthat the
system isfully loaded.
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Monitor

Description

Parameters

MON Service Monitor

Checksto seeif MON isrunning by
looking at its PID file, which is
taken from the configuration of the
MON Service Monitor module.

None

MySQL Database
Server

Checksto seeif MySQL isrunning
by attempting a test connection,
using the username and password
set in the MySQL Database Server
module.

None

NFS Server

Checksto seeif thenf sd process
exists on your system, indicating
that the NFS server is running.

None

Network Traffic

This monitor type checks the num-
ber of bytesthat have passed
through a network interface, and
failsif the data rate exceeds some
limit. Because therateisjust the
number of bytesthat have passed
since the last check divided by the
number of seconds since the check,
amonitor of thistype must be run
every few minutes on schedule.
This can be useful for warning you
of adenial of service attack
launched from or at your system.

Interfaceto monitor The net-
work interface that will be checked
for excessive traffic.

Maximum bytes/second The
data rate above which the monitor
will report afailure.

Direction to monitor This
parameter determines whether
incoming, outgoing or traffic on
both directionsis counted towards
the datarate.

Portsentry Daemon Checksto seeif Postsentry isrun- None
ning by looking at its PID file, which
istaken from the configuration of the
Security Sentries module.

Postfix Server Checksto see if Postfix isrunning None

by looking at its PID file, the loca-
tion of which is taken from the
Postfix Configuration module.
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Table 28.1 Monitor Types and Their Options (Continued)

Monitor Description Parameters

PostgreSQL Database Checksto seeif PostgreSQL isrun-  None

Server ning by attempting a test connec-
tion, using the username and
password set in the PostgreSQL
Database Server module.

ProFTPD Server Checksthe ProFTPD PID filetosee  None
if the server processis running.

Thismonitor can only be used if the
FTP server isrunning in stand-
alone mode, not from a super server
likei netd or xi netd.

QMail Server Checksto seeif Qmail isrunning None
by looking for the gnai | - send
process.

Remote HTTP Service AttemptsaconnectiontoanHTTP ~ URL torequest AnHTTPor
server running on some host, and HTTPS URL for the monitor to
requests a page. |If something goes download whenitisrun. FTPURLS
wrong, the monitor will fail. This are not supported.
typeisuseful for testingweb serv- Connection timeout  The number
ersrunning on systemsthat donot  of seconds that the monitor will wait
have Webmin installed, or for to make the connection and request a
checking to see that critical pages  page. If the process takeslonger than
are available. thistime, afailure will be reported.

The default is 10 seconds.

Login as If the URL is password
protected, this parameter can be
used to specify a username and
password with which to log in.

Remote Ping Sends and listensfor ICMP packets  Host to ping The IP address or

to determine if some host is up or
down. This can be useful for testing
network connectivity and server
availability.

hostname of a system to check. If
the host fails to respond to ICMP
echo- request packets, the moni-
tor will fail.

Timeto wait for response The
number of seconds that the monitor
should wait for an ICMP echo-

repl y response.
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Monitor Description Parameters
Remote TCP Service Attempts a TCP connection to a Host to connect to ThelP
host and port to ensure that the address or hostname of the system
server listening on that port is run- to which the monitor should open a
ning. If the connection is success- TCP connection.
ful, it will be closed immediately. Port to connect to  The TCP port
on the host on which the connection
should be made.
Connection timeout The num-
ber of seconds to wait for the TCP
connection to succeed before the
monitor gives up and reports afail-
ure. The default is 10 seconds.
Samba Servers Checksto seeif boththesnbd and  None
nmbd Samba server processes are
running, unless they have been con-
figured to run fromi net d or
Xi net d.
Sendmail Server Checksto seeif the Sendmail server  None
isrunning by looking at its PID file,
which is taken from the configura-
tion of the Sendmail Mail Server
module.
Squid Proxy Server Checksto seeif the Squid server is None
running by looking at its PID file,
which istaken from the configuration
of the Squid Proxy Server module.
Usermin Web server Checksto seeif theUsermin HTTP ~ None
server isrunning by looking at its
PID file, the location of whichis
taken from the Usermin Configura-
tion module.
Webmin Web server Checksto see if Webmin itself is None

running. This monitor typeisonly
really useful when run on schedule.




260 Chapter 28 « Status Monitoring with Webmin

Not all monitors are available on all operating systems. Because they use Linux-specific files
in/ pr oc, the Free Memory and Network Traffic monitors are only available on that OS. The Load
Average type can only be used on systems that support the Running Processes module, and the
Disk Space monitor will only work on systems to which the Disk and Network Filesystems mod-
ule has been ported.

In addition, many monitors depend upon other Webmin modules. For example, if the Apache
Webserver module has been deleted from your Webmin installation, you will not be able to use the
Apache Webserver monitor type. If you attempt to add a new monitor that depends upon amodule
that is not installed or will not work on your operating system, an error message will be displayed
when the Create button is clicked.

28.4 Setting Up Scheduled Monitoring

The monitors that you can configure using this module are most useful when they are run on
schedule, so that you can be automatically notified via email if a monitored server or daemon
goes down. When scheduled checking is enabled, al your monitors will be run at a periodic
interval, just asthey are al run when you visit the modul€'s main page.

To set up scheduled monitoring, the stepsto follow are:

1. Click on the Scheduled Monitoring button found on the module's main page below the
table of monitors. Thiswill take you to the form shown in Figure 28.3.

2. Change the Scheduled monitoring enabled? field to Yes.

3. The Check every field controls when the scheduled check is run. The first lets you set
the period, such as every 1 hour or 5 minutes, while the second part controls how many
hours or minutes into the period it is run. For example, to have the monitors checked at
3:00 am. every day, you would set the Check every field to 1 days, and the with offset
fieldto 3.

4. To limit the check to only certain hours of the day, deselect those hours on which you
don’t want it to run from the Run monitor during hourslist. This does not make much
senseif the scheduled check is being run only once per day.

5. Similarly, to limit the check to certain days of the week, deselect the days that you don’t
want it to run from the Run monitor on dayslist.

6. The Send email when field determines which events will cause an email message to be
sent by the scheduled check.

If When a service changes status is chosen, email will be sent when a service goes
down or up.

If When a service goes down is chosen, email will only be sent when a service goes down.
If Any time serviceisdown is chosen, email will be sent aslong as any service isdown,
and will be sent again at each check until service comes back up.

It is possible to override this field on a per-monitor basis using the Check on schedule
field on the monitor creation form.

7. To receive email when a service goes down, enter your address into the Email status
report to field. If it isleft set to Nobody, then no email will be sent.

8. To set the source address of the status email, change the From: address for email field.
The default is just webni n@ourhostname.
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Figure 28.3 The scheduled monitoring configuration form.

9. By default, any status email will be sent by running the sendnai | program on your sys-
tem. To have it sent via an SMTP server on another system, change the Send mail via
field to SMTP server and enter the hostname of the mail server into the field next to it.

10. If you want to receive an email for each monitor that goes down, change the Send one
email per service? field to Yes. Otherwise, all servicesthat are determined to have failed
by asingle check will be reported in asingle email.

11. If you have a pager command set up and working on the modul€'s configuration, you can
enter a pager number into the Page status report to number field. It will receive a
shortened version of the message that is sent via email.

12. Click the Save button at the bottom of the page to activate scheduled monitoring. Web-
min will automatically set up a Cron job that runs a script on the chosen schedule.

Once scheduled monitoring is active, you should begin receiving email messages notifying you
when services go down and come back up. If aservice is down when scheduled checking isfirst
enabled, however, and you have chosen to be only notified when services go down or come up,
you will not receive a message about it.

To modify any of the scheduled monitoring options, just repesat the preceding steps again. To
turn it off altogether, change the Scheduled monitoring enabled? field to No and click Save. If
you want to change the monitoring schedule, it is best to do it in this module instead of in the
Scheduled Cron Jobs module that is covered in Chapter 10.
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28.5 Module Access Control

You can grant a Webmin user the right to only see the current status of configured monitors but
not create or edit them. This can be done in the Webmin Users module, which is covered in
Chapter 52. Once you have created a user who has access to the module, follow these steps to
give him read-only access:

1. In the Webmin Users module, click on System and Server Status next to the name of
the user or group that you want to restrict.

2. Change the Can edit module configuration? option to No to prevent him changing dis-
play options.

3. Set the Can create and edit monitors? field to No so he can only view the status of
existing monitors.

4. Set the Can change scheduled monitoring? field to No.

5. Click the Save button to make the modul e access control restrictions active.

28.6 Configuring the System and Server Status Module

This module has several configuration options, mostly related to the way the main page is dis-
played. The options, which you can edit by clicking on the Module Config link on the main
page, are listed in Table 28.2.

Table 28.2 Module Configuration Options

Statustodisplay in list By default, thisfield is set to Current status which will cause the
main page to query and display the current status of all configured
modules. If you changeit to From last scheduled check, how-
ever, the status of each monitor at the time the last scheduled
check was run will be displayed instead. This option will make
the main page load much faster, especialy if you have alarge
number of monitors. It doesn’t make much sense, however, if you
do not have scheduled monitoring enabled.

Command to send message to When the scheduled check needs to send a message to a pager

pager number, it will invoke this command with two parameters. The
first isthe number to which to send the message, and the second is
the actual message text. The freely available yaps works well
with these parameters.

Seconds between pagerefreshes  When Don’t refresh is deselected and anumber entered, the main
page of the module will be periodically reloaded by any browser
viewing it. The time between refreshes is the number of seconds
entered.
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Table 28.2 Module Configuration Options (Continued)

Display monitors sorted by Thisfield controls the ordering of monitors on the module’s main
page.
The Order created option will show them in the order that they
were added.

The Description option will sort them by their description.

The Host option will sort them by the remote Webmin server on
which each runs.

28.7 Summary

By the time you have finished this chapter, you should understand how Webmin's System and
Server Status module can be used to easily monitor various servers and services on one or more
systems. You should know how to add and edit monitors, how to set up scheduled checking, and
how to configure outage notification via email, pager, or SMS. If you are looking for a more
advanced monitoring tool, try MON, which can be configured using the MON Service Monitor
module.



CHAPTER 29

Apache Web Server
Configuration

T his chapter explains how to use Webmin to configure the Apache Web
server. It covers virtual hosts, IP access control, password restrictions,
and much more.

29.1 Introduction to Apache

Apache is the Internet’s most popular HTTP server, due to its zero cost, wide availability, and
large feature set. All Linux distributions include it as a standard package, and it can be installed
on or compiled for every other UNIX variant supported by Webmin. It has a very large number
of option directives defined in a text configuration file, however, and so can be hard for an inex-
perienced administrator to set up.

Over the years since it was first introduced, many versions of Apache have been released.
Starting with 1.0 and moving through to the current 1.3 and 2.0 series, each version has included
more features and options. The basic web server functionality and configuration file layout has
remained the same throughout, even though the internal implementation has changed significantly.

Apache has a modular design, in which each module is responsible for some part of its overall
feature set. There are several standard modules that are included with almost every install of
Apache, and many more that are optional or have to be downloaded separately. Modules can be
compiled into the web server executable, or dynamically loaded from shared libraries at runtime.
This modular architecture can be used to save memory by avoiding the need to load modules that
do not provide any useful functionality for a particular system.

Apache takes its configuration from multiple text files, each of which contains a series of
directives, usually one per line. Each directive has a name and one or more values and sets an
option such as the path to a log file or the MIME type for some file. The directives that Apache rec-
ognizes are dependant on the modules in use. Most modules add support for several directives to
configure the functions that they provide.
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Often, you will want to host more that one website on a single server. Apache can be config-
ured to use a different configuration depending on the website that is requested by a browser. Each
one of these sites is called a virtud host and is defined in the configuration file with a specia
<Vi rt ual host > section. All directives inside this virtual host section apply only to requests that
meatch their |P address or hostname.

Similarly, <Di rect ory> and <Fi | es> sections can be defined in the configuration file to
contain directives that apply to only a certain directory or to files matching a particular pattern.
These are often used to deny access to certain files on your system, to password protect them, or to
control the way that they are displayed to clients.

Another method of creating directives that apply to only a single directory isto put themin a
special configuration file named. ht access that resides in the directory itself. Often these files
will be created by regular users so they can configure their websites without needing full accessto
the master configuration file. Thisis very useful on a system that hosts multiple sites that are each
owned by adifferent UNIX user, rather than on a system with only one website that is set up by the
server's owner.

29.2 The Apache Webserver Module

Thisis one of the most complex and powerful Webmin modules, as it allows you to configure
almost every feature of Apache. It can determine the version of Apache that isinstalled on your
system and the modules that it uses, and adjusts its user interface accordingly so that you can
edit only those directives that the web server understands. The interface, however, is generally
the same for al versions of Apache.

Because there are so many directives and the module attempts to allow configuration of all of
them, it groups directives into categories like Processes and Limits, Networking and Addresses,
and CGI Programs. These categories are represented by icons that will appear when you open a
virtual server, directory or options file in the module. In all cases, you can view and edit the set-
tings under each category by clicking onitsicon.

Apache has alarge number of standard modules and an even larger number of separate mod-
ules that were developed by other people. Webmin does not support the editing of directives in
most of these non-standard modules, such as mod_per | and nod_php. It will safely ignore any
configuration file directive that it does not understand, however, so any settings for unsupported
modules that you make manually will not be harmed.

The Apache Webserver module can be found under the Servers category on the Webmin main
menu. When you enter it for the first time the main page will display alist of all Apache modules
that it knows how to configure, with those available on your system selected. Figure 29.1 shows an
example of this.

In amost every case, the default selections will be correct for your system and you can just
click the Configure button to begin using the module. If, however, you have a complex Apache
configuration file that Webmin cannot parse properly to find dynamically loaded modules, the
default selections may be incorrect. If so, you will need to change them so that the module does not
attempt to set directives that are not supported on your system.

Once you have submitted the modul e configuration form, the main page will be redisplayed as
shown in Figure 29.2. From this point on, this page will be displayed immediately whenever you
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Figure 29.1 Selecting available Apache modules.

enter the module, unless Webmin detects that a new version of Apache has been installed on your
system.

At the top of the main page are icons for the various categories of global options, aswell asa
few extrafeatures. Below themisalist of al current virtual servers, followed by aform for adding
anew virtual host. If you have a very large number of virtual servers on your system (more than
100 by default) a search form for finding servers will be displayed instead. The first server will
always be the specia Default Server, which contains directives that apply to al other virtual serv-
ers and handles requests that other servers do not.

Naturally, the Apache module will not work if you do not have Apache installed on your sys-
tem. If thisisthe case, the main page will display an error message instead of the module configu-
ration form or list of virtual servers. All Linux distributions include a package or packages for it on
their CD-ROM or website, so install it from there using the Software Packages module (covered in
Chapter 12) before continuing.

Because the modul e assumes that the Apache executable and configuration files will bein the
locations used by your distribution’s package, it will report the same error about the software not
being installed if you have compiled and installed it manually. If thisisthe case, click on the Mod-
ule Config link and adjust the paths to the correct locations for your system. The instructions in
Section 29.22 “ Configuring the Apache Webserver Module” explain how to do thisin more detail.

On versions of UNIX that do not include Apache by default, Webmin assumes that it will be
installed from the standard source distribution at www.apache.org. If you have installed the web
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Figure 29.2 The Apache Webserver module main page.

server from an optional package that has been made available for your OS, then the main page will
complain that it is not installed and you will need to adjust the modul€’s configuration.

The modul€e's user interface is quite complex and has alarge number of pages, forms, and sub-
pages due to the complexity and power of the Apache configuration files. There are, however, ele-
ments of the interface that are repeated on many pages throughout the module, such as:

Category icons When you click on the icon for a virtual server, directory, or
options file, a table of icons with names like MIME Types and CGI Programs is
displayed at the top of the page. Under each of these icons are fields and tables for
configuring options related to the label of the icon they are under. This commonly
used layout breaks down the vast number of editable Apache optionsinto categories,
as there are far too many fields to display on a single page. The exact icons that
appear and the fields under them differ depending on the part of the web server
configuration you are editing, and the version of Apache that isinstalled. Their basic
layout, however, is always the same.

Tables fields On many forms, some fields use tables for entering multiple values
such as MIME types and their associated file extensions. There is no limit on how
many rows each table can have, but Webmin will only display asingle empty row in
each table at any one time. This keeps down the size of forms that have lots of
tables, but means that you can only add one new row to a table at a time. To add
more than one, you will need to save the form and then re-enter it, which will cause
anew blank row to be displayed below the one you just filled in.
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The following sections explain in more detail exactly which icons to click and which tables to
fill in when you are doing things like enabling CGI scripts and setting MIME types.

29.3 Starting and Stopping Apache

Before browsers can connect to the Apache Web server on your system, Apache’s server process
must be started. You can check to seeif it is currently running by looking at the top of any of the
pages in the module. If links labelled Apply Changes and Stop Apache appear, then it is cur-
rently active. If only thelink Start Apache appears, however, it is not yet running.

To start it, click the Start Apachelink. If all goeswell, the page that you are currently on will
be redisplayed and the links at the top should change to indicate that it is now running. Otherwise,
an error message will appear explaining what went wrong. Most likely the cause will be an error in
the configuration file.

To stop the web server onceiit is running, click the Stop Apache link on any of the module's
page. In the unlikely event that Webmin is unable to stop the server, an error message page will be
shown. If it is successfully stopped, the same page will redisplay with the links at the top changed
to show that it is no longer running.

When Apache is active, every page will have an Apply Changes link at the top that can be
used to signal the web server to reload its current configuration. After you make any changes in
this module (except those in . ht access files), this link must be clicked to make them active.
Unlike other Webmin modules that have an Apply button on the main page, this one hasit on every
page so you do not have to return to the index every time you make a change.

29.4 Editing Pages on Your Web Server

This section explains how to find and edit the files on your system that are displayed when acli-
ent connects to your Apache Web server. If you already know how to do this, feel freeto skip it
and move on to Section 29.5 “Creating a New Virtual Host”.

When Apache is first installed from a package or from source, its initial configuration will
typically not have any virtual servers set up. Instead, just the default server will exist, serving pages
to any client that connects on port 80. You can view the default pages by running a web browser
and going to the URL http://yourhostname/, or http://localhost/ if you are running the browser on
the same system on which Webmin resides. The page that appears will probably just be one sup-
plied with Apache or your Linux distribution.

The document root directory out of which Apache serves files will be shown on the mod-
ule’s main page next to the Default Server icon. On Red Hat Linux for example, this direc-
tory is/ home/ ht t pd/ ht M by default. The filesin this directory can be edited by logging in
asr oot or by using Webmin’s File Manager module. Any changes that you make will imme-
diately be reflected on the website.

If your system isjust going to host asingle static website, it may not be necessary to configure
any other aspects of Apache. You can just upload or copy HTML, images, and other files to the
directory and its subdirectories to create the site that you want. The most important file is
i ndex. ht mi , which is served by Apache whenever a browser does not request a specific page.
Because most people will go to http://yourserver/ first, the index.html page will be thefirst one that
they see.
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To make editing easier, you may want to change the ownership of the document r oot direc-
tory and al itsfilesto anon- r oot user. You must make sure, however, that they are still readable
by the user as whom the Apache server processruns, which istypically named ht t pd. The easiest
way to do thisisto make al files and directories worl d-readable and worl d-executable.

29.5 Creating a New Virtual Host

If you want to host multiple websites on your system, then you will need to create an Apache
virtual host for each one. Before you can add a site, its address must first be registered in the
DNS, either on a DNS server on your system or on another host. If the site's files are to be
owned by a different UNIX user than the one who owns the document r oot directory, then he
must be created first as well.

The entire process for adding avirtua server is.

1. Decide on a hostname that will be used in the URL for the new website, such as
www.example.com.

2. Decide if your new site is going to be IP-based, or name-based. A name-based site will
work fine with all except for old browsers and so is, by far, the best choice these days. An
IP-based site will work with any browser, but needs its own separate IP address to be
added to your system. Because IP addresses are often scarce, this only makes sense if
you heed to set up avirtual FTP or POP3 server for the domain as well.

3. If your site is going to be IP-based, use the Network Configuration module (covered in
Chapter 16) to add anew virtual 1P address to the external network interface on your sys-
tem. Make sure that it will be activated at boot time and is active now. If your system has
only a single static internet I1P address assigned by your ISP, then any extra virtual 1P
addresses that you add to it will not work. In that case, you will have to use a name-based
virtual server instead, or request that your ISP assign you multiple addresses.

4. If the example.com domain aready exists on a DNS server, add a record for www.exam-
ple.com with the external IP address of your system (for a name-based site) or the
address chosen in the previous step (for an | P-based site).

If the domain does not yet exist, you will need to add it to a DNS server and register it
with aDNS registrar like Network Solutions. Either way, Chapter 30 explains how to add
records and domainsin detail.

5. If the site will belong to a different person, add a UNIX user account for him in the Users
and Groups module covered in Chapter 4. It is a much better idea for the files for each
site to be owned by separate users than a single one if they are going to be managed by
different people.

When you create the user account, make sure it has a valid home directory such as
/home/example. Then create a subdirectory called ww under the home and make sure
that it is owned by the new user. This can be done automatically for new users by
creating awww sub-directory under / et ¢/ skel , or wherever default files for new users
are stored on your system.

6. If the site is going to use the standard HTTP port 80 (which is amost always what you
want), then you can skip to Step 8. Otherwise, click on the Networking and Addresses
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icon on the Apache Webserver module’'s main page to bring up the form shown in
Figure 29.3.

. In the empty row in the Listen on addresses and ports table, select All under the

Address column and deselect Default under the Port column. Then, enter the TCP port
number for your website in the field next to it and click the Save button at the bottom of
the page.

. On the module’'s main page, scroll down to the Create a New Virtual Server form

below thelist of existing virtual hosts.

. If you are setting up an | P-based virtua server, you should enter the virtual 1P addressin

the Specific address field that was added in Step 3. If setting up a name-based virtual
server, enter the external |P address of your system into the field instead. If your Apache
server has been configured to accept name-based connections on any | P address, you can
select the Any address option for this field instead. See the following explanation for
more details.

If your new virtual server isgoing to use a port other than 80 and will be the only server
on that port, you can select the Any address option aswell so it handles all requests that
come in on the port.

If you are setting up an IP-based virtual server, deselect the Add name virtual server
address checkbox. For name-based servers, it should be |eft enabled.

If the new virtual host is going to use a honstandard port, select the last option for the
Port field and enter the number into the field next to it.

In the Document Root field, enter the full path to the directory that will contain files for
this website. For example, this might be /home/exampl e/ www.

In the Server Namefield, enter the hostnames that clientswill useto refer to thiswebsite
such aswww.example.com. You can enter more than one name, such as web.example.com
and example.com, if thisis going to be a name-based server that should be accessible at
severa different URLS.

Unless you have a separate file on your system that contains all virtual hosts, leave the
Add virtual server to file field set to Standard httpd.conf file. Otherwise, you can
choose Selected file and enter the path into the field next to it. Make sure that the chosen
fileisactually used by Apache (such asby an | ncl ude directivein ht t pd. conf) or the
virtual server will be useless and will not appear in Webmin.

If you always use the same separate file for storing virtual hosts, the File to add virtual
servers to field explained in Section 29.22 “Configuring the Apache Webserver
Module” may be useful. When this configuration field is set, an option for creating the
virtual host in the chosen file is added to the Add virtual server tofilefield.

To have Webmin copy all of the directives from another virtual server to the one that you
are creating, select it from the Copy directives from menu. This can be useful if al of
your virtual hosts have asimilar configuration.

When you are done filling in the form, click the Create button. The new virtual server
will be added to the Apache configuration file and to the list of servers on the main page.
Click on the icon for the new virtua server, which will take you to its options page,
shown in Figure 29.4.
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18. Scroll down to the form under Per-Directory Options and enter the document root
directory that you chosein Step 11 in the Path field. Make sure the Typeis set to Direc-
tory and the Regexp? field to Exact match.

19. Click the Create button to add a new section to the configuration file for the directory.
Thisis necessary for granting clients the rights to browse files contained in the directory,
because the default Apache directory configuration will deny access.

20. Click on the new icon for the directory that has been added to the virtual server options
page. Thiswill take you to the directory options page shown in Figure 29.5.

21. Click on the Document Options icon and change the Directory options field to
Selected below on the form that appears. Under the Set for directory column, change
the entry for Generate directory indexes to Yes. Then click the Save button at the bot-
tom of the page.

22. To make all your changes active, click the Apply Changes button at the top of any page.

23. You or the user who owns the virtual server can now start adding files to the document
root directory. You can test it out by opening the URL (such as www.example.conv) in
your web browser to make sure that everything isworking properly.

Figure 29.3 The global networking and addresses page.

When Apache receives an HTTP request, it must first work out which virtual server the request
is for. It will first look for a name-based virtual server whose hostname matches the host
requested by the client, and whose address and port are the same as the ones to which the client
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Figure 29.4 The virtual server options page.

connected. If none is found, the first defined virtual server for the address and port will be used
instead, or if there are none then the request will be handled by the default server.

Name-based virtual servers can only be used on addresses listed in the Addresses for name
virtual serversfield on the global Networking and Addresses page. If you follow the instructions
above, an addresswill be added to thislist automatically when you create anew virtual server. If all
the virtual servers on your system are going to be name-based, you can open this page, select the
Include all addresses option, and click Save so that Apache will handle such requests on any IP
address. This also makes sense if your system has a dynamically assigned | P address and you want
to serve multiple virtual hosts.

Once avirtual server has been created, you can edit its settings or delete it by following these

steps:

1. On the modul€e’'s main page, click on the virtual server’'sicon. This will take you to the
server options page shown in Figure 29.4.

2. Scroll down to the Virtual Server Detailsform at the bottom of the page.

3. Change the Address, Port and other fields to whatever you want and click the Save but-
ton. These fields have the same meanings as on the virtual server creation form. If the
address is changed on a name-based virtual server, however, you may need to change it
on the global Networking and Addresses page as well.

Or if you want to get rid of the virtual server and all the configuration directives that it
contains, click the Delete Virtual Server button instead.
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Figure 29.5 The directory options page.

4. Back on the module's main page, click on the Apply Changes link to make the new set-
tings active.

You cannot change the settings for the default server, nor can you delete it.

29.6 Setting Per-Directory Options

Apache allows you to specify different options for certain directories—either for al virtual serv-
ers or just a single one. Including directories, you can actually set options that apply to three
types of objects on your Apache server:

Directory The options apply to a specified directory and al files in it or in the
subdirectories that it contains.

Files The options apply to files with a specified name in any directory.

Location The options apply to any files or directories requested by a URL whose path
starts with the specified location. For example, in the URL www.example.convfoo the
path would be /foo.

Whenever Apache processes a request, it checks for the options that apply to it in a fixed order.
Those from directory sections and . ht access files are read in order so that the most specific
directories are checked first. They are then followed by files and then location sections. Options
from the virtual server to which the request was made (if any) are then read, and finally options
from the default server.
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This means that options set for a directory will override the same options set in a higher level
directory, or in the virtua server of which it isa member. To set options for a directory, files, or a
URL location, follow these steps:

1. Even though the options you are going to set apply to a directory, they must be defined
under one of the virtual servers or the default server. If they are under avirtual host, they
will apply only to requests to that server for files in the chosen directory or URL loca-
tion. If they are under the default server, however, requests to any virtual host for filesin
the directory will be affected.

On the module’'s main page, click on either the Default Server icon or the icon for a
virtual server to which you want the directory optionsto be limited. For directories, it is
usually ssimplest to put their options under the default server as each virtual host typically
has its own separate document root directory. URL location options, however, should be
put under the virtual server to which they are related because the same URL path may be
used in different ways on more than one virtual host. The same goes for file options.

2. On the server options page that appears (shown in Figure 29.4), scroll down to the Cre-
ate Per-Directory, Files, or Location Options form.

3. From the Type menu, choose one of the options previously described.

4. If you are setting options for a directory, enter it into the Path field such as
/home/exampl e/www/images. You can aso enter awildcard path such as/home/example/w*,
which will cause the optionsto apply to al directories that match.

If the options are being set for a URL location, enter the part of the URL after the
hostname into the Path field, such as /images. You can also use shell wildcard characters
like* and ? inthe URL aswell. If setting options for files, enter afilenameinto the Path
field such as secret.html. Once again, wildcard characters can be used in the filename, for
example secret*.

5. If you want to be able to use complex regular expressions in the directory, filename, or
URL location, set the Regexp? field to Match regexp. This will alow you to use Perl
regular expression characterslike[,], +,. and* in the path.

6. Click the Create button to add the new directory section to the Apache configuration. The
virtual server options page will be displayed again, but with anew icon for the directory.

Now that you have created a new icon for a directory, URL location, or filename, you can set
options that apply to it. One of the most common per-directory changes is configuring how files
are listed when a browser requests a directory with a URL like www.example.comyimages/. By
default, if thereisani ndex. ht m filein the directory it will be displayed. If not, a page listing
all filesthat it contains will be shown instead.

If you want to change the name of the index file, the style of the directory listing, or any other
settings related to indexing, follow these steps:

1. Click on the icon for the directory that you want to configure on the virtual server
options page. Thiswill take you to the directory options page shown in Figure 29.5.

2. Click on the Directory Indexing icon to bring up a form for setting indexing and listing
options.
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3. To change the appearance of directory listings, set the Directory index options field to
Selected below and change the fields in the box provided. The defaults will generate a
very plain list of files, but you can enhance it by setting the following options:

Display fancy directory indexes If enabled, the list of files will include their icon,
size, and modification date.

Display HTML titleasdescription If enabled, the description for HTML fileswill be
taken from their <t i t | e> tags.

Icon height This option alows you to change the height of icons included in the
directory listing. If it is set to Default, the height of the standard Apache options will be
used.

Icon width Like the previous option, this one allows you to specify the width of icons
in the directory listing.

Allow user sorting of column When thisis enabled, users will be able to sort the list
of files by clicking on the column headings, assuming they are being displayed.

Show file descriptions If enabled, the directory listing will include a description for
each file taken from its MIME type or HTML title.

Output HTML header tags When enabled, the directory listing will include the
normal <ht m > and <head> tags that should begin every HTML page. You will only
want to turn it off if you are providing your own header and footer files.

Show last modified times When enabled, the directory listing will include the last
modified date for each file.

Show filesizes When enabled, the listing will include the size of each file.
Includeiconin link If thisoption isenabled, theicon in thelisting will be alink to the
fileitself. Otherwise, only the filenameisalink.

Filename width This option controls the length of the filename column in the
directory listing. You can either enter a number of characters or * to size the column to
the length of the longest filename.

Description width  This option controls the length of the description column in the
directory listing, if any. You can either enter a number of characters or * to size the
column to the length of the longest description.

Display directories first If enabled, the listing will show any directories above any
files, regardless of any other files.

The options that are available depend on the version of Apache that you have installed on
your system. Those listed above are valid for version 1.3.19, but if you have a newer
release more options may be available.

4. If you want Apache to return afile other than the default (usually i ndex. ht ml ) when a
browser requests the directory, enter a list of filenames into the Directory index files
field. More than one can be entered and the first that is found will be used. If none of the
index files are found, a directory listing using the options chosen in Step 3 will be
returned to the browser instead.

5. To have the web server ignore certain files when generating alist of filesin the directory,
enter their filenames into the Filesto ignorein directory index field. You can use shell
wildcardsin the regular expressions, such as *.doc.
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6. To have an HTML fileinserted at the start of the directory listing, enter its filename (rel-
ative to the directory) into the Directory index header file field.

7. Similarly, to have afilename added at the end of the directory listing, enter its name into
the Directory index footer file field.

8. To control the default ordering of the directory, deselect Default in the Sort directory
index by field and select an order and column to sort on from the two menus next to it.

9. You can set descriptions for files by filling in the Directory index descriptionstable. In
the table's empty row, enter a short message describing the file in the Description col-
umn and alist of filenames or wildcard namesin the Filenames column.

Because only one empty row is shown at atime, you will need to revisit this page after
adding each description if you want to enter more than one.

10. Finally, click the Save button at the bottom of the page to store your changes and return
to the directory options page. To activate them, click the Apply Changes link anywhere
in the Apache module.

Most of these options can be set for an entire virtual server by clicking on the Directory Indexing
icon on the Virtual Server Options page aswell. In this case, they will apply to al files requested
from the virtual host unless overridden by options for a directory or URL location.

On the directory options page, there are many more icons on which you can click to set
options that apply only to that directory, URL path, or filename. Some of these are explained in
later sections of this chapter, such as Section 29.7 “Creating Aliases and Redirects’ and Section
29.13 “Password Protecting a Directory”.

You can change the directory, filenames, or URL location to which settings apply by using the
Options apply to form at the bottom of the Directory Options page. It has the exact same fields as
the creation form described at the start of this section. If you make any changes, click the Save but-
ton to update the Apache configuration and then the Apply Changeslink to make them active. You
can also click on Delete to remove the directory configuration and all its options.

29.7 Creating Aliases and Redirects

Normally, thereisadirect relationship between the path in the URL and thefile that is returned by the
web server. For example, if a browser requests www.example.com/images/foo.gif and the document
root for www.example.com is /home/example/www, the file /home/exampl ewww/images/foo.gif will
be read by the web server and returned to the client.

This can be changed, however, by using what Apache calls aliases. An aias maps a particular
URL path to afile or directory, which does not necessarily have to be under the document
root. In the previous example, the /images URL path might actually be an alias to the directory
mwwwiimages, which would cause the file www/images/foo.gif to be read instead.

Aliases can be defined globally or in avirtual server. To create one, follow these steps:

1. On the modul€’s main page, click on theicon for the virtual server under which you want
to create the dlias. If you want it to apply to al virtua servers (or you don’t have any),
click on the Default Server icon instead.

2. On the virtual server options page that appears next (shown in Figure 29.4), click on the
Aliases and Redirectsicon. Thiswill take you to the page shown in Figure 29.6.
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3. Fill in the empty row in the Document directory aliases table with the URL path (under
From) and the file or directory to which it should map (under To). If you are editing the
default server, there may aready be several entries in this table that are part of the stan-
dard Apache configuration.

There will always be exactly one empty row in the table. If you need to add more than
one alias, you will need to revisit this page after filling in the row and saving.

4. Click the Save button to have your new dlias stored in the Apache configuration. The
browser will return to the virtual server options page.

5. To make the alias active, click on the Apply Changes link at the top of the page.

Figure 29.6 The aliases and redirects form.

Existing aliases can be editing by just changing the entries in the Document directory aliases
table and then clicking Save. You should not change the alias for / i cons in the default server,
though, as this is used by Apache when it generates icons for directory listings. If you want to
delete an alias, just delete the contents of both its fieldsin the table.

Aliases that use Perl regular expressions can aso be created to match more complex URL
paths. These must be entered into the Regexp document directory aliases table on the Aliases
and Redirects form, which has the same columns as the Document directory aliases table
described above. The difference is that any regular expression can be entered into the From field,
such as images/(.*)\.gif$. The To field can take a string that refers to bracketed sections in the
expression, such as /fimages/$1.jpg. This would convert any request for a GIF file into one for the
JPEG with the same name.
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Redirects are similar to aliases, but have a different purpose and work in a different way.
Whenever a client requests a URL path that has been redirected, Apache will tell it to go to
another URL (possibly on another server) instead. For example, you might redirect all
reguests to www.example.com/webmin/ to www.webmin.cormy. Unlike the way aliases behave,
if abrowser requests a page like /webmin/foo.qgif it will not be redirected to www.webmin.com/
foo.gif—it will just go to the URL www.webmin.comy instead.

Redirects are implemented by the web server sending the special 302 status code to the
browser, which tellsit to go to anew location. It is quite possible for the new URL to be aredirect
itself, and you can even create aloop of redirects—not that thisisagood idea.

To set up redirection for a path on your server, follow these steps:

1. Onthe modul€e's main page, click on theicon for the virtual server under which you want
to create the redirect. If you want it to apply to all virtual servers, click on the Default
Server iconinstead.

2. On the virtual server options page that appears, click on the Aliases and Redirectsicon
to go to the pagein Figure 29.6.

3. In the empty row of the URL redirects table, enter the URL path on your server under
the From column, such as /webmin. Under the To column, enter the URL to which
requests should be redirected, such as www.webmin.com.

The Status field is optional, but can be filled in if you want to change the HTTP status
code that will be used for this redirect. The default is 302, which indicates a temporary
redirection. You can, however, 301 to tell browsersthat the direction is permanent or 303
to tell them that the original content has been replaced.

There will always be exactly one empty row in the table. If you need to add more than
one redirect, you will need to revisit this page after filling in the row and saving.

4. Click the Save button to have your new redirect stored in the Apache configuration. The
browser will return to the Virtual Server Options page.
5. To make the redirection active, click on the Apply Changeslink at the top of the page.

As with aliases, existing redirects can be edited by just changing the entries in the URL redi-
rects table and then clicking Save. To delete aredirect, just delete the contents of all of itsfields
in the table.

You can aso create regular expression redirects that behave in asimilar way to regexp aliases,
using the Regexp URL redirectstable on the same page. Under the From column you can enter a
URL path expression such as *webmin/(.*)$, and under the To column you can enter a URL that
can refer to bracketed parts of the path, such as http://mww.webmin.conv$l. In this example, a
request by a client for a page under /webmin would be redirected to the same file at
www.webmin.com.

Also on the Aliases and Redirects page are two more tables labeled Permanent URL redi-
rectsand Temporary URL redirects. Thefirst behaves exactly like anormal redirection, but with
the status code always set to 301, indicating a permanent redirection. The second also behaves like
a normal redirect, but always uses a status code of 302 (temporary redirection). This option is
really quite useless, as normal redirections default to using status 302 if oneis not specified.

Redirects can also be defined in the options for directories, URL locations, filenames, and
. ht access files. When editing the options for one of these (described in Section 29.6 “ Setting
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Per-Directory Options’), the exact same icon and table are available as when setting up aliases for
avirtua server. Naturally, a redirect in a directory only makes sense if the URL path being redi-
rected actualy refers to some file or subdirectory that it contains. The same goes for redirects in
URL locations—the path being redirected must start with the location’s path.

If Apache on your system has been compiled with or dynamically loads the proxy module
(covered in Section 29.18 “ Configuring Apache as a Proxy Server”), tables labeled Map locale to
remote URL sand Map remote L ocation: headersto local will appear on the Aliases and Redi-
rects form under the virtual server options page. These allow you to specify a URL path that, when
requested, will cause Apache itself to request pages from another website and return them to the
browser. Although the URL that the user is accessing is on your server and their browser is con-
necting only to your system, the content is actually being loaded from el sewhere.

To set up this URL mapping, follow these steps:

1. On the module’s main page, click on the icon for the virtual server that you want to cre-
ate the mapping under. If you want it to apply to al virtual servers, click on the Default
Server iconinstead.

2. On the virtual server options page that appears, click on the Aliases and Redirectsicon
to go to the page shown in Figure 29.6.

3. In the empty row in the Map locale to remote URL s table, enter a URL path on your
server (like /webmin) into the first field, and the full URL from which you want the pages
to be reguested into the second (like http://mmw.webmin.comy).

4. In the empty row in the Map remote L ocation: headersto local table, enter the same
full remote URL into thefirst field and the URL path on your server into the second. This
second table controls the conversion of redirects issued by the remote server and should
almost always be set. If it is not set, the browser will end up connecting directly to it
instead of to your server whenever the remote server issues aredirect.

5. Click the Save button to have your new mapping stored in the Apache configuration. The
browser will return to the virtual server options page.

6. To make the mapping active, click on the Apply Changeslink at the top of the page.

You can test it out by going to the mapped URL path on your system. You should see pages that
have been requested from the remote server. The process is not totally transparent though,
because it does not convert HTML filesin any way. If in the previous example the remote server
contained an HTML page with alink like <a href =/ f 0o. ht nl >, following it would take the
browser to/ f oo. ht Ml onyour system, not / webmi n/ f oo. ht Ml asyou might expect. Thereis
no solution to this problem, apart from making sure that the remote server always uses relative
links and image paths.

29.8 Running CGI Programs

CGlI stands for Common Gateway Interface and is a standard method for web serversto run exter-
nal programs, pass them details of abrowser’s request, and read back any content that the program
generates. CGI programs are one of the smplest ways of adding dynamic pages to your web
server, and are relatively easy to set up and develop. Server-side includes (covered in Section 29.9
“Setting Up Server-Side Includes’) are even simpler, but very limited in what they can do.
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A CGlI program can be written in any language as long as it follows certain rules. The most
common language is Perl, but C, Python, PHP, or any other language that can access environment
variables and produce output can be used. You can even write shell scripts that are valid CGI pro-
grams. This section is not going to explain the details of how to write them, however—there are
plenty of books that cover that aready.

CGI programs are just files on your system, like any other HTML or image file. The differ-
ence is that when they are requested by a browser, Apache executes them and returns their output
instead of the contents of the file. Because you only want this to happen for programs and not for
HTML files, the server must be configured to identify certain files as CGI programs. Thisis nor-
mally done in one of two ways—by putting all CGI programs into a certain directory, or by giving
them al afile extension like .cgi.

The choice is yours, but the latter option is simpler to use as you can freely mix CGI scripts,
HTML, and image filesin the same directory. To set it up, use the following steps:

1. On the module’'s main page, click on theicon for the virtual server for which you want to
set up CGI programs. Or, click on the Default Server icon if you want to use them on all
Servers.

2. Click on the icon for the directory under which you want CGI programs to be enabled.
Typically, each virtual server will have an icon for options for its document root directory,
but if not, you can create one by following the stepsin the earlier Section 29.6 “ Setting Per-
Directory Options”. If you only want to allow CGI programsto be run in aparticular subdi-
rectory of the website, you can create anew directory icon for that aswell.

3. Onthedirectory options page, click on the Document Optionsicon and change the Direc-
tory options field from Default to Selected below. Then, set the rows Execute CGI pro-
grams and Gener ate directory indexesto Yes, and click the Save button at the bottom of
the page. Thistells Apache that CGI programs can be executed in the directory.

4. Back on the directory options page, click onthe MIM E Typesicon. In the Content han-
dlerstable, select cgi-script from the first blank menu under the Handler column, and
enter .cgi into the field next to it under the Extensions column. Then click the Save but-
ton at the end of the form. This tells Apache to treat all files in the directory ending in
.cgi asCGl programs.

5. Finaly, click the Apply Changes link on any page. You should now be able to create a
filewitha. cgi extension in the chosen directory and test it out in aweb browser.

An dternative to this approach is to specify adirectory in which all files are treated as CGI pro-
grams. This has the advantage that they can be given any name you like, instead of being forced
to have a . cgi extension. You can aso set permissions on this directory to restrict who is
allowed to create CGI programs, while still allowing othersto edit normal HTML pages.

To set up adirectory for CGI scripts, use the following steps:

1. On the module’s main page, click on theicon for the virtual server for which you want to
set up a CGl directory. Click on the Default Server icon if you want to set it up for al
SErvers.

2. Click on the CGI Programsicon to bring up a page for setting various CGI options.

3. The CGl directory aliasestable worksin avery similar way to the Document directory
aliasestable described in Section 29.8 “Running CGI Programs’. In addition to mapping



Running CGI Programs 281

a URL path to a directory on your server, it aso tells Apache that any files accessed
through that path should be treated as CGI programs.

In the first empty row of the table, enter a URL path like /cgi-bin/ into the From field
and adirectory like /home/example/cgi-bin/ into the To field.

4. Click the Save button at the bottom of the page to return to the virtual server options
page. Then click the Apply Changes link to make the CGI directory active.

You should now be able to create CGI programsin the directory and test them out in aweb browser.
On some Linux digtributions, the default Apache configuration will dready have a CGI directory
available at the URL path /cgi-bin/ mapped to a directory like /home/httpd/cgi-bin/. If thisis good
enough for you, there is no need to follow these steps. Instead, you can just put CGI programsin
that directory.

All CGlI programs normally execute as the UNIX user as whom the web server runs, typically
named ht t pd or apache. On a system with multiple users who cannot be fully trusted, thisis not
a good thing—anything that one user's CGI program can do, everyone else's can as well. For
example, if auser writesa CGI program that edits a particular file, he has to make that file writable
by the ht t pd user, meaning that everyone else’'s CGI programs can write to it aswell.

Fortunately, there is a solution. Apache shipswith an optional program called suexec that can
be used for running CGI programs as another UNIX user rather than as the web server user. Typi-
caly the CGI programs under each virtual server will be run as the UNIX user who owns that
server'sfiles. To set thisup, you can follow these steps:

1. Make sure that the suexec program exists on your system, and that it has setuid-r oot per-
missions. Apache typically expectsto find it in/ usr/ shi n or / usr/ | ocal / apache/ shi n
and most Linux distributions include it as a standard part of their Apache package. Some
do not have it setuid by default, however, so you may need to run chnod 6711 /usr/
sbi n/ suexec to makeit so.

2. On the main page of the module, click on the icon for the virtual server on which you
want to have CGI programsrun as a different user. Thiswill take you to the options page
shown in Figure 29.4.

. Click on the User and Group icon on the Virtual Server Options page.

4. For the Run as UNIX user field, select User name and enter the name of the user who

ownsthe virtual server into the field next to it.

5. Similarly, for Run as UNIX group, select Group name and enter the primary group of
the user specified in the previous step.

6. Click the Save button to return to the options page for the virtual server.

7. To activate suexec for the first time, you need to stop and restart Apache. Use the Stop
Apachelink at the top of the page to halt it, and then the Start Apachelink to start it up
again.

8. To check that suexec isactually working, check the Apache error log file for aline con-
taining suUEXEC nechani sm enabl ed that was logged when the web server was
restarted.

w

Because it can execute commands as any user on your system, suexec has many security
restrictions to prevent misuse by normal users. It will only run CGI programs that are owned by
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the user and group specified in Steps 4 and 5, and only if they are not writable by any other user
or in adirectory that iswritable by another user. The I Ds of the user and group must be above the
minimums that are compiled into the program to prevent programs owned by system users (such
asroot or bi n) from being run. Finally, the program must reside under a directory that is com-
piled into suexec and nowhere else on the filesystem.

This last restriction can be very annoying if you have a large number of virtual servers and
want to enable the execution of CGI programsin their directories. The default allowed directory is
typically the standard CGI directory for Apache, such as / hone/ ht t pd/ cgi - bi n. To change
this, you will need to recompile suexec with adifferent directory, such as/ hone.

Whenever suexec falsto run a CGl program, it fails with HTTP status code 500. Because
there are many things that can go wrong, you should check thefilesuexec_I og inthe same direc-
tory asthe other Apache logfilesto seewhy it isrefusing to execute a particular program. For each
failure, aline is written to this file explaining the problem, such as incorrect permissions or afile
ownership mismatch.

Writing CGI programs can be difficult, because when they fail, very little information is dis-
played in the browser. All you seeisamessage like 500 server error, with no explanation of
the real cause. More detailed error information, however, is written to the Apache error log file.
Thisis usualy named err or _| og, and can be found in the same directory as the Apache access
log files. See Section 29.10 “ Configuring Logging” for more details on how to find and change it.

Anything that a CGI programs outputs to STDERR will also be written to the error log, which is
useful if you want your program to generate debugging information that is not sent to the web
browser. Because many programming languages like Perl output error messages on STDERR if a
script failsto compile or run, al such messages will aso be written to the error log file.

The biggest problem with CGI programs is that the web server has to launch a new process
every time one is requested. If the CGI is written in Perl or PHP, the process then has to load the
interpreter for that language, which can be alarge program in itself. The end result is that process-
ing arequest for a CGl page takes much longer than arequest for astatic HTML or image file, and
generates much more load on the server system.

For this reason, optional modules have been developed that allow the web server to run Perl
and PHP scripts using an interpreter that is part of the Apache process. These modules are called
mod_per | and nod_php and are included in the Apache package in many Linux distributions.
Installing and configuring them, however, is not covered in this chapter.

29.9 Setting Up Server-Side Includes

Server-side includes allow you to create simple dynamic web pages without the complexity of
writing an entire CGI program in a language like Perl. When active, some of the HTML files
served by Apache are checked for special tags starting with <! - - . The content of each tag is
then replaced by dynamically generated text that depends on the tag's parameters and the result-
ing page is sent to the web browser.

The most common use of server-side includes is incorporating the contents of one HTML
page into another. This can be useful if you have a common header or footer that you want to
share among multiple pages without repeating it over and over again. Where a special tag like
<l--include file="something.html” --> appearsinthe HTML of the page, it is replaced
with the contents of the file something.html.
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Server-side includes can also be used to access and set environment variables, to conditionally
display HTML based on variables, and to run CGI programs or shell commands and have their out-
put included in the page. This section will not cover the tags that are available and their purposes.
For more information on tags, read the documentation on the Apache website or a good book on
HTML.

Normally, allowing untrusted users to create HTML pages containing server-side include tags
is perfectly safe because they cannot be used to perform potentially dangerous operations like edit-
ing files on the server. The exception to thisisthe <! - - #exec - - > tag, which can be used to run
an arbitrary shell command and include its output in the web page. Because the command runs as
the UNIX user as whom Apache is running (normally ht t pd), a user who is not allowed to create
CGl programs may be able use this kind of tag to read or modify files that he would not normally
be able to access. For this reason, Apache can be configured to enable server-side includes with or
without the risky exec tag.

Because checking an HTML file for server-side include tags is CPU-intensive, they are often
only activated for files with the . sht Ml extension. This way you can put static HTML in . ht m
files and dynamic content into . sht ni files so the server does not have to waste time looking for
tagsin filesin which they do not exist. You can also check al . ht nl filesfor server-side includes
if you wish.

To turn on includes for avirtua server, follow these steps:

1. On the modul€’'s main page, click on the icon of the virtua server on which you want to
enable server-side includes. Or, click on the Default Server icon to enable them for al
virtual hosts.

2. Click on the icon for the directory under which you want server-side includes to be
enabled. Typically, each virtual server will have an options icon for its document root
directory. If not, you can create one by following the steps in Section 29.6 “ Setting Per-
Directory Options’.

If you only want to enable server-side includes in a subdirectory of the website, you can
create a new directory icon for that aswell.

3. On the directory options page, click on the Document Options icon and change the
Directory options field from Default to Selected below. If you want to enable server-
side includes without the exec tag, change the Server-side includes row to Yes. If you
want to enable the potentially risky exec tag as well, change Server-side includes and
execs row to Yes. Either way, when they have been enabled, click the Save button at the
bottom of the page.

4. Click onthe MIME typesicon on the directory options page.

If you want to enable includes on all HTML files, find the Content handlers table and
select server-parsed from the first empty menu under the Handler column. Enter .html
into the field next to it under the Extensions column. This tells Apache that files ending
in. ht m should be checked for server-side include tags.

If you want to enable includes for only . sht M files, enter .shtml instead of .html under
the Extensions column. In the Extra MIME types table, enter text/html into the first
empty field under the Type column and .shtml into the field under Extensions next to it.
This tells Apache that . sht m files should be checked for server-side include tags and
that they actually contain HTML.
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5. Finaly, click the Save button at the bottom of the MIME Types page and then click the
Apply Changes link back on the directory options page.

Once server-side includes are enabled, you can test them by creatingan. ht m or . shtni filein
the chosen directory with some special tagsit in. Then, open the pagein your web browser to see
the result. If for some reason server-side includes were not enabled properly, nothing will show
up at all because the <! - - tagindicates an HTML comment. If, however, the tag is replaced by
themessagean error occurred while processing this directive,thenincludesare
active but there is an error in the tag's parameters. More details will be written to the Apache
error log file (described in Section 29.8 “Running CGI Programs’) if an error of this kind
occurs.

There is another method of indicating to Apache that certain HTML files should have server-
side include processing performed on them. The web server can be configured so that any . ht m
file with the UNIX execute permission set is processed for include, by following these steps (you
can set this permission with acommand likechnod +x filehtml).

1. Follow Steps 1 through 3 of the preceding instructions to enable server-side includes for
some directory.

2. On the directory options page, click on the CGI Programsicon.

3. On the page that appears, change the Processincludes on fileswith execute bit? field to
Yes. You can also set it to Yes and set last-modified date to have Apache read the mod-
ification time for each processed HTML file and use that to set the Last - Modi fi ed
HTTP header.

4. Click the Save button at the bottom of the CGI Programs page and then the Apply
Changes link on any page.

You should now be able to set execute permissions on HTML files in the directory, and Apache
will parse them for server-side include tags when they are requested. This allows you to selec-
tively turn on include processing, while avoiding the problem of having to rename a file (and
break links) just because it now contains include tags.

29.10 Configuring Logging

By default, every request that Apache finishes processing is written to a log file in a standard
format. For each request, the client IP address, website username, date, time, URL path, status
code, and number of bytes transferred is logged. In the default Apache configuration, there is
only asingle log file that is used for al virtua servers. You can, however, reconfigure the web
server to use different files for different virtual hosts, and even to log additional information for
each request.

Apache aso has alog file for recording error messages, which are generated when a browser
requests a page that does not exist, when an HT TP connection is terminated, or if some other unex-
pected condition occurs. As Section 29.8 “Running CGI Programs” explains, thislog file also con-
tains error output from CGI programs and failure messages from server-side include directives.
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To see which log files are being used by Apache on your system and to change them, follow
these steps:

1. On the Apache Webserver module’s main page, click on the Default Server icon. This
will bring you to the default server options page similar to the one shown in Figure 29.4.

2. Click on the Log Files icon to bring up the log files configuration form shown in
Figure 29.7.

3. The Error log to field controls where CGI and web server error messages are written.
Typicaly, the File option is selected and the path to a file into which error messages
should be written is displayed in the field next to it.

You can select the System Log option if you want to have messages sent to sysl og
instead (covered in Chapter 13). All messages will use thel ocal 7 facility.

The other available option is Program, which, when selected, will cause Apache to run
the command entered into the field next to it and feed error log messages to it as input.
This can be useful for performing your own filtering or analysis of errors as they are
reported.

4. The Named log format table lists predefined formats that can be used for logfiles
defined in the next step. Each has a Nickname which is used to refer to it, and a Format
string that specifies the fields written to the log for each request. When alog lineis writ-
ten, each of the % fields in the format string is replaced by some detail of the request,
such as the client address, HTTP status code, or virtual server name. See the online
Apache documentation for more details on which % fields are available.

Several standard formats such as common and conbi ned are aready defined in the
default Apache configuration. To create your own log format, fill in the empty row at the
bottom of the table. Each format must have a unigque nickname.

5. The Accesslog files table specifies the files that are used for logging actual requests pro-
cessed by the Apache Web server. Multiple files can be specified and the format of each
can be selected independently from one of those explained in the previous step. All
requests will be written to all listed logfiles.

Each row of the table defines one logfile. Under the Format column you can choose the
format for the file or select the Default option to use the standard Apachelog file format.
Under the Write to column, you can choose whether the logging is being done to afile
or to the input of a program. The path to that file or program must be entered into the
fieldin the File or program column.

If you want to add an additional log file, fill in the fields in the empty row at the bottom
of the table.

6. If you have made any changes to the logging configuration, click the Save button at the
bottom of the page and then the Apply Changeslink.

Apache also allows you to define different log files for each virtual server, so requests to the var-
ious virtual hosts on your system do not al get mixed up into one file. By default, all requests
are written to a single access log file without any field that identifies the virtual server that pro-
cessed them. To change this and have a virtual server write to its own separate log file, use the
following process:
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Figure 29.7 Default server log files configuration form.

1

2.

3.

On the modul€e’'s main page, click on the icon of the virtual server for which you want to
configure anew log file.

Click on the Log Files icon, which will take you to a page similar to the one in
Figure 29.7.

If you want this virtual server to have its own separate error log file, change the Error
log to field from Default to one of the other options.

. To add a log format that exists only for this virtual server, fill in the empty row in the

Named log formats table. It is usually a better idea to define al log formats in the
default server, however, so they can be used in any virtual host.

. Add arow to the Access log files table for this virtual server’s separate log file. As soon

as one is defined, requests to the virtual host will be written to it only instead of the
access log list on the Log Files page under the default server.

. When done, click the Save button at the bottom of the page to have your new log-file set-

tings written to the Apache configuration. Then, back on the virtual server options page,
hit the Apply Changes link at the top to make them active.

If you have multiple virtual servers and want to identify to which one each request was made,
another solution is to change the format of the default access log file to include the virtual server
hostname in each log line. To set this up, follow these steps:

1.

On the modul€e's main page, click on the Default Server icon and then on the Log Files
icon on the default server options page.



Setting Up Custom Error Messages 287

2.

3.

4,

Find the row for the common format in the Named log for mats table and change its For -
mat field so that it reads

U % % % "%" %s % YHost}i "94Referer}i” "9 User-Agent}i"”
The extra fields will tell Apache to include the virtual server hostname, referrer URL,
and browser name for each request on every log line.

Find the row for your server’'s main log file in the Access log files table and make sure
that the Format field is set to common, rather than Default or some other named format.

Click the Save button, and then the Apply Changeslink. All entries written to the logfile
from now on will include the additional information.

29.11 Setting Up Custom Error Messages

When a browser attempts to access a page that does not exist, a directory that is password pro-

tected,

or a CGI program that is malfunctioning, Apache returns one of its built-in error mes-

sages. Because these error message pages are not always friendly or nice to look at, you can
configure the web server to use your own pages instead. This can be set up to apply to al virtual
servers, asingle server or just one directory. The steps to follow are:

1.

2.

5.

6.

On the modul€’'s main page, click on either avirtual server or the Default Server icon if
you want to define a custom error message that appliesto all servers.

If you only want the custom message to be displayed for requests to a particular direc-
tory, URL path, or filename, click on its icon on the server options page. If no icon for
the directory exists yet, you will need to define one by following the stepsin Section 29.6
“ Setting Per-Directory Options”.

. Click on the Error Handling icon in the directory or on the virtual server options page.
. You can enter error codes and their corresponding custom messages in the Custom error

responses table. Any existing error messages for the directory or server will be listed,
followed by a blank row. To add a new code, start by entering the HTTP error number
into the Error code field. Some of the more common codes and their causes are:

404 — The requested page does not exist.

403 — Accessto the page is denied.

401 — The browser must log in first before accessing the page.

500 — A CGlI program failed, or some other internal error occurred.

If you just want to change the message that Apache displays when the error occurs,
select Show message under the Response column and enter the text of your new
message into the field under URL or message.

On the other hand, if you want the contents of another page to be displayed instead,
select Goto URL and enter either a URL page (like /errors/500.html) or afull URL (like
http://mvmw.error.comy505.html) into the URL or message field. In the latter case, the
browser will be redirected to the URL when an error occurs with the chosen code.

Click the Save button at the bottom of the page. If you want to add another custom error
message, click onthe Error Handing icon again and fill in the new blank row in the table.
Click the Apply Changes button on any page to make the new custom error message active.
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Some web browsers, such as IE in its default configuration, will not display the text of error
messages sent by the web server. Instead, only the error code number and a more friendly mes-
sage generated by the browser is displayed.

29.12 Adding and Editing MIME Types

MIME types are the method used by Apache, mail clients, and many other programs to indicate
the type of files and other data. A MIME type consists of two words separated by aslash, such as
text/htm, i mage/ gi f, or vi deo/ npeg. As those examples show, the first word is the gen-
era category of type, while the second is the actual type name.

Every response sent by a web server to a browser is accompanied by a type, so that the
browser knows how to display it. When anorma file is requested, the web server typically works
out the type by looking at the file's extension, such as. gi f or . ht m . CGI programs must supply
their type to the web server before any other content that they generate, which isthen forwarded on
to the browser. Thisallowsa CGI program to generate HTML, plain text, images, or any other kind
of data, regardless of the filename of the CGI script itself.

Browsers never attempt to work out the type of a page by looking at the filename extension in
the URL. Instead, they always rely on the MIME type sent by the web server. Apache getsits glo-
bal list of MIME types and the extensions with which they are associated from a configuration file
that appliesto all virtual servers. To edit and add to thislist of types, follow these steps:

1. On the modul€e's main page, click on the MIME Typesicon in the Globa Configuration
section. Thiswill bring you to a page listing all the types about which Apache currently
knows, along with the filename extensions. Almost every type that you would ever need
to use should already be listed.

. Click on the Add a new MIME type link above or below the list to create a new type.

3. Enter atype name such as text/foo in the MIME type field of the form that appears. Itis
acceptable for the same type to be defined twice, aslong as each entry has different asso-
ciated filename extensions.

4. Enter all the filename extensions that you want associated with thistype, such as .foo and
fo, in the Extensions text box. Make sure that no other MIME types are using the same
extensions.

5. Click the Save button below the form. The browser will return to the types list, which
will include your new entry.

6. Click the Apply Changes link on any page to make the new type active.

N

You can edit or delete an existing globa MIME type by clicking on its name in the list, which
will bring up the type editing form. Either change the MIME type or Extensions fields and
click Save, or hit the Delete button to totally remove it. Either way, you must use the Apply
Changeslink afterward to make the changes active.

MIME types can aso be defined on a per-virtua server or per-directory level in the Apache
configuration. This can be useful if you want to override atype for some extension in a particular
directory or create atype that is only needed by one virtual server. To do this, follow these steps:

1. On the module’'s main page, click on theicon for the virtual server for which you want to
definethe MIME type.
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2. If you only want the type to be used for requests to a particular directory, URL path, or
filename, click on itsicon on the server options page. If no icon for the directory exists
yet, you will need to define one by following the steps in Section 29.6 “ Setting Per-
Directory Options’.

. In the directory or on the virtual server options page, click onthe MIME Typesicon.

4. The ExtraMIME typestable isfor entering types that apply only to this virtual server or
directory. In thefirst blank field under the Type column, enter atype such as text/foo. In the
field next to it, under Extensions, enter one or more filename extensions such as .foo.

5. Click the Save button at the bottom of the page. If you want to add more than one type,
you will need to click onthe MIME Typesicon again so anew blank field appearsin the
table.

6. When you are done, use the Apply Changes link at the top of any page to make the new
type mapping active.

w

On the MIME types page, thereis a useful field labeled Default MIME type. If set, any filesfor
which Apache cannot identify the type will be treated as whatever is entered into this field
instead. Normally, this is set at the default server level to t ext / pl ai n, but you may want to
change it to something else for a particular directory that contains lots of files that have no file-
name extension.

There is a similar field on the MIME types page for directories, URL paths, and filenames
labeled Treat all filesasMIME type. When it is set, Apache will identify all filesin that directory
as the specified type, no matter what their extension. This can be used to forcibly set the types of
files whose names do not follow the normal convention of ending with a type extension.

29.13 Password Protecting a Directory

The HTTP protocol has a standard method of indicating that a directory or site requires a user-
name and password to be supplied before it can be accessed. Apache can be configured to force
usersto log in before being able to view some or all of the pages on your system. Logins are typ-
icaly checked against a separate password file, instead of the UNIX user list.

Password protection can be useful for securing a directory that only some people should be
allowed to access, or for setting up awebsite that uses CGI programs to display different content to
different users. To protect a directory, follow these steps:

1. Onthe modul€e's main page, click on theicon for the virtual server under which you want

password protection to be enabled.

2. Click on theicon for the directory, URL location, or filename that you want to protect. If
one does not exist yet, follow the steps in Section 29.6 “ Setting Per-Directory Options”
earlier in this chapter to create it.

. Click on the Access Control icon, which will bring you to the page shown in Figure 29.8.

4. In the Authentication realm namefield, deselect Default and enter a description for the

protected directory, such as Privatefiles. Thiswill be displayed to the user in the browser
when hetriesto log in.

5. Change the Authentication type to Basic. The Digest type is more secure, but is not

supported by alot of browsers.

w
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6. Change the Restrict access by login field to All valid users. Thistells Apache that any

of the usersin the password file set in Step 7 will be allowed to log in.
You can restrict access to only a subset of users by selecting the Only these user s option
and entering the names of usersto allow into the text field next to it. You can also select
Only these groups and enter the names of groups whose members you want to allow
into its field. These options can be useful if the same authentication files are entered on
this page for several directories.

7. In the Text file authentication box, enter the full path to the file that you want to use to
store usernames and passwords into the text field next to User text file. This authentication
file must contain one line per user, each in the username: encrypted-password format.
Standard UNIX encryption is used for the passwords, just likeinthe/ et ¢/ shadowfile.
The file doesn’'t necessarily have to exist yet, as it will be created when you follow the
instructions in later steps to add users. It should not be under your web server's
document root directories though, as this might allow an attacker to download it, crack
the passwords, and log in to your website.

Sl ne Syl mmekaremr e Reimenkis

Figure 29.8 The access control form.

8. If you want to categorize users into groups for further restriction, as explained in Step 6,
enter the full path to agroup file into the Group text filefield. Thisfile must contain one
line per group, in the groupname:  usernamel username2 etc format.
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10.

11.
12.
13.
14.

15.

16.

17.

18.

19.

20.

21.

22.

The file does not have to already exist because it will be created when you add groupsin
later steps. If you just want to set up simple username and password authentication, then
this step is unnecessary.

. Click the Save button at the bottom of the page, and you will be returned to the directory

options page.

If the user and group files already exist or if you are planning to edit them manually, you
can skip to Step 21. Otherwise, click on the Access Control icon again to redisplay the
form.

Click on the Edit userslink next to the User text filefield. Thiswill bring up a page list-
ing all web server users currently listed in the file, if any.

To create a new user, click on the Add a new user link above or below the list.

On the user creation form, enter alogin name into the Usernamefield.

In the Password field, select the Plain text option and enter the user’s password into the
field next toit.

Click the Save button to have the user added and the list of users redisplayed.

You can edit an existing user by clicking on its name in the list, changing its details, and
hitting the Save button. To remove a user, click the Delete button on the user editing
form instead.

When you are done creating users, use the Return to access control link to go back to
the access control form.

If you are using agroup file aswell, click on the Edit groupslink next to the Group text
filefield to bring up alist of existing groups and their members.

To create a new group, click on the Add a new group link and fill in the Group name
and M embers fields on the creation form that appears, then click Save. Members must
be entered as a space-separated list of usernames.

Existing groups can be edited and deleted by clicking on their names in the list, just as
users can.

When you are done creating groups, follow the Return to access control link to go back
to the access control form.

Finally, click on the Apply Changeslink on any page to activate password protection for
the directory. You can test it out by trying to visit the protected page and logging in as
one of the usersthat you created.

You can add and edit users and groupsin the future by editing the text files directly, or by
following the relevant stepsin thislist. There is no need to use the Apply Changes link
after changing the user or group lists, though, as Apache rereads the files on every
request.

Theinstructionsin the preceding list explain how to create text files for storing users and groups,
but if your website is going to have avery large number of users, text files are not the best way to
store them. Because Apache rereads the user file on every request, the larger it gets, the longer it
will take for the web server to look up a user and generate a response. When editing or deleting

a user,

the entire file must be read in and written out again by the program that is changing it,

which can take some time if the file is large. This increases the chance of file corruption if more
than one process attempts to manipul ate the same user file at the same time.
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The solution isto use DBM filesfor storing users and groups instead. These are binary format
database files that are indexed by a key (such as the username), and can be safely edited in-place.
Their only down side is that they cannot be viewed or changed by UNIX programs that deal with
plain text, likecat andvi .

The process of setting up authentication from DBM filesis almost identical to the stepsin the
preceding list. The only difference is that the user and group filenames must be entered into the
User DBM file and Group DBM file fields in the DBM file authentication box. The User text
file and Group text file fields must be left set to Default. Unfortunately, Webmin does not allow
you to edit users or groupsin DBM files like you can with text files. Instead, you will need to write
aPerl script or use aprogram like makenap to create them at the command line.

Apache user and password files are totally separate from the system’s UNIX user list. This
module, however, can be configured to add, update, or remove a user in a password file when a
user with the same name is created, edited, or deleted in the Users and Groups module. This is
done using that modul€'s synchronization feature, covered in more detail in Chapter 4.

Synchronization can be useful if you want to grant access to a specific web directory to some
of the UNIX users on your system and want their usernames and passwords to remain in sync if
they are ever changed. To set up synchronization between an Apache text authentication file and
UNIX users managed by the Users and Groups module, follow these steps:

1. On the module’'s main page, click on the icon for the virtual server under which the pro-
tected directory can be found, and then on the icon for the directory.

2. Click on the Access Contral icon, then on the Edit userslink next to the User text filefield.

3. Below the list of usersis aform for setting up synchronization for this users file. The
checkboxes labeled Add a user when a UNIX user isadded, Change the user when a
UNIX user is changed, and Delete the user when a UNIX user is deleted are fairly
self-explanatory. You would typically select all three, or maybe just the last two if you
want to manually add new usersto thisfile.

4. After selecting the options that you want, click the Save button. Any changes madein the
Users and Groups module from now on will cause this user list to be updated as well.

Each Apache users text file has its own separate synchronization options. Because they are asso-
ciated with the name of the file, the options will be reset to their defaults if it is renamed. Only
changes made in Webmin’s Users and Groups or Change Passwords modules will be synchro-
nized with the Apache usersfile. If auser changes his password with the command-line passwd
program, his web password will not be changed to match.

If you want to turn off authentication for adirectory so that any browser can accessit, thereisno
need to delete the entire Directory Configuration icon. Instead, you can just follow these steps:

1. On the module's main page, click on the icon for the virtual server under which the pro-
tected directory can be found, and then on the icon for the directory.

2. Click on the Access Control icon to go to the page shown in Figure 29.8.

3. Change the Authentication realm name, Authentication type, Restrict access by
login, User text file, and Group text file fields al back to Default. If you are using
DBM files instead of text, change the User DBM file and Group DBM file fields to
Default aswell.

4. Click the Save button and then the Apply Changeslink back on the directory options page.
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29.14 Restricting Access by Client Address

Apache can also be configured to limit access to a directory, URL location, or filename to cer-
tain client systems. The web server knows the | P address of every browser that connectsto it and
can use that address to determine whether or not the browser is allowed to request certain pages.

In some situations, the client’sreal 1P address will not be available to the web server. If the cli-
ent is accessing the web through a proxy server or afirewall doing NAT, then the | P address from
which the request appearsto originate will be that of the proxy or firewall system. Thereisaway to
get the real address, but generally it isnot a problem because all clients behind the proxy or firewall
are usualy treated the same from an access control point of view.

Apache determines whether a client is allowed access or not by checking its IP address and
hostname against a list of rules. There are two types of rules—those that alow access and those
that deny it. Depending on its configuration, the web server will either check al of theal | owrules
before the deny rules, or vice-versa. The first one to match determines whether or not the client is
denied and no further rules are checked.

Most people who set up IP access control want to allow access from certain addresses and net-
works and deny everyone else. For example, you might want to give hosts on your company LAN
access to your intranet, but prevent others on the Internet from accessing it. To set up this kind of
access control, follow these steps:

1. Onthe modul€e's main page, click on theicon for the virtual server under which you want
I P access control to be enabled.

2. Click on the icon for the directory, URL location, or filename to which you want to
restrict access. If one does not yet exist, follow the steps in Section 29.6 “ Setting Per-
Directory Options’ earlier in this chapter to createit.

3. Click on the Access Control icon, which will bring you to the page shown in
Figure 29.8.

4. Scroll down to the Restrict access table and change the Access checking order field to
Allow then deny. This tells Apache that any request that is not specifically allowed by
access control rules should be denied, and that al rules that allow access should be
checked before rules that deny.

If the alternative Deny then allow option is chosen, requests that do not match any rule
will be allowed and deny rules will be checked before allow rules.

The Mutual failure option has the same effect as Allow then deny and should not be
used.

5. At firgt, this table will contain only one empty row for entering your first access control
rule. Because you are going to allow only certain clients and block the rest, select Allow
from the menu in the Action column.

The menu and field under the Condition column determine what kind of check is done
to seeif the client is allowed or not. The following are the available condition types:

All requests If chosen, al client requests will have the selected action performed.
Request from host  If chosen, only clients whose hostname is the same as or ends with
the text entered into the field next to it will have the action performed. Apache gets the
hostname by performing areverse DNS lookup on the client’s | P address, which may not
awayswork.
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Request from IP  If the client’s |P address is the exactly same as the one entered into
the field next to the menu, the selected action will be performed.

Request from partial IP  If chosen, clients whose | P addresses start with the partial 1P
entered into the field next to the menu will have the selected action performed. For
example, you could enter 192.168 to match al clients on that network.

Request from net/netmask  If the client’s | P address is within the network specified by
the entered network address and netmask, the selected action will be performed. An
example network specification would be 192.168.1.0/255.255.255.0.

Request from net/CIDR If the client’s IP address is within the network specified by
the entered network address and prefix bits, the selected action will be performed.
192.168.1.128/25 is an example of this kind of network specification.

If variableisset If thisoption is chosen, the selected action will only be performed if
the environment variable whose name is entered into the adjacent field is set. Apache
provides several ways to set variables based on request headers and browser types and
are too complex to cover here.

6. Click the Save button at the bottom of the form and, if there are no errors in your selec-
tions, you will be returned to the directory options page. To alow more than oneclient P
address or network, click on the Access Control icon again and fill another blank row in
the Restrict access table. You can build up complex access control rulesets by adding
many allow and deny rules.

7. When you are totally done, use the Apply Changes link on any page to make the restric-
tions active.

It is possible to combine both 1P address restrictions and username/password access control for
the same directory. This can be done in two ways—clients are either checked for any IP restric-
tions and then forced to enter a password or only prompted for a password if they do not passthe
IP restrictions.

The mode that Apache uses is determined by the Clients must satisfy field on the access con-
trol form. If you set it to All access controls, then they must pass both password and IP checks. If
Any access control is selected, however, a password will only be prompted for if the IP checks
fail. This can be useful for granting access to a directory to everyone on your interna network and
to people on the Internet who have avalid username and password.

29.15 Encodings, Character Sets, and Languages

As Section 29.12 “Adding and Editing MIME Types’ explains, Apache attempts to determine a
MIME type for every file that it sends to a browser. In addition to the type, files can also have an
encoding that is usually used to indicate how they were compressed. The encoding is determined
by the file extension (such as. gz for gzipped data) and can be used by the browser to uncom-
press the file before displaying it.

For example, this would allow you to create afile called f oo. ht nl . gz that contains com-
pressed HTML data and is identified by the web server as such. For large files, sending them in
compressed format can save bandwidth and reduce the time it takes for them to be downloaded.
Unfortunately, not all browsers support the common . gz and . Z encoding formats, so this feature
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is not aways useful. At the time this book was written, Mozilla and Netscape supported com-
pressed encoding, but |E did not.

Encodings can be defined globally, on a per-virtua server basis, or just for a single directory
or URL location. They are usualy defined globally, however, and can be viewed and edited by fol-
lowing these steps:

1. Click on the Default Server icon on the Apache Webserver module's main page.

2. Click onthe MIME Typesicon, and scroll down to the Content encodings table. Each
row in the table defines two encodings and there is aways at least one pair of empty
fields for adding a new one. Typically, entries for the x- conpr ess and x- gzi p encod-
ings will already exist as they are included in the default Apache configuration.

3. To add a new encoding, enter its name into the first empty field under the Content
encoding column. In the field next to it, enter a space-separated list of filename exten-
sionsthat are used by files encoded in that format.

4. To change the name or extensions for an existing encoding, just edit itsfields in the table.
For example, you can add extra extensions for an encoding by just entering them into the
same field as existing ones.

5. If you want to delete an encoding, just clear its entries in the fields under the Content
encoding and Extensionsfields.

6. When you are done editing encodings, click the Save button at the bottom of the page
and then click the Apply Changeslink.

Apache takes dl filename extensionsinto account when determining afile’'s MIME type, encod-
ing, language, and character set and does not care about their order. This means that files named
foo.htm . gz and f 0o. gz. ht M are both identified as containing gzip-compressed HTML
data.

Another piece of information that Apache can supply to browsers requesting afile is the charac-
ter set used by text in thefile. If all your web pages arein English, or alanguage like Maay that does
not use any non-English letters, then you don't need to care about this. If you are creating HTML
pages in a different language that uses characters outside the standard ASCII character set, however,
then it isuseful and often necessary to indicate to browserswhat character set each pageisin.

Languages like German and French use special characters, like 6, that are represented by bytes
above 128. Otherslike Chinese and Russian have so many characters that each must be represented
by two bytes, using special character sets like Bigs and KOI8. For these languages, it is vital that
the browser be informed of the character set of each page so that it can decode the text that it con-
tains and use the correct font to display characters.

Aswith encodings, Apache determines the character set of each file by looking at its filename
extension. For example, afilenamedf oo. ht ni . Bi g5 would beidentified asHTML, in which the
text was encoded in the Chinese Big5 format. A file can have both a character set and an encoding,
such asf oo. ht m . Bi g5. gz, and the order in which its extensions fall does not matter.

Character sets can be defined globally or for individual virtual serversand directories. To view
and edit the globa list of character sets, follow these steps:

1. On the Apache Webserver module's main page, click on the Default Server icon.
2. Click on the Languages icon and scroll down to the Extra character sets table. Each
row in the table defines two character sets, and there is always at |east one pair of empty
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fieldsfor adding a new one. In the default Apache configuration, several commonly used
character sets are already defined.

3. If you need to add a new character set, enter its standard 1SO name into the first empty
field under the Charset column and the filename extensions associated with it into the
adjacent field under Extensions. Many common character sets are defined by default, so
you may just be able to use one of the existing recognized extensions for your files. Mul-
tiple extensions must be separated by spaces.

4. You can change the name or extensions for existing character sets by just editing the
fieldsin thetable. It isnot usually agood ideato rename the default sets because they use
the standard names that are recognized by browsers. Adding extensions is perfectly safe,
however.

5. To delete a character set, just clear out the fields containing its name and any associated
extensions.

6. When you are done editing, click the Save button. If you used up al the blank fieldsin
the Extra character sets table and want to add more, click on the Languages icon
again. Otherwise, use the Apply Changes link to make your changes active.

Because most of the commonly used character sets are defined by default in the Apache config-
uration, it is not usually necessary to add new ones. Instead, you can just find the associated
extensions and use them on your filenames.

Apache can also identify the language in which an HTML or text file is written by looking at
its filename extensions. At first it may seem that there is no difference between a file's language
and its encoding, but that is not always the case. For example, the | SO-8859-2 character set is used
for many different European languages, and the Chinese language can be represented by both the
Big5 and GB character sets.

Unfortunately, few browsers actually make any use of the language in which afile iswritten .
Some can be configured to request pages in a language chosen by the user, however, and Apache
can be set up to use this information to identify the correct file to return. This happens when the
Generate M ultiviews option on the directory options page is turned on for adirectory.

When that option is active, a request for a page like /documents/foo, which does not actually
exist, will cause Apache to scan the directory for / docunent s for all files starting with f oo, iden-
tify their types and languages, and return the one that best matches the client’s specified language.
Thisis useful if you want to be able to have multiple versions of the same page in different lan-
guages, but have them all accessible viathe same URL.

To view and edit the languages and file extensions recognized by Apache, follow these steps:

1. Click on the Default Server icon on the Apache Webserver module's main page.

2. Click on the Languagesicon and find the Content languages table. Each row in the table
defines two languages, and there is always at least one pair of empty fields for adding a
new one. The default Apache configuration contains several commonly used languages.

3. To add a new language, enter its ISO code into the first empty field under the L anguage
column and a list of extensions separated by spaces for files in that language under the
Extensions column.
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4. Existing languages can be edited by just changing their codes and extensionsin the table,
or deleted by clearing out their fields. It is wise not to change the standard codes for
existing default languages.

5. When you are done editing languages, click the Save button at the bottom of the page. If
you ran out of blank fields when adding new ones, click on the L anguages icon again to
return to the table. Otherwise, use the Apply Changes link to activate your new settings.

Aswith encodings and character sets, Apache does not care about the ordering of extensionsin a
filename when working out its type and language. Therefore, both the f oo. ht i . de and
f oo. de. ht nl fileswould be identified as HTML documents written in German.

29.16 Editing .htaccess Files

As explained in the introduction, Apache options can be set for a directory by creating afilein the
directory named . ht access. These are often created by normal users who do not have permission
to edit the master web server configuration file and want to change the way Apache behaves when
accessing their directories. . ht access files can be used to set amost al of the options that you
can configure on a per-directory basis, as explained in other sections of this chapter.

The options in one of these files gpply to dl the files in its directory and in any subdirectories.
They can, however, be overridden by another such file lower down in the directory tree. Per-directory
options in the main Apache configuration will be overridden by thosein a. ht access file for the
same directory, but directory optionsfor asubdirectory will overridethosein aparent . ht access file!

Webmin can be used to create and edit . ht access files, aswell. If some already exist on your
system that were created manually, they must be discovered by Webmin before you can use it to
edit them. To have Webmin search for existing files on your system, follow these steps:

1. On the modul€e's main page, click on the Per-Directory Options Filesicon (thisis what
Webmin calls. ht access files).

2. On the page that appears, there is a button labeled Find Options Files, with two options
next toit. If Automatically is selected, Webmin will look in the document root directory
of each virtual server for options files. If From directory is chosen, you can enter a
directory that will be searched instead.

The latter option is useful if the websites on your system have pages that are outside of
the document roots due to the use of aliases or user web directories.

3. Click the button to have the modul e search the select directories and any under them. The
same page will be redisplayed, but with atable of al . ht access files at the top, assum-
ing some were found.

To edit the options set in afile, just click on its path from the Per-Directory Options Files list.
This will bring up a page similar to the directory options page shown in Figure 29.5. You can
click on the icons to edit redirects, username and password access control, |P address restric-
tions, MIME types, and custom error messages. The instructions in previous sections that apply
to directories can be followed here aswell. The only difference isthat you do not have to use the
Apply Changes link after making changes, as Apache always rereads the . ht access files that
it encounters on every request.
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You can also create a new . ht access file by entering the path to the directory in which it
should be created into the field next to the Create Options File button. When the button is clicked,
the file will be created empty and have its ownership set to the user and group configured on the
user and group page of the default server. It will be added to Webmin'slist of known options files
and your browser will be redirected to the options file for the page.

To delete a per-directory optionsfile, click on the Delete Filelink that appears at the top of the
page that appears when you click on its name from the list. As soon asit is removed, Apache will
cease using any optionsthat it defines for the directory in which it resides.

Section 29.6 “Setting Per-Directory Options’ earlier in this chapter explains how to set
options that apply only to files of a particular name, no matter what directory they arein. It isalso
possible for a. ht access file to contain options that apply to only some of the filesin the direc-
tory that containsit. This can be useful for doing things like denying accessto all files matching the
pattern* . ¢ inthedirectory / usr/ | ocal / sr ¢, which you cannot do just by using per-directory or
per-file options.

To set options like this, follow these steps:

1. On the module’s main page, click on the Per-Directory Options Filesicon. Then, click
on the . ht access file in the directory to which you want the options to apply. If it
doesn’t yet exist, use the Create Options File button to create it as explained in the pre-
viousinstructions.

2. Scroll down to the Create Per-File Options form and enter the filename or pattern into
the Path field. Patterns can only use shell wildcard characters like * and ?, unless you
change the Regexp? field to Match regexp, in which case you can enter a Perl regular
expression using characterslike| ,[,],and +.

3. When you click the Create button, the same page will be redisplayed but with an addi-
tional icon for the filename or name pattern that you just entered.

4. Click on the new icon, which will bring up another page of icons for different categories
of options that can be applied to files whose names match the specified filename or pat-
tern. This page isvery similar to the directory options page shown in Figure 29.5, and the
pages that it links to are mostly identical.

5. Theinstructionsin other sections of this chapter for creating redirects, custom error mes-
sages, or |P access control can be followed on this page as well to set the same options
for matching filesin the directory. The only difference is that thereis no need to click on
the Apply Changes link to make new settings active.

You can change the filename or pattern for which the options are saved by editing the Path field in
the Options apply to form and then clicking Save. You can also remove them altogether so that
the options for the directory apply instead by clicking on the Delete button in the same form.

On a system that has many virtual websites run by untrusted users, you may want to restrict
the directives that those users are allowed to enter into . ht access files. This can also be useful if
you have user web directories enabled, which is explained in Section 29.17 “ Setting Up User Web
Directories’. It is possible for a user to enable CGI scripts for his directory by putting the right
directivesinto an options file, which could pose a security risk on your server.
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You can restrict the directives that can beused in . ht access files on aper-directory basis. To
do this, follow these steps:

1. On the main page of the Apache Webserver module, click on the icon for the virtual
server under which the directory resides.

2. Click on the icon for the directory in which you want to restrict . ht access files or, if
one does not exist yet, follow the instructions in Section 29.6 “Setting Per-Directory
Options’ to createit.

3. Click on the Document Optionsicon.

4. In the Options file can override field, select the Selected below radio button. Then
deselect those categories of directives in the table provided that you don’t want users to
beabletoincludein. ht access files. The available categories are:

Authentication options Deselect this option to prevent the use of directives related to
password authentication.

MIME types and encodings Deselect this option to prevent the setting of MIME
types, character sets, encodings, and languages for files. This will also stop files with
certain extensions being indicated as CGI programs.

Indexing and index files This option controls the use of directives for directory
indexing.

Hostname access control Deselect this option to stop the use of IP access control
directives.

Directory options This option controls the use of directives that set options for the
directory, such as whether indexing is done and if CGI programs are enabled.

5. Click the Save button and then the Apply Changes link.

Whenever a user triesto use directives that heis not allowed to use, Apache will display an error
message when filesin the directory containing the . ht access file are requested. It will not sim-
ply ignore the disallowed directives.

29.17 Setting Up User Web Directories

On a system with many UNIX users, you may want to allow each user to create his own set of
web pages. Instead of creating a subdirectory for each user under some document root directory,
you can instead designate a subdirectory in each user’'s home directory as a location for web
page files. Typically, this subdirectory is called publ i c_ht m and its contents are made avail-
able at aURL like http://www.exampl e.com/~username/.

The specia ~username path in the URL is converted by Apache to a directory under the home
of the user named username, no matter what document root directory is being used for the rest of
the files on the website. It is also possible for files in the user’s actual home directory to be made
availableinstead, so that ~username actually mapsto the user’s home directory and not a subdirec-
tory. Thisis abad idea, however, as it makes all of the user’s files available to anyone with access
to the website.
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To turn on Apache's user web directories feature so ~username URL paths can be used, follow
these steps:

1.

N

On the module’s main page, click on theicon for the virtual server for which you want to
activate user directories. To activate them for all virtual servers, click on the Default
Server icon instead.

. Click on the Document Optionsicon.
. In the User WWW directory field, deselect the Default option and enter public_html

into the field next to it. Or, if you want a different subdirectory to be used for users’ web
pages, enter its name instead. To make users entire home directories available via
~username URL paths, enter . into thefield.

On many systems, this option will already be set to publ i ¢_ht m in the default Apache
configuration, meaning that user web directories are already enabled.

. If the All users accessible option is selected, Apache will allow the pages in any user’'s

web directory to be accessed.

To configure the web server to only allow access to the pages belonging to certain users,
select the Only user s option and enter the names (separated by spaces) into the field next
toit. Thiscan be useful if thereisasmall fixed list of UNIX userswho should be allowed
to publish web pages.

To block only a few users web pages and allow the rest, select the All users except
option and enter the names of the blocked usersinto itsfield. Thisisuseful for protecting
files belonging to important system users such asr oot .

. Click the Save button at the bottom of the page, then use the Apply Changeslink to acti-

vate the new settings. Try creating apubl i ¢_ht m subdirectory in the home directory of
auser, putting some HTML filesin it, and seeing if they can be accessed using the ~user-
name/filename.html URL path.

. It is also possible to have ~username URL paths mapping to directories outside users

home directories by entering values starting with / into the User WWW directory field.
For example, if you were to enter /mww and a browser requested ~jcameron/foo.html,
then the file returned by Apache would be/ ww/ j camer on/ f oo. ht m . If you entered /
home/* /public_html, then the file returned would be/ horre/ j camer on/ publ i c_ht ni /
foo. htnl, even if the user j canmer on did not have his home directory at / hone/
j camer on. As that example shows, any occurrence of a* in the user web directory is
replaced by the username.

Similarly, you can enter a URL into the directory field, which will be used by Apache to gener-
ate a URL to redirect browsers to when a user web directory is requested. For example, if you
enter http://home.example.com/users/ and the URL path ~jcameron/foo.html is requested by a
browser, it will be redirected to http://home.example.com/user §/jcameron/foo.html instead. This
is useful if you want to move user web directory hosting to a separate server, while allowing
URLson your main server to be used to access them.

Even though the above are sufficient to enable user web directories, there are some other
things that you might want to do. As the earlier Section 29.16 “Editing .htaccess Files’ explains,
you may want to limit the kinds of directives that users can put in their . ht access files so that
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they cannot execute CGI programs or use server-side includes. You can aso change the default
directory indexing and document options that apply to user web directories. To accomplish both of
these tasks, follow these steps:

1. On the module's main page, click on the icon for the virtual server in which user web
directories were enabled, or the default server.

2. Assuming all your users have their home directories under / horme and the web subdirec-
tory isnamed publ i ¢c_ht m , enter /home/*/public_html into the Path field of the create
per-directory, files, or location options form at the bottom of the page.

3. Leavethe Type field set to Directory and the Regexp? field to Exact match.

4. Click the Create button to create anew set of options that will apply to users' web direc-
tories, then click onits newly created icon. Thiswill bring up the document options page
shown in Figure 29.5.

5. Click on the Document Optionsicon.

6. Change the Directory options field to Selected below and set to Yes those options that
you want to apply to user web directories. It is advisable to turn on Gener ate directory
indexes and safe to enable Server-side includes, but not Execute CGI programs or
Server-sideincludes and execs.

The Follow symbolic links option is relatively safe to turn on as well, but will alow
users to make available via the web files that are not in their publ i ¢_ht i subdirectory
by creating links to them.

7. To prevent users from overriding these settingsin . ht access files, change the Options
file can override field to Selected below and deselect the MIME types and encodings
and Directory options checkboxes. The others control options that present no security
risk and so can be safely left selected.

8. Click the Save button and then the Apply Changeslink to save and activate the restrictions.

9. If you want to turn on server-side includes, set some custom MIME types or IP access
controls for user web directories, you can do it by following the instructionsin the appro-
priate sectionsfor this directory. Because server-side includes are quite harmless with the
ability to execute external programs disabled, they can be safely enabled for users by set-
ting the right content handler for . ht Ml or . sht M files, as Section 29.9 “Setting Up
Server-Side Includes’ explains.

29.18 Configuring Apache as a Proxy Server

An HTTP proxy is a server that accepts requests for web pages from browsers, retrieves the
requested pages from their servers, and returns them to the browser. They are often used on net-
works on which clients are not allowed to connect to web servers directly so that restrictions on
who can access the web and what sites they can view can be enforced. A proxy can aso cache
commonly accessed pages, so if many clients visit the same site its pages only have to be down-
loaded once. This speeds up web access and reduces bandwidth utilization.

Apache is not the best proxy server available for UNIX systems—Squid (covered in
Chapter 44) takes that honor. Squid has many more configurable options, is more efficient, and can
deal with much larger caches. If you want to set up a proxy on a system that is already running
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Apache, however, then it may make sense to use the existing web server as a proxy instead of
installing and running a separate server process for Squid.

Apache's proxy support is only available if the nod_pr oxy module has been compiled into
the web server or is available to be dynamically loaded. You can see if the module is available by
clicking on the Re-Configure Known Modulesicon on the main page. If mod_proxy is checked,
then your server can be used as a proxy. If so, you can skip the next paragraph, which deals with
loading the proxy module.

On some Linux distributions, the proxy module is included with the Apache package but not
loaded by default. If thisis the case on your system, you can enable it by following these steps:

1. On the Apache Webserver module’s main page, click on the Edit Config Filesicon. This
will bring up a page showing the contents of the primary configuration file, called
htt pd. conf.

2. Look for a line starting with LoadMbdul e proxy_nodul e, which is currently com-
mented out with a# at the start. If no such line exists, then the proxy module is probably
not installed at all and therefore cannot be used.

3. Delete the # at the start of the line and then click the Save button at the bottom of the
page.

4. Click the Stop Apache link on any page to shut down Apache and then the Start
Apache link to start it again. This is necessary for the web server to load the enabled
proxy module.

5. On the module’s main page, click on the Re-Configure Known Modules icon and then
on the Save button at the bottom of its page. This tells Webmin to reanalyze the Apache
configuration so that it detects that the nod_pr oxy module is now available.

If Apache was compiled on your system from source, then you will need to recompile it with
nod_pr oxy enabled in order to use the proxy features. If you do, Webmin will detect that a new
version of the Apache server executable has been installed and will redisplay the form shown in
Figure 29.1 when you next visit the module’'s main page. The proxy module will be automati-
cally selected, so you should be ableto just click the Configure button to tell Webmin that proxy
features are now available.

Once nod_pr oxy has been enabled, you can set your system up as a proxy server by follow-
ing these steps:

1. On the module's main page, click on the icon for the virtual server that you want to use
as a proxy. This must be an IP-based virtual server or the default, as it is impossible to
turn on proxying for just a single name-based virtual server. The normal operation of
whichever server you choose, however, will not be affected.

2. Click on the Proxying icon that should be visible on the virtual server options page. If
the icon does not exist, then the proxy module has not been detected by Webmin.

3. Changethe Act as proxy server? field to Yes.

4. By default, Apache will not cache any pages that are requested through it when acting as
aproxy server. To change this, create a directory that is writeable by the web server user
(usually ht t pd) and enter it into the Cache directory field.

5. To limit the amount of data that will be cached, enter a number of kilobytes into the
Cachesizefield. If thisisleft set to Default, Apache will only cache 5 Kb of pages.
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6.

10.

11.

To turn off caching for particular websites, enter a space-separated list of hosthames and
domains into the Domains not to cache field. This can be useful for avoiding the cach-
ing of sitesthat frequently change.

. To stop users of the proxy from accessing certain domains, enter a space-separated list of

full or partial hostnames into the Block requeststo domainsfield. For example, to deny
accessto al sitesinthe f oo. comdomain you could just enter foo.com.

. If you have another proxy server on your network and want to pass all requests on to that

proxy, enter its URL (like http://proxy.example.com:8080/) into the empty field under
Forward to in the Requests to pass to another proxy table and leave the All option
selected. You can also have just a few requests passed on by selecting the Matching
option and entering a partial URL or URL type (like http://www.foo.comy or ftp) into the
field next to it.

Like other tablesin the Apache module, this one only displays one blank row at atime. If
you want to set up several other proxies to which to forward different requests, you will
need to re-edit this page after saving and fill in the next blank row. For example, you
might want to forward all FTP requests to one proxy, but al other types of requests to
another.

. To exclude some requests from being passed to the other proxies (for example, if they are

on your local network), you can fill in the Don’t pass requests to another proxy for
table. In each empty row you can choose from one of the following types:

IPaddress If thistypeischosen, you must enter acomplete I P address into the field next
toit. Any requests to the web server with this IP will not be passed on to another proxy.
Hostname When thistypeischosen, any requeststo the web server whose hostnameis
entered into the adjacent field will not be passed on.

Domain Any requests to websitesin the domain entered into the field next to the menu
will be retrieved directly and not passed on.

IP network Any requests to websites in the specified IP network (entered as a partial
IP address, like 192.168) will not be passed on to another proxy.

Network/bits Any requests to websites in the IP network (entered in address/prefix,
like 192.168.1.0/24 format into the adjacent field) will not be passed on.

To add more than one row, you will need to save the form and edit it again so that a new
blank row is displayed.

Most of the other options on the form control the layout of the cache directory and the
amount of time for which pages are cached. In most cases, the defaults will work fine so
you can just leave them set to Default.

When done, click the Save button to update the Apache configuration file with the proxy
settings, then the Apply Changes link to make them active.

You should now be able to try your settings by configuring a web browser to use your Apache
server as aproxy and visiting some web pages. All proxy requests that Apache processes will be
written to the access log file for the virtual server in the usual format, but with the full URL
recorded instead of just the page.

You may sometimes want to limit who has access to proxy, either by client IP address or by
username and password. This can be done by following the instructionsin Section 29.14 “Restrict-
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ing Access by Client Address’ and Section 29.13 “ Password Protecting a Directory” and substitut-
ing the special directory pr oxy: *. If you set up client address access control, then only hosts with
allowed addresses will be able to use your server as a proxy. They will, however, still be able to
access normal web pages, as | P address restrictions for the specia pr oxy: * directory only apply
to proxy requests.

If you set up username and password authentication for your proxy server, then any web
browsers that attempt to use it will be forced to log in first. Thislogin isto the proxy server, not to
any website that is being accessed through it. If a user visits a password-protected website using
the proxy, he will haveto log in separately to that site.

It is also possible to set up IP or password restrictions that apply only to some protocols or
sites accessed through the proxy, by creating them for specia directories like proxy:http or
proxy: http: /mmw.example.comv. Only requests for URL s that start with the text after pr oxy: will
be effected by restrictions like these. They can be useful for blocking or limiting access to certain
sites or preventing the proxy from being used to request certain protocolslikehtt p or f t p.

29.19 Setting Up SSL

SSL isaprotocol for making secure, authenticated connections across an insecure network like
the Internet. It encrypts network traffic so an attacker cannot listen in on the network and capture
sensitive information such as passwords and credit card numbers. It alows servers to authenti-
cate themselves to clients, so that a web browser can be sure that it is connecting to the website
that it thinks it is. It also allows clients to authenticate themselves to servers, which can be used
to replace usernames and passwords with digital certificates.

The SSL protocol can be used to encrypt any kind of data that would normally travel over an
unencrypted TCP connection. In this chapter, however, we are only concerned with the encryption
of web page requests and responses, which is done by encrypting HTTP protocol data with SSL.
The result is a new protocol called HTTPS, which is used by all websites that want to operate
securely. Almost every browser supports the HTTPS protocol and uses it when retrieving URLS
that start with ht t ps: // instead of the normal ht t p: / / . Whereas the normal HTTP protocol use
TCP port 80, the HTTPS protocol uses port 443.

You can configure Apache to use HTTPS on a per-virtual server basis or to useit for all serv-
ers. This depends, however, on having the nod_ss| Apache module compiled in or available for
dynamic loading, which is not aways the case. Section 29.18 “Configuring Apache as a Proxy
Server” explains how to check for and possibly enable the nod_pr oxy module and you can follow
those same ingtructions for mod_ssl , as well. Most modern Linux distributions include SSL sup-
port in their Apache package as standard.

At the heart of the SSL protocol are digitd certificates, which are used for both authentication
and encryption. The server typicaly sendsits certificate to the client to prove itsidentity so the client
knows that its connection to the website has not been redirected by an attacker. Certificatesissued by
a proper certificate authority, such as Verisign or Thawte, are impossible to forge because they have
been signed by the authority’s master certificate. All web browsers include a list of authorities that
they can use to validate signatures and thus ensure the authenticity of website certificates.

The down side of this method of certificate validation is that you cannot simply generate your
own certificate for your website that will be accepted without complaint by web browsers. It is pos-
sible to create a self-signed certificate that Apache will happily use, but any browser connecting to
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that web server in SSL mode will display a warning message to the user because the certificate is
not signed by arecognized authority. Self-signed certificates are fine for encrypting HTTPS traffic,
but if you want browsers to be able to validate your site you will need areal certificate signed by a
proper authority—and that costs money.

Before you can enable SSL in Apache, you must have a certificate. The easiest way to get one
for testing purposes isto generate your own self-signed certificate, which can be done by following
the upcoming instructions. To generate a rea certificate from a recognized authority, follow the
steps at the end of this section, instead. To create a certificate, you will need the openssl com-
mand, which is included with most modern Linux distributions and freely available for download
from www.opensd.org/. If Apache on your system aready includes the nod_ssl module, then
openssl isprobably already installed or on your distribution CD or website.

To generate your own self-signed certificate, use the following steps:

1. Loginto your system asr oot .

2. Change to the directory in which you want to store your certificate files, such as
/usr/|ocal /apache/ conf or /etc/httpd.

3. Run the command openssl req -newkey rsa:512 -x509 -nodes -out
cert.pem - keyout key.pem

4. The command will ask the following questions in order to obtain attributes for your new
key. To leave any of the requested fields blank, just enter a single period.

Country name The two-letter code for the country in which your web server is
located, such as AU or US

Stateor ProvinceName The name of the state in which your server islocated, such as
California.

Locality Name The city in which your server islocated, such as San Francisco.

Organization Name The name of your company or organization, such as Example
Corporation.

Organizational Unit Name The name of your division within the company, such as
Engineering.

Common Name The hostname of your web server as used in the URL. For example, if
browsers usually access the server as http://mww.example.conV, then you should enter
www.example.com for this question. Unfortunately, you can only enter a single
hostname, so if your web server is accessed by more than one name (such as
www.example.com and example.com), then only one will match the certificate. The
hostname, however, can contain the wildcard character *, so you can enter
* .example.comor even just *.

Email Address The email address of the administrator for this web server, such as
jcameron@example.com.

5. When all the questions have been answered, the files cert . pemand key. pemwill be
created in the current directory. These are your website’s certificate and its private key,
respectively.

6. Because the private key must be kept secure to ensure the security of SSL connectionsto
your server, change its ownership to the user as whom Apache runs, with a command
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likechown httpd key. pem Then, set the permissions with the command chnod 600
key. pemso no other user can read it.

Now that a certificate and private key have been created, you are ready to configure your web
server to use SSL. The best way to do this is to create a new virtual server that handles all
requests to port 443 (the HTTPS port) in SSL mode. This way, any existing virtual servers on
your system will not be affected. To do this, follow these steps precisely:

1. On the main page of the Apache Webserver module, click on the Networking and
Addressesicon.

2. In the blank row at the end of the Listen on addresses and portstable, select All under
the Address column and enter 443 under the Port column. Then click the Save button at
the bottom of the page.

3. Back on the main page, scroll down to the create a new virtual server form.

. Set the Addressfield to Any and the Port field to 443.

. If you want the pages that browsers see when connecting in SSL mode to be the same as
those that they see when making a normal HTTP connection, enter the document root
directory for your default server into the Document Root field. Otherwise, you can enter
adifferent directory so clients will see different pages when making HTTPS requests.

6. In the Server Name field, enter the same hostname that you specified for the Common
Name when creating the SSL certificate.

7. Click the Create button to have the new virtual server added to your Apache configura-
tion. Anicon for it will be added to the modul€e’'s main page.

8. Click on the icon for your new server to go to the virtual server options page. Anicon
labelled SSL Options should be visible. If not, either your Apache Web server does not
have the mod_ssl module or Webmin hasn’t detected it yet.

9. Click on the SSL Optionsicon to bring up the page shown in Figure 29.9.

10. Change the Enable SSL? field to Yes. This tells Apache that the virtual server should
treat all connectionsas HTTPS.

11. In the Certificate/private key file field, deselect Default and enter the full path to the
cert . pemfilethat you created earlier.

12. In the Private key file field, enter the full path to the key. pemfile. If you only have a
single file that contains both the certificate and private key, you can leave this field set to
Default and enter its path into the field aboveit.

13. Click the Save button and then the Apply Changes link back on the virtual server
options page.

14. Unless an error is reported when applying the configuration, your web server should
now be running in SSL mode on port 443. Test it out by using a web browser to go to
https://www.example.com/ or whatever the URL of your siteis. Note that there is no need
to specify port 443 in the URL asit isused by default for HTTPS—just like port 80 isthe
default for HTTP.

[ FS

It is also possible to create | P-based virtual serversthat use SSL and handle connections to port
443 on particular IP addresses. It is not, however, possible to create several name-based virtual
serversthat use SSL because the server sendsiits certificate to the client before any HTTP proto-
col data is exchanged. Normally, the Host : HTTP header is used by Apache to determine to
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Figure 29.9 The SSL options page.

which name-based virtual server arequest isbeing made, but this header has not been sent by the
browser at the time the web server selects the certificate to send to the client. The end result is
that having multiple named-based virtual servers on the same IP address in SSL mode will not
work properly, if at all.

On some Linux distributions, the included Apache package may aready include an example
virtual server running on port 443 with SSL enabled. It will probably also come with usable certif-
icate and private key files, although they are likely to be self-signed and to have a different host-
name for the common name. In this case, thereis no need to follow the steps above to set it up—all
you need to do is generate your own SSL certificate files and then visit the SSL options page in the
existing virtual server to change the Certificate/private key file and Private key file fields.

If you want to use Apache to host areal Internet website running in SSL mode, you will need
to request a certificate signed by a recognized authority. To do this, you must generate a certificate
signing request (CSR) and send it to the authority for verification along with your website’'s name,
company name, and other details to prove that you really do own the website and domain. After
they have verified your details, the CA will sign the certificate and send it back to you for usein
your web server.

To generating a CSR, follow these steps:

1. Loginto your system asr oot .
2. Change to the directory in which you want to store your certificate files, such as
/usr/| ocal /apache/ conf or/etc/httpd.
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. Run the command openssl genrsa -out key.pem 1024. Thiswill create just the
private key filekey. pem

4. Make sure that the file can only be read by the web server user, with commands like

chown httpd key. pemandchnod 600 key.pem

5. Run the command openssl req -new -key key.pem -out csr.pemto generate

the CSR.

6. The command will ask the following question to obtain attributes for your new key. To

leave any of the requested fields blank, just enter a single period.

Country name The two-letter code for the country in which your web server is
located, such as AU or US

Stateor ProvinceName The name of the state in which your server islocated, such as
California.

Locality Name The city in which your server islocated, such as San Francisco.
Organization Name

The name of your company or organization, such as Example Corporation.
Organizational Unit Name The name of your division within the company, such as
Engineering.
Common Name The hostname of your web server as used in the URL. For example, if
browsers usually access the server as http://www.example.conV, then you should enter

www.example.com for this question. Wildcards cannot generally be used in the hosthame
of certificates signhed by CAs.

Email Address The email address of the administrator for this web server, such as
jcameron@example.com.

7. When all the questions have been answered, the csr . pemfile will be created in the cur-

rent directory. Thisisyour certificate signing request, which should be sent to the certif-
icate authority for signing.

8. After your details have been verified and your money taken, the authority will send you

back a signed certificate. It should be atext file that starts with the line

Put it in the same directory as the private key, in afilenamed cert . pem

If you have overwritten existing self-signed private key and certificate files, it is best to stop and
restart Apache to force the new ones to be used. You should now be able to connect to your web
server in SSL mode with no warning displayed in the browser.

29.20 Viewing and Editing Directives

The Apache Webserver module can be used to view and edit directives manually, instead of the
usual method of editing them through the module's forms and pages. Manual editing isonly rec-
ommended if you are familiar with the configuration file format, as no checking will be done to
make sure that you have entered valid directives or parameters. It is often faster, however, to con-
figure the web server in thisway, especialy if you are an experienced Apache administrator.
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On the options page for every virtual server, directory, URL location, filename, and
. ht access file thereis an icon labeled Show Directives. When clicked on, it will display all of
the directives inside that virtual server or directory, as shown in Figure 29.10. Any directive that
the module knows how to edit will be linked to the appropriate form for editing, which will be one
of those that can be reached by clicking on another icon on the virtual server or directory’s options
page. Next to each directive isthe name of the filein which it islocated and the line number in that
file, so that you can use another program likevi or enacs to edit it manualy, if you wish.

Below the list are two buttons labeled Manually edit directives and Edit Apache directive.
The first will take you to the editing form described in the next paragraph. The second will bring
you to the form for editing the directive selected from the menu next to it, which will be one of
those linked from an icon on the previous page. This can be useful if you know the name of the
Apache directive that you want to use but do not know where in Webmin it can be edited.
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Figure 29.10 Viewing directives for a directory.

To directly edit the text of directivesin avirtual server or directory, you can click on the Edit
Directives icon located next to Show Directives on every options page. This will display a text
box containing the exact text that appears in the Apache configuration file for that server or direc-
tory, including any comments and indentation. When the Save button is clicked, any changes that
you have made will be written back to the file without any verification. To make them active, you
will need to click on the Apply Changeslink on any of the modul€'s pages.

It is also possible to edit entire an Apache configuration file at once using the Edit Config
Filesicon on the module's main page. When selected, the compl ete contents of the primary config-
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uration file (usualy ht t pd. conf ) will be displayed in atext box. Aboveit isamenu for selecting
another file to edit and a button labeled Edit Directivesin File that will switch to the contents of
the chosen file. Your Apache Web server may use severa different files that Webmin normally
hides from you. Only on this page can you see that all files that the module has detected are being
used, either by default (such as httpd.conf, srmconf, or access. conf) or through
I ncl ude directivesin the default configuration files.

This page is the only place where you can view and manually edit directives that apply to all
virtual servers that are normally editable under the Default Server icon in the module. Because
these default directives are usually split across multiple files, no Show Directives or Edit Direc-
tivesicons appear on the options page for the default server.

If you change any of the directives in the text box, click the Save button below it to have the
configuration file rewritten. No validation will be done, so be careful with your changes—a mis-
take with a container directive like <Di r ect ory> or </ | f Modul e> may make it impossible for
Webmin to parse some or al of the file. As usual, you will need to click on the Apply Changes
link back on the module's main page to make the changes active.

29.21 Module Access Control

As Chapter 52 explains, you can use the Webmin Users module to give a user limited access to
some modules. In the case of the Apache Webserver module, a Webmin user or group can be
restricted so that he can only edit a subset of the available virtual servers. This can be very useful
in avirtual hosting environment in which you want to give people the right to edit the settings
for their own servers, but not those belonging to everyone else.

It is also possible to restrict the pages in the module that the user is allowed to edit, as some
allow the setting of directives that could be used to subvert security on your system. For example,
you would not want a user to be able to change the user and group as whom the CGI programs on
his virtual server run.

To set up the Apache module for a user so that he can only edit a few virtua servers, follow
these steps:

1. In the Webmin Users module, click on Apache Web server next to the name of a user
who has been granted access to the module.

2. Change the Can edit module configuration? field to No so that he cannot change the
paths that the module uses for the web server configuration files.

3. For the Virtual servers this user can edit field, choose the Selected option and select
those servers that he should be allowed to manage from the list provided. It is generally a
bad idea to allow an untrusted user to edit the default server, as its configuration effects
all other virtual servers.

4. Change the Can edit global options? field to No so that he cannot change settings like
the ports and addresses that Apache listens on.

5. Changethe Can create virtual servers? field to No so that heis not allowed to add new
virtual hosts.

6. To stop him from changing the user and group as which CGI programs are run, set the
Can change virtual server users? field to No. This only really matters if you have
suexec installed, as explained in Section 29.8 “Running CGI Programs’.
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7. Unless you want him to be able to change the address and port on which the virtual
server accepts requests, set the Can change virtual server addresses? field to No. If
they are changed, they could interfere with other virtual servers.

8. If the Can pipelogsto programs? field is set to Yes, he will be able to configure the vir-
tual server to log to a command that will be run as the user as whom Apache normally
runs (usually ht t pd). This may be a security risk on your system, so it is usually a good
ideato set thisfield to No.

9. Change the Can start and stop Apache? field to No. He will be able to apply changes
but not shut down the entire web server.

10. The Limit filesto directory field controls where he can configure the server to write its
log filesto. Allowing them to be written anywhere may allow him to overwritefiles, so it
is best to set thisto something under his home or document root directory, such as/home/
jcameron/logs.

11. The Directive types available field determines what icons appear in the virtual server

options page, and therefore what kinds of directives he is alowed to edit. If you choose
All, then dl of theiconswill be visible, along with the Show Directives and Edit Direc-
tivesicons for manually editing the configuration files. If you choose Selected instead,
only those pages chosen from the list provided will be visible and the manual editing
iconswill not.
It is usually a good idea to deny access to the user and group and log files pages, and
always good to prevent inexperienced users from editing the configuration files
manually. An error in the htt pd. conf file might cause the entire web server to stop
working the next timeisit restarted.

12. Finally, click the Save button at the bottom of the page. The restrictions will be applied
to the user or group immediately.

You should be aware that these restrictions will not stop atruly malicious user causing problems
with your Apache configuration. It is quite possible to use the forms to introduce intentional
syntax errors into the configuration files which could interfere with the proper working of the
web server. Fortunately, you can always track who has done what using the Webmin Actions
Log module, covered in Chapter 54.

29.22 Configuring the Apache Webserver Module

Like other modules, this one has several options that can be changed by clicking on the Module
Config link on the main page. Those listed under System configuration are related to the loca
tions of the Apache configuration files and programs on your system, which, by default, will be set
to match the Apache package that comes with your operating system. If your version of UNIX
does not come with Apache, then the module will assume that the web server has been compiled
and installed from the source distribution and will use the paths to files that the source install does.

Table 29.1 ligts both the configurable options that you can safely change (in thefirst section), and
those that are related to file locations that generally do not need to be edited (in the second).
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Table 29.1 Module Configuration Options

Display virtual
serversas

When thisfield is set to | cons, all virtual servers on the module’'s main
page will be shown asicons. When changed to List, however, they will be
shown in atable instead. This latter option makes sense when you have
lots of virtual servers, asit uses up less space on the page.

Order virtual serversby

Thisfield controls the ordering of virtual servers on the main page, but
regardless of which option is selected, the default server will always
appear first. The available choices and their meanings are:

Order in config files Servers appear in the same order that they are
listed in the Apache configuration file, which will typically be the order in
which they were added.

Server name Virtual servers are ordered by their primary hostname.

IP address Servers are ordered by the | P address on which they listen.
This option only really makes sense if you have alarge number of IP-
based virtual hosts.

Maximum number of
serversto display

If the number of virtual servers exceeds the number set in thisfield, then
the module’'s main page will display a search form instead. On a system
with thousands of servers, this keeps the size of the page manageable;
however, you can changeit if the default maximum istoo low or high for
your liking.

Fileto add virtual
serversto

By default, all new virtual serverswill be added to the primary Apache con-
figuration file, usualy ht t pd. conf . If, however, you put dl serversinto a
separate file on your system, then thisfield should be set to the full path to
that file. Naturally, Apache must be configured to read the specified file,
such asby an| ncl ude directivein the primary configuration file.
Thisfield only controls the default setting for the Add virtual server to
filefield on the virtual server creation form, covered in Section 29.5 “Cre-
ating aNew Virtual Host”. You can still choose to add a server to adiffer-
ent file when filling out the form, if you wish.

Test config file before
applying changes?

When thisfield is set to Yes, the module will use the apachect |
confi gt est command to test your Apache configuration before actually
applying it when the Apply Changes|link is clicked. Thisisturned on by
default so that in the event that your configuration isinvalid it will be
detected before Apacheis signaled to reread it, which would cause the
web server to stop.

If for some reason the testing always fails on your system, you may need
to set this option to No instead. Thiswill have no negative effect aslong as
your configuration files never have any syntax errorsin them.

Test config file after
manual changes?

When thisoption is enabled, the module will test the Apache configuration
after any manual changes and revert to the old settings if an error is
detected.

If you are not too familiar with the configuration file format, this option
can protect you from mistakes.
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Table 29.1 Module Configuration Options (Continued)

Test config file after
other changes?

This option tells the module to test the Apache configuration after any
form is submitted, to ensure that incorrect input has not caused the config-
uration files to somehow becomeinvalid. It is most useful on systems that
have untrusted or inexperienced users managing their own Apache virtual
hosts.

Show Apache directive
names

By default, thisfield is set to No. If you changeit to Yes, however, then the
name of the Apache directive that each field sets will be shown next to its
label on every page in the module that allows you to edit directives. In
addition, the name will be alink to the Apache documentation for that
directive at the location set in the Base directory for Apache documenta-
tion module configuration field.

This option can be useful for finding out more about what each field actu-
ally does, and for learning the directives actually used in the Apache con-
figuration. Some fields and tables in the modul€e’s forms actually set more
than one type of directive. In cases like these, all of the directives will be
listed, each with its own link to its documentation.

Base directory for
Apache documentation

Thisfield controls where the linked to Apache documentation is located
when the Show Apache dir ective names option is enabled. When Apache
websiteis selected, the links will be to the official documentation pages at
httpd.apache.org. Thiswill work fine, but may not be the best choice if
you have alocal copy of the documentation or do not have Internet access.

The dternative is to enter abase URL under which the Apache module
HTML files can be found. If, for example, you entered http: //mww.exam-
ple.com/docd/, then Webmin would generate links like

http://ww. exanpl e. conf docs/ nmod_cgi . ht m #scri ptl og.

Apache server root
directory

Thisisthe directory under which all the Apache configuration files are
located. If you installed from source code, then it should be set to/ usr /

| ocal / apache. Webmin usesthisdirectory to find configurationfileslike
ht't pd. conf if they are not set explicitly in some of the fields below.

Path to httpd executable

Inthisfield, you must enter the full path to the ht t pd server program,
such as /usr/local/apache/shin/httpd. Webmin executes this program in
order to find out which version of Apache you are running and which
modules are compiled into it.

Apache version

Normally thisfield is set to Work out automatically, which causes Web-
min to run ht t pd with the —v flag to get the Apache version number.
There are some special modified versions of the web server, however, that
do not report the version in the format that the modul e expects, which will
cause an error message to be displayed when you try to use the module.

If this happens on your system, you may need to enter the correct version
number into thisfield. It must be entered in the format that Apache version
numbers are normally in, such as 1.3.19 or 2.0.43.
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Table 29.1 Module Configuration Options (Continued)

Path to the apachectl
command

This field must contain the full path to the command apachect |, such as
lusr/local/apache/bin/apachect]. Webmin uses it to start and stop Apache,
test the configuration, and apply changes. The older releases of the web
server did not include this command, so if you do not have it on your sys-
tem you can select the None option instead. Thiswill cause Webmin to use
TERMand HUP signals to stop the server and apply changes, and run the

ht t pd command directly to start it or test the configuration.

Command to start
apache

If thisfield is set to something other than Automatic, the module will run
the specified command when the Start Apache link is clicked. Many
operating systems that include an Apache package have boot scripts that
can be used to start and stop the web server. On systems like those, this
field will be set to something like/ et ¢/ i ni t. d/ apache start sothat
the boot script is used.

If Automatic is chosen instead, Webmin will use the apachect| com-
mand to start Apache, or run theht t pd server program directly. If you
have compiled and installed Apache from the source code, it is best to
select the Automatic option so that the module will not attempt to use a
boot script that does not exist or will not work.

Command to stop
apache

Thisfield is similar to the previous one, but determines the command used
to shut down the web server when the Stop Apache link is clicked on. As
with the start command, you should set thisto Automatic if you have
installed Apache from source code.

Path to httpd.conf

Path to srm.conf

Path to access.conf

These three fields control where Webmin looks for the ht t pd. conf,
srm conf, and access. conf configuration files, respectively. When set
to Automatic, the module will look inthe et ¢ and conf subdirectories
under the server root directory, which is the correct location most of the
time. If thefiles are located elsewhere (as they are by default in some
Linux distributions), however, then these fiel ds need to be set to the correct
full paths to the configuration files.

Path to mime.types

Like the fields above, this one controls where the module looks for the

m me. t ypes filethat containsthe global list of MIME types and exten-
sions. If TypesConf i g directive existsin one of the configuration files,
then the path that is specified will be used. If apath isentered for thisfield,
then it will be used. Otherwise, if the field is set to Automatic, then Web-
min will attempt to locatethe i me. t ypes fileintheet c and conf subdi-
rectories under the server root.

29.23 Summary

This chapter hasintroduced the Apache Web server, and explained how Webmin can be used to con-
figure it to perform various common tasks. After reading the chapter you should know what virtual
hosts are and how to create them, how to set different options for different directories, how to redi-
rect requests, how to set up authentication, and much more. Because Webmin's Apache module has
avast number of configurable settings, only those related to common operations are covered.



CHAPTER 30

DNS Server
Configur ation

n this chapter the DNS protocol and the BIND DNS server are explained,
asis the Webmin module for creating and managing DNS domains.

30.1 Introduction to the Domain Name System

DNS is a protocol used primarily for converting hostnames like www.example.com into 1P
addresses like 192.168.1.10, and vice-versa. At the IP level, al hosts on the Internet refer to each
other by |P addresses, not by the hostnames that users enter into programs like web browsers and
telnet clients. This means that a system needs away of finding out the I P address associated with
a hostname before they can communicate. Although there are several ways this can be done
(such asreading the/ et ¢/ host s file or querying an NIS server), DNSis the most common.

Aswell aslooking up I P addresses for hostnames, the DNS protocol can also be used to find
the hostname associated with an IP address. This is most often used for finding the hostname of
a client that is connecting to a server, such as a web server or SSH daemon. DNS can aso be
used to look up the address of amail server for adomain and additional information about a host
such asitslocation, operating system or owner. However, by far its most common application is
converting hostnames to | P addresses.

Most systems use the DNS protocol to send requests to a server, which does most of the
work of resolving a hostname into an IP address. A normal system is only a DNS client, and
never has to answer requests from servers or other clients. Almost al companies, organizations
and | SPswill already have one or more DNS servers on their network that al the other hosts can
use. If your company aready has a DNS server, then there is no need to read this chapter.
Instead, see Chapter 19 for information on how to set up your Linux system as a DNS client.

The domain name system is divided into zones (also called domains), each of which has a
name like example.com or foo.com.au. Zones are arranged in a hierarchy, which means that the
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f 0o. com au zone is part of the com au zone, which in turn is part of the au domain. At the
very top of the hierarchy isthe . or root zone, upon which the entire DNS system depends.

For each zone, there is at least one DNS server that is primarily responsible for providing
information about it. There may also be several secondary or slave servers that have copies of
information from the primary, and act as backups in case the master server for the zone is
unavailable. A single DNS server may host multiple zones or sometimes may not host any at all.
A server istypically responsible for providing information about the zones that it hosts and for
looking up information in other zones when reguested to by DNS clients.

For a zone hosted by a server to be available to DNS clients that do not query that server
directly, it must be registered in the parent zone. The most common parent domains like . com
.net and . com au are managed by companies that charge for zones registered under them.
This means that you cannot simply set up a DNS server that hosts a domain like example.com
and expect it to be visible to the rest of the Internet. You must also pay for it to be registered with
one of the companies that adds sub-domains to the . comdomain.

Each zone contains multiple DNS records, each of which has a name, type and values. The
most common type of record is the address or A record, which associates a hostname with an IP
address. Other types include the NS or name server record which specifies the DNS server for
the zone or a sub-domain, and the MX or mail server record type which defines a host that
should receive mail for the zone.

Every zone should have at |east one secondary server in case the primary is down or un-con-
tactable for some reason. Secondaries can also share the load on the primary server, because
other servers|ooking up records in the domain will randomly choose a server to query instead of
always asking the primary first. In fact, there is no way for other systems to know which server
is the master and which are the slaves for a particular zone.

Slave servers can request a copy of all therecordsin azone at once by doing a zone transfer.
This is done a secondary DNS server when a zone is first added to it and periodically when it
detects that the zone has changed or the records in it have expired. A master server can also be
configured to notify slaves when a zone changes so that they can perform a zone transfer imme-
diately, ensuring that they are always up to date.

Every zone has a serial number, which is simply a counter that must be incremented each
time any record in the zone is changed. The serial is used by slave serversto determine if azone
has changed, and thus if atransfer is needed. Most of the time, it does not matter what the serial
number is aslong as it gets incremented. However, some domain authorities requireit to bein a
certain date-based format, such as YYYYMvDDnn.

Normally a single server hosts either entirely master zones or entirely slaves. However, this
does not have to be the case—a DNS server can be both a master for some zones and a slave for
others. There is no upper limit on the number of servers a zone can have, although few have
more than three. The important . comand root domains have 13 servers, asthey are critical to the
functioning of the Internet and frequently accessed. Generally, the more slaves a domain has the
better, aslong as they can al be kept synchronized.

When a server receives arequest from aclient to lookup arecord, it first checks to seeif the
record is in one of the zones that it hosts. If so, it can supply the answer to the client immedi-
ately. However, if the record is not in a hosted zone then the server must query other servers to
find it. It starts by querying one of the servers responsible for the root zone, which will reply
with the address of another DNS server. It then queries that other server, which will either pro-
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vide an answer, or the address of yet another DNS server to ask. This process continues until a
server that is responsible for the domain is found and an answer retrieved from it. If the record
that the client asked for does not actually exist, then one of the serversin the query process will
say so, and the search will be terminated.

For example, imagineif aDNS client asked a server for the I P address of www.webmin.com.
The steps that would be followed by the server to find the address are:

1. Ask one of theroot servers, such asa. r oot - servers. net (198.41.0.4) for the address
of www.webmin.com. The server would reply with alist of serversfor the. comdomain,
one of whichisa. gtl d-servers. net (192.5.6.30).

2. Ask the . comserver for the address of www.webmin.com. The reply would be a list of
servers, one of which is au. webni n. com (203.89.239.235), the master server for the
webmi n. comdomain.

3. Asthe server for webni n. comfor the address of www.webmin.com. The reply would be
216.136.171.204, which is the correct | P address.

4, The resulting IP address is returned to the client, dlong witha TTL (timeto live) so that
the client knows how long it can cache the address for.

As you can see, a DNS server can find the address of any host on the Internet by following the
simple process used in the steps above. The only addresses that it cannot discover are those of
the root servers. Instead, they read from a file when the server program starts. Because the
addresses of the root servers very rarely change, it is safe for a DNS server to store them in a
fixed file.

If the steps above were followed exactly for every DNS request, then the root servers would
have to be queried every time a client anywhere in the world wanted to lookup an IP address.
Even though there are 13 of them, there is no way that they could deal with this massive amount
of network traffic. Fortunately, DNS servers do not really query the root servers for every
request. Instead, they cache results so that once the | P address of a server for the. comdomainis
known, thereis no need to ask for root serversfor it again. Because every response from a server
includesaTTL, other servers know how long it can be safely cached for.

The relationships between | P addresses and their hosthames are stored in the DNS in a dif-
ferent way to the relationship between hostnames and addresses. This is done so that it is possi-
ble to lookup a hosthame from an IP using a similar process to the steps above. However, this
means that there may be a mismatch between the relationship between an IP address and host-
name, and between the hosthame and IP address. For example, www.webmin.com resolves to
216.136.171.204, but 216.136.171.204 resolves to usw-pr-vhost.sourceforge.net! This can be
confusing, but is an inevitable result of the way that queries for |P addresses work.

When aclient wantsto find the hostname for an IP address like 216.136.171.204, it converts
this address to the record 204. 171. 136. 216. i n- addr . ar pa. Asyou can see, thisisjust the
IP addressreversed withi n- addr . ar pa appended to the end. The special i n- addr . ar pa zone
is hosted by the root DNS servers, and its sub-domains are delegated to other DNS serversin
exactly the same way that forward zones are. Typically each of the fina class C zones (like
171. 136. 216. i n- addr . ar pa) will be hosted by the DNS server for the company or ISP that
owns the matching class C network, so that it can create records that map |P addresses in that
network to hostnames. All of these records are of the special PTR or reverse address type.
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The biggest problem with this method of reverse zone hosting is that there is no easy way
for anything smaller than a class C network (which contains 256 addresses) to be hosted by a
single DNS server. So if aserver hosts the zone example.com which containsjust a single record,
www.example.com with | P address 1.2.3.4, the same server cannot also control the reverse map-
ping for the |P address 1.2.3.4. Instead, this will be under the control of the ISP or hosting com-
pany whose network the web server for www.example.comis on. Only organizations big enough
to own an entire class C network can host the reverse zone for that network on their own DNS
Server.

Many organizations have an internal network that uses private 1P addresses such as those
starting with 192.168. A network like this might not be connected to the Internet at al, or con-
nected only through a firewall doing NAT. Some people even have networks like this at home,
with several machines connected to a small LAN. Only one of these machines (the gateway)
might have asingle real Internet | P address assigned by an ISP,

On a private network like this, it can also make sense to run a DNS server to assign host-
names to the systems on the internal LAN. It is quite possible to host a zone called something
like home or internal that contains records for internal systems, aswell as areverse zone for the
192.168 network so that | P addresses can be looked up as well. The server can also be set up to
resolve rea Internet hosthames by querying the root servers, just as any normal Internet-con-
nected DNS server would. However, it will never receive queries from outside the LAN for
records in the honme network because, as far as the rest of the Internet is concerned, that zone
does not exist.

30.2 The BIND DNS Server Module

BIND (Berkeley Internet Name Domain) isthe most common DNS server for UNIX systems. Sev-
eral versions have been released over the years, the most recent being version 9. The BIND DNS
Server module (found under the Servers category) supports the configuration of versions 8 and 9.
The older version 4 has adifferent configuration file format and can be configured using the BIND
4 DNS Server module, documented in Section 30.18 “The BIND 4 DNS Server Module”.

Because BIND is available for ailmost all UNIX systems and works identically regardless of
the operating system, the instructions in this chapter apply not just to Linux but to other versions
of UNIX aswell. Most versions of UNIX and Linux include BIND 8 or 9 as a standard package,
so it israrely necessary to install it. If the module cannot find the DNS server, an error message
will be displayed on the main page. If this happens, check your operating system CD or website
for aBIND package or download and compile the source from www.isc.org/.

BIND's primary configuration file is/ et ¢/ named. conf , which contains all of the zones
that the server hosts, and global configuration settings that apply to all zones. The records in
each zone are stored in separate files, usually found in the / var / nanmed directory. This Webmin
module always updates all of these files directly, instead of by communicating with the running
BIND process. This meansthat if you are running some other program that dynamically updates
zones by communicating with BIND (such as a DHCP server), then this module should not be
used as it may interfere with these changes. However, very few systems have this kind of
dynamic updating activated.

Versions 9 of BIND has some features that version 8 does not. The most important one that
is supported by this Webmin module is views. A view is a set of zones that are visible to only
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some DNS clients. Normally, all clients see the same zones, but with BIND 9 you can restrict the
visibility of some domainsto only particular clients, identified by their P addresses. This can be
useful for creating zones that are only visible to systems on an internal network, even if your
DNS server is connected to the Internet.

If you have never set up BIND on your system, when you enter the module for the first time
the main page will display a form for setting up the DNS server, as shown in Figure 30.1. This
form is only shown if Webmin detects that the configuration file named. conf does not exist or
if the zone files directory that is specifiesis non-existent. If you are certain that your BIND con-
figuration is valid and that the DNS server is already running, do not click the Create button, as
your named.conf file will be overwritten. Instead, click on the Module Config link and check that
all the paths are correct for your system.
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Figure 30.1 The BIND setup form.

If you are setting up BIND for the first time, the setup form gives you three choices:

Setup nameserver for internal non-internet use only If you choose this option, your
DNS server will be set up so that it can only resolve records in zones that it hosts.
Thisisonly useful on a private network that has no Internet connection at all.

Setup as an internet name server, and download root server information This is the
most useful option. It setsyour DNS server up to be able to host zones and to lookup
records on the Internet. In order to query other Internet domains, alist of the root
zone servers is needed, as explained in the introduction. When this option is
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selected, Webmin will FTPtors. i nterni c. net and download a file listing the
server names and | P addresses for inclusion in the BIND configuration.

Setup asan internet name server, but use Webmin'solder root server information This
option is identica to the previous one, but does not download the root zone file.
Instead, it uses a copy of thefile that comes with Webmin which may not be as up to
date. However, if for some reason your system cannot connect to the
rs.internic.net FTPserver, thisisyour best choice.

Depending on which option you choose, a basic naned. conf file will be created the root zone
added to it. The module's main page will then be re-displayed, so that you can add more zones
or configure the server further.

When BIND has been set up on your system, the main page will appear as shown in
Figure 30.2. At thetop isatable of iconsfor setting global optionsthat apply to your entire DNS
server. Below them areiconsfor each of the zones your server hosts, followed by iconsfor views
if you are running BIND version 9. At the very bottom are buttons for applying the current DNS
configuration or starting the BIND server.

If you have just set up BIND for the first time, there will probably be only one zone icon—
the root zone. Some Linux distributions that include a BIND package come with a basic config-
uration file that defines zones like | ocal domai n and 127. 0. 0, which are used for resolving
thel ocal host and 127. 0. 0. | loopback hostname and IP address.
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Figure 30.2 The BIND DNS Server module main page.
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30.3

Creating a New Master Zone

A master zone is one for which your DNS server is the authoritative source of information. A
single zone may be hosted by multiple servers, but only one is the master—all the rest are slaves.
If you want to add a new master zone to your server’'s configuration, the steps to follow are:

1.

10.

11.

Decide on a name for the new zone, such as example.com or internal. If thisis going to
be Internet domain that will be visible to other everyone in the world, the domain name
must not have been registered by anyone el se yet. However, you cannot normally register
it yourself until your DNS server has been set up to host it.

. On the modul€’s main page, click on the Create a new master zone link below the table of

existing zones. This will take you to the page shown in Figure 30.3 for entering the
details of the new zone.

. If thisis to be aforward zone like example.com or foo.com.au, leave the Zone type field

set to Forward. However, if it is a reverse zone for looking up hosthames from IP
addresses, set the field to Rever se.

. In the Domain name/ Network field, enter the name of the zone without any trailing dot.

For areverse zone, just enter the network address like 192.168.1. Webmin will automati-
cally convert thisto thei n- addr . ar pa format for you when the domain is created.

. The Recordsfile field controls where the configuration file containing the zone's records

is stored. If you leave it set to Automatic, the filename will be determined automatically
based on the modul€’s configuration and the di r ect or y setting inthenaned. conf file.
This is usually the best option, as it will result in the records file being created in the
same directory as any existing zones, such as/ var / naned.

However, if you de-select the Automatic option and enter a filename instead, all records
for the zone will be written to that file. If you enter the name of an existing file, it will be
overwritten when the domain is created.

. In the Master server field, enter the full domain name of the master DNS server for this

zone. This must be the canonical name of your system, such as server.example.com, not a
short name like server. This server (and the values from the next 5 fields) are used to cre-
ate the new zone's SOA record.

. In the Email address field, enter the address of the person responsible for this zone. You

can use the @ symboal in the address, which Webmin will automatically convert to a dot
for inclusion in the SOA record.

. The Refresh time field determines how often secondary servers should check with this

master server for updates to the zone. The default is reasonable, but you may want to
increase it for zones that rarely change, or decrease it for those that are frequently
updated.

. The Transfer retry time field determines how long a secondary server should wait after a

failed zone transfer before trying again.

The Expiry time field control s the maximum amount of time that a secondary DNS server
for the zone should cache records for before re-transferring them from the master.

The Default time-to-live field determines the TTL of records in the zone that do not have
one set explicitly.
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Figure 30.3 The new master zone creation form.

12. Click the Create button at the bottom of the page. Aslong as the form has been filled in
correctly and the zone does not already exist on your server, you will be taken to a page
for adding new records to the zone.

13. Return to the module's main page which will now include an icon for your new zone and
click the Apply Changes button at the bottom to activate it.

A newly created zone will contain only one record (unless you have set up a template). To add
more, follow the instructions in Section 30.4 “Adding and Editing Records’. Once you have set
up the basic records in your domain, you can register it with the authority that manages the par-
ent domain, such as. comor . com au. Some domain authorities will not allow you to register
zones that do not have at least two servers (one master and one slave) and name server recordsin
the zone for those servers.

30.4 Adding and Editing Records

The most useful feature of the BIND DNS Server module is the ability to add, edit and delete
records in the master zones hosted by your server. For example, if you wanted to set up a web
server in your domain example.com, you would need to add an Address record for www.exam-
ple.comwith the | P address of the server. To add a new record like this, the steps to follow are;
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1. On the modul€'s main page, click on the icon for the zone that you want to add to. This
will bring up the page shown in Figure 30.4, at the top of which is atable of icons, one
for each record type.

2. Click on the icon for the type of record that you want to add. The most common type is
Address, which associates an IP address with a hosthame. See Section 30.5 “Record
Types’ for acompletelist of all the supported record types.

3. Clicking on the icon will take you to a page listing all existing records of that type.
Above thelist isaform for entering a new record.

4. In the Name field, enter the name of the new record relative to the zone name. For exam-
ple, if you wanted to add the record www.example.com, you should just enter www. It is
also possible to enter the full record name, as long as it has a dot at the end to indicate
that it is not relative to the zone. Do not enter just www.example.com, as it will be con-
verted to www.exampl e.com.example.com, which is probably not what you want.

5. If this record is going to change more frequently than the rest of the zone, change the
Time-To-Live field from Default to the estimated time between changes. This determines
how long DNS clients and other servers will cache the record for.

6. If you are adding an Address record, enter the complete IP address of the host into the
Addressfield. See Table 30.1 on page 348 for a description of the fields that appear when
adding other types of records and what they mean.

7. The field Update reverse? only appears when adding an Address record. It controls the
automatic creation of a corresponding record in areverse zone which associates the host-
name with the |P address. Naturally, this can only be doneif the IP that you enterisin a
network that your system is the primary reverse DNS server for. This keeps the forward
and reverse zones synchronized, which can be very useful.

If Yesis selected, areverse address record will be added as long as one does not aready
exist in the reverse zone for the same IP address. Often many hostnames will have the
same I P, such as those use for name-based virtual hosting. In cases like these, you don’t
want to change the reverse mapping if one aready exists.

The Yes (and replace existing) option works the same as Yes, but if areverse record for the
IP address already existsit will be updated with the new hostname. This can be useful if
you know there is an existing record that you want to replace.

If No is selected, no reverse address will be created even if it ispossible.

8. When you are done filling in the form, click the Create button at the bottom. Aslong asit
isfilled in correctly, the record will be added to the list below the form. When writing to
the zone's records file, Webmin will use the full canonical format for the record name,
such as www.example.com., even if you just enter www.

9. To activate the new record so that it can be looked up by DNS clients and other servers,

you will need to click the Apply Changes button on the module’s main page. If you are
planning to add or edit several records, it isusually better to wait until al the changes are
complete before hitting the apply button.
If it is available, you can instead use the Apply Changes button at the bottom of the
master zone page shown in Figure 30.4. This uses the ndc command to tell BIND to
reread only the file for this zone, which can be much faster on a system that hosts are
large number of domains.
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Figure 30.4 The master zone editing page.

Although the instructions above are focused on adding an Address record, the process of adding
other record types to aforward zone is amost identical. The Update rever se? field does not exist
and the Address field is replaced with one or more different fields. Section 30.5 “Record Types’
explainsin detail what fields are available for each type of record known to Webmin.

When adding a Reverse Address record to a reverse zone, the form is quite different. The
Address field appears before the Hostname and the hostname must always be entered in canoni-
cal form with adot at the end, like www.example.com. The Update reverse? field is replaced with
Update forward?, which control s the automatic creation of arecord in the corresponding forward
zone. However, there is no option to overwrite an existing forward record. If one with the same
name already exists, it will not be touched even if Yesis selected.

Every time arecord is added to or updated in azone using Webmin, its serial number will be
automatically incremented. This also applies to reverse zones that are automatically updated
when adding an Address record and vice-versa. This means that when you apply the changes,
other DNS servers will be able to detect that the zone has changed by comparing the new serial
number with the old one that they have cached.

To edit an existing record in a zone, the steps to follow are:

1. On the module's main page, click on the icon for the zone that you want to edit, which
will bring you to the page shown in Figure 30.4.

2. Click on the icon for the type of record that you want to change, which will display a
page listing al records of that type in the zone. Alternately, you can click on the All
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Record Types icon which will bring up alist of every single record in the zone regardless
of type.

3. Click on the name of the record that you want to edit. Your browser will display aform
similar to the one used for adding a record, but with the fields aready filled in with the
details of the existing address.

4. To re-name the record, edit the contents of the Name field. It will be shown in canonical
form with adot at the end initially, but you can change it to a name relative to the domain
if you wish.

5. Adjust the Time-To-Live field in you want this record to have a different TTL or set it to
Default to make it the same as the rest of the zone.

6. If thisisan Addressrecord, change the IP in the Address field. For other record types, the
fields are the same as those on the record creation form and have the same meanings.

7. For Address records, the field Update reverse? is displayed. Selecting Yes will cause the
corresponding record in the reverse zone to be have its name and address changed to
match this forward record. If you change the IP so that the reverse addressis no longer in
the same network, it will be removed from the old reverse zone and added to the new
reverse zone (if it is hosted by your server).

8. For Reverse Address records, the field Update forward? is shown instead. If Yes is
selected, the corresponding Address record in its forward zone will be changed to match
any changes that you make on this form.

9. Click the Save button to update the record in the zone file and return to the list of record
types.

10. To activate the changes, click the Apply Changes button back on the module’s main page.

To delete arecord from a zone, click on the Delete button on the editing form instead of Save. For
Address records, if the Update reverse? field is set to Yes, the corresponding Reverse Address
record will be deleted as well. Apart from that, the process of deleting a record is identical no
meatter what type it is. The same thing happens when deleting a Reverse Address record. The
matching Address record is deleted as well, aslong as the Update forward? field is set to Yes.

Thelist of recordsin azoneisinitially sorted according to the module configuration, which
usually means that records will be displayed in the order that they were added. To change this,
you can click on acolumn heading like Name, Address or Real Name to sort them by that column
instead. The sorting is only temporary though, and will belost if you return to the main page and
re-open the zone. To change it permanently, see the Order to display recordsin field in Section
30.17 “Configuring the BIND DNS Server Module”.

30.5 Record Types

Webmin does not support all of the record types that BIND knows about, only those that are
most commonly used. The list below covers al of the supported types, and explains what they
are used for and what fields are available when adding or editing a record of that type in Web-
min. Next to each type name is the short code used by BIND itself for identifying the typein the
recordsfile.

Address (A) An Address records associates an IP address with a hosthame. Any
system that you want to be able to connect to via HTTP, telnet or some other
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protocol using its hostname must have an address record so that clients can look up
its IP. A single hostname can have more than one Address record, which is often
done to spread the load for a website across multiple servers. It isalso valid to create
multiple records of this type with different names but the same IP, such as when
setting up name-based Apache virtua servers.

When creating or editing an Address record, the field Address is displayed for
entering the IP associated with the hostname. A field labelled Update reverse? aso
appears, which controls the automatic creation and modification of a Reverse
Address record in the appropriate reverse zone. See Section 30.4 “Adding and
Editing Records’ for more details.

Name Sever (NS) Records of this type defines a name server that is responsible for a
zone. Every zone must have at least one Name Server record for itself and may have
additional records that specify the DNS servers responsible for subdomains. If you
set up a secondary DNS server for a zone, be sure to add a Name Server record for
the zone on the master server. In this case, the name of the record will be the
canonical name of the zone, such as example.com.

When creating or editing a record of this type, afield labelled Name Server will be
displayed. This must befilled in with the IP address or hostname of the DNS server
that is responsible for the zone. If you enter a hostname, it must have an |P address
set by an Address record in some zone on your Server.

Name Alias (CNAME) This type of record creates an additional name for an existing
Address or Reverse Address record. When a DNS client requests the | P address of a
record of this type, it will get the IP of the record that the Name Alias points to
instead. This kind of record can be useful if you have a single host that heeds to be
accessible under several different names, such as a web server doing name-based
virtua hosting. Even though this could also be done by creating multiple Address
records, creating just asingle Address and multiple Name Aliasesis more flexible as
it allows easier updating if the I P address of the host ever changes.

The form for editing and creating Name Alias records contains afield labelled Real
Name. This must be filled in with either the canonical name of the record that the
aias points to (such as webserver.example.com.), or with a short name that is
relative to the zone that the Name Aliasrecord isin.

Mail Server (MX) Mail Server recordstell mail delivery programs like Sendmail and
Qmail which system to contact when delivering mail to adomain or host. Without a
record of this type, mail for a domain will be delivered to the system whose IP is
specified in the Address record for the zone itself. This is not always desirable, as
you may want that |P to be the address of a web server, so that web browsers can
connect to http://example.conv as well as http:/mww.example.conV. A Mail Server
record can solve this problem by having only email for example.com sent to another
hosts, and all other traffic to the web server.

Each Mail Server record has a priority, which tells mail delivery programs which
mail server should be tried first. The record with the lowest priority should point to
the system that actually receives and stores email for the domain, while those with
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higher priorities generally point to systems that will simply relay mail. Delivery
programs will try each in turn starting with the lowest, so that if the primary mail
server is down, email will till be sent to a relay that can hold it until the primary
comes back up.

When adding or editing a Mail Server record, two additional fields are displayed.
The first is labelled Mail Server and must be filled in with the canonical or relative
hostname of a system that can accept mail for the domain or hostname entered in the
Name field. The second is labelled Priority and must be used to specify a numerical
priority for this particular mail server. Normally a priority of 5 is used for the
primary mail server and 10 for backup relays. If you only have one mail server for
your domain, it doesn’t really matter what number is entered into this field. It is
possible for two servers to have the same priority, in which case one will be chosen
randomly to deliver to.

A Mail Server record can use the * wildcard in its name, which indicates to mail
programs that a particular mail server is responsible for al hosts in a domain. For
example, a record named like *.examplecom would match the hostname
pcl. exanpl e. comand any other hosts in the zone. This can be useful if you want
to force mail that would otherwise be delivered directly to workstations in your
domain to go through a central mail server instead. Webmin will not let you use
wildcards unless the Allow wildcards module configuration option is set to Yes
though, as explained in Section 30.17 “ Configuring the BIND DNS Server Module”.

Host Information (HINFO) Records of this type are used to record information about
the hardware and operating system of a particular host. For example, you might
create one that saysthat serverl.example.comisan x86 PC running Linux. However,
they are very rarely used and are in fact considered a security risk, as they give out
information to potential attackers that could be used to take over a server.

When creating or editing a Host Information record, the fields Hardware and
Operating System are displayed for entering the architecture and operating system
type of ahost. The values you enter must not contain any spaces. Typicaly, they are
replaced in the hardware type and operating system strings with __ characters.

Text (TXT) A Text record associates an arbitrary message of some kind with a name.
Although they are hardly ever used, they can be useful for attaching comments to
hostnames. Be aware though that any such comments will be available to anyone on
the Internet that can look up records in your domain, and so should not contain
sensitive information.

Thefield Message is displayed when entering or editing a Text record. You can enter
any text that you like, including spaces.

Well Known Service (WK S) A record of this type associates a hostname, port and
protocol with aname. It can be thought of as a generalized variant of the Mail Server
record, which tells clients which host provides a particular service for some domain
or hostname. However, ailmost no programs actually look up WKS records, so in
practice they are pretty much useless.
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When adding or editing one of these records, the fields Address, Protocol and
Services are available. The first is for entering the |P address of a host that provides
the services for the host or domain entered into the Name field. The second is for
selecting the network protocol that the services use, either TCP or UDP. The last is
for entering a list of port numbers or names (from the / et ¢/ ser vi ces file) for
services that the host provides.

Responsible Person (RP) This type of record is used for specifying the person or
group responsible for a particular host. Each of these records has two values
associated with it—an email address, and the name of Text record containing the
person’s name. Responsible Person records are rarely seen and are not used by any
mail delivery program or Internet client.

The Email Address field shown when editing or adding one of these records is for
entering the complete address (like jcameron@example.com) of the person
responsible for the host whose name is entered into the Name field. The Text Record
Name field is for entering the relative or canonical name of a Text record that
contains the person’s real name.

Location (LOC) Location records are used to specify the physical location in latitude
and longitude of a host. They are hardly ever seen, and thus not used by many
programs. However, they can be useful in large organizations that have hosts in
many countries.

When adding or editing a Location record, the field Latitude and Longitude is
displayed for entering the location of the host in the Name field. It must be formatted
like 42 21 43.528 N 71 05 06.284 W 12.00m 30.00m 10000.00m 10.00m.

Service Address (SRV) Records of this type are used to associate a domain name,
service name and protocol with a particular host. They alow you to specify which
server a client should contact for a particular service and hostname, instead of just
connecting to the host. In a way, they are like Mail Server records but far more
flexible. For example, you can specify that the POP3 server for example.com is
mail.example.com, but the web server is www.example.com. At the time of writing,
SRV records are mostly used by Windows client systems.

When adding or editing a Service Address record, the fields Protocol and Service
name are displayed near the Name text box. For the protocol, you must select either
TCP or UDP from the menu. For the service name, you must enter a well-known
name from the / et ¢/ ser vi ces file, such aspop3 or t el net . To look up an SRV
record, a client combines the service name, protocol and name to get a record name
like_tel net._tcp. exanpl e. com Webmin does this for you automatically when
editing or adding a Service Address record, but you can see the combined name on
the page listing records of this type. Webmin also automatically added the _s
before the service and protocol, but hides them when an SRV record is being
displayed or edited. This means that there is no need to enter them manually when
creating or editing arecord of thistype.

ThePriority field must be used to enter a numeric priority for this server, which has
the same meaning as the priority in a Mail Server record. The Weight field must
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contain aweighing for this particular server or zero if there is only one record with
the same name, protocol and service name. A higher weighting tells clients to try
this server more often than one with alower weight.

The Port field must contain a port number for clients to connect to on the server,
which does not necessarily have to be the standard port for the service. In the Server
field, you must enter the hostname or |P address of the system that actually provides
the service, and that clients actually connect to.

Public Key (KEY) This type of record stores key information for a host, used for
IPsec VPNSs. Since they are rarely used and Webmin’s IPsec module is not covered
in this book, the details of this record type are not explained here.

The record types support by Webmin in reverse zones are:

Reverse Address (PTR) A reverse address record associates a hostname with an IP
address in areverse zone. For DNS clients to be able to lookup hostnames from 1P
addresses in your network, you will need to create one record of this type for each
host. However, most of the time thisis done automatically by Webmin when adding
and editing Address records. If you create your own Reverse Address records, make
sure that they are synchronized with the matching Address records.

When adding or editing a record of this type, the fields Address and Hostname are
displayed. The first is for entering a complete |P address, like 192.168.1.10. This
will be automatically converted by Webmin to the i n- addr. ar pa format used
internally by the DNS system for reverse addresses. The second field is for entering
a hostname in canonical form, such as pcl.example.com—be sure to always put a
dot at the end, or else the hostname will be relative to the reverse zone, which is
definitely not what you want.

Name Server (NS) Name Server records in a reverse zone have an identical purpose
to those in a forward domain—they tell other DNS servers the IP address or
hostname of a server responsible for the zone or a sub-domain. This means that one
must be added for each primary or secondary DNS server for the zone.

The Zone Name field that appears when adding or editing a record of thistypeis for
entering the name of the zone that the server is responsible for, which will typically
be the zone that contains the record. However, unlike Reverse Address records this
field is not automatically converted to i n- addr . ar pa format. Instead, you must
enter it in fully qualified form like 1.168.192.in-addr.arpa. if defining a name server
for the 192.168.1 network. In the Name Server field, you must enter an |P address or
canonical form hostname for the DNS server, such as nsl.example.com.

Name Alias (CNAME) Records of this type behave exactly the same in reverse zones
as they do in forward domains. However, you must fill in the Name and Real Name
fields with reverse names in i n- addr . ar pa format, as Webmin will not convert
them for you.

Name Alias fields are most useful in reverse zones for doing partial subnet
delegation, as covered in Section 30.14 “ Setting Up Partial Reverse Delegation”.
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30.6 Editing a Master Zone

You can use Webmin to edit many of the settings that apply to an entire master zone, such asthe
expiry and retry times, and the clients that are allowed to query it. These settings effectively
apply to al records in the zone, although some (such as the TTL) can be overridden on a per-
record basis.

Webmin uses the term zone parameters to refer to all information stored in the domain’'s
SOA record, including the primary name server, administrator email address and retry and
expiry times. All of these are set when the zone is created, but you can edit them at any time by
following these steps:

1. On the modul€’s main page, click on theicon for the zone that you want to edit. Thiswill
take you to the form shown in Figure 30.4.

2. Click on the Zone Parametersicon, which will bring up aform for editing the parameters.

3. The Master server field only needs to be edited if the Internet hostname of the DNS
server has changed. Enter a fully-qualified hostname, with adot at the end.

4. To change the address of the person responsible for the zone, edit the Email addressfield.
Any @ symbols that it contains will be automatically converted to dots for use in the
SOA record, as BIND requires.

5. The Refresh time, Transfer retry time, Expiry time and Default time-to-live fields all have
the same meanings as explained in Section 30.3 “Creating a New Master Zone”. If
records in your zone are going to be changing frequently in future, you may want to
reduce some of these times. However, any changes, may not be detected by secondary
servers and DNS clients until the old refresh or expiry time has elapsed, even if the new
times are much lower. This is because they will wait for the old times to elapse before
checking with the master server again to discover the new ones.

6. Click the Save button at the bottom of the page when you are done, and then the Apply
Changes button back on the module’s main page. The serial humber in the SOA record
will be automatically incremented when the form is saved, so that secondaries know that
the zone has changed.

The is another set of options that you can edit for a master zone which are stored in the
named. conf file in the zone's section. These control which servers and clients are allowed to
query recordsin the zone, do zone transfers and update records over the network. The most useful
of these options specifies alist of dave DNS servers for the zone that should be notified when a
change occurs, so that they can perform immediate zone transfers and thus remain synchronized.

To edit these master zone options, the process to follow is:

1. Onthe module’'s main page, click on the icon for the zone that you want to edit. Thiswill
take you to the form shown in Figure 30.4.

2. Click on the Edit Zone Optionsicon, which will bring up aform showing the existing settings.

3. The Check names? field determines the level of checking that BIND performs on records
in this zone when it reads the records file. The available options are:
Warn If aninvalid record is found, an error will be written to the system log file, but
processing of other records continues normally.
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Fail Invalid records cause the entire zone to be rejected, but other zones will till be
processed normally.

Ignore No checking isdone at all.

Default Theglobal default from the Zone Defaults pageis used. If it is not set, then the
default compiled into BIND will be used instead. The default is to fail when invalid
records are encounterd.

4. To have secondary servers notified when records in the zone change, set the Notify slaves of
changes? field to Yes. BIND works out which daves will be notified by looking at the Name
Server records for the zone, and the list of |P addressesin the Also notify savesfield. If your
zone has an secondary servers, then you should definitely turn this option on.

5. To dlow some systems to update records in the zone dynamically, fill in the Allow
updates from field with a list of 1P addresses, IP networks (like 192.168.1.0/24) and
BIND ACL names. Only those hosts that match will be able to modify records using
commands like nsupdat e and if thelist is left empty updates will not be allowed at all.
You should be careful allowing the dynamic update of zones in which Webmin is also
being used to edit records, as it is very likely that updates made dynamically will be
overwritten by changes made in this module or vice-versa.

6. By default, all DNS clients and servers will be able to lookup records in the zone. This
may not be what you want for a zone that is used only on an interna network, as it may
give away sensitive information to potential attackers. To restrict queries, fill in the Allow
queries from field with alist of IP addresses, |P networks and BIND ACL names. If the
field is left empty, the field with the same name on the global Zone Defaults page deter-
mines which clients are allowed.

7. To restrict the clients and servers that are allowed to perform zone transfers of al the
records in this domain, fill in the Allow transfers from field. Often you will only want to
allow secondary serversto perform transfers, especialy if your zoneis very large or con-
tains records that you want to hide from attackers. Enter a list of I1P addresses, IP net-
works and ACL names into the field to limit transfers to only matching clients. If it isleft
empty, the Allow transfersfrom field on the Zone Defaults page applies instead.

8. To specify additional slave servers to be notified when the zone changes, fill in the Also
notify slaves field with alist of 1P addresses. BIND normally uses the addresses of all sec-
ondary servers for the zone from its Name Server records, but this may not always be
complete.

9. When you are done, click the Save button at the bottom of the page to update the BIND
configuration file with your changes. You will need to use the Apply Changes button on
the modul€'s main page to make them active.

If amaster zone is no longer needed, you can use this Webmin module to totally delete it along
with al the records that it contains. To do this, the stepsto follow are:

1. On the module's main page, click on theicon for the zone that you want to edit.

2. Click on the Delete Zone button at the bottom of the page.

3. When deleting a forward zone, the field Delete reverse records in other zones? controls
whether matching Reverse Address records in hosted reverse zones for all of the address
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records in this one should be removed as well. It is generally safe to set this to Yes, as
only records with the exact same | P address and hostname will be deleted.

4. Similarly, when deleting a reverse zone the field Delete forward records in other zones?
determines whether matching forward records should be del eted too.

5. Once you have made your selection and are sure you want to go ahead with the deletion,
click the Delete button. The zone's entry in the named. conf file will be removed and its
records file deleted.

You can convert a master zone to a slave zone of the same name without needing to delete and
re-createit. This can be useful if the new server istaking over as the master for some domain, or
if the master and secondary servers are switching roles. Section 30.8 “Editing a Slave Zong”
explains how to carry out the reverse action of converting aslave zone to a master, which may be
useful in this situation.

To convert a zone, the steps to follow are:

1. On the module’'s main page, click on the icon for the zone that you want to edit, then on
the Edit Zone Optionsicon.

2. When you click on the Convert to slave zone button, the zon€e's entry in named. conf will
be immediately updated to convert it to a ave zone. The browser will then return to the
modul€'s main page.

3. Normally, every slave zone has a list of master server |P addresses it can use to perform
zone transfers from. In the case of converted zones, thislist will beinitially empty unless
the Default master server (s) for slave zones module configuration option is set. Follow the
instructions in Section 30.8 “Editing a Slave Zone” to set the master servers addresses
correctly.

4. To activate the change, click on the Apply Changes button on the module's main page.

30.7 Creating a New Slave Zone

A slave or secondary zone is one for which your DNS server gets the list of records from a mas-
ter server for the zone. Generally, slave servers are used to reduce the load on the primary server
or act as a backup in case it goes down. For important zones (such as a company’s Internet
domain), you should always have at |east one dave server so that your websiteis still accessible
and email can still be delivered even if the primary goes down.

The secondary DNS server for adomain should not usually be located on the same network
as the master, so that the failure of that network cannot take them both down. Many 1SPs and
hosting companies will host secondary zones for their customer’s domains for free, on their own
DNS servers. If your ISP provides this service and you want to set up a secondary server for an
Internet domain, you should take advantage of it. If so, most of this section can be skipped.
However, if you want to add a slave server for an internal domain or have alarge company net-
work with many connections to the Internet, then the instructions below explain how to set it up:

1. On the main page of the BIND DNS Server module, click on the Create a new slave zone
link above or below the list of existing zones. This will bring up the form shown in
Figure 30.5, for entering the details of the new domain.
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Figure 30.5 The slave zone creation form.

2. For a forward zone like example.com, set the Zone type field to Forward and enter the
zone name into the Domain name / Network field. For a reverse zone that maps IP
addresses to hostnames for a network, choose the Rever se option and enter the network
address (like 192.168.1) into the Domain name/ Network text field.

3. The Recordsfile field determines if BIND keeps a cache of the records in this zone in a
file and, if so, where that file is located. If the option None is chosen, records that the
DNS server transfers from the master will be kept in memory only, and lost when the
server is re-started. This should only be chosen if there is a good network connect
between the master and slave servers, asit will increase the number of zone transfers that
your server must perform.

If you choose Automatic, Webmin will generate a filename in the zone files directory
specified in the named. conf file (usualy / var / named). Whenever your server does a
zone transfer, all recordswill be written to thisfile in the standard format.

If the final option is selected, you can enter the full path to afile in which records should
be stored into the field next to. This can be useful if you want to separate the records files
for master and slave zones.

4. Inthe Master serversfield, enter the | P addresses of the master DNS server and any other
secondary servers for the zone. BIND will try these servers in order when doing a zone
transfer, so the master should be first on the list. You must enter at least one address, so
that your server knows where to get records from.



334 Chapter 30 « DNS Server Configuration

5. Click the Create button to have the new slave zone added to your server’s configuration.
Your browser will be re-directed to a page for editing options for the zone.

6. Return to the module’s main page and click the Apply Changes button on the main page
to make the addition active.

7. On the master server, add a new Name Server (NS) record for the zone with the IP
address of the secondary server. This can be easily done in Webmin by following the
instructions in Section 30.4 “Adding and Editing Records’.

8. Configure the master DNS server to notify this slave of any changes to records in the
zone. The stepsin Section 30.6 “Editing a Master Zone” explain how.

9. If thisisan Internet domain, notify the registrar for the parent zone of the new secondary
server. Most provide online forms for editing the list of nameservers for a domain, to
which you can add the secondary’s IP. Thisis necessary so that other hosts on the Inter-
net know to use the slave server is the master is down.

Another type of zone that is closely related to the slave zone is the stub. They are like ave
zones, but only contain Name Server records that have been transferred from a master server,
instead of al the records. Stub zones are rarely used, but can be useful for ensuring that the
Name Server records in a zone for its sub-domains are the same as those use in the sub-domain
itself. The steps for creating one are amost identical to those above, but in Step 1 you must use
the Create a new stub zone link on the main page instead.

30.8 Editing a Slave Zone

After adlave zone has been created, it is still possible to edit several optionsthat apply toit. Nat-
urally there is no way to add or edit the actual records within the zone, but you can still change
thelist of master servers, the records file and the clients that allowed to query it. To change these
setting, the stepsto follow are:

1. On the module's main page, click on the icon for the dave zone that you want to edit.
Your browser will display the form shown in Figure 30.6.

2. Scroll down to the Zone Options form at the bottom of the page.

3. To edit the list of other master and slave servers for this zone, change the | P addressesin
the Master serversfield. If anew secondary server has been added, it should be added to
this list on all other secondaries so that they can do zone transfers from it. If the IP
address of the master has changed, the list must be updated with the new address.

4. To change the amount of time that the server will wait before giving up on a zone trans-
fer, de-select Default for the Maximum transfer time field and enter a number of minutes
into the text box next to it.

5. If the Recordsfile field is set to None, records transferred from the master server for this
zone will be kept in memory only. However if afilename is entered, records will be writ-
ten to that file instead in the standard format. Thisis the best option, asit minimizes zone
transfers and allows you to view the records on the secondary server, as explained bel ow.

6. To have this DNS server notify others when the zone changes, change the Notify slaves of
changes? field to Yes. Thisis only realy useful if there are other secondary servers that
perform zone transfers from this one, and may not be able to receive update notifications
from the master server.
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Figure 30.6 The slave zone editing form.

10.

The DNS servers to notify are determined from the Name Server records for the zone,
and the contents of the Also notify slaves field.

. By default, all DNS clients and servers will be able to lookup records in the zone. To

change this, fill in the Allow queries from field with a list of 1P addresses, IP networks
and BIND ACL names. If thefield isleft empty, the field with the same name on the glo-
bal Zone Defaults page determines which clients are allowed.

. To restrict the clients and servers that are allowed to perform zone transfers of al the

records in this domain, fill in the Allow transfersfrom field with alist of |P addresses, |P
networks and ACL names. If it is left empty, the Allow transfers from field on the Zone
Defaults page applies instead.

. The other fields on the form such as Check names? and Allow updatesfrom? are not really

used for slave zones, and so can be left unchanged.

When you are done making changes, click the Save button. As long as there were no
syntax errors in your input, you will be returned to the module’s main page. Click the
Apply Changes button there to make the modifications active. Note that this will not
always force are-transfer of the zone, even if the master servers have changed. For dave
zones that use records files, BIND will only do a transfer when the zone expires or the
server receives notification of a change.

When editing a slave zones that uses a records file, it is possible to browse the records in Web-
min. At the top of the page that appears when you click on the slave zone'sicon is a table of
record types, just like the one that appears on the master zone form. Each can be clicked on to
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list the names and values of records of that type in the zone, as known to the secondary server.
Editing or adding to them is impossible of course, as any changes must be made on the master
server which is the authoritative source of records for the domain.

To stop your system acting as a slave server for a zone, you will need to delete it from the
BIND configuration. This is generally a safe procedure, as the all the records in the zone have
been copied from a master server and can be easily replaced. However, you should update the
Name Server records in the zone and notify the parent domain’s registrar that you system is no
longer a secondary for the zone, so that other DNS servers do not waste time querying it.

To delete a slave zone, the steps to follow are:

1. On the module’s main page, click on the icon for the slave zone that you want to edit.
Thiswill take you to the form shown in Figure 30.6.

2. Click on the Delete button in the bottom right-hand corner of the page, which will display
aconfirmation form.

3. Hit the Delete button if you are sure you want to delete the zone.

4. After your browser returns to the module’s main page, click on Apply Changes to make
the deletion active.

5. On the master server, remove the Name Server (NS) record for this secondary server
from the zone.

6. If thisis an Internet domain, notify the parent zone registrar of the removal of this sec-
ondary server. Failure to do so could cause problems if other DNS servers attempt to
guery this one for records in the domain when it cannot provide answers.

The final thing that you can do to a slave zone is convert it to a master. Thisis only possible for
zones that use a records file, so that Webmin can view and edit that file in future. If you do such
a conversion, make sure that the origina master server is changed to become a slave or stops
hosting the zone altogether—the same domain cannot be served by two masters.

The steps to convert azone are:

1. Click onitsicon on the modul€’'s main page.

2. Scroll down to the bottom of the slave zone page and hit the Convert to master zone but-
ton. This will immediately update the naned. conf file to change the zon€e's type, but
will not make any other changes.

3. To make the conversion active, click on the Apply Changes button on the module’'s main
page.

4. You can now edit records in the domain just as you would with any normal master zone,
by following the instructions in Section 30.4 “Adding and Editing Records’.

30.9 Creating and Editing a Forward Zone

A forward zone is one for which your DNS server simply forwards queries to another server on
behalf of whoever is making the request. They can be useful if the zone is actually hosted by
another server that cannot be reached by clients of this server. It is possible to set up BIND to
forward al requests for any non-hosted zones to another server, as explained in Section 30.12
“Configuring Forwarding and Transfers’ below. A forward zone entry does the same thing, but
for just asingle domain.
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To set one up, the stepsto follow are:

1.

2.

5.

6.

On the module's main page, click on the Create a new forward zone link above or below
the list of existing domain icons. Thiswill take you to the zone creation form.

Set the Zone type field to either Forward or Reverse, as when creating master and dave
Zones.

. For aforward zone, enter its full name (without a dot at the end) into the Domain name/

Network field. For areverse zone, enter its network (like 192.168.1) into the field instead.
Webmin will automatically convert it to in-addr.arpaformat when the zone is added.

. In the Master servers field, enter alist of |P addresses for the DNS servers that can be

gueried to look up records in the zone. These must all be master, slave or forward hosts
for the domain.

If no addresses are entered at al, BIND will always perform normal lookups of records
in the zone instead of forwarding requests to another server. This can be used to override
the global forwarding settings on the Forwarding and Transfers page for a single zone.
Click the Create button to have the zone added to BIND's configuration file. Your
browser will be taken to a page for editing options in the new domain.

Return to the module's main page, and hit the Apply Changes button to make it active.

After aforward zone has been created, you can delete it or edit the few settings that it has by fol-
lowing these steps:

1.

2.

Click on theicon for the zone on the module's main page, which will bring your browser
to asmall form for editing its options.

To change the list of DNS servers that requests are forwarded to, edit the IP addressesin
the Master servers field. If none are entered, requests for records in this domain will be
looked up directly.

. If the Try other servers? field is set to Yes, BIND will try a normal direct lookup for

requestsin this zone if it cannot contact any of the listed servers.

. Click the Save button to store your changes and then Apply Changes back on the main

page to activate them.
Or to delete the forward zone, click on Delete and then Delete again on the confirmation
page.

30.10 Creating a Root Zone

Asthe introduction explains, aroot zone is one that contains the information that your DNS server
needs to contain the Internet root servers. Without one, it is impossible to resolve records in
domains other than those hosted by your server. Fortunately, one will almost always exist already
inyour BIND configuration, created either by Webmin or included as part of the default setup.

You may need to create aroot zone if one does not exist yet because you selected the inter -
nal non-internet use only option when setting up the module for the first time, but have now con-
nected your system to the Internet. Adding a second root zone can also be useful when views
have been configured, as explained in Section 30.15 “Using BIND Views’.

Webmin will only allow you to create aroot zone if none yet exists or if aview exists that does
not contain one, because there is no point having two such zones. To add one, the stepsto follow are:
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1. On the module’s main page, click on the Create a new root zone icon.

2. Fill inthe Storeroot serversin file field with afilename to use for the root zonefile. If one
already exists, then this field will already contain its path. Oherwise, you should enter
something like /var/named/db.cache.

3. The Get root servers from field controls where Webmin copies the root file from. The
choices are:

Download from root FTP server  Thisisthe best option, asit tells the module to make an
FTP connection to rs.internic.net and download the latest version of the file.
However, this may not work if your system cannot make perform FTP downloads due to
afirewal.

Use Webmin's older root server information This option should be used if the first will
not work. If selected, the module will use a copy of the root zone file that comes with
Webmin, which will work but may not be up to date.

Existing root serversin file If the file entered in Step 2 aready exists, then this option
should be chosen. If you are adding a root zone to a view and one aready exists in
another view, it will be selected by default so that the file can be shared between both
zones.

4. Click the Create button to add the zone and return to the module's main page. Then hit
Apply Changes to make it active.

Once aroot zone has been added, an icon representing it will appear on the main page. You can
delete it by clicking on the icon and hitting the Delete button; however, this may prevent the
lookup of recordsin non-hosted Internet domains from working as explained above.

30.11 Editing Zone Defaults

If you add lots of zones that contain similar records, then it can be a lot of work to add them
manually after creating each one. For example, in a web hosting company al of your domains
might contain a www Address record for the IP address of your web server and an Mail Server
record that directs mail to a central server. Fortunately, Webmin alows you to create a list of
records that get added to all new domains, called a zone template.

A template consists of one or more records, each of which has a name, type and value. For
Address records, the value can be an option which indicates that it can be entered by the user at
zone creation time. This is useful if one of the records (such as ww) in the new domains does
not have a fixed address, and you want to be able to easily set it when the zone is added. Tem-
plates can only be used when creating forward zones, as they do not make much sense for
reverse zones.

It is also possible to edit the default expiry, refresh, TTL and retry times for new zones.
Webmin's initial defaults are reasonable, but may not be appropriate for your network. To
change these defaults and set up template records, the steps to follow are:

1. On the module’s main page, click on the Zone Defaults icon. The form at the top of the
page labeled Defaults for new master zones contains all the fields that need to be edited.
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2. Edit the Refresh time, Transfer retry time, Expiry time and Default time-to-live fieldsif you
want to change the defaults times for new zones. Existing master zones will not be
effected by any changes you make here though.

3. If al your new domains are managed by the same person, enter his address into the
Default email address field. This will save you from having to type it in on the master
zone creation page every time.

4. In the Template records table, two blanks rows appear for entering new records. To add
more than two, you will need to save this page and re-edit it. The recordsin existing rows
can be edited by just changing their fields, or deleted by clearing out the record name.
Under the Record name column you must enter the name of the record relative to the
zone, such as www or ftp. To create a record for the zone itself (such as a Mail Server
record for the domain), just enter a single dot.

Under the Type column, select a type for the record from the list. See Section 30.5
“Record Types’ for more information on what each is used for.

Asits name suggests, the field under the Value column is for entering a value for the new
record. For the Address type, you can select From form in which case you will be able to
enter an address when creating a new domain, which will be used by all template records
that have this option selected. For Mail Server records, both the priority and server name
must be entered separated by a space, such as 5 mail.example.com. Values for records of
all other types should be entered in the same format asis used when adding a record to a
zone.

5. If you are familiar with the records file format used by BIND, you can create your own
file of records to be included in new zones. If a filename is entered into the Additional
template file field, its contents will be added to the zone file created by Webmin for new
master domains.

6. When you are done adding template records, click the Save button at the bottom of the
page. The changes will apply to any new master zones created from now on.

Now that you have created atemplate, you can choose whether or not to use it for each new mas-
ter zone that you create. On the creation form (explained in Section 30.3 “ Creating a New Mas-
ter Zone”) is afield labeled Use zone template?, which is set to Yes by default if there are any
template records. Next to it is a field named IP address for template records, which used for
entering the | P for records for which the From form option is selected. If you chose to use atem-
plate and if there are any records that do not have an | P address specified, then this field must be
filledin.

The Zone Defaults page aso contains several options that apply to al existing domains, but
can all be set or overridden on a per-zone basis as explained in Section 30.6 “Editing a Master
Zone”. You can control which clients are allowed to query the server and what kind of checking
is done for the records of various domain types. Being able to limit the allowed client hosts is
particularly useful, so that you can stop non-internal clients using your DNS server. However,
you should make sure that master Internet zones hosted by your server are accessible to every-
one, so that other DNS servers on the Internet can look them up.

To change these global options, the stepsto follow are:
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1. On the module€’'s main page, click on the Zone Defaults icon and scroll down to the
Default zone settings section.

2. To control which hosts are alowed to query your DNS server, change the Allow queries
from field to Listed and enter alist of IP addresses, | P networks (like 192.168.1.0/24) and
ACL namesinto the text box below. Clients that do not match any entry on the list will be
denied, unless they are requesting a record in a zone which has its own separate settings
allowing them.

3. To control which hosts are allowed to perform zone transfers from your server, change
the Allow transfers from field to Listed and fill in the text box below with alist of IP
addresses, |P networks and ACL names. Only servers that are acting as secondaries for
zones that this server hosts really need to be able to do transfers, so it is usually a good
ideato enter just their IP addresses. If you are restricting queries, thisfield must befilled
in so that hosts that cannot |ookup records are not allowed to perform transfers either.

4, The fields Check names in master zones? and Check names in save zones? control the
checking of recordsin all zone files for master and slave zones respectively. The avail-
able options for each are:

Warn If an invalid record is found, an error will be written to the system log file, but
processing of other records continues normally.

Fail Invalid records cause the entire zone to be regjected, but other zones will till be
processed normally.

Ignore No checking isdone at all.
Default The default checking level isused, which is Fail.

5. To have BIND check responses that it receives from other DNS servers, set the Check
namesin responses? field to Warn or Fail. The default is simply to pass potentially errone-
0us responses on to clients.

6. The Notify slaves of changes? field determines whether BIND sends a notification to al
daves of master zones hosted by this server when they change. To turn this on, select Yes.
Otherwise, select No or Default. Enabling notification is a good idea, as it ensures that
secondary servers are kept in sync with the master.

7. When done, click the Save button at the bottom of the page to update the BIND configu-
ration file and then the Apply Changes button on the module’'s main page to make the
changes active. The new settings will apply to all zones that do not explicitly override
them on their own options pages.

30.12 Configuring Forwarding and Transfers

BIND can be configured to forward all requests for zones that it is not the master or slave for to
another DNS server. When doing this, it acts like a DNS client itself, accepting requests from
real clients and then sending them off to another server or serversfor resolution instead of carry-
ing out the normal process of contacting the root zone servers and finding the correct server for
the domain. This can be useful if your DNS server is unable to contact the rest of the Internet,
but can still communicate with a DNS server that does have full network access. For example, it
may be on an interna network behind a firewall that only allows connections to alimited set of
destinations.
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To set up forwarding, the stepsto follow are:

1. On the module’s main page, click on the Forwarding and Transfers icon.

2. In the form that appears, fill in the Servers to forward queries to field with the IP
addresses of DNS servers that requests should be sent to. BIND will try them in order
until one returns a positive or negative a response.

If the list is empty, the server will revert to the normal method of looking up records by
contacting the root servers and so on.

3. If you want your server to attempt to resolve a client’s query directly when it cannot con-
tact any of the forwarding servers, set the Lookup directly if no response from forwarder
field to Yes. Thisisonly useful if your server is actually capable of doing lookups.

4. Click the Save button at the bottom of the page, and then hit Apply Changes back on the
main page to make the new setting active. Assuming the forwarding list was filled in,
your server will now send all client queries to the listed servers.

The same form also contains fields for configuring BIND’s behavior when doing zone transfers.
You can control how long it will wait for a transfer to complete, the protocol used for transfers
and the number that can be active at the same time. To edit these settings, follow these steps:

1. On the modul€e's main page, click on the Forwarding and Transfersicon.

2. By default, BIND will wait 120 minutes (2 hours) for a zone transfer from a master to
complete. To change this, enter a different number of minutes into the Maximum zone
transfer time field. This can also be set or overridden on a per-slave zone basis.

3. BIND versions before 8.1 only support the transfer of a single zone at a time. Because
this can be slow when transferring many zones from the same master server, the Zone
transfer format field can be set to Many to use a new format that combines multiple
domains into the same transfer. If One at a time or Default is chosen, then each zone will
be transferred separately. Thisis the best choice unless you are sure that all slave servers
arerunning BIND 8.1 or above.

4, By default, your name server will not carry out more than 2 concurrent zone transfers
from the same master server. To increase this limit, change the M aximum concurrent zone
transfers field to something higher. This can speed up the process of transferring alarge
number of domains, but at the expense of putting a higher load on the master server.

5. Click the Save button when you are done making changes and then click Apply Changes
on the main page to activate them. The new settings will apply to all subsequent zone
transfers.

30.13 Editing Access Control Lists

An access control list (or ACL) is alist of 1P addresses, IP networks or other ACLs that are
grouped together under a single name. The ACL name can then be used when specifying the list
of clients allowed to query, update or perform zone transfers from a zone. This can be used to
reduce the amount of duplication in your BIND configuration, and to make it clearer. For exam-
ple, the ACL corpnet might match the IP networks 192.168.1.0/24, 192.168.2.0/24, and 1.2.3.0/
24, which are all part of your company’s network. When configuring who can query a zone, you
could just enter corpnet instead of that list of network addresses.
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To view and edit ACLs in Webmin, the stepsto follow are:

1. On the module’'s main page, click on the Access Control Listsicon. Thiswill takeyou to a
page listing existing ACLs and alowing the addition of one more. If you want to add
more than one ACL, you will need to save the form and re-edit it to force the display of a
new blank row.

2. To add anew ACL, find the blank row at the bottom of the table and enter a short name
consisting of only letters and numbers in the ACL Name column. Then in the field under
Matching addresses, networks, and ACLs, enter a list of IP addresses, |P networks and
other ACL names that this new ACL will contain.

| P addresses must be entered in their standard format like 192.168.1.1, but hostnames are
not allowed. IP networks must be entered in network/prefix format like 192.168.1.0/24
or 192.168.1/24. You can also precede any address, network or ACL name with a! to
negate it. For example, the entry 1192.168.1.0/24 would match all hosts outside the
192.168.1 network.

3. Existing entries in the list can be edited by changing their fields in the table and ACLs
can be deleted by clearing out the field containing their names.

4. When you are done adding and editing ACLSs, click the Save button. To activate the
changes, hit Apply Changes back on the main page. After an ACL is created it can be
used in the query and it can transfer and update restrictions of master and slave zones.

BIND hasfour built-in ACLs that can be used in al the same places that user-defined ACLs can.
They are:

any Matchesany client address.
none Matches nothing.

| ocal host Matches the IP addresses of all network interfaces on your system.
Even though it is called localhost, it doesn’t just match 127.0.0.1.

| ocal nets Matches al clients on all networks that your system is directly
connected to. BIND works this out by looking at the IP addresses and netmasks of
all network interfaces.

30.14 Setting Up Partial Reverse Delegation

Partial reverse zone delegation is method for transferring the management of a small set of
reverse | P addresses to another DNS server. Normally, reverse zones cover an entire class C net-
work containing 256 addresses. However, many organizations have networks much smaller than
this, containing maybe 16 or 32 addresses. Normally, this would make it impossible for the orga-
nization to manage its own reverse address mappings, as the addresses come from a network that
is owned by an ISP or hosting company.

Fortunately, there is a solution. The ISP can set up Name Alias (CNAME) records in the
reverse zone for the parent network that point to Reverse Address records in a special zone on
the organization’s DNS server. The parent zone must also contain aName Server (NS) record for
the special sub-zone that points to the customer’s server, so that other DNS clients know where
to look when resolving the Name Alias records.
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An example may make this clearer. Imagine for example that an ISP had granted addresses
in the range 192.168.1.100 to 192.168.1.110 to Example Corporation, which owns the exam-
ple.com domain. The company aready runs its own DNS server to host the example.com zone,
but wants to control reverse address resolution for its IP range as well. The ISP would create
Name Alias records in the 192. 168. 1 zone pointing to the special sub-zone 192.168.1.100-
110, which will contain the actual Reverse Address records named like 192.168.1.100-100.101.
The ISP &l so needs to create a Name Server record for 192.168.1.100-110 which tells other serv-
ers that Example Corporation’s DNS server should be used to find records under that zone.

Webmin handles reverse address delegation well and automatically converts special net-
work zones like 192.168.1.100-110 to and from the real zone names used by BIND such as
100- 110. 1. 168. 192. i n- addr . ar pa. The exact steps to follow on both the server that hosts
the actua class C network zone and the server that a subset of it is being delegated to are:

1. Decide on the range of addresses that are being delegated, such as 192.168.1.100 to
192.168.1.110. Typicaly, the sub-zone name is based on the range of addresses being
delegated, but this does not have to be the case as long as it is under the parent network
domain.

2. On the server that hosts the class C network zone, add a Name Server record for
192.168.1.100-110 with the server set to the |P address or name of the sub-zone’'s DNS
server.

3. For each address in the range, add a Name Alias record to the reverse zone named like
101.1.168.192.in-addr.arpa. with the Real Name set like 101.100-110.1.168.192.in-
addr.arpa. As you can see, the aias points to a record inside the zone for the sub-net-
work.

4. When al of the Name Alias records have been created, everything that needs to be done
on this server isfinished and you can hit Apply Changes.

5. On the DNS server for the sub-network, create a new master zone for the reverse
network 192.168.1.100-110. Webmin will automatically convert this to the correct
i n-addr . ar pa format for you.

6. Add Reverse Address records to the new zone as norma for IP addresses like
192.168.1.100-110.101. Adding arecord for the IP 192.168.1.101 will not work.

7. When you are done creating reverse records, click the Apply Changes button to make
them active. You should now be able to look them up using a command like nsl ookup
on the server for the parent network zone.

The instructions above can be used to delegate multiple ranges from a single class C network to
severa different DNS servers. There is no limit on the size of ranges, nor any requirement that
they follow normal network block boundaries; however, for routing reasons most |P allocation is
done in power-of-two sized blocks (like 4, 8, 16 and so on), which means that any sub-zone
ranges will be the same size.

The only problem with reverse address delegation when using Webmin is that Reverse
Address are not automatically created and updated when Address records are. This means that
you will have to create all such records manually on the sub-zone server, asin the steps above.

One inconvenience in setting up partial reverse delegation is the number of similar Name
Alias records that must be created on the parent network zone server. Fortunately, thereisasim-
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pler aternative—record generators. A generator is a special BIND configuration entry that cre-
ates multiple similar records using an incrementing counter. This module alows you to created
and edit generators, by following these steps:

1. On the module’'s main page, click on theicon for the reverse zone that you want to create
records in. Thiswill typically be a class C network domain that is going to have arange
of addresses delegated to some other server.

2. Click on the Record Generatorsicon. Thistakes you to a page containing atable of exist-

ing generators, with a blank row for adding a new one.

. In the empty row, select CNAM E from the menu under the Type column.

4. Under the Range column, enter numbers for the start and end of the address range into
the first two fields, such as 100 and 110. The third field is for entering the gap between
each step and should be left blank. If you were to enter 2, then the range would go 100,
102, 104 and so on.

5. In the Address pattern field, enter $ (a single dollar sign). When the records are created,
the $ will be replaced with the number of each record, which will in turn resolveto an IP
addressin the range.

You could aso enter $.1.168.192.in-addr.ar pa., which makes things more obvious but is
longer to type.

6. In the Hostname pattern field, enter $.100-110. Similarly, the $ will be replace with the
number of each record, which will resolve to something like 101.100-110.
1.168.192.in-addr.arpa.

7. If you like, enter a comment that describes what this generator is for into the Comment
field.

8. Click the Save button, return to the module’s main page and click on Apply Changes.

w

A generator can replace the Name Alias records that the first set of instructions in this section
tell you to create, so there is no need for them anymore. Note that the automatically generated
replacements will not be visible or editable in the normal way, only through the Record Genera-
tors page.

30.15 Using BIND Views

BIND version 9 introduced the concept of views, which are groups of zones that are visible only
to certain DNS clients. Views can be used to hide internal zones from the Internet, to present the
same zone in two different ways, or to stop non-local clients resolving non-hosted domains
through your server. Every view has a unique name, and a list of matching IP addresses and IP
networks that determines which clients and serversit isvisible to.

When it detects that you are running BIND 9, several additional features are available in the
module. You can create views, move zones from one view to another, and choose which view
zones are created in. On the main page, each current view is represented by an icon under Exist-
ing Client Views heading and each zone icon has alabel that indicates which view itisin.

If any views exist, then every zone must bein aview. If none are defined will Webmin allow
the creation of zones outside views, as this is not supported by BIND. This includes the root
zone, which must be available to a client for DNS requests for records in domains not hosted by
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this server to succeed. For this reason, it often makes sense to put the root zone in aview that is
availableto dl clients.

To add anew view to your BIND configuration, the steps to follow are:

1. On the module’'s main page, click on the Create a new view link in the Existing Client
Views section. Thiswill take you to aform for entering its details.

2. Enter a short alphanumeric name for the view (such as internal or everyone) into the
View name field. Each view must have a unique name.

3. Leave the DNSrecordsclass field set to Default.

4. If the zones in this view are to be visible to everyone, set the Apply this view to clients
field to All clients. Otherwise, choose Selected addresses, networks, and ACLs and enter a
list of IP addresses, |P networks and BIND ACL namesinto the text box below. Only cli-
ents that match one of the entriesin thislist will have access to the view.

5. Click the Create button at the bottom of the form. You will be returned to the main page,
which will include an icon for your new view.

6. Move any existing zones that you want to be in thisview intoit. A zone can be moved by
clicking on itsicon, then on Edit Zone Options, and then selecting the new view from the
menu next to the Move to view button before clicking it.

If thisisyour first view, all existing zones must be moved into it (or another view) before
the new configuration will be accepted by BIND.

7. When you are done moving zones, click the Apply Changes button on the main page.

Once aview has been created, you can change the list of addresses and networks that it matches
by clicking on itsicon on the main page and updating the Apply thisview to clients field. Then hit
the Save button followed by Apply Changes to make the new client list active.

A view can be deleted by clicking the Delete button on the same form. This will bring up a
confirmation page that allows you to choose what should happen to the zones that it contains, if
any. The available options are;

Deletetotally All zonesin the view are deleted, along with their recordsfiles.

Move out of views Zones in the view are moved out to the top level. This option
should only be used when deleting the last view, for the reasons explained above.

Movetoview Zonesare moved to adifferent existing view.

When one or more views have been defined on your system, you can choose which one to use
when adding new zones. Thisis done using the Createin view field on the master, slave, forward
and root zone creation forms, which allows you to select a view from its menu. Naturally, there
isno option for creating a zone outside of any views as thisis not allowed by BIND.

One common use of views is hiding internal zones from clients outside your internal net-
work. Thisisagood way of hiding the structure of your network and the hosts on it from poten-
tial attackers. To set it up, the stepsto follow are:

1. Create anew view called internal that matches clients on your internal LAN.
2. Create a second view called everyone that matches all clients.
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3. Move any zones that are for interna use only into the internal view. Zones for Internet
domains such as example.com must not be put in this view, as that would make them
inaccessible to the rest of the world.

4. Move al other zones (including the root zone) to the everyone view.

Views can aso be used to prevent clients outside your network looking up non-hosted
domains on your server, as follows:

1. Create anew view called internal that matches clients on your internal LAN.

2. Create asecond view called everyone that matches all clients.

3. Move the root zone to the internal view, which will prevent the server from looking up
records for non-local clients that require contact with the root servers.

4. Move al other zones to the everyone view.

30.16 Module Access Control

Like others, the BIND DNS Server module alows you to control which of its features are avail-
able to a particular Webmin user or group. This can be useful for giving people the rights to
manage only records in their own zones and nobody €else's. Even though this would normally
requirer oot accessto the records files, with Webmin it can be granted to people without giving
them level of power that ar oot login would allow.

Once you have created a user with access to the module as explained in Chapter 52, the
stepsto limit his access to only certain zones are;

1. Click on the BIND DNS Server next to the name of the user in the Webmin Users mod-
ule. Thiswill bring up a page of access control options.

2. Change the Can edit module configuration? field to No, so that the user is not allowed to
change the paths that the module uses to named. conf and other files.

3. For the Domainsthisuser can edit field, choose Selected zones and select the ones that you
want him to have access to from the list to its right. If you want him to be able to edit
amost al zones, it may be better to choose All except selected and select only those that
he should not be allowed to manage records in. If your DNS server uses views, you can
use the Zonesin view options to alow or deny accessto al zonesin aview aswell.

4. Change the fields Can create master zones?, Can create slave/stub zones?, Can create for-
ward zones? and Can edit global options? to No.

5. If you want Reverse Address records in zones that the user does not have access to to be
updated by changes to Address records in zones that he does, set the Can update reverse
addressesin any domain? field to Yes. This may not be a good idea from a security point
of view though, as he would be able to change almost any existing Reverse Address
record on your system. For that reason, | suggest that this field be set to No.

6. To stop the user creating more than one Address record with the same IP, set the Can
multiple addresses have the same | P? field to No. Even though creating multiple recordsis
harmless, you may want to set thisto No to prevent the user allocating the same I P twice.

7. Leave the Read-only access mode? field set to No. If it is changed to Yes, the user will only
be able to view zones and records using the module, and not change anything. This might
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be useful for creating a different kind of restricted user though—one who can see all set-
tings, but not edit them.

8. Leave the Can apply changes? field set to Yes, so that he can use the Apply Changes button
to make his additions and modifications active.

9. Unless you want the user to be able to edit his records file manually, change the Can edit
records file? field to No. Most untrusted users are not smart enough to perform manual
editing.

10. The Can edit zone parameter s? field determines if the user can see and use the Edit Zone
Parameters icon for his domains. Setting this to Yes is quite safe, as the user can only
harm his own zones by setting the parametersto silly values.

11. Similarly, the Can edit zone options? field determinesif the Edit Zone Optionsicon isvis-
ible or not. You should set thisto No, asit is possible for a user to create a syntax error in
naned. conf by improper use of the zone options form.

12. Unless you want the user to be able to delete his own domains, change the Can delete
zones? field to No. Users should contact the master administrator instead if they want to
delete zones.

13. The Can edit record generators? field can be left set to Yes, as it smply allows the cre-
ation of multiple records at once. However, some users may get confused by this feature
so it might be a good ideato change the field to No.

14. The Can lookup WHOI Sinformation? And Can search for free | P numbers? fields can also
be left on Yes, as those features merely display information to the user.

15. Change the Can create and edit views? field to No, so that the user cannot manage BIND 9
views. If the user is allowed to create zones, you can use the Views this user can edit and
add zonesto field to limit those that he can create zonesin.

16. Can create slave zones on remote server s? should be set to No, but this doesn’t really mat-
ter as the user is not going to be allowed to create master or slave zones anyway.

17. Finally, click the Save button to make the new restrictions for the user active.

30.17 Configuring the BIND DNS Server Module

The BIND module has several options that can be set by clicking in the Module Config link on
the main page. Those listed under System configuration control where Webmin looks for the
BIND configuration file, PID file and program on your system, are initialy set to match the
BIND package that comes with your operating system. Normally they do not need to be
changed, unless you have compiled and installed the DNS server software yourself.

Table 30.1 lists both the configurable options that you can safely change (in the first three
sections) and those that are related to file locations which generally do not need to be edited (in
the fourth). Most of the options only need to be changed by people who have customized their
BIND setup or run large name servers. For the average sites, the defaults will work fine and there
is no need to adjust the modul e configuration.

30.18 The BIND 4 DNS Server Module

Even though BIND version 8 has been available for several years now, version 4 is still in use by
many people and is included as standard by even the latest release of HP/UX and possibly other
operating systems. Fortunately, there is a Webmin module that supports BIND 4, which was
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Table 30.1 Module Configuration Options

Chroot directory
torun BIND
under

For security reasons, some people liketo run BIND limited to asingle directory
withthechr oot command. If you are doing this, then Webmin will be confused
by your configuration files unless this option is set to the directory that the
server isrestricted to, such as/ homre/ bi nd. The module will then treat all con-
figuration and record file paths as relative to this directory, just as BIND would.
If you do not know what chr oot isor are not using it, leave this option set to
Default.

User to start
BIND as

When thisfield is set to Default, the module will start BIND asr oot . However,
you can enter a different username such asnamed to have it run as that UNIX
user instead. This can prevent your system being taken over by an attacker who
finds abug in the DNS server program. Be sure that all zones files are readable
by the user. The Owner for zone files option documented below can help with
this.

Group to start
BIND as

If Default is chosen for thisfield, the UNIX group that BIND runs as is deter-
mined by the primary group of the user set in the User to start BIND asfield. If
you enter agroup name, the DNS server will be run asthat group instead.

If the previous field is set to Default though, it makes no difference what you
select as BIND will always be run asther oot user and r oot ’s primary group.

Add new zones
tofile

Normally, Webmin will add new all new zonesto thenamed. conf file. If thisis
not the way things are done on your system, you can enter a different filename
for thisfield. However, for the new zones to be recognized by BIND and Web-
min, naned. conf must have an include directive to read thisfile.

Display domains
as

If Iconsis selected, the module’s main page will display each zone as an icon.
However, if you choose List instead zones will be shown in atable, which takes
less space and is easier to read. This makes senseif you are hosting alarge num-
ber of domains.

Order to
display recordsin

Thisfield controls the default sorting method used when viewing the list of
records of some type in adomain. The available options and their meanings are:
By name Records are sorted by name, or in the case of Reverse Address
records by |P address. |P sorting is done the correct way, not simply al phabeti-

caly.

By value Records are sorted by their value part. For Address records, their
means sorting by |P address—all other types are sorted a phabetically.

By IP Addressand Reverse Address records are sorted by I P, otherstypes by
vaue.

Asadded No sorting isdone at al—records are simply shown in the order
that they were added to thefile.
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Table 30.1 Module Configuration Options (Continued)

Maximum
number of zones
to display

If the number of zones hosted by your server exceeds the number set in this
field, they will not be displayed on the module's main page. Instead asimple
search form is shown for finding domains whose names contain the entered text.

Updatereverseis

Thisfield determines the default setting for the Update rever se? option on the
Address record creation and editing forms. Normally it is set to On by default,
but if you rarely want Webmin to automatically update reverse records you
should change it to Off by default.

This option also effects the Update forwar d? field on the form for creating and
editing a Reverse Address, in exactly the same way.

Rever sezone must
exist?

Normally, adding an Address record with an IP addressin areverse zone that is
not hosted by this server is not aproblem, even if Update rever se? is set to Yes.
Sometimes though you do want Webmin to generate an error message is this
case, so that you know that the entered | P address is incorrect. Setting thisfield
to Yesturns on this behavior.

Support DNS for
I Pv6 addresses

If thisfield is set to Yes, the module will allow the creation and editing of
records of a new type—the IPv6 Address. Because they are only useful if you
are running an I Pv6 network, this option is turned off by default.

When editing or adding IPv6 Address records, the appropriate reverse address
records will be updated and created as well. However, they will bein the specia
i p6.int. domaininstead of i n- addr . ar pa.

Allow comments
for records

When thisfield is set to Yes, an additional Comment field will be displayed on
the form for adding and editing records. This allows you to enter acomment for
the record, which will be displayed in the records list. These can be useful for
adding additional notes to hostnames which are visible only to you, rather than
to everyone on the Internet as would be the case with acomment in a Text
record.

In the records file, comments are added to the end of record lines using the
BIND comment character ; . This meansthat if you have existing commentsin
your files, they should shown up when this option is enabled.

Allow wildcards
(not recom-
mended)

Normally, the module does not allow the* wildcard character to be used in
record names asit is not well supported by some DNS servers and clients. If you
do want to use wildcards (such as for aMail Server record for al hostsin a
domain) then you will have to set thisfield to Yes.
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Table 30.1 Module Configuration Options (Continued)

Allow long
hostnames

Normally Webmin prevents record names from exceeding 255 characters. When
thisfield is set to Yes, you are allowed to create names of up to 635 characters
long, which are supported by some versions of BIND. The length restriction
applies to the complete canonical name of the record, not just to the short name
that you might enter on the record creation form.

Allow under -
scoresin record
names?

The use of the _ character in DNS namesiis not technically allowed by the pro-
tocol specification, but many DNS servers and clients support it. In fact, Win-
dows systems often depend upon such records to operate properly. When this
field is set to No the module will prevent you from creating such records, while
selecting Yeswill alow it.

Convert record
namesto
canonical form?

When thisfield is set to Yes (asit is by default), Webmin converts the names of
any new or updated records to canonical form before adding them to the records
file. Thismeansthat rel ative names like WwW\w have their domain added, to become
like www.example.com., both when they are written to the recordsfile and dis-
played in the module. The advantage of this approach isthe elimination of records
that have no name, and thus are dependent on the name of the previous record.

However, this automatic conversion will cause problems if you have two zones
that share the same recordsfile. It can a'so be annoying if you like to edit
records manually and prefer to use short names. To turn it off, change thisfield
to No. The only downsideis that the modul€e's automatic updating of reverse
address records may stop working for records with relative names.

Categorize zones

By default, when using BIND 9 views the modul€'s main page simply displays

by view? the name of its parent view under theicon for each zone. If thisfield is set to
Yes, zoneswill be categorized by viewsinstead so that you can more clearly see
which zone belongs to which view.

Serial number When Running number is chosen for this field, Webmin will generate a serial

style number for new zones that starts with the current UNIX time number, and is

incremented by one for each change. Selecting Date based instead forces the
serial number to bein YYYYMvVDDnn format, which uses the current date fol-
lowed by an incrementing counter for the changes within the day.

This section option generates serial numbers in the format that is required by
some registrars, such as those in Germany. Asfar as BIND and the DNS proto-
col are concerned, there is no difference between the two methods.

Add $ttl totop of
new zonefiles

If Yesis chosen for thisfield, the module will add a$TTL line to the top of al
new recordsfilesthat it creates. Newer versions of BIND log awarning message
if thislineis not present, but older versions complain if it is there, and some
really old releases cannot handleit at al. If BIND on your system doesn’t like
$TTL lines, then you will need to set thisfield to No.
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Table 30.1 Module Configuration Options (Continued)

Directory for
master zonefiles

When Default is selected, the module works out which directory to put new
master zonefilesinto fromthedi r ect ory lineinthenaned. conf file. If you
normally put master and slave filesin separate directories, then the master direc-
tory should be entered into this field.

Directory for
slave/stub zone
files

Like the previous field, this one allows you to specify a different directory from
the default for new slave zone record files.

Format for the
name of forward
zonefiles

Thisfield determines the filename format that Webmin will use for new record
filenames. An occurrence of ZONE in the filename will be replaced with the
name of the new forward domain. If you do change thisfield because you like to
use a different name format like exanpl e. com db, make sure that the new
value contains the string ZONE.

Format for the
name of reverse
zonefiles

Thisfield has the same purpose as the previous one, but is used for reverse zone
filenamesinstead of forward.

Owner for zone
files (user:group)

Thisfield controls the ownership of newly created record files. It must be
entered in user : gr oup format, such as named: daemon. If you are running
BIND as some user other than r oot , thisfield should be changed so that the
zone files created by Webmin are readable and editable by the DNS server user.

Permissions for
zonefiles (in octal)

Like the previous one, thisfield controls the UNIX permissions on new record
files. You must enter a 3-digit octal number of the kind that is used by the
chnod command, such as 755.

Default master
server (s) for slave
zones

The | P addresses entered into this field will be listed by default in the M aster
server stext box when adding a slave zone, and will be added to a zone's config-
uration when converting it from a master to aslave. This can be useful if you
create lots of slave zones that get their records from the same master server.

Default remote
slave server

Thisfield determines the default Webmin server to add a slave zone to when
adding a master zone. It is only used when using the modul€’s cluster features,
which are not covered in this chapter.

Automatically
update serial num-
bers

Normally thisfield is set to Yes, which causes the module to automatically update
azone's serid number every time arecord in it is changed. To turn off this behav-
ior, change the field to No instead—however, thiswill cause problemswith cach-
ing by secondaries and other DN'S servers unless you have some mechanism to
update the serial numbers separate, such as a script that runs once per day.
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Table 30.1 Module Configuration Options (Continued)

Domain for
reverse | Pv6
addresses

Thisfield isonly relevant if you are using the module to manage 1Pv6 address
and reverse address records. It determines which root domain is used for reverse
addresses—either the old ip6.int, or the new ip6.ar pa. If any such zones already
exist on your system, you will need to make the right choice here for the module
to behave properly.

Full path to the
named.conf file

This field determines where the modul e looks for the primary BIND configura-
tion file, naned. conf . You should only need to change it if you have compiled
and installed the DNS server software yourself, and chosen to use a different
location for the configuration file such as/usr/local/etc/named.conf.

Full path tothe
named executable

If you haveinstalled the BIND server program in adifferent location to the
default expected by Webmin, then you will need to change thisfield. This may
be the case if the server has been compiled and installed manually.

Full path to whois
command

The module usesthewhoi s command to display ownership information about a
domain which you click onthe L ookup WHOI S Information icon. Thisfield must
contain the path to the command on your system, such as/usr/local/bin/whois.

Co